
ONCOLOGY INFORMATICS



ONCOLOGY 
INFORMATICS

Using Health Information Technology  
to Improve Processes and Outcomes  

in Cancer
Edited by

Bradford W. Hesse, PhD
Health Communication and Informatics Research Branch,  

Division of Cancer Control and Population Sciences,  
National Cancer Institute, Rockville, MD, United States

David K. Ahern, PhD
Health Communication and Informatics Research Branch, Healthcare Delivery Research Program,  

National Cancer Institute, Rockville, MD, United States; Program in Behavioral Informatics and eHealth,  
Department of Psychiatry, Brigham & Women’s Hospital, Boston, MA, United States; 

Harvard Medical School, Boston, MA, United States

Ellen Beckjord, PhD MPH
Population Health Program Design and Engagement Optimization, UPMC Health Plan,  

Pittsburgh, PA, United States

AMSTERDAM • BOSTON • HEIDELBERG • LONDON 
NEW YORK • OXFORD • PARIS • SAN DIEGO 

SAN FRANCISCO • SINGAPORE • SYDNEY • TOKYO

Academic Press is an imprint of Elsevier



Academic Press is an imprint of Elsevier
125 London Wall, London EC2Y 5AS, UK
525 B Street, Suite 1800, San Diego, CA 92101-4495, USA
50 Hampshire Street, 5th Floor, Cambridge, MA 02139, USA
The Boulevard, Langford Lane, Kidlington, Oxford OX5 1GB, UK

Copyright © 2016 Elsevier Inc. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, 
including photocopying, recording, or any information storage and retrieval system, without permission in writing from 
the publisher. Details on how to seek permission, further information about the Publisher’s permissions policies and our 
arrangements with organizations such as the Copyright Clearance Center and the Copyright Licensing Agency, can be found 
at our website: www.elsevier.com/permissions.

This book and the individual contributions contained in it are protected under copyright by the  
Publisher (other than as may be noted herein).

Notices
Knowledge and best practice in this field are constantly changing. As new research and experience broaden our 
understanding, changes in research methods, professional practices, or medical treatment may become necessary.

Practitioners and researchers must always rely on their own experience and knowledge in evaluating and using any 
information, methods, compounds, or experiments described herein. In using such information or methods they should be 
mindful of their own safety and the safety of others, including parties for whom they have a professional responsibility.

To the fullest extent of the law, neither the Publisher nor the authors, contributors, or editors, assume any liability for any 
injury and/or damage to persons or property as a matter of products liability, negligence or otherwise, or from any use or 
operation of any methods, products, instructions, or ideas contained in the material herein.

British Library Cataloguing-in-Publication Data
A catalogue record for this book is available from the British Library.

Library of Congress Cataloging-in-Publication Data
A catalog record for this book is available from the Library of Congress.

ISBN: 978-0-12-802115-6

For Information on all Academic Press publications  
visit our website at http://www.elsevier.com/

Publisher: Mica Haley
Acquisition Editor: Catherine Van Der Laan
Editorial Project Manager: Lisa Eppich
Production Project Manager: Melissa Read
Designer: Greg Harris

Typeset by MPS Limited, Chennai, India

http://www.elsevier.com/permissions
http://www.elsevier.com/


Dedication

This book is dedicated to two courageous women—Dr Jessie Gruman and Dr Abagail Prestin—whose work, which 
they completed during their own cancer journeys, survives them and will inspire and empower all who take part 
in the fight against cancer.
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The anatomy of a decision, decision making under 
stress and uncertainty by providers and patients, the 
visualization and interpretation of data to support clini-
cal reasoning, gleaning insight from big data, correlating 
with gene variants and the various “omics”—these are 
the overarching subjects of oncology informatics to be 
addressed in this text—Oncology Informatics. Many envi-
sion a future state where health information technology 
(health IT) is supportive of much higher order clinical 
reasoning than possible in today’s systems—where the 
interaction between the computer, providers, and their 
patients will be intuitive and integrated seamlessly in the 
clinical workflow, where increasing data enhances under-
standing and insight, rather than confounding clinicians 
and their patients. This future health IT will deemphasize 
the technology itself, and restore the focus appropriately 
on patients, evidence-based clinical goals, and outcomes.

This evolution toward a more informed future state 
of clinical decision making is perhaps most especially 
relevant in oncology. Studies of health IT have dem-
onstrated its ability to reduce medication errors [1], 
improve patient safety [2], improve the quality of care 
[3], and lower costs [4–6]. Health IT may cause unin-
tended adverse consequences, however, and negatively 
impact clinical processes and outcomes [7]. The over-
arching critical challenge for the successful design and 
effective use of health IT is to fundamentally reorient 
the current model of use [8]: from one where the user 
of health IT is obliged to support health IT—to labo-
riously enter, search, retrieve, and manually interpret 
patient data, to execute and manage transactions in the 
system—to one where health IT supports the user. In 
the current model, the user must interact with a system 
that has a fundamentally different (machine) model of 
the patient’s data, organized for transactions and bill-
ing, with little or no intrinsic model of the care process, 
and desired clinical goals. Rather, health IT should truly 
support its users, informing the clinician’s and patient’s 
mental models of disease, wellness, and care delivery, 
as well as their shared care goals and objectives and the 
processes they engage in together to pursue these goals 
and objectives [9]. Unless health IT systems are adapted 
to provide such advanced patient-centered cognitive 
support capabilities, the effective and transformative 
use of health IT will remain a vision rather than a reality.

Foreword

A concurrent revolution is underway with the advent 
of a truly patient-centered care model in the era of 
genomic medicine—based broadly on the subject mat-
ter of this book: applied oncology informatics. Clinical 
practice is on the cusp of an evolution from George 
Engel’s biopsychosocial model [10] to one informed by 
personalized medicine [11–14]—characterized by deci-
sion making informed by patient personal history, fam-
ily history, social/environmental factors, and clinical 
data along with genomic data and patient preferences. 
To achieve this vision, clinical decision making will need 
to be patient-centered in new ways, bringing the best 
evidence at the genetic level to bear on many clinical 
scenarios [15–18], and an understanding of patient pref-
erences for genetic information [19–22]. The relevance to 
oncology practice and care is clear. Personalized genetic 
medicine [23] is expected to generate data that will out-
strip the information and knowledge processing capa-
bilities of most practitioners, and many clinicians feel 
overwhelmed by this impending tsunami of additional 
knowledge they must master [21,24,25]. One-on-one 
genetic counseling will not be available to all: primary 
care and specialist practitioners alike will need to man-
age their patients with basic genomic test interpretation 
and guidance at the point of care [26–28].

The practicing clinician may be supported with 
health information technologies, however, which enable 
a personalized approach especially to clinical genetic 
medicine [29–33]. Key to personalized medicine will be 
tools to support “prospective” medicine [34,35]—health 
risk assessments, acquisition of a detailed family his-
tory, genomic information, and clinical decision support 
(CDS) in an electronic medical record (EMR) [36,37]. CDS 
has been shown to impact physician behavior [38,39], 
diagnostic test ordering and other care processes [40,41], 
the costs of care [6,42–45], and clinical outcomes [46–49]. 
While there is great promise with health IT and CDS, it 
is not without potential peril: health IT poorly designed 
or implemented, or misused, may generate unintended 
consequences [50–52], and new types of medical error 
[53].

Why is this important now? The goal of oncology 
informatics may be fundamentally to bring genomic-, and 
patient preference-based, personalized medicine CDS to 
any provider receiving genetic sequencing test results at 
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the point of care in EMRs, and eventually to the patient 
via a personal health record. Whole genome sequencing 
will soon be available to almost any patient and their 
physician, and with it will come enormous potential for 
return of incidental genetic findings [54]. The molecular 
laboratory will make choices of which incidental findings 
to analyze and report to the physician, and the physician 
in turn, will make choices as to which of these to return 
to the patient. The choices of which reported variants to 
return to each individual patient will require contextu-
alization by the physician and preference setting by the 
patient [55]. However, scalable solutions for dealing with 
incidental information by both clinicians and patients 
have not yet been addressed. As described in this text, 
the field of oncology informatics will leverage large-scale 
whole genome sequencing and is developing scalable 
CDS tools that can support the era of genomic medicine.

Oncology informatics will address four related ques-
tions (originally conceived by PCORI) of particular rel-
evance to the cancer patient:

“Given my personal characteristics, conditions, 
and preferences, what should I expect will happen 
to me?”

Oncology informatics will provide the caregiver and 
patient insight on the current knowledge base with 
respect to gene sequencing and personalized medicine, 
tailored to the patient’s own expressed preferences. If 
patients choose to know, oncology informatics can help 
inform them of their own unique expected outcomes given 
the best evidence to date.
“What are my options and what are the benefits 
and harms of those options?”

Oncology informatics will help the patient and 
provider understand unique diagnostic and therapeutic 
options given the patient’s incidental genomic findings 
and preferences for return of genomic information. 
Patient’s will be able to make more informed choices 
about knowing, or not knowing specific genetic test 
results, and make more informed decisions when sequence 
data are known about specific treatment options.
“What can I do to improve the outcomes that are 
most important to me?”

Oncology informatics will help patients and providers 
understand better the patient’s unique profile, and tailor 
both care plans, and identify patient behaviors that 
may mitigate risk, or improve health outcomes. Better 
understanding of the options is the first step to patient 
activation and engagement.
“How can the health care system improve my 
chances of achieving the outcomes I prefer?”

Oncology informatics helps the patient and provider, 
and care team, act in concert with respect to a shared 
understanding of patient preferences for personalized 
genomic information in designing and pursuing an 
individually tailored care plan.

Assessment of patient preferences for genetic test-
ing has found that patients are more likely to wish to 
obtain incidental genetic results than expected [56–58], 
but that concerns exist about quality of the informa-
tion provided, misunderstanding the significance of 
information disclosed, maintaining the confidentiality 
of genetic information [59,60], and restricting access to 
results by insurers [61]. Prior research suggests that four 
key themes exist among patients, with several impor-
tant subthemes [61], including understanding source of 
information, experiences with conventional prescribing, 
pharmacogenomic-based testing issues (access, discom-
fort, test reliability and validity, costs, etc.), and several 
issues surrounding targeted therapeutics (effectiveness, 
adverse effects, increase treatment options, prevention, 
preferences for tailored therapy, costs, quality of life, 
access, and compliance or adherence). The multidi-
mensionality of the preference problem for genetic test 
information [62] necessitates consideration of another 
important dimension to the traditional doctor–patient 
relationship [63] around clinical significance, and 
patient-preferences: that of communicability [62]. The 
communicability dimension addresses issues around 
health literacy, comprehensible message, appropriate-
ness of message for participant, and clarity of message. 
Even traditional notions of “clinical utility” may be 
challenged in communicating about genetic test results 
[64–66]. Traditional notions of clinical utility may need 
to be broadened to consider ethical, legal, and social 
implications [67,68].

While the scientific and applied foundations of 
oncology and informatics are advancing in the United 
States, we are in the midst of a profound sea change in 
how clinical care is delivered, measured, and rewarded. 
Health IT will both enable a better understanding and 
assessment of clinical processes and outcomes, and 
should serve as the foundation with which clinicians 
and health systems can accept more financial risk or 
stake in the value of the care being provided [69,70]. 
This may in fact be the most important goal of oncology 
informatics, and all of clinical medicine—to advance the 
state-of-the-art such that we fundamentally transform 
care to achieve the Triple Aim of better patient experi-
ence, improved population health, and reduced cost [71].
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When we were approached by the acquisition editor 
at Elsevier to submit a proposal for an edited volume on 
Oncology Informatics, we jumped at the opportunity. Our 
enthusiasm for the topic stemmed from our observa-
tion of several trends that were manifesting themselves 
in the winter of 2014. First, attestations for Stage I of 
the Centers for Medicare and Medicaid Services (CMS) 
Meaningful Use incentive program were rolling in and 
we knew that adoption of at least a basic Electronic 
Health Record (EHR) was soaring. Yet at the same time 
as EHR adoption climbed, we saw early indications that 
the markets had not yet been able to rectify problems 
related to full interoperability (precipitated by reports 
of “data-blocking” by some proprietary health systems), 
and we’d heard reports of how user-unfriendly some 
of these early implementations were. Still, for us, that 
was all the more reason for compiling an edited volume 
with contributions by the thought-leaders, scientists, 
and practitioners in oncology who were struggling with 
exactly these issues and leading efforts to resolve them. 
Finding these “bright spots” on the oncology landscape, 
we anticipated, would give others insight on how to 
move forward and take advantage of benefits that a fully 
connected medical system would offer to clinical teams, 
hospital administrators, patients, and their families.

Little did we know at the time, though, how other 
events might make the timing of this volume seem even 
more propitious. On January 20, 2015, the President of 
the United States announced a concerted effort toward 
making the advantages of Precision Medicine a reality. 
Against all odds, many of our authors became deeply 
involved in the mechanics of that effort while staying 
engaged in the writing, internal conversations, and stra-
tegic thinking that would be represented in their chap-
ters. At around the same time, the President’s Cancer 
Panel—the independent body tasked with evaluat-
ing the breadth of the National Cancer Program and 
then delivering recommendations to the President on 
gaps needing attention—became engaged in a review 
of connected-health technologies and how they could 
contribute to improvements in the quality of cancer 
care. Again, many of the authors contributing to this 
volume were tapped by the panel to contribute their 
expertise in public town hall meetings. They did so 
unselfishly, while at the same time staying vigilant to 
the steps necessary for completing their contributions 
to this cornerstone volume. On January 12, 2016, the 
President of the United States upped the ante even 
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further by announcing a “moon shot” for doubling the 
nation’s progress against cancer over the next decade. 
As details of the Administration’s efforts emerge, it has 
become clear that a robust electronic infrastructure and 
improved policies for data sharing will be central to the 
moon shot efforts. Also important in the equation would 
be a reinvigoration of the clinical trials enterprise in can-
cer, building on the good will and data altruism of fully 
engaged patients. We were happy to recognize that these 
topics were front-and-center in our authors’ minds as we 
reviewed their contributions to the volume.

For all of their work at this extraordinary time, then, 
we offer our deepest gratitude to the authors and con-
tributors whose work comprise this book. Each worked 
tirelessly to ensure that their chapters would represent 
a window into the state-of-the-science for at least one 
crucial aspect of oncology informatics from their field’s 
perspective. By doing so, the authors ensured that the 
chapters in this book would form an integrative whole 
that is distinct from other informatics texts. Rather than 
focus on the technologies of the moment, which often 
become obsolete just a short time after publication, the 
authors emphasized lessons from the accumulating 
knowledge base on how the affordances these technol-
ogies offer can be optimized to reduce the burden of 
cancer in the population. They were also forthright in 
recognizing the limits of current knowledge, and were 
visionary in laying a course for further research into the 
self-improving implementation of informatics structures 
to improve processes of care and to optimize patient 
outcomes. In this sense, their contributions are time-
less, informing the ongoing collaborative efforts of many 
dedicated professionals in the field of oncology infor-
matics for years to come.

Of course, an effort such as this could not be possible 
without the dedicated service of a team of professionals 
who worked behind the scenes to make this volume a 
reality. In particular, we are especially grateful to Lisa 
Eppich, who was our “go to” person at Elsevier for pro-
duction of the book; and to Catherine Van Der Laan, 
who was our original contact in reaching out to us with 
the opportunity. They, along with many others, made 
working with Elsevier an absolute pleasure. We would 
also like to acknowledge the contributions of Jocelyn 
Marrow, Scott Finley, Nadia Zaghal, Patricia Kelley, Julie 
Ehrhart, and Alexandra Cardy, who worked with us as 
internal and external consultants in preparing the inte-
grative content of each of the chapters.
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On a personal note, we would each like to acknowl-
edge the invaluable contributions that enriched our 
own personal investigations into the interdisciplinary 
area of oncology informatics. Nicola Hesse, who as 
an obstetrician/gynecologist worked in the trenches 
to convert a hospital-based practice from paper to 
an informatics-supported system, offered invaluable 
insight into the realities and challenges associated with 
workflow conversion in a high-volume clinical practice. 
She also offered personal support that in any effort such 
as this was just as valuable as any experiential contri-
bution. Louise Hope Burke offered steady injections of 
enthusiasm, energy, and reminders of the joy that chil-
dren bring to life. Carolyn Ahern continued to offer her 
unwavering support during the many weekend days 
and evenings this effort required knowing the important 
contribution it would make to those individuals and 
families touched by cancer, including our own. Each 
helped to fuel our efforts during the preparation of this 
book, and reminded us that our commitment to the fight 
against cancer is rooted in wanting to end the devasta-
tion that this disease causes families around the world.

Perhaps the most important contribution for all of us, 
though, came from the personal stories of cancer patients 
and survivors who freely shared their care experiences 
with us over the course of compiling this book. Through 

their stories, we gained better insight into the personal 
courage and unyielding hope that these patients, their 
families, and their care teams maintain in spite of the 
complexities of a care system under strain. These were 
patients, we learned, who became emboldened by the 
opportunities to use modern information technologies 
to improve care, both for themselves but also for oth-
ers. For these patients and for their care teams, we were 
inspired to work with our authors in offering a vision 
of deep support that would bring the best that science 
can offer to every decision and every exchange these 
teams can make to improve outcomes and relieve bur-
den. Improving care systems through leadership and 
thoughtful design, we came to understand, would mean 
more than improving systemic efficiencies. For each of 
those waging their own personal battle against cancer, it 
may mean the difference between exhaustion and relief, 
or literally between life and death. It is to these patients 
and their relentless care teams that we offer our greatest 
acknowledgment, and to whom we pledge our steadfast 
support and respect.

Bradford W. Hesse PhD 
David K. Ahern PhD 

Ellen Beckjord PhD, MPH 
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In the United States, approximately 14 million people 
have had cancer and more than 1.6 million new cases are 
diagnosed each year. By 2022, it is projected that there 
will be 18 million cancer survivors and, by 2030, cancer 
incidence is expected to rise to 2.3 million. However, more 
than a decade after the Institute of Medicine (IOM) first 
addressed the quality of cancer care in the United States; 
the barriers to achieving excellent care for all cancer patients 
remain daunting. The growing demand for cancer care, 
combined with the complexity of the disease and its treat-
ment, a shrinking workforce, and rising costs, constitute 
a crisis in cancer care delivery. Institute of Medicine, 
2013 [1]

I.1 WHY THIS BOOK NOW?

In 2013, the Board on Health Care Services within the 
Institute of Medicine (IOM) published a report titled 
“Delivering High-Quality Cancer Care: Charting a New 
Course for a System in Crisis.” The implications of the 
report were sobering and warrant action. Cancer, as a 
disease associated with aging, was rarely diagnosed in 
the first part of the last century, but now competes with 
cardiovascular disease as a leading cause of mortal-
ity in North America. As people live longer, the report 
emphasized, the more likely they are to experience the 
cumulative effect of genetically influenced mutations or 
to be exposed to the epigenetic stress of sedentary life-
styles, environmental stressors (such as tobacco smoke), 
or encroaching adiposity from unhealthy body habitus. 

More crucially, as people live longer lives the more likely 
it will be that they will need to encounter the complex 
web of services that comprise the modern cancer care 
system. Inefficiencies in that convoluted web of services 
will drive up costs, while gaping discontinuities may 
mean missed opportunities to intervene preemptively 
to save lives and reduce suffering. To the degree that 
the current system cannot adapt to the stresses of an 
increasing number of cancer patients, or that health sys-
tems buckle under the changing realities of 21st century 
cancer care, the cancer care system will be headed for a 
crisis [1].

I.1.1 The Cancer Care Crisis

Estimates cited by the IOM placed incidence rates for 
new cancer cases up to 2.3 million by 2030, a marked 
increase over the 1.6 million new cases anticipated in 
2014 [2]. The American Cancer Society (ACS) reports 
that about 77% of all cancer cases are diagnosed among 
people aged 55 years or older, which is why an aging 
cohort causes concerns regarding the projected number 
of new cancers expected to interact with the health care 
system in the future [2]. In addition, cancer is a com-
plex disease requiring interactions with multiple health 
care service providers and utilizing services that can 
be costly to administer [3,4]. The complexity of the dis-
ease can create inefficiencies in the handoffs between 
the many professionals and laboratories needed to 
diagnose the disease, to prescribe and administer treat-
ment, to support posttreatment survivorship, and in ter-
minal cases to negotiate hospice and end-of-life care [5]. 
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Discontinuities in these transitions in care can lead to 
further expense and can increase risk for medical errors 
[5]. In the United States the cost of cancer care is rising 
faster than any other sector in medicine, with economic 
analyses showing an increase from $72 billion spent on 
cancer care in 2004 to $125 billion spent in 2010; and 
a projected increase of another 39% to $173 billion by 
2020 [1,4]. The presence of comorbidities, a distinct like-
lihood within an aging cohort, expands the number of 
health care providers seeing cancer patients, thus further 
escalating risks for inefficiencies and discontinuity [6–8]. 
Finally, the IOM projects a marked shortfall in the num-
ber of trained professionals to deal with the impending 
surge in cancer cases in the years to come [1], meaning 
fewer health care providers will have to do more to 
meet the demands of the growing population of people 
diagnosed with and who survive cancer.

The United States is not alone when confronting the 
realities of projected deficits in health care service deliv-
ery. In his book “Shock of Gray,” author Ted Fishman 
explained how the paradox of modern medicine—which 
has been “cheating death, one molecule at a time”—
may actually be creating an unsustainable path for the 
future in which aging populations throughout the world 
may find a dearth of health care professionals who are 
ready and trained to take care of the diseases that are 
naturally associated with aging [9]. The World Health 
Organization (WHO) noted that the global population 
aged 60 years or older in 2012 had doubled since 1980; 
while projections show a quadrupling in the number of 
people 80 years and older expected to be alive in 2050 
up to 395 million worldwide [10].

With this rise in an aging population globally, the 
WHO projects a concomitant rise in the number of health 
complications attributable to noncommunicable diseases 
(NCDs), especially if care is not taken to improve preven-
tion and support for these aging demographic cohorts 
within the countries’ public health systems [11]. “More 
than 87% of the burden of disease for older adults comes 
from NCDs—conditions such as diabetes, heart disease, 
chronic respiratory disease and cancer, among others 
that typically manifest later in life,” warned the authors 
of the international agency’s 2013 report on Aging (p. 11). 
These diseases can be devastating to families and econo-
mies, but can be reduced through effective interventions 
aimed at reducing multiple, shared risk factors such as 
tobacco use, unhealthy diet, obesity, physical inactiv-
ity, and harmful use of alcohol. The WHO estimates 
that approximately 40% of cancer cases worldwide 
could be eliminated through preventive interventions 
alone. The exhortation is that good health, along with 
personal engagement in preventive care, will not just 
add years of life to individuals’ outlook but will “add 
life to years.” According to the international organiza-
tion, there is an urgent need to “innovate in the areas of 

health technology and health services delivery” to mini-
mize the gap between “life expectancy”—the average 
number of years an individual may be expected to live 
in a developing or developed economy—and “healthy 
life expectancy”—the average number of years an indi-
vidual will be expected to live without serious disease 
or disability [10].

One way to extend lives while at the same time extend-
ing expectancies for healthy living, suggested National 
Institutes of Health (NIH) director Elias Zerhouni to a 
US Congressional appropriations committee, is to move 
away from a 20th century industrial age approach to med-
icine into a 21st century information age approach [12]. 
Industrial age medicine, he explained, was often focused 
on the mass production of a “one-size-fits-all” set of rem-
edies applied too late in the disease process to prevent 
irreparable tissue damage or to avoid irreversible loss 
of function. In contrast, information age technologies 
will allow care teams to adopt an approach to care that 
will be predictive, preemptive, precise, and participative in 
nature.

In the information age, a deep understanding of 
molecular processes will give care teams the ability to 
make predictive assessments of disease risk and then 
intervene preemptively in the disease process early 
before permanent damage results. In cancer, the ability 
to identify variations in disease processes at the subcel-
lular level is catalyzing an era of precision medicine in 
which treatment can be oriented to the genetic disrup-
tions of an individuals’ specific cancer cell and then opti-
mized to target the molecular drivers of an individual 
patient’s unique expression of the disease. Information 
age technologies are also allowing cancer treatment to 
become more participative in nature as engineers find 
ways to engage patients more proactively in their own 
care through patient-facing tools, while contributing 
their data back to the research enterprise in an expres-
sion of citizen science.

Paradoxically, this shift to predictive, preemptive, 
precision, and participative medicine may be contrib-
uting further to the perceived sense of crisis in can-
cer care unless something is done to accommodate the 
complexities of these approaches in practice. Fig. I.1, 
presented by William Stead to an IOM working com-
mittee on October 8, 2007, illustrates the magnitude of 
the problem. Fig. I.1 presents the average number of 
“facts” needed to reach a diagnostic or treatment deci-
sion for individual patients during an era of industrial 
age, “one-size-fits-all” medicine. Over time, the average 
number of individual data points needed to personal-
ize treatment is expected to climb almost exponentially 
as practitioners avail themselves of information made 
available first through advances in structural genetics 
(Single Nucleotide Polymorphisms, haplotypes), then to 
a more sophisticated use of gene expression profiles, and 
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finally to the inclusion of molecular information made 
available through proteomics. Research on human cog-
nitive capacity has suggested that it is only possible to 
retain up to seven (plus or minus two) individual facets 
of new information in working memory at a time—a 
threshold indicated by a horizontal line on the graph. 
Needless to say, informatics technologies and solutions 
must be designed to reduce the complexity of precision 
medicine into actionable displays for human decision 
making.

The complexity of cancer care delivery under rap-
idly evolving assumptions in precision medicine is 
directly relevant to one of the main reasons for compil-
ing this book. As NIH Director Francis Collins declared 
in a January 13, 2015, commentary in the Journal of the 
American Medical Association, cancer is “at the leading edge 
of this new era of precision medicine” [13]. Investments 
in the Cancer Genome Atlas and other related projects 
are revealing that even for the same types of cancers, 
individual tumors can be differentially receptive to treat-
ment based on the distinct profile of genes influencing 
the mechanisms of malignant growth within individu-
als. “Cancer death rates have decreased about 1% annu-
ally for … 15 years,” Collins explained. Opening up a 
new frontier in cancer prevention and treatment based 
on the knowledge made possible through increases in 
capacity and falling prices for gene sequencing technolo-
gies represents an era of “exceptional opportunities for 
medical science” in the years to come [13]. On January 
20, 2015, President Obama added further heft to the NIH 

Director’s words in his annual State of the Union speech. 
This is how he put it to the US Congress and people of 
the United States: “Tonight, I’m launching a new Precision 
Medicine Initiative to bring us closer to curing diseases like 
cancer and diabetes—and to give all of us access to the person-
alized information we need to keep ourselves and our families 
healthier” [14].

Another prevailing reason for compiling this edited 
volume now is the recognition that without the connec-
tive support of care teams and families, cancer can be a 
“long and lonely road” [15] for patients. As oncologist 
Patricia Ganz cautioned in her forward to the IOM’s 
Delivering High Quality Cancer Care report, cancer patients 
“often endure protracted periods of primary and adju-
vant therapies, multimodal treatments with substantial 
toxicities and comorbidities, years to recover physically 
and psychologically, with great financial hardship and 
social disruption” [1]. Moreover, cancer treatments have 
soared in expense, with the “punishing cost of cancer 
care” [16] crippling personal savings accounts and bank-
rupting social insurance funds. The complexity of the 
disease outstrips the capacity of many of our current 
support systems, with the average cancer survivor inter-
acting with scores of independent service providers, the 
majority of which do not communicate with each other 
or have the availability of reliable, secure informatics 
infrastructures to efficiently share and exchange infor-
mation about patient care [7]. Informatics engineering 
will be needed to provide a new support system that 
will coordinate work flows across care teams, and will 

FIGURE I.1 Growth in facts affecting provider decisions over time juxtaposed against human cognitive capacity. Source: Courtesy of 
William Stead.
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serve as a repository of the data and information needed 
to support situational awareness among every member 
of the care team [17]. Opening up those structures to 
patients, families, and their caregivers, under the right 
circumstances, should help reduce costs further by put-
ting patients at the leading edge of preemptive medicine 
[18,19].

Even for those patients who make it through the 
cancer care process and who can subsequently declare 
themselves to be survivors, their journeys can continue 
to be fraught with confusion and fragmentation [20]. 
Survivors struggle with the transition as they move 
back into the primary care environment, but yet must 
carry with them the fears of recurrence, secondary can-
cer, or even the risk of late-term side effects from their 
cancer treatments. Subsequent downstream health care 
providers, who may not have the full record of treat-
ment given during cancer care, may be at risk of missing 
signs or symptoms, or of prescribing treatments that 
may be contraindicated from an oncologic perspective. 
In a very positive vein, the number of cancer survivors 
estimated to be alive in the United States in 2012 was 
up to 12 million with that number rising to 18 million 
by 2020 [21]. On the more cautious side of that projec-
tion, the capabilities of a fragmented and overburdened 
primary and specialty care system to provide vigilance 
and deep support for the health needs of this growing 
cohort will become strained unless efforts are made to 
improve quality across—as well as within—systems [1].

I.1.2 The Indispensable Role of Informatics

As the IOM has repeatedly affirmed, the promise 
of “omics-informed” medicine in cancer care cannot 
be enabled without significant participation from the 
informatics community [22–24]. Participation is needed 
to create the necessary technologies for collecting and 
processing the vast amounts of information required to 
inform clinical decision making in close to real-time, 
to create a distributed platform for sharing informa-
tion with multiple members of a patient’s care team, 
to improve quality of care delivery, to inform research, 
and to empower patients and families. As NIH Director 
and genomics pioneer Francis Collins puts it, we are 
only going to succeed (in medicine) if we work closely 
together—between those with biological sophistication 
and those with computational sophistication [25]. Phillip 
Sharp, past president of the American Association for 
the Advancement of Science and faculty member at the 
Koch Institute for Integrative Cancer Research at the 
Massachusetts Institute of Technology, put it this way: 
“Increasing the quality of health care in a cost-effective 
fashion is dependent upon using information technol-
ogy (IT) and advances in life sciences and medicine to 
assess, inform, and modify lifestyles and better treat 

individuals … Innovation along these lines will require 
a broad convergence of social, mathematical, physical, 
and engineering sciences with the medical, regulatory, 
and financial communities” [26].

This convergence of disciplinary perspectives to 
achieve better care, at lower costs, with better patient 
satisfaction (ie, the triple aim in health care) has been a 
theme in the series of reports compiled by the IOM on 
the topic of improving safety and quality in medicine. 
In the first report, To Err is Human, authors provided the 
alarming statistic that an estimated 44,000–98,000 die 
annually from avoidable medical errors [8]. Subsequent 
analyses placed the price tag for avoidable medical errors 
at roughly $17.1 billion per year [27]. Blame for these 
errors should not be placed on individuals in the system, 
argued the authors of the reports; doing so would be 
anathema to lessons learned from safety improvement 
success in other industries. Rather, the etiology of avoid-
able error is best viewed through an interdisciplinary 
lens at the systems level, where converging sets of exper-
tise can be integrated to engineer error-prevention pro-
tocols upstream in the process before the serious errors 
create irreparable consequences. This is the approach the 
aviation industry took when assuming the imperative 
task of turning a very complex, potentially dangerous, 
and technology-dependent industry into a safe and reli-
able mode of public transportation following a spate of 
crew-induced errors during World War II. To do this, 
industry leaders and policy makers used converging 
perspectives from human factors—engineers, physicists, 
psychologists, mathematicians, industrial designers, and 
organizational specialists—to engineer a sociotechnical 
environment with safety as a first priority. Today, the 
aviation industry has a remarkable safety record with 
the number of fatalities from air travel approaching zero 
in many of the postwar years.

In IOM’s follow-up report, Crossing the Quality Chasm: 
A New Health System for the 21st Century, lead scientist 
Don Berwick and his colleagues highlighted the changes 
that must occur within the fabric of the modern health 
care system to improve the quality of care delivery across 
its many facets [28]. Similar to the perspective taken in 
the aviation and other high-risk industries, Berwick and 
his colleagues assumed that quality must be considered 
to be a system property. Improving the quality of health 
care would mean reengineering the health care environ-
ment to support better outcomes for the many dedicated 
health care workers who operate within the system. The 
objective must be to create a new care environment that 
is by design safe; effective (ie, adherent to evidence); 
patient-centered; timely; efficient; and equitable across 
all patient populations. Because medicine is inherently 
an information-based science, health information tech-
nology (HIT) was seen as a necessary platform upon 
which to achieve this goal [1,28,29]. The prediction was 



xxiiiI.1 Why ThIs Book NoW?

that HIT could be used to reengineer care processes, 
support a more timely and effective workflow, serve 
as a platform for evidence implementation, collect data 
on care effectiveness as input to quality improvement 
efforts, and could be used to help connect and coor-
dinate the expanding palette of specialized services 
needed to treat patients over their lives [1,30]. Indeed, in 
many other sectors IT has led to marked improvements 
in quality and efficiencies, but for a number of sector-
specific reasons its utilization had lagged in hospitals 
and physicians’ offices [31].

On April 27, 2004, President George W. Bush issued 
Executive Order # 13335 establishing the Office of the 
National Coordinator for Health Information Technology 
(ONC) within the US Department of Health and Human 
Services (DDS). The executive order directed the newly 
created office to coordinate efforts throughout the 
nation toward utilizing a mutually accessible health 
information infrastructure to ensure that the best medi-
cal information would be made available to the right 
people, at the right time, at the right place in order to 
guide evidence-based decision making. In conjunction 
with other agencies, the ONC would provide leader-
ship in identifying best practices in utilizing HIT and 
it would facilitate interoperability of content while pro-
tecting patients from unwanted intrusions into their 
own individually identifiable personal health informa-
tion. President George W. Bush set a national goal that 
year for the widespread use of electronic health records 
(EHRs) before a decade was out.

Adoption of EHRs proceeded fitfully during the first 
years after establishment of the ONC. Estimates placed 
adoption of “at least a basic EHR”—defined as imple-
menting at least 10 essential computerized functions in 
at least one clinical unit in a hospital setting—at around 
9% within hospitals in 2008 according to the American 
Hospital Association’s Annual Survey on Information 
Technology Support. The 10 functions considered to be 
essential within a basic EHR included: patient demo-
graphics, physician notes, nursing assessments, patient 
problem lists, patient medication lists, discharge sum-
maries, laboratory and radiologic reports, diagnostic 
test results, and order entry for medications. Estimates 
for a fully comprehensive EHR—defined as including 
the basic 10 functions plus 14 additional capabilities in 
conjunction with being implemented in all major clinical 
units of the hospital—were much lower at about 3% of 
US hospitals in 2008 [32].

Acknowledging this lag in adoption, the US 
Congress passed the Health Information Technology 
for Economic and Clinical Health (HITECH) Act as 
Title XIII of the American Recovery and Reinvestment 
Act (ie, the “stimulus package”) in 2009. The HITECH 
Act gave the Centers for Medicare & Medicaid Services 
(CMS) the power to work with the ONC in awarding 

monetary incentives to those providers attesting to the 
“meaningful use” of HIT within the context of care. 
The meaningful use provision intended to go beyond 
the development of new technologies to stimulate a 
market-based ecosystem of technology products and 
services designed: (1) to improve safety and efficiency; 
(2) to engage patients and their families; (3) to encour-
age greater continuity of care; (4) to promote manage-
ment of population health outcomes across the patient 
base; and (5) to ensure privacy and security [33,34].

I.1.3 Health IT Adoption and Uptake From  
the Provider’s Perspective

A report funded by the Robert Wood Johnson 
Foundation (RWJ) and published in 2014 suggested that, 
in broad strokes, the meaningful use incentive payments 
have been effective in stimulating adoption of HIT [32]. 
Adoption of at least a basic EHR increased to an esti-
mated 58.9% of US hospitals by 2013, essentially quadru-
pling adoption rates from 2010 at the beginning of the 
program. Adoption of a comprehensive EHR climbed 
to an estimated 25.5% of US hospitals by the same year, 
representing a seven fold increase over 3 years. As might 
be expected, adoption rates varied by hospital context. 
Hospitals were more likely to have at least a basic EHR 
if they were large (72.9%), urban (62.7%), not-for-profit 
(63%), or if they were classified as a major teaching 
hospital (76.6%). On the physician side of the equation, 
the report summarized 2013 data from the National 
Ambulatory Medicare Care Survey to show that nearly 
half the physicians included in the survey met the crite-
ria for utilizing at least a basic EHR. That represented a 
doubling of adoption rates from 2009, and a 22% relative 
increase for physician adoption from 2009. Physicians 
who reported accessing at least a basic EHR were more 
likely to come from large practices, while physicians who 
practiced as part of a Health Maintenance Organization 
(HMO) had significantly higher rates of adoption as 
compared to physicians in solo practice [32].

Although these adoption rates were promising, 
there were significant challenges still persisting in the 
health care landscape that would prevent systems 
from taking full advantage of these new HIT capaci-
ties. Hospital administrators complained about the lack 
of true interoperability (ie, the ability to exchange data 
seamlessly between systems) that seemed to be creating 
added expense and complexity as different units in the 
hospital adopted incompatible technologies. Physicians 
complained that many of the technologies made avail-
able to them during the first phase of meaningful use 
attestation were not user-friendly, and were disruptive 
of work flows. In fact, the American Medical Association 
has written several letters on behalf of its members to the 
ONC urging government to reconsider its meaningful 
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use program until issues of interoperability, usability, 
and work-flow compatibility were addressed. Given 
these observations, the President’s Council of Advisors 
on Science and Technology (PCAST) published the sec-
ond [35] of two reports [35,36] on HIT in May of 2014. 
The report’s focus was on the importance of applying 
a systems engineering perspective to the challenge of 
converting HIT investments into better health care and 
lower costs. Noting some of the same issues, authors of 
the 2014 RWJ report concluded that “adopting EHRs is 
simply the first step in a long and complex journey to 
an IT-enabled health care system in which technology is 
effectively leveraged to address ongoing cost and qual-
ity challenges.”

Of course, the first target in medical informatics is 
to create an environment that focuses on patient needs 
and optimizes resources for achieving medical or health 
objectives; that is, it is about a commitment to deliver 
high-quality, evidence-based care [37]. A 2011 review of 
published findings on the benefits and costs of HIT in 
terms of medical outcomes showed “primarily positive 
results” when taken as a whole [34]. Of the 154 studies 
included in a systematic review, 96 (62%) revealed posi-
tive findings, defined by the authors to mean that one 
or more aspects of the HIT intervention yielded positive 
results with no aspect of care worsening; while 142 (92%) 
of the studies yielded results that were either positive 
or mixed-positive. Dimensions for which findings were 
reported included: efficiency of care (≈60/78 positive; 
≈10/78 mixed positive/negative); effectiveness of care 
(≈28/49 positive, ≈10/49 mixed); provider satisfaction 
(≈14/48 positive, ≈28/48 mixed); patient safety (≈21/30 
positive, ≈3/30 mixed); patient satisfaction (≈18/26 
positive, ≈6/26 mixed); care process (≈21/28 positive, 
≈4/28 mixed); preventive care (≈6/10 positive, ≈3/10 
mixed); and access to care (≈4/7 positive, ≈2/7 mixed).

Although the 2011 review concluded that effects were 
mostly positive, the authors were cautious in noting that 
there were not enough statistically quantified negative 
findings to go beyond making just a suggestive conclu-
sion for the early efficacy of HIT. What they did note, 
however, was a very strong relationship between pro-
vider dissatisfaction and the presence of negative find-
ings. “The stronger finding,” they suggested, “may be 
that the ‘human element’ is critical to H.I.T. implemen-
tation.” Some of the descriptions of failed implementa-
tions described situations in which clinical leadership 
was lacking, staff resentment was high, schedules were 
unrealistic, interfaces were poorly designed, and vendors 
were behind schedule. These negative conditions would 
often lead to increases in patient care errors, increases 
in cost, and confusion over professional responsibilities 
in the new environment. The authors of a RAND study 
published in 2013 worried that overall modern HIT sys-
tems had not yet been used effectively under the early 

incentives of meaningful use and noted that the necessary 
changes in health care delivery needed to bend the cost 
curve had not yet taken effect. The authors concluded 
that more work would be needed to improve interoper-
ability, patient-centeredness, and ease of use—all neces-
sary preconditions for an efficient and effective health 
care system [38].

I.1.4 Health IT Adoption and Uptake From  
the Consumer’s Perspective

In 2001, near the inflection point of the first “dot com” 
speculative bubble, NCI launched a general population 
survey called the Health Information National Trends 
Survey (HINTS). Its purpose was to give behavioral 
researchers and communication planners access to 
population data on how Americans 18 years or older 
accessed and utilized information relevant to cancer con-
trol and prevention in a rapidly changing information 
environment [39]. Anecdotally, program planners had 
heard stories of patients walking into their primary care 
and oncology care offices with “reams of printouts” from 
the World Wide Web related to their conditions. NCI 
wanted to know, first, if people were indeed flocking 
to new electronic media outlets for cancer information 
and, second, how well were people able to utilize the 
information and channels they encountered in this new 
environment to prevent disease, adhere to treatment, or 
maintain personal vigilances as a cancer survivor. The 
first administration of the national probability sample 
was fielded as a random digit dialing (RDD) telephone 
survey in 2003, with the second administration occurring 
in 2005. For the third administration, in 2007, the pro-
gram split the sampling frame into a newly announced 
postal frame for paper-and-pencil administration in one 
arm to be compared with the traditional RDD sampling 
approach. A fourth administration began in 2012, with 
four cycles of the survey conducted in succession over 
the course of 3 years [40].

Fig. I.2 depicts some of the major trends in the pub-
lic’s use and perceptions of e-Health functionality from 
2003 to 2013, where e-health can be defined simply as 
a set of activities “at the intersection of medical infor-
matics, public health and business, referring to health 
services and information delivered or enhanced through 
the Internet and related technologies” [41]. In this case, 
HINTS began by tracking public access to the Internet 
in 2003 with a question asking if respondents had “gone 
online to access the Internet or World Wide Web, or 
to send and receive e-mail” [42]. In 2003 HINTS docu-
mented a 63% penetration rate for adults 18 years and 
older, which languished in 2005 down to 61% follow-
ing the dot com implosion, but then increased steadily 
to 68% in 2008, 78% in 2012, and 80% in 2013. Also, 
in 2003 HINTS began tracking where people reported 
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going first when looking for information about cancer 
(from the subset of people who said that they had looked 
for cancer information from any source). The estimated 
percentage of individuals who reported going to the 
Internet first (of those who looked for cancer informa-
tion) in 2003 was 48%. That number has climbed steadily 
up to an estimated 78% who went online first to look for 
cancer information by 2012.

Beyond using the Internet for general information 
gathering, HINTS began tracking the use of eHealth 
functionality to order medications and to exchange email 
with health care providers. Estimates for both functions 
were low in 2003, with 7% reporting online ordering of 
medications and 9% using email. Reports of usage in both 
areas rose steadily across all 10 years of the survey with 
just a little under one-fifth of the population engaged in 
online utilization of both functions: that is, 18% of the 
population reported using the Internet to order medica-
tions while 19% reported interacting with their health 
care providers through email. Plans for engaging the 
American public in a goal to adopt EHRs or other forms 
of HIT had not yet been formulated when HINTS first 
started collecting data. Questions related to perceptions 
of EHR usage were added for the 2008 data collection. 
From those data, a little less than half or 47% of the 
general population reported that getting data electroni-
cally from their health care providers was important to 
them. About 65% reported that, to their knowledge, they 
believed their health care providers were already utiliz-
ing a system to exchange patients’ health information 
electronically. By 2013, those numbers rose to 68% and 

88%, respectively. It is interesting to note in this case 
that the general public’s perceptions of their provider’s 
utilization of EHRs may have exceeded percentages of 
actual implementation as described earlier.

Taken together, these data suggest an increase in 
demand from the general public for health services that 
can be provided through electronic means. Not surpris-
ingly, consumers are accustomed to making travel res-
ervations online or checking their bank accounts online, 
but when it comes to checking their personal health 
information that capacity and uptake has been limited. 
Phase 2 of the meaningful use incentive program sought 
to address this discrepancy by requiring attesting hospi-
tals to show that 5% of their patient base had gone online 
to engage in their health information during the qualify-
ing period. Patient engagement has been identified as a 
core component of high quality health care for patients 
with chronic disease, especially given the often-cited 
observation that the success of treatment depends heav-
ily on patient adherence and vigilance. Data confirm that 
patients who are disengaged in their own health care 
are “the toughest group to manage and account for a 
disproportionate share of healthcare costs” [43].

But patient engagement is only half of the equation. 
According to health services researchers, health care 
systems need to be ready and responsive to patient 
engagement efforts in order to produce positive health 
outcomes. Just as HIT systems can be engineered to 
reduce errors and improve efficiency and effectiveness 
on the clinical side, the same can—and must—be done 
to include support for patients and their caregivers. 

FIGURE I.2 Data from the Health Information National Trends Survey (HINTS) showing public use, or perceptions, of selected e-Health 
functionalities.
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Authors of a report published by the National Research 
Council (NRC) embodied this perspective in a recom-
mendation that investments in medical informatics be 
rebalanced “to place a greater emphasis on providing 
cognitive support for health care providers, patients, 
and family caregivers” [37]. Doing so, the authors of the 
report suggested, would require interdisciplinary work 
in at least three areas: (1) organizational systems-level 
research in the design of health care systems, processes, 
and workflow; (2) computable knowledge structures and 
models for medicine needed to make sense of available 
patient-data including preferences, health behaviors, 
and literacy level; and (3) human-computer interaction 
in the clinical context [37].

More recently, there has been a proliferation in the 
market place of consumer-facing applications and 
mobile devices designed to promote health. According 
to reports, almost one-third of US smartphone owners 
used apps downloaded from the health and fitness cat-
egories of online app stores [44]. Many of these are fit-
ness apps built to connect with personally quantified 
data from a wearable sensing device. In June 2014, Apple 
Computer—arguably one of the most influential con-
sumer electronics companies—announced a joint agree-
ment with Epic Systems and the Mayo Clinic to design 
applications that would exploit features of the compa-
ny’s newly announced “HealthKit” platform released 
as part of their iOS 8 upgrade for mobile devices. The 
joint venture offers a potential bridge between physician 
care, as informed through EHRs, and patient self-care, 
as supported through personal access through mobile 
devices. In summing up the potential of this new shift 
in the marketplace, the Wall Street Journal declared on 
June 8, 2014, that the health care industry is engaged in 
a massive effort to “push patients to help themselves”; 
that is, to engage in the “last mile in the race to fix 
health-care—getting patients more involved.”

Other innovations include extensions of support 
through the “Internet of Things,” to create environmen-
tal supports for at-home care while nudging healthy 
behaviors. One commonly cited example is the devel-
opment of smart scales that can transmit weight data 
into smartphone apps, and eventually even into EHRs, 
as a way of helping patients engage in active weight 
management. Another example is the implanted car-
diac defibrillator received by cancer survivors with 
cardiotoxic secondary effects from chemotherapy. 
Wireless versions of these devices can be engineered 
to send signals to the cardiologists for remote monitor-
ing, but are still not often engineered to deliver self-
management back to patients. New devices are also 
under development to help with improved adherence 
and monitoring for cancer patients taking home-based 
oral chemotherapies by utilizing wireless signals from 

transponders placed in pharmaceutical bottles to track 
drug intake and body temperature sensors to achieve 
early identification of fever that can warn of serious 
complications like neutropenia. The US Food and Drug 
Administration (FDA), CMS, and other regulatory agen-
cies are investigating the use of these sensors to save 
costs through reimbursements for telemedicine and at-
home care.

I.2 THE PURPOSE OF THIS BOOK

The purpose of this book is to contribute a guid-
ing vision to the broader cancer care community ori-
ented toward leveraging progress in informatics toward 
achieving optimal results in cancer prevention, care, 
and survivorship. We have embarked upon this effort 
to create a knowledge product that is of value and ser-
vice to the people who care for, study, and aim to help 
individuals affected by cancer. The content of the book 
should provide actionable guidance on the how to use 
informatics across the broad spectrum of “cancer”; what 
informatics applications are of use; and when informat-
ics can improve research and practice. The book is also 
intended to serve as a platform for directing continued 
and future work, supporting convergence of important, 
foundational themes; and spurring innovation in this 
evolving field of study.

More importantly, the book is intended to build 
on the recommendations of the IOM in its prescrip-
tion for Delivering High Quality Cancer Care. We review 
each of those recommendations as a backdrop to the 
book, starting with its most central recommendation: 
“Creating a system that supports all patients in making 
informed medical decisions consistent with their needs, 
values, and preferences in consultation with their clini-
cians who have expertise in patient-centered commu-
nication and shared decision making” [1]. We turn our 
attention at this time to a careful consideration of each 
of those recommendations in the context of oncology 
informatics.

I.2.1 Creating Deep Support for Engaged 
Patients

By emphasizing the goal of making a system that 
is patient-centered, the IOM has reiterated a common 
theme; that the focus of systems reengineering efforts 
should be on creating an underlying foundation of deep 
support for patients, their families, and the profession-
als who care for them [1,28,29,45]. In the early days of 
Internet-based technologies, explained Harvard busi-
ness experts Zuboff and Maxmin, companies commonly 
made the egregious error of exploiting value solely from 

http://www.forbes.com/sites/danmunro/2014/06/03/apple-gives-epic-and-mayo-bear-hug-with-healthkit/
http://www.wsj.com/articles/the-health-care-industry-is-pushing-patients-to-help-themselves-1402065145
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individual transactions—much in the same way that fee-
for-service health care focused on exploiting value from 
individual consultations or treatments. These companies 
soon went out of business (part of the dot com implo-
sion), but were replaced with companies who used their 
IT systems to create an enduring fabric of trust in their 
customers. Companies such as FedEx assure their clients 
that all services have been engineered to ensure prompt 
delivery of a valued parcel, even to point of providing 
real-time monitoring capabilities to customers to track 
progress of the parcel as it moves around the globe. 
Companies such as Amazon and Netflix made a name 
for themselves by recognizing their customers’ tastes 
and purchasing habits, and in focusing all facets of their 
supply chain toward meeting the needs of their cus-
tomers over time. Zuboff and Maxmin referred to this 
strategy as an effort to provide “deep support” through 
a relational, rather than transactional, engagement with 
customers over time [46].

Providing deep support for patients in oncology care 
will be crucial as well, especially as patients and their 
families are encouraged to cope with their chronic condi-
tions by taking a more active role in their own care [18]. 
To get a sense for how the contributions of this book 
might speak to patients’ needs, we spoke directly to 
cancer survivors about their thoughts regarding the role 
of HIT in their care. We heard their hopes for the ways 
informatics can improve the lives of people affected by 
cancer, but we also heard their frustrations over seeing 
how many well-meaning supports do not seem to help 
but may actually hinder their ability to take care of them-
selves or a loved one. Here is one patient’s experience 
with information overload while trying to cope with a 
complex care regimen:

Patient 1: “Because when you’re a patient, and you’re sick, 
and you don’t feel well, and you’re tired, and you’re taking 
10 medicines or whatever it is, you don’t have time to read 40 
pages of discharge [notes].”

That sentiment struck us as we thought through the 
importance of user-centered design, and the promise of 
HIT to deliver the right information, to the right person 
(in a language they can understand) at the right time 
[47,48]. This may seem far-off for IT in health care set-
tings, but it is not far off from what patients have come 
to expect when interacting with the ubiquitous tools that 
enrich lives—from searches on the web for information 
on any facet of their lives, including health and cancer; 
to making their own travel reservations online; or even 
interacting effortlessly with a Geographic Positioning 
System that puts all of the mathematic calculations 
behind the scenes as it presents terabytes of localized 
data easily through an intuitive interface. In a similar 
vein, here is how two patients described their view for 

how HIT can help them and help their providers get a 
more coordinated, personalized view of their own health 
conditions.

Patient 2: “You know, when you have [an electronic medi-
cal record] EMR and can go out and look things up in a way 
that makes sense to an individual care provider … whether 
it’s blood work or former radiologists’ reports, and even the 
actual images themselves, you give them a quicker, better way 
to really understand you as a patient without either having to 
try and remember it on your own or for them to try and piece 
it together.”

Patient 3: “Nobody … and I can say this truthfully … in 
the last 2 years-nobody is looking—except one physician who 
happens to be in the room—none of them are looking at the oth-
ers’ [clinical notes]. And I do resent that…when it is something 
that is right there in front of them. Even if it’s their physician 
extender be it PA, be it a nurse—doesn’t matter … It is mad-
dening, it is frustrating, and to the point that now I’m saying, 
‘Enough.’”

Notice how these patients’ views paralleled obser-
vations from the report commissioned by the NRC on 
computational technology for effective health care as 
described earlier in this text. Based on observations of 
systems in action, authors of the NRC report called for 
interdisciplinary research to solve challenges in three 
critical areas: “(a) organizational systems-level research 
into the design of health care systems, processes, and 
workflow; (b) computable knowledge structures and 
models for medicine that help care teams make sense of 
all available patient data including preferences, health 
behaviors, and so on; and (c) human-computer interac-
tion in a clinical context” [37]. Bringing these perspec-
tives together within this book for the benefit of all 
users—patient care teams, laboratory/pathology teams, 
researchers, along with patients and their families—was 
a high priority of ours.

Moreover, a fourth patient emphasized for us the 
fact that we are no longer engaged in a solely academic 
exercise in informatics—with time to spare for slow, gla-
cial translation of proven principles into the care sys-
tem. With success in the consumer market around so 
many other facets of their daily lives, consumers are 
getting impatient with the slow progress in bringing 
them into their own care more effectively through tech-
nology. These were some of the lessons we learned in 
poring over the HINTS data. Patients and the general 
public were flocking to the Internet first, before being 
able to visit their providers, while hoping to interact 
with their providers in convenient ways online [49]. 
We were emboldened to see in 2012 and again in 2013 
that the majority of American adults already thought 
that their providers were making use of EHRs to share 
information, and that a majority (91.4% in 2013) indi-
cated that it would be very or somewhat important for 
doctors to share medical information with each other 
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electronically. The fourth patient captured the upcoming 
surge of patient demand this way:

Patient 4: “And yet the influx of new patients, I mean, they’re 
more [tech] savvy than I’ll ever be, and they’re gonna demand 
it [i.e., access to their care through health I.T.].”

I.2.2 Augmenting and Coordinating  
an Adequately Trained Workforce

The second recommendation from the Delivering High-
Quality Cancer Care report was to make a concerted effort 
to support an adequately staffed, trained, and coordi-
nated workforce. We recognize that equipping such a 
traditional workforce of clinicians will be a challenge, if 
not an impossibility, given status quo expectations for 
service delivery. With the anticipated glut of demand 
from an aging population, more complicated treatment 
strategies, and a proliferation of cancer survivors, the 
cancer care delivery system will fall deeper into crisis 
unless something is done to improve the efficiency with 
which complex care is delivered. IT, the IOM report sug-
gested, would be an important platform for extending 
the influence of highly effective care teams, drawing 
from a broader workforce including para-professionals 
such as community health workers and patient and 
family navigators.

Economist David Cutler sets the stage for this propo-
sition in his book The Quality Cure: How Focusing on 
Health Care Quality Can Save Your Life and Lower Spending 
Too [31]. The book presented data on comparative gains 
in productivity growth across multiple sectors of the 
economy during the national rise in gross domestic prod-
uct from 1995 to 2008. From these graphs, the Durable 
Goods and Information sectors appeared to lead produc-
tivity growth in economy with percentage growth mea-
sured in terms of output per hour up to +7% and +6%, 
respectively. The Health, Education, and Social Services 
sector fell on the negative side of the graph, with a loss 
in productivity at about −3% followed by Other Services 
at −1%, Construction at −1.2%, and Mining at −2%. That 
negative productivity estimate is actually an underesti-
mate of loss in health care, Cutler argued, because the 
index did not adequately take quality into account—it 
was simply a matter of doing less with more over time 
with respect to the price of services. Factoring medical 
error and quality into the equation would have lowered 
the index even further.

What distinguished the leading producers from 
the laggards during the 1995–2008 period? One of the 
differentiating characteristics noted by Cutler was a 
strategic use of IT. All of the leading sectors achieved 
rapid productivity growth through an extensive use 
of IT to strengthen supply chains, shore up inefficien-
cies, automatic tedious processes, and expand reach of 

communications; while those in the trailing industries 
lacked a sustained use of IT. These observations fueled 
many of the legislative efforts to encourage a broad 
adoption of HIT from the 2004 inclusion of priorities in 
the State of the Union address by President George W. 
Bush, to the 2009 formulation of the HITECH Act passed 
by the 111th US Congress. Clauser and his colleagues 
illustrated how IT could be deployed throughout the 
systems of health care to augment workforce processes 
and achieve similar efficiencies. Their blueprint placed 
IT at the center of any organizational strategy designed 
to: (1) improve connections between providers; (2) sup-
port and empower patients; (3) strengthen connections 
between providers and patients; and (4) fortify infor-
mation flow between providers and the health care 
system [50].

Throughout the book, chapter authors will repeatedly 
visit an overarching design notion that, for oncology 
informatics to be effective, it must serve to connect the 
expanded workforce in timely, safe, and efficient ways. 
The workforce should include members of the cancer 
care team, as well as members of the primary care and 
specialty care teams, and other medical care teams inter-
linked in support of the patients and their families. The 
archetypal cancer care team, according to the IOM depic-
tion, will include the physicians providing oncology 
care, clinicians providing psychosocial care and spiritual 
support, palliative care clinicians (including hospice at 
end-of-life), rehabilitation centers, physician assistants, 
pharmacists, and nurses. To the degree that activated 
patients can help save resources by performing some 
care tasks for themselves, then they too should be con-
sidered as part of the “workforce” with attention given 
to supporting patient tasks and communication through 
informatics automation. For lower literacy and diverse 
populations, community health workers and patient 
navigators are likely to become part of the expanded 
cancer care team.

I.2.3 Serving as a Platform for Evidence 
Implementation

Most information scientists recognize that the days 
in which physicians would be expected to digest the 
original source materials for scientific articles touching 
on their area of general care or specialization are long 
gone. A quick search of Medline using the simple term 
“cancer” yielded an explosion of published articles over 
the years from 5767 papers published in 1950, to 134,591 
new articles published in 2014 with an overall list of 
publications ranging up to 3,069,392 articles archived 
overall. Some speculations in 2001 were that in order 
to just stay up on current, basic knowledge in medicine 
by reading the latest randomized controlled trials, an 
internist would have to read roughly 20 articles a day for  
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365 days a year [51]. That would be an impossible task, 
and would be anathema to the proposition of engineer-
ing a fail-safe delivery system [29].

Rather, we take it as a goal of this book to describe 
frameworks that can serve to instantiate best evidence 
universally within the supported processes of care [52]. 
This can be engineered into the system in several ways: 
reminders based on evidence-based guidelines, just-in-
time information support with links to the medical liter-
ature, checklists, error-checks for known complications 
or contraindications, filtered references, as well as data-
driven decision algorithms, to name a few. It can also 
be reinforced through the tracking mechanisms made 
available through electronic infrastructure. We were 
heartened when reading the 2014 RWJ-led report on the 
status of HIT implementation to see that some 69.5% of 
large hospitals had implemented tracking mechanisms 
for guideline adherence by 2013, followed by reports 
that 64.8% of medium-sized hospitals and 61.0% of small 
hospitals had done the same. We were also encouraged 
to note that 84.9% of large hospitals had implemented 
organizational level dashboards for tracking patient sta-
tus, followed by 81.7% of medium-sized and 73.0% of 
small-sized hospitals. The systems are starting to be put 
in place for ensuring a reliable adherence to evidence-
based guidelines [32].

The importance of creating systems to ensure reli-
able diffusion of evidence-based treatment in cancer 
cannot be overstated. In 2006, the directors of NCI’s 
Comprehensive Cancer Centers jointly produced a report 
declaring that nationally the burden of cancer could be 
diminished dramatically if only known recommenda-
tions for prevention, early detection, and treatment were 
implemented with equal fidelity across hospitals. Citing 
an economic report from the University of Chicago, even 
a 1% reduction in mortality achieved by improvement 
to systems could translate into savings worth over $400 
billion to the national economy [53].

Not only will informatics technology allow for a more 
reliable instantiation of evidence, but if deployed in ways 
that integrate well with hospital clinical practices, the 
technologies can be restructured to reinforce workflows 
that are more consistent with evidence-based principles 
for care delivery [54]. This is the observation made by 
Friedberg and colleagues who evaluated several orga-
nizational approaches for reducing barriers to cancer 
screening among patients. From all of the organizational 
changes they observed, it was the inclusion of a fully 
functional EMR that accounted for the most progress 
in reducing barriers to screening [55]. The problem is at 
this stage that many organizations find themselves in 
the throes of enforced organizational restructuring, cata-
lyzed by incented adoption of EHRs, without knowl-
edge of best practice. To the extent possible, we have 
asked our authors to report on evidence-based practices 

from health services research to inform the deployment, 
maintenance, and ongoing calibration of informatics 
tools within the context of their chapters.

I.2.4 Enabling a Learning Health Care  
System in Cancer

On February 27 and 28, 2012, the National Cancer 
Policy Forum of the IOM conducted a public workshop 
on informatics needs and challenges in cancer research. 
A principal theme of the workshop was that as oncol-
ogy moves toward genomically informed, precision 
care, opportunities will emerge to accelerate research 
and inform discovery by exploiting the data streams 
made available through clinical informatics applica-
tions. Not only will informatics solutions reinforce a 
standard of evidence-based care, but they will also open 
up an opportunity for care-based evidence. The vision 
is to create a learning health care system in cancer, one 
that exploits interoperable data streams for accelerat-
ing discovery through data mining; one that informs 
observation on what works and what does not in the 
increasingly nuanced forms of precision oncology care; 
one that can be used to shore up efficiencies and improve 
quality through principles of statistical process control; 
and one that can be used to explore cost savings through 
comparative effectiveness evaluations. A major recom-
mendation from the workshop was for the oncology 
community to “embrace cancer informatics” in order to 
improve the efficiency of the “discovery engine” in can-
cer research, while bridging the gap between discovery 
and health [22].

The theme of a learning health care system in oncol-
ogy was similarly reinforced by the American Society 
of Clinical Oncology (ASCO) in its 2011 Blueprint [56]. 
The report acknowledged that cancer research is in a 
period of revolutionary change as more is learned about 
the molecular triggers that cause abnormal growth and 
proliferation from normal cells. Clinicians’ abilities to 
choose therapies that have been carefully engineered 
to target these molecular triggers will only be enabled 
if researchers follow a new model of accelerated ther-
apeutic development, enabled by an electronic health 
information infrastructure, and catalyzed by new “big 
data” analytics. The “network effect,” of channeling par-
allel discovery in a coordinated way through distributed 
computer networks, has begun to accelerate discovery 
in astrophysics, oceanography, and proteomics [57]. Its 
potential for accelerating discovery in cancer research is 
equally promising, and will drive a new era of precision 
medicine [22,58].

The collective objective from all of these emerging 
efforts is to create a self-calibrating evidence base, based 
on data and not conjecture, for improving the quality of 
cancer care in all of its facets. Of course, the full promise 
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of a learning health care system will not be realized until 
standards are set in place to guide interoperability and 
to harmonize data inputs [58]. The ONC has been invest-
ing heavily in efforts to achieve interoperability of data 
across health care systems since its inception. Even before 
instantiating its meaningful use incentive program, the 
ONC announced its multimillion dollar Strategic Health 
IT Advanced Research Projects (SHARP) program to 
conduct some of the essential research needed dur-
ing a period of anticipated scale-up. Foci of the pro-
gram included grants aimed at securing privacy and 
confidentiality of personal health information, creating 
patient centered decision support technologies, advanc-
ing designs to achieve information exchange, and devel-
oping strategies for utilizing data stored in EHRs for 
improving the overall quality of health care. Confronted 
with the persistent challenges of full interoperability 
well within meaningful use implementation, the US 
Department of Health and Human Services Secretary 
announced a $28 million investment in grants to boost 
interoperability efforts further during the ONC’s annual 
meeting on February 3, 2015. At around the same time, 
the ONC released its draft interoperability roadmap for 
public comment.

Though the pragmatic reality of a fully interoperable 
data system may not have been realized at the time in 
which we are compiling this book, we have oriented our 
view toward the goal of achieving the benefits of a learn-
ing health care system in cancer through the concerted 
efforts of all who read these chapters.

I.2.5 Speeding Up Processes in Translational 
Medicine

The “network effect,” enabled by an interconnected 
lattice of HIT, should not only be instrumental in acceler-
ating basic discoveries; it should also play a role in speed-
ing up the translational process by which discoveries are 
turned into effective treatments. The oft-cited statistic of 
taking 17 years, on average, to move the discovery of a 
new therapeutic into practice following industrial age 
traditions [59,60] will be untenable in an era of precision 
medicine in which new, molecularly oriented therapies 
are being introduced in rapid succession across a wide 
array of newly discovered, and increasingly localized, 
targets. New strategies are needed, which has become 
the raison d’être for private sector companies such as 
PatientsLikeMe and the Smart Patients networks. Both 
companies are striving to use the accelerative effects of 
a massively connected “patient powered research net-
work” to create a platform for citizen engagement in 
biomedical science.

Examples of these nontraditional, innovative appli-
cations in oncology informatics are included in the last 
section of this book. The purpose is to suggest new 

ways of thinking and to stimulate further innovation 
in technologies that may represent creative disruptions 
on standard practices. In our estimation, the companies 
represent some of the cutting edge of disruptive tech-
nologies in medicine and oncology; they may represent 
to biomedical research what the ride-sharing company 
“Uber” represented to the transportation industry. The 
PatientsLikeMe network operates by allowing patients 
with similar diagnoses to compare experiences, and share 
data on the course of their treatments. Pharmaceutical 
companies are explicitly invited—with the acquiescence 
and support of patients—to mine these data to gain 
invaluable surveillance on potential side effects and to 
generate knowledge on the effectiveness of therapeutic 
agents across different patient types and populations. 
The Smart Patients network grew out of early observa-
tions that cancer patients were adept at finding each 
other online, and through participative venues such as 
the Association of Cancer Online Resources, contrib-
uted greatly to each other’s knowledge on treatment 
options and expected course. The Smart Patients net-
work is striving to facilitate more efficient connections 
between patients and clinical trials. It is capitalizing on 
patients’ desires to give back to the scientific enterprise; 
in essence, to give more than charitable contributions at 
the grocery store but to become directly engaged in sup-
porting the scientific enterprise. Patients, in turn, benefit 
from the “wisdom of the crowds” to find the best fit for 
themselves.

This approach, of using distributed networks to 
engage lay citizens who are nevertheless dedicated to the 
principles of the scientific enterprise and want to help 
scientists solve problems of personal relevance, has been 
referred to as “citizen science” by the National Science 
Foundation. The FDA adopted a version of this type of 
platform through its mini-sentinel program. The mini-
sentinel program uses a platform of distributed networks 
to monitor the safety of FDA-regulated medical prod-
ucts. The Patient-Centered Outcomes Research Institute 
(PCORI) recognized that patient participation would 
be integral to their mission in comparatively evaluat-
ing the effectiveness of similarly situated treatments in 
terms of compatibility with patient values. The National 
Patient-Centered Clinical Research Network (PCORnet), 
established by the institute, was built to serve as the 
platform through which multiple cohorts of patient pow-
ered research networks could volunteer to reduce costs and 
improve quality in health care delivery [61,62].

Also on the quality improvement front, the ASCO-
funded Institute for Quality has introduced the Cancer 
Learning Intelligence Network for Quality (CancerLinQ) 
as a cutting-edge HIT platform aimed at revolutionizing 
how oncologists care for people with cancer [63]. The 
system takes advantage of nationally recognized quality 
metrics in cancer care delivery, and then compiles those 
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data for feedback to providers, hospitals, and health care 
systems. The objective is to introduce a self-regulating 
culture of quality in cancer care using (close to) real-time 
dashboards for immediate feedback on the effectiveness 
of treatment protocols, policy, and systems. At a much 
broader level, the NCI’s Surveillance Epidemiology 
and End Results (SEER) program has been tasked with 
the responsibility of monitoring the overall effective-
ness of cancer control efforts in the general population. 
The program has been exploiting the use of clinical 
informatics systems to expedite the compilation of 
electronic pathology reports through cancer registries. 
Representatives from both the ASCO CancerLinQ and 
SEER programs offer their respective visions as part of 
this volume.

I.2.6 Promoting Accessible, Affordable  
Cancer Care

The market forces driving up the costs associated 
with the delivery of aggressive cancer care, especially 
near end-of-life, are substantial; while the unequal 
burdens of cancer are socially alarming. Much of this 
unequal and expanding financial burden of cancer can 
be traced back to a fragmented system of care that is 
unequal in its application of evidence-based medicine, 
explained the ACS Chief Medical Officer, Otis Brawley, 
and his coauthor Paul Goldberg, editor of the Cancer 
Letter, in their book How We Do Harm [64]. At the begin-
ning of the book, Brawley draws a comparison between 
two patients. One patient, low in socioeconomic status 
and abandoned by the prevention system, walked into a 
clinic with a late stage breast cancer so severe that it had 
resulted in a naturally occurring, automastectomy—the 
breast had detached. Metastases had been so extensive 
that it was not long before she passed away.

In comparison, Brawley related his experience with 
another patient who had been professionally successful 
and had the money to pursue the best care possible. This 
patient detected a lump in her breast early enough in the 
process that she could be proactive in doing something 
about it. She went to a well-respected oncologist and 
showing full trust in the medical system accepted an 
aggressive course of chemotherapy followed by a bone-
marrow transplant and adjuvant postsurgical therapy. 
The side effects from this aggressive course were much 
more serious than she anticipated or that her care team 
had predicted. She was in and out of care routinely over 
the course of several years for severe nausea, vomiting, 
diarrhea, dehydration, continued low platelet counts, 
and anemia. Nine years after her bone marrow trans-
plant, the patient was newly diagnosed with an adeno-
carcinoma. At that time, though, she received a letter 
from her insurance company explaining that she had 
exceeded her lifetime maximum for health insurance 

and was now uninsurable. Left without many financial 
options, she too succumbed to her cancer and eventually 
passed away.

Both of these contrasting cases speak to the variability 
of inconsistent quality in care. In the first case, a more 
reliable investment in preventive services aided by the 
failsafe tracking systems of a patient-centered medical 
system would likely have prevented the fatal, late-stage 
breast cancer through early detection. In the second case, 
an independent physician and treating hospital adopted 
a course of treatment that has since been discredited by 
evidence as undesirable for standard of care. This is why 
it is imperative, reiterated health economist David Cutler 
cited earlier in this chapter, to address the issue of rising 
health care costs by reengineering the health care system 
to deliver higher quality care. In cancer, high quality 
care means beginning with evidence-based prevention 
and screening strategies, adhering equitably across all 
populations to accepted recommendations from the US 
Preventive Services Task Force. It continues by creating 
a coordinated, patient-centered, delivery platform for 
evidence-based treatment throughout care, and follows 
with an accessible and clear plan for survivorship. At 
end of life, it also means creating an environment that 
will protect patient values, ameliorate pain, and allow 
for providers and patients to “choose wisely” in order 
to improve care while eliminating unnecessary tests and 
procedures. All of these phases along the cancer care 
continuum are treated in-depth in the second section of 
the book.

Innovation in HIT may also play a role in reduc-
ing costs and driving accessibility of care. In 2014, the 
President’s Cancer Panel—a presidentially appointed 
body of advisors who are asked to provide routine 
assessments related to the state of the “national can-
cer program”—announced its intention to produce a 
report on the topic of “Connected Health.” The concept 
of connected health as used by the Panel is an umbrella 
term for using technologies to enable remote delivery 
of medical services under the traditional rubric of “tele-
medicine”; remote access to tools for healthy living as 
embodied under the rubric of “telehealth”; along with 
a rapidly developing use of wireless sensors and smart-
phones to provide ubiquitous access to the public for 
distributed care under the more recently introduced 
rubric of “mHealth.” Several policy makers and health 
care administrators have argued that as we age con-
nected health technologies will be needed to deal with 
the expected strains on the medical system as well as 
changes brought about through insurance reform.

Used effectively, connected health technologies can 
help keep health care costs down for both patients and 
physicians by allowing virtual consultations to replace 
more expensive face-to-face visits [43,65]. Just as EMRs 
can prompt physicians, these technologies can also 
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be used to prompt patients; set up appointments for 
screening; or serve as a motivational aid for diet, exer-
cise, smoking cessation, and medication adherence. The 
“Aging in Place” movement, in which communication 
and information technologies can be used to extend the 
time that seniors spend in their own homes to reduce 
assisted nursing home costs while preserving autonomy, 
is another manifestation of how these connected health 
technologies can be utilized to extend services beyond 
the clinical environment. Internationally, the National 
Health Service in the United Kingdom has made a con-
certed effort to reduce health care costs by equipping 
citizens and patients with the tools they need to be more 
proactive in their own health and subsequent care. Doing 
so, authorities within the service have argued, will be the 
only way the United Kingdom will be able to protect 
the health of its own aging citizenry while protecting its 
financial reserves [43].

Taken together, EHRs and connected health extenders 
will only work if they reinforce the goals of improving 
quality consistently and equitably throughout the US 
population. This means paying close attention to the 
ways in which the science of oncology informatics can 
be brought to bear on the right questions in oncology 
to make a sustained difference. Throughout the book, 
we have carefully selected authors who can successfully 
place the extraordinary promise of these technologies 
within the rigorous boundaries of science and evidence.

I.3 ORGANIZATION OF THE BOOK

Undoubtedly, there is much at stake in address-
ing the pending crises in cancer care preemptively as 
identified repeatedly by IOM and ASCO. Fortunately, 
investments in information infrastructure incented 
by Congress through the HITECH Act have begun to 
accelerate the adoption of EHRs and other aspects of 
HIT throughout the oncology sector. Navigating the 
disruptive forces that are inevitable within any sector 
encountering a massive paradigm shift in the way it 
conducts its core business; however, will require some 
insightful planning. The history of informatics projects 
has been littered with interventions that fail to scale-
up, or that work under controlled conditions but create 
unexpected damage once they are incorporated into the 
larger organizational environment. Sometimes this hap-
pens from asking the wrong questions for technology to 
solve; for example, seeking to replace human capabili-
ties rather than augmenting them [66–68]. Other times 
it happens from not taking into account the interdisci-
plinary expertise needed to ensure that interventions 
adhere to evidence-based practice in medicine, com-
puter science, communication science, behavioral sci-
ence, and cognitive research. Failure to take into account 

the interdisciplinary nature of these interventions has 
resulted in systems that have been perceived as being 
unusable, costly, inefficient, and disruptive.

Nevertheless, moving forward thoughtfully and with 
evidence at this crucial time is essential. Failure to act is 
not an option. Now is the time when standards of care 
and best practices will begin to settle out into a template 
for hospitals and private practices. If the designs are 
inferior, they will, at the very least, fail to deliver on 
their promise to address the predicted demands on an 
already strained health care system; at the very most, 
they may do incalculable damage to fragile systems by 
driving up costs and disrupting safe workflows, essen-
tially violating the first edict of the Hippocratic Oath 
to “do no harm.” Reports have already been coming in 
during the initial phases of meaningful use implementa-
tion decrying unanticipated expenses and in some cases 
being responsible for systemic harm. We as editors and 
authors feel the pressure to “get it right” in oncology, so 
that our collective efforts can serve to benefit, and not 
harm, the individuals whose cancers we can prevent as 
well as the patients and their families whose lives we 
can touch with the best care possible.

The good news is that the knowledge base is begin-
ning to emerge across all facets of cancer care and 
research that can begin to guide our implementations in 
more thoughtful, innovative, and evidence-based ways. 
In this book, we have assembled a cadre of interdisci-
plinary experts whose knowledge and experience make 
them the best minds to consult as we collectively seek 
to leverage HIT to build a better delivery system in 
cancer. We have worked closely with these experts to 
ensure that their contributions are interconnected and 
complementary. We have also asked them to focus on 
a broad conceptual and process level, rather than tout 
the features of a particular, ephemeral, technology. In 
the technology space, individual products and features 
come and go rapidly. In compiling this book, we are look-
ing to highlight the generalizable principles supported 
by a mounting knowledge base; we are looking for the 
best science and the best medicine. To provide coverage 
of the appropriate waterfront in oncological care, we 
have selected authors’ contributions to fit within one of 
four major sections: (1) An Extraordinary Opportunity,  
(2) Support across the Continuum, (3) Science of 
Oncology Informatics, and (4) Accelerating Progress.

I.3.1 An Extraordinary Opportunity

Everyone here has the sense that right now is one of those 
moments when we are influencing the future. This is one 
of the many inspirational quotes uttered by Steve Jobs 
when speaking about the team that created the Macintosh 
computer. He was not only a visionary and insanely 
successful entrepreneur but also a philosopher for the 
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digital age. As reflected in his words, we too believe we 
have assembled an extraordinary group of authors for 
this book who are not only experts in their respective 
disciplines but who collectively believe that this time 
is one of those moments we are influencing the future. This 
first section of the book, An Extraordinary Opportunity, 
highlights the unique moment in time for informatics 
to dramatically address the crisis in cancer care we face 
today and to alter the course ahead for the better. The 
authors of the chapters for this opening section repre-
sent a cross-section of disciplines including oncology 
informatics, primary care, computer and data science, 
nursing informatics, and communication science. These 
first five chapters lay the ground work and a solid foun-
dation for subsequent chapters of the book.

In Chapter  1, “Creating a Learning Health Care 
System in Oncology,” Richard Schilsky and Robert 
Miller describe how the field of oncology presents a 
prime opportunity to develop and deploy rapid learning 
health care systems that effectively use real-world, clini-
cal data. They begin with a discussion of the complex-
ity of contemporary cancer care and the limitations of 
the traditional approach to learning in cancer medicine. 
Societal pressures to control the cost of cancer care, the 
variety of treatment options, and the diversity of the 
cancer population all combine to drive the pursuit of a 
more cost-effective, equitable, and sustainable learning 
health system. To achieve the IOM’s vision for deliver-
ing high quality cancer care will require that a learning 
HIT system be developed that enables real-time analysis 
of data from cancer patients in a variety of care set-
tings. As leaders in the field of medical oncology, they 
describe the goals and potential community benefits of 
CancerLinQ, an example of an oncology rapid-learning 
system being developed and implemented by ASCO.

Chapter  2, “Reducing Cancer Disparities Through 
Community Engagement: The Promise of Informatics” is 
written by April Oh and coauthors Sylvia Chou, Devlon 
Jackson, Samuel Cykert, Nora Jones, Jennifer Schaal, and 
Euginia Eng and focuses on the potential for informat-
ics approaches to reduce disparities and promote equity 
and engagement through community involvement. Here 
the authors describe how public health informatics can 
enable participatory health communication and knowl-
edge acquisition and meet the needs of diverse com-
munities. Applying general principles of community 
engagement to the design and implementation of pub-
lic health informatics approaches can enhance usability, 
acceptability, and uptake. Community-based partici-
patory research is highlighted as a means to not only 
engage individuals as “citizen scientists,” but to also 
increase community trust and sustained engagement 
with the outcome of reducing disparities. Importantly, 
the authors focus on the issues of trust, privacy, owner-
ship, and barriers to data sharing, especially for diverse 

populations. They note that sensitivity and awareness 
of historical experiences with discrimination and dis-
empowerment by researchers and government agencies, 
among others, must be considered. Syndemics, the inter-
actions between multiple diseases and outcomes and 
their relationships, is introduced as a potential media-
tor of disparities in cancer control. The authors con-
clude with the notion that a new day is dawning for 
engagement in public health, with informatics serving 
as a catalyst.

Warren Kibbe in Chapter 3, “Cancer Clinical Research: 
Enhancing Data Liquidity and Data Altruism” discusses 
how informatics technology may address current chal-
lenges and gaps in engaging and using data from 
research participants and patients participating in clini-
cal trials. He describes how informatics may improve 
areas such as the streamlining of consent practices, 
increasing meaningful engagement with participants/
patients, and measuring the broader context of partici-
pants’/patients’ experiences across the care continuum. 
The benefits to science are enormous if patients can be 
empowered through unfettered data access and patients 
become true partners in the research enterprise.

In Chapter  4, “Engaging Patients in Primary and 
Specialty Care,” Alex Krist, Donald Nease, Gary 
Kreps, Linda Overholser, and Marc McKenzie discuss 
the important role of informatics in enabling the pro-
cess of engaging patients in the evolving landscape of 
primary and specialty care. According to the authors, 
patient-centered IT has multiple benefits and can:  
(1) enable collection of patient reported information;  
(2) organize and aggregate existing clinical informa-
tion; (3) translate medical content into comprehensible 
language for patients; (4) provide individualized, evi-
dence-based recommendations; and (5) stimulate patient 
activation. With respect to cancer care, this process can: 
(1) empower patients and clinicians with information; 
(2) engage patients in the medical decision-making pro-
cess; (3) promote the adoption of healthy behaviors to 
prevent cancer; (4) encourage screening to identify can-
cer at an earlier stage when it is more amenable to treat-
ment; (5) facilitate transitions in care; and (6) support 
treatment of cancer patients, and enhance survivorship 
planning. The authors discuss in some detail how HIT 
can enable optimal decisions in the context of cancer 
via evidence-based decision aids. They go on to high-
light that the next generation of patient educational 
material and decision aids will focus on personalizing 
information to fully support precision medicine. Using 
existing evidence, modeling, and predictive analytics, 
generic information can be transformed to present per-
sonalized risks and benefits. This will require careful 
integration of decision aids with clinical information, 
as well as ensuring that models and analytics accu-
rately portray an individual’s risks.
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In Chapter  5, “Coordination at the Point of Need,” 
Katherine Kim, Janice Bell, Sarah Reed, and Robin 
Whitney focus on the promise of informatics in sup-
porting coordination of care at the point of need. They 
begin with a definition of “point of need” by explaining 
that health decisions are made and health actions are 
taken throughout a person’s day, and across time. The 
point of care is an important weigh station in this pro-
cess as it represents only one snapshot in time. Relevant 
and accurate information is needed during the critical 
times when health decisions are being made through-
out the process, and coordination of actions among all 
stakeholders is needed during those times. The points 
of transition are particularly important, for example, 
between sites and providers, during changes in treat-
ment regimen, and across phases such as from active 
treatment to survivorship. The authors expand the focus 
to include family and caregiver perspectives along with 
the patient. As an example, in hospice for cancer care 
the “patient” is considered to be the whole “family” 
surrounding the individual with illness. They introduce 
the “Community-Wide Care Coordination” model and 
compare and contrast it with other approaches such as 
care and disease management. The necessity for creat-
ing a broader workforce of caregivers is articulated and 
they site examples including the association of Oncology 
Nurse Navigators. The role and need for informatics 
in the integrated Community-Wide Care Coordination 
framework is delineated for each aspect including within 
and across care teams, across the community, longitudi-
nally, and person-centered. Case examples are provided 
to illustrate diverse perspectives of those involved in 
care and for diverse populations. The authors conclude 
with a discussion of the role of oncology informatics in 
providing support and solutions for Community-Wide 
Care Coordination efforts.

I.3.2 Support Across the Continuum

The cancer care continuum begins with primary pre-
vention (preventing cancer from occurring in the first 
place), then moves to secondary prevention (identify-
ing cancer at its earliest stages so that treatment may 
be delivered with curative intent), then to tertiary pre-
vention (treatment to prevent mortality), and concludes 
with end-of-life care [69]. Traditionally, the continuum 
has been represented in a linear fashion, suggesting that 
individuals enter their experience of the continuum at 
primary prevention, proceed through secondary preven-
tion if they are adherent to recommended guidelines for 
cancer screening for their age and gender, and, if they 
become one of the 50% of individuals diagnosed with 
cancer in his or her lifetime [2], go on to experience 
treatment and possibly end-of-life care depending on 
the success of curative intervention.

More recently this continuum has been revisited in 
a way that is reflected in the chapters that comprise 
Part II of this book. Two enhancements to the continuum 
have been suggested within the past decade [70]. First, 
“survivorship”—a phase that encompasses life after the 
completion of primary treatment but during which most 
individuals diagnosed with cancer continue to experi-
ence significant cancer-related physical, emotional, and 
practical concerns [71–73]—is given a dedicated place 
within the cancer continuum. Second, the continuum has 
been reconceived to have a cyclical, rather than a linear, 
organization [70]. In this way, the cancer continuum now 
reflects the fact that a large and growing percentage of 
people diagnosed with cancer will go on to live the bal-
ance of their lives for a duration that makes their reentry 
into the primary and secondary prevention components 
of the continuum not only relevant, but critical, due to 
their increased risks of cancer (either recurrence or new 
primary diagnosis) given their history of the disease [21].

Chapter 6, “Prevention, Information Technology, and 
Cancer” addresses primary prevention. Glen Morgan 
and Michael Fiore tackle the important questions 
around how many cancer diagnoses and deaths could 
be avoided if robust informatics-enhanced primary pre-
vention efforts were to become a widely adopted real-
ity. Morgan and Fiore cover the full spectrum of cancer 
risk factors and primary preventions strategies, includ-
ing relatively recent strategies such as vaccinations for 
infectious agents known to cause certain types of can-
cer. They use tobacco as an exemplar to detail concep-
tual frameworks for and empirical evidence from both 
system- and individual-level informatics-based inter-
ventions to improve primary prevention of cancer and 
reduce cancer incidence and mortality at a population 
level.

Chapter 7, “Early Detection in the Age of Information 
Technology” covers the area of early detection in an age 
of IT, and is contributed by Ekland Abdiwahab, Stephen 
Taplin, Gloria Coronado, Heather Dacus, Melissa 
Leypoldt, and Celette Skinner. These authors segment 
early detection into two critical functions: screening tests 
to identify the presence of cancer; and health care inter-
vention to address symptoms caused early in the onset 
of cancer to minimize morbidity and reduce mortality 
from the disease. Both of these functions, the authors 
argue, involve complex processes of care. Ultimately, the 
simplification of these processes will be instrumental to 
their success, and in this chapter, the authors outline how 
informatics applications are being and can be used to 
simplify processes in secondary prevention to optimize 
the impact of early detection. Covering all approved 
screening modalities, including the most recently 
approved screening test by the US Preventive Services 
Task Force—lung cancer screening—this chapter will 
give illustrative examples of and future visioning for 
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how informatics can positively impact all stakeholders 
involved in secondary prevention of cancer.

Chapter  8, “Informatics Support Across the Cancer 
Continuum: Treatment” covers the area of treatment and 
is authored by Bradford Hirsch and Amy Abernethy. 
Hirsch and Abernethy detail the essential role of infor-
matics in providing an actionable foundation for the 
delivery of data-driven cancer care. Using the treatment 
of kidney cancer as a case study, the Treatment chapter 
discusses how a robust informatics infrastructure can 
support a learning cancer care system to allow for data 
from clinical trials, precision medicine initiatives, and 
studies of best practices to be seamlessly integrated 
into clinical decision tools used by oncologists on the 
front lines providing care to patients. Additionally, 
the authors demonstrate how that same informatics 
infrastructure can be leveraged to elevate the voice of 
the patient toward aligning care delivery with patient 
behavior, preferences, needs, and values.

Chapter 9, “Survivorship,” written by Ellen Beckjord, 
Gisberta van Londen, and Ruth Rechis, covers the area 
of informatics for cancer survivors. The authors begin by 
describing the needs and characteristics of the 14 million 
cancer survivors alive in the United States today, and 
highlight predictions of how that will continue to rise as 
treatments improve. They discuss how informatics at the 
system, provider, and individual levels is and will con-
tinue to be instrumental to bringing about the enhance-
ments in survivorship care planning that are desperately 
needed to provide optimal care to this “booming popula-
tion” [21,74,75]. The Survivorship chapter will consider 
what is known about how cancer survivors currently use 
informatics in the context of managing their health, but 
will also suggest a roadmap for pushing the field further 
ahead to a state where technology is used in multiple 
ways to positively affect people at this critical point in 
the cancer continuum.

In Chapter 10, “Advanced Cancer: Palliative, End of 
Life, and Bereavement Care,” Lori DuBenske, Deborah 
Mayer, and David Gustafson address the role of infor-
matics in palliative and end-of-life care and bereave-
ment. With the recognition that cancer is truly a disease 
that affects the entire family, this chapter will describe 
how informatics can be used to keep multiple lines of 
communication open and functional over what is often 
an enormously difficult time—when curative treatment 
transitions to symptom management and difficult, 
though critical, conversations must be held to address 
how to balance quantity and quality of life.

I.3.3 The Science of Oncology Informatics

The American Medical Informatics Association (AMIA) 
described the “science of informatics” [76] as being made 
up of an interdisciplinary mix of contributions from 

medicine, the information sciences, cognitive research, 
computer science, organizational theory, and behavioral 
medicine, as well as contributions from allied health 
fields. Numerous volumes have been written on the 
many manifestations of IT in medicine, from overarch-
ing texts on the theory and applications of biomedical 
informatics [77], to the clinical trials emphasis of cancer 
informatics [78], to the patient-centered focus of con-
sumer informatics [79], and to the population focus of 
public health informatics [80]. Each has brought together 
the optimal mix of scientific perspectives to cover the 
topic area in a way that is compatible with this book’s 
objective and historical context. In addition, we have 
invited authors to describe the science needed to aug-
ment capacity in cancer care at a time of increasing preci-
sion, swelling demand, rising complexity, growing sense 
of patient engagement, and soaring costs. These are the 
challenges set forth by the IOM’s Cancer Policy Forum 
[1,4,58] as well as evaluation reports by federal [35,36] 
and nongovernmental organizations [32,56].

In Chapter  11, “Data Visualization Tools for 
Investigating Health Services Utilization Among Cancer 
Patients,” authors Eberechukwu Onukwugha, Catherine 
Plaisant, and Ben Shneiderman combine a scientific focus 
taken from medical decision-making with a computer 
science focus on human system integration to explore 
how cutting edge techniques in data visualization can 
improve the timely application of evidence within a 
learning oncology system. We anticipate that the science 
of data visualization will become more valuable as med-
ical decision making becomes more reliant on data and, 
following the tenets of meaningful use, anticipate that 
those data streams will become useful across levels of 
decision-making from individual patient diagnosis and 
treatment, to office-wide management of patient medi-
cal needs, to hospital-based interventions to improve 
population health, and even to regionally-based depic-
tions of data for policy refinement. The authors begin 
by presenting a review of what data visualization tools 
are currently available, and how they have already been 
applied in oncology. They then turn their attention to the 
implications for research and practice that are implied 
by the necessary utilization of data-intensive decision 
tools, but then complete their chapter with a valuable 
set of case studies to illustrate the potential these tools 
hold for improving the effectiveness and usability of 
data visualization.

In Chapter  12, “Oncology Informatics: Behavioral 
and Psychological Sciences,” David Ahern, Ilana Braun, 
Mary Cooley, and Timothy Bickmore describe how a 
robust knowledge base from the behavioral sciences can 
be leveraged to advance oncology informatics and to 
improve cancer control efforts. Their writings come at a 
time when the economic incentives of value-based medi-
cine have begun to favor the science of behavior and 
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behavior change as a way of reducing the costs of late 
stage disease through effective prevention, and at a time 
when the professional associations have emphasized the 
importance of identifying and reducing patients’ dis-
tress across the course of treatment and survivorship. 
The authors relate case examples taken directly from 
clinical care to illustrate how fundamental behavioral 
and psychological constructs can be utilized to inform 
the design and evaluation of patient-centered support 
systems. Consistent with exhortations from the Office 
of the National Coordinator and from Congressional 
subcommittee hearings, the authors describe how the 
future of effective and usable informatics systems will 
rely heavily on the findings from behavioral science to 
improve scalability and effectiveness.

Chapter  13, “Communication Science: Connecting 
Systems for Health,” authored by Bradford Hesse, 
Neeraj Arora, and William Klein, turns its focus on the 
role of communications within the evolving ecosystem 
of oncology informatics systems. The authors cite data 
from the Joint Commission on Accreditation, Health 
Care, and Certification suggesting to acknowledge that 
communication breakdowns account for up to 63% of all 
reported mishaps as recorded in their Sentinel database. 
Fortunately, an evolution in advanced communication 
technologies along with a systems level view of com-
munication flow and error has enabled other industries 
to make great strides in error-proofing their systems. 
Innovations relevant to oncology include: (1) manage-
ment systems to ensure that no one is left out of the loop 
on essential communications; (2) secure messaging sys-
tems to promote timely responses to patients’ questions; 
(3) patient-portals to serve as a trusted, one-stop-shop 
for care needs; (4) multiuser notes to keep all parties on 
the “same page” for collaborative care; (5) wireless sen-
sors and medication adherence tools to support remote 
care; (6) self-management and personal coaching tools; 
and (7) interactive video and telephone conferencing. 
Each of these innovations is explored within the context 
of building an oncology system that is safe, effective, 
patient-centered, timely, efficient, and equitable.

In Chapter  14, “Cancer Surveillance Informatics,” 
Lynn Penberthy, Deborah Winn, and Susan Scott turn 
their attention to the role of oncology informatics in 
supporting a more responsive surveillance system for 
cancer. Many researchers, decision makers, and pol-
icy makers depend on the yearly announcement that 
surveillance data will be made publically available to 
the cancer community from the SEER data program. 
Information demands on those data will be increasing as 
we learn more about the relevance of molecular subtypes 
for tracking and treating under an evolution of precision 
medicine principles. Penberthy, Winn, and Scott describe 
how advances in automated processing techniques can 
improve the breadth and timeliness of cancer registry 

data as extracted from the EHR. They also describe how 
advanced techniques in natural language processing and 
the use of newly formed, interoperable linkages between 
data sources can be used to expand the breadth as well 
as the depth of cancer surveillance.

Chapter  15, “Extended Vision for Oncology: A 
Perceptual Science Perspective on Data Visualization 
and Medical Imaging” completes this section with a 
chapter by Horowitz and Rensink on the role of per-
ceptual science for improving data visualization and 
medical imaging. In many respects this final chapter 
serves as a book-end to the Onukwugha, Plaisant, and 
Shneiderman chapter at the beginning of the section. The 
difference is that this chapter builds from the perspec-
tive of cognitive and perceptual science to give an evi-
dentiary underpinning to the ways in which individual 
users perceive and apprehend the types of information 
portrayed to them across a variety of the user inter-
faces comprising a typical oncology system. The chapter 
should be especially instructive for developers, as they 
seek to optimize the visual look-and-feel of devices and 
interfaces; for clinical staff who are reliant on biomedical 
imaging for any aspect of patient care; for administrators 
who seek to prevent visually conveyed errors through-
out their health system; and for researchers wishing to 
understand basic perceptual science as it intersects with 
medical decision-making.

I.3.4 Accelerating Progress

In January 2013, the PCAST released a follow-up 
report in its ongoing summary of opportunities under 
the rubric of “Designing a Digital Future.” The report 
began with an energizing summary declaring that: “the 
impact of networking and information technology (NIT) 
is stunning. Virtually every human endeavor is affected 
as advances in NIT enable or improve domains such 
as scientific discovery, human health, education, the 
environment, national security, transportation, manu-
facturing, energy, governance, and entertainment” [81]. 
We recognize that the pace of disruptive innovation in 
medicine is rapidly altering our conceptualizations of 
what can be done in the biomedical sciences to accelerate 
discovery and conquer disease [82]. In this last section, 
we have invited some of the thought leaders who are at 
the cutting edge of the digital revolution to describe their 
vision for how innovations in oncology informatics can 
accelerate progress against cancer.

Chapter 16, “Crowdsourcing Advancements in Health 
Care Research: Applications for Cancer Treatment 
Discoveries,” written by Emil Chiazzu, Gabrial Eichler, 
and Paul Wicks, is written from the perspective of bio-
medical scientists working within the context of one 
of the more cutting-edge and revolutionary platforms 
for crowdsourcing medical discovery with the help of 
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patients: PatientsLikeMe. Like Wikipedia, PatientsLikeMe 
represents an experiment in what the National Science 
Foundation has referred to as technology-mediated 
social participation [83]. Patients who join the platform 
are encouraged to share data related to the progression 
of their conditions, the prevalence of side-effects from 
treatments, and even their feelings and thoughts for the 
benefit of other patients struggling with the same disease 
and, unreservedly, for the benefit of science and the faster 
pursuit of cures. In essence, the authors describe a change 
in ethos from patients as subjects of research, to patients 
as motivated collaborators in the research enterprise. The 
new ethos is firmly instantiated within the patient-driven 
research networks supported by the Patient-Centered 
Outcomes Research Network (PCORNET) and is embed-
ded within the DNA of the National Institute of Health’s 
precision medicine initiatives.

Roni Zeiger and Gilles Frydman continue the theme 
of accelerating research through active patient participa-
tion in clinical research in Chapter 17, “Patient-Centered 
Approaches to Improving Clinical Trials for Cancer.” 
Citing findings from extant research, the two authors 
point out that barriers to clinical trial recruitment stem 
from unfounded fears related to the randomization pro-
cess in clinical trials, a sense of distrust of the research 
process, the perceived complexity of the protocol, a 
simple lack of awareness, or a fear of jeopardizing the 
trusting relationship patients have with their oncolo-
gists. Internet communities, though, have been very 
good at addressing these types of concerns by offer-
ing a mechanism for correcting misperceptions and by 
offering social support for overcoming initial fears and 
misgivings. The two authors then go on to describe how 
community-based sites such as their SmartPatients plat-
form can be utilized to remove barriers and to drive 
greater participation in clinical trials.

In Chapter  18, “A New Era of Clinical Research 
Methods in a Data-Rich Environment,” William Riley 
picks up the thread of accelerated research by describ-
ing the new research methods and analytic techniques 
available in an informatics-rich environment to move 
from Big Data to Knowledge at a faster pace. He begins 
his chapter by explaining how many of the traditional 
research designs we use today were actually forged in 
data-poor environments. As a result, historical methods 
placed a big emphasis on a linear process of moving 
from theory, to prospective research designs based on 
sampling and painstaking protocol for measurement, 
and finally to statistical analysis designed to compensate 
for the sampling limitations imposed by the research 
design. Informatics technologies are creating a new era 
in which data are plentiful, are collected routinely as 
part of care, are collected passively though automated 
collection systems, and can be retained and shared for 
further analysis. Riley then chronicles for the reader 

a documented list of emerging new research designs 
and analytic methods that are being developed within 
data-rich environments to accelerate discovery. Methods 
include new approaches in epidemiology that will do a 
better job in creating longitudinal views of population 
trends; new ways of conducting clinical trials to cull data 
from single cases and from rapid learning systems; and 
new computational processes for turning data back into 
rapid revisions of theory.

The section concludes in Chapter  19, “Creating a 
Health Information Technology Infrastructure to Support 
Comparative Effectiveness Research in Cancer” with 
illustrations brought forward through a unique part-
nership between MD Anderson Cancer Center and the 
University of California at San Diego’s Supercomputer 
Center to envision what the oncology data environ-
ment of tomorrow might look like. In this final chap-
ter, Susan Peterson and Kevin Patrick offer a vision for 
big data in oncology that is inclusive of signals from 
wireless sensors, mobile devices, EHR data, and even 
data from geophysical mapping arrays. Their project 
is using a cloud-based structure to integrate data from 
these multiple structures, and then to provide those 
data back to researchers for an entirely new view on 
disease processes. Enriched by investments in Genome-
Wide Association Studies, their Cyberinfrastructure for 
Comparative Effectiveness Research [84] extends Big 
Data techniques beyond the genome to evaluate influ-
ences from the “exposome” [85].

I.4 CONCLUSION

When a field of study is moving quickly, wonderful 
things can happen; but much like cancer itself—which 
arises from the unbridled proliferation of cells—there are 
risks that appear when there is a lack of an organizing 
framework or vision to guide something that is growing 
quickly. Without a guiding vision, a fast-paced field can 
result in confusion and in a proliferation of products 
so disparate and disconnected that the opportunity for 
making real progress is lost. Informatics in oncology 
is moving at an unparalleled pace, and the opportuni-
ties to capitalize upon this pace to make exponential 
progress in reducing pain and suffering from cancer are 
real. Without a guiding framework, the benefits of seiz-
ing these opportunities at a time when evidence-based 
designs are most needed will be lost.

We are creating this book to help oncology informat-
ics reach its full potential in achieving a preemptive rem-
edy to the “cancer care crisis” as identified by the IOM. 
But more importantly, we are creating this book with 
the primary purpose of preventing the disease when at 
all possible, and to improve the lives of all those people 
who would otherwise be affected by cancer when not. 
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Again, this book is not intended to showcase the “latest 
and greatest” informatics applications from the market-
place or the laboratories, practices, or businesses of the 
authors contributing chapters to this book. We know 
that a book that focuses on specific products will be 
outdated before it is read by anyone. But these authors, 
having been on the frontlines of the field making some 
of the most important contributions to date, are in the 
best position to describe the foundational elements of 
what “oncology informatics” means to them in a way 
that will guide continued development toward a robust, 
high-impact, and innovative area of inquiry.

LIST OF ACRONYMS AND 
ABBREVIATIONS

ACS American Cancer Society
ACA Affordable Care Act
AMIA The American Medical Informatics Association
CMS Centers for Medicare & Medicaid Services
EHR Electronic Health Record
EMR Electronic Medical Record
FDA US Food and Drug Administration
HINTS Health Information National Trends Survey
HIT Health information technology
HITECH Health Information Technology for Economic and Clinical 

Health Act of 2009
IOM Institute of Medicine
NCDs Noncommunicable diseases
NCI National Cancer Institute
NIH National Institutes of Health
NRC National Research Council
ONC The Office of the National Coordinator for Health Information 

Technology
PCAST President’s Council of Advisors on Science and Technology
SHARP Strategic Health IT Advanced Research Projects
SEER Surveillance Epidemiology and End Results System
WHO World Health Organization
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I. AN EXTRAORDINARY OPPORTUNITY

1. CrEaTINg a LEarNINg HEaLTH CarE SySTEm IN ONCOLOgy4

1.1 THE CHALLENGES OF DELIVERING 
QUALITY CANCER CARE

More than 1.6 million Americans are diagnosed with 
cancer each year [1]. By 2030, the incidence of cancer 
in the United States will rise to 2.3 million per year [2]. 
Some 14 million people in the United States are can-
cer survivors, and that number will rise to 18 million 
by 2030 [1]. These cancer patients and survivors have 
complex medical and psychosocial needs. They rely on 
multiple health care specialists, often practicing in dif-
ferent care settings, to apply an ever changing body of 
scientific evidence about the best way to manage their 
disease. Not surprisingly then, cancer care providers are 
increasingly challenged to deliver high-quality care at a 
time when the burden of cancer is growing, the treat-
ments options are expanding but costly, and health care 
systems are demanding high value treatments.

The Institute of Medicine (IOM) of the US National 
Academies and other organizations has addressed these 
issues in a series of workshops and committee reports 
extending over many years. In 1999, the National Cancer 
Policy Board (NCPB) described quality care as “provid-
ing patients with appropriate services in a technically 
competent manner, with good communication, shared 
decision making, and cultural sensitivity” [3]. The NCPB 
provided a series of recommendations to achieve quality 
cancer care including that:

●	 patients undergoing technically complex procedures 
receive care in highly experienced centers;

●	 care be guided by systematically developed 
guidelines based on the best available evidence;

●	 efforts be made to measure and monitor the 
quality of care delivered using a core set of quality 
measures;

●	 health care systems, health plans, and physicians  
be held accountable for delivering high-quality  
care; and

●	 each individual with cancer receives treatment 
recommendations from experienced professionals; 
a care plan that clearly outlines the goals of care; 
and access to all necessary resources to implement 
the care plan, including access to clinical trials, a 
mechanism to coordinate care among necessary 
medical specialists, and psychosocial and other 
supportive care services—particularly management 
of cancer-related pain and timely referral to 
palliative care specialists and hospice services.

The NCPB also stressed the need for those patients 
without insurance to have equitable access to the can-
cer care system and called for the development of a 
“cancer data system” to provide quality benchmarks to 
providers.

In 2006, the American Society of Clinical Oncology 
(ASCO) and the European Society of Medical Oncology 
(ESMO) jointly issued a consensus statement on qual-
ity cancer care [4]. This statement incorporated many 
of the key recommendations of the NCPB report, 
including that:

●	 patients have access to information about their 
illness, possible interventions, and the known 
benefits and risks of treatment options;

●	 patients have access to their medical records;
●	 access to care be provided without discrimination;
●	 patients be empowered to participate in decision 

making about their treatment and have access to 
a multidisciplinary care team that comprises all 
appropriate oncology specialists as well as palliative 
care experts; and

●	 patients be offered the opportunity to participate in 
clinical trials.

The consensus statement called for survivorship 
care planning as an element of quality cancer care and 
stressed the importance of pain management, palliative 
care, and end-of-life discussions in the management of 
all cancer patients.

In September 2013, the IOM released a seminal 
report entitled “Delivering High-Quality Cancer Care: 
Charting a New Course for a System in Crisis” [5]. The 
report identifies six components of a cancer care delivery 
system that are integral to achieving high-quality care 
for all cancer patients:

●	 engaged patients and patient-centered 
communication;

●	 interprofessional cancer care teams integrated with 
noncancer care teams and caregivers;

●	 evidence-based care, including clinical trials and 
comparative effectiveness research (CER);

●	 a learning health information technology (HIT) 
system for cancer;

●	 translation of evidence into clinical practice, quality 
measurement, and performance improvement; and

●	 affordable care accessible to all patients.

The report highlights the interconnectivity of these 
six components. To bring about the new system, the 
report recommends that a “learning health care infor-
mation technology system” be developed that enables 
real-time analysis of data from cancer patients in a 
variety of care settings. The IOM committee expressed 
the view that a learning health care system supports 
patient–clinician interactions by providing patients and 
clinicians with the information and tools necessary to 
make well-informed medical decisions. It plays an inte-
gral role in developing the evidence base that supports 
clinical decisions by capturing data from real-world care 
settings that researchers can then analyze to generate 
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new hypotheses and insights. Further, it can be used to 
deliver point of care education and to collect and report 
quality metrics, implement performance improvement 
initiatives, and allow payers to identify and reward 
high-quality care. A key recommendation of the commit-
tee was that “Professional organizations should design 
and implement the digital infrastructure and analytics 
necessary to enable continuous learning in cancer care.”

1.1.1 Diversity of Cancer and the Cancer 
Patient Population

Successful implementation of these many facets of 
quality cancer care is often challenging in view of the 
enormous diversity of the cancer patient population,  
the complexity and risks of contemporary cancer treat-
ment, the need to coordinate care among the many spe-
cialists who comprise the multidisciplinary cancer care 
team, and the fragmented health care delivery system in 
the United States. Recent recognition of the biological, 
spatial, and temporal diversity of cancer further compli-
cates clinical evaluation and management of the cancer 
patient and challenges physicians to assimilate more 
information than ever before.

Oncologists have recognized for many years that can-
cer is not a single disease but it has only been recently 
that the enormous biological diversity of cancer has been 
revealed through sophisticated molecular profiling stud-
ies of human tumors [6]. It is probable that no two can-
cers are alike in their genomic and proteomic profiles or 
microenvironment. This biological heterogeneity gives 
rise to cancers that, while histologically similar, vary 
in clinical presentation, natural history, prognosis, and 
response to treatment. Indeed, recent studies suggest 
that histologically disparate cancers such as transitional 
cell carcinoma of the bladder and squamous cell carci-
noma of the lung may have molecular subtypes that are 
highly concordant, perhaps requiring similar treatment 
approaches [7]. Such observations suggest that the tra-
ditional histological classification of cancer may soon 
give way to a molecular classification that will require 
new approaches to cancer diagnosis, treatment selec-
tion and monitoring disease response and progression. 
The clinical assessment of a patient’s cancer is further 
complicated because cancers are spatially heterogeneous 
[8] and evolve over time in response to treatment and 
attack by the host immune system [9]. That is, different 
regions of any tumor nodule in a patient likely har-
bor different malignant clones that can be identified by 
unique genomic profiles. The tumor itself is not static 
but changes under the selection pressures of treatment 
such that clones of sensitive cells regress while those of 
resistant cells emerge giving rise to the familiar clini-
cal scenario of initial response to treatment followed 

by disease progression and drug resistance. Increasingly 
then, successful management of a patient with cancer 
requires comprehensive and repeated molecular profil-
ing of the tumor each time a clinical decision is to be 
made. This new paradigm of cancer care requires that 
oncologists acquire or have ready access to information 
about the genomics of cancer and the molecular phar-
macology of targeted cancer drugs to supplement their 
clinical insights that stem from knowledge of the natural 
history of each cancer type and the clinical assessment of 
the patient. Increasingly, oncology professionals are chal-
lenged to recognize the molecular subsets of common 
cancers, interpret results of complex molecular diag-
nostic tests, develop appropriate treatment plans, and 
deliver state of the art care when clinical guidelines  
and clinical decision support (CDS) services are either 
lacking or outdated [10].

1.1.2 The Need for Multidisciplinary  
Cancer Care

Contemporary cancer care is, of necessity, highly 
multidisciplinary, involving medical specialists from 
medical, surgical and radiation oncology, pathology, 
radiology, palliative care, rehabilitation medicine, and 
many other disciplines. As cancer treatment decisions 
are increasingly influenced by the results of sophis-
ticated molecular testing, new specialists, such as 
molecular pathologists, genomics experts, and bioin-
formaticians, are being added to the cancer care team. 
Due to the severity of the underlying illness, the nec-
essary treatments for cancer are often associated with 
significant morbidity and reduced patient quality of 
life. The recent introduction of a large number of oral 
therapies for cancer heightens the risk of multiple drug 
interactions and raises concerns about patient adherence 
with treatment, both factors that can negatively impact 
patient outcomes. Thus, the management of cancer, its 
complications, and the side effects of treatment requires 
the frequent interaction and communication among 
multiple medical specialists, often practicing in differ-
ent care settings, challenging the provider community to 
coordinate care in an efficient and cost-effective fashion. 
Furthermore, as the number of cancer survivors contin-
ues to grow and transition their care from oncologists to 
primary care physicians, sharing of data, treatment sum-
maries, and survivorship care plans between care teams 
will be essential to ensure that cancer survivors are not 
“lost in transition” as described in a recent IOM report 
[11]. Indeed, several reports point to the fragmentation 
of care for cancer patients, gaps in transition from treat-
ment to survivorship, and failures in communication 
between multiple providers and specialists involved in 
the patient’s care [5,12,13].
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For all of these reasons, delivery of quality cancer 
care is challenging to achieve. While cancer can occur in 
individuals of any age, it is most prevalent among older 
individuals, many of whom have multiple comorbid ill-
nesses that complicate coordination of their cancer care, 
increase their risks of treatment, and may limit their 
access to specialized treatment and to participation in 
clinical trials [14,15]. As a consequence, we often have 
scant evidence to guide treatment recommendations for 
the older individuals who comprise the largest segment 
of the population affected by cancer. Creation of a learn-
ing HIT system will potentially remedy many of these 
problems by permitting physicians to share data and 
learn from the experience of treating each individual.

1.1.3 The Complexity and Cost of Cancer  
Care Delivery

Efficient health care delivery in the United States is 
plagued by fragmented delivery systems, siloed medical 
information, variable insurance coverage, and dispari-
ties in access to care across the population. Even with the 
advent and broad adoption of electronic health records 
(EHRs), complete clinical information about a patient 
is not always integrated into a single clinical record as 
some information may reside in separate pathology, 
radiology, or pharmacy record systems that do not inter-
face easily with the primary EHR. For providers who see 
patients at multiple locations, sometimes owned by dif-
ferent health systems and using different EHRs, delivery 
of well-coordinated care remains a challenge even with 
the best of intentions. The result is often poor informa-
tion exchange among providers that leads to repetitive 
and unnecessary testing, polypharmacy, and treatment 
plans that are not developed, communicated, or applied 
in a coordinated way resulting in excessive expenditures 
and administrative burdens. These challenges are mag-
nified in patients with cancer by many factors, includ-
ing the multidisciplinary nature of cancer care, the high 
cost of many cancer drugs and other treatments, cultural 
diversity in patients’ goals, expectations following a can-
cer diagnosis, and the suboptimal use of palliative care 
throughout treatment and of hospice services near the 
end of life. Apart from unnecessary or wasteful spend-
ing, poorly managed disease can lead to complications 
for patients, such as unnecessary side effects, disease 
progression, unplanned hospitalizations, avoidable vis-
its to the emergency room, and chronic disability from 
disease or treatment [16–18].

Health care costs in the United States have been rapidly 
escalating for decades and, while cancer care comprises 
only a small proportion of overall spending for health 
care, the costs of cancer care are rising at a more rapid rate 
than in other areas of medicine. Drugs costs have been 
a major focus in the discussion about cost and value in 

cancer care particularly since recently introduced cancer 
drugs are among the most costly to Medicare. Indeed,  
8 out of the 10 of the most expensive drugs reimbursed 
by Medicare are cancer drugs. As the prospects for using 
combinations of targeted agents grows—concerns about 
affordability, both for patients and the US health care 
system overall, are growing.

Alarming statistics about drug costs have emerged in 
recent years:

●	 The average monthly cost of a branded cancer 
treatment has more than doubled to $10,000 over 
the past decade [19].

●	 Cancer drug costs are steadily increasing over time, 
with some approaching nearly $40,000 per patient 
per month in 2014 dollars [20].

●	 Targeted drugs are especially expensive, reaching 
up to $270,000 annually per patient [21].

●	 The United States spends $37.2 billion annually on 
cancer drugs and supportive therapies, more than 
40% of worldwide expenditures [22].

●	 Spending on oral oncology drugs is growing with 
a 37% increase in average quarterly spending from 
$940 million in 2006 to $1.4 billion in 2011 (in 2012 
dollars) [23].

Despite these booming expenditures, little informa-
tion exists about how best to use many oncology drugs 
in large segments of the cancer patient population as 
patients with significant comorbidities are often excluded 
from clinical trials and many older patients are unaware 
of or choose to not participate in trials [24]. Important 
information on issues such as tolerance of treatment, 
adherence to therapy, and effectiveness in real-world 
cancer patient populations is desperately needed to opti-
mize the use of these expensive agents. Furthermore, as 
multiple therapies become available within a particular 
indication, information on their comparative effective-
ness, toxicity, and cost becomes essential to guide treat-
ment recommendations. While information pertaining 
to these issues can sometimes be gleaned from insurance 
claims data, such information is often fraught with inac-
curate or incomplete information and often lacks clinical 
nuance to enable complete understanding of how and 
why treatment decisions are made.

Although drugs are one of the fastest growing costs 
in the health care delivery system, they are not the larg-
est contributors to overall spending on cancer care in 
the United States. A large national insurance company 
recently reported that hospitals and outpatient facilities 
account for more than half of spending on cancer care 
[25]. The nearly 5 million cancer-related hospitalizations 
each year in the United States represent a cost of more 
than $20 billion [26] and as many as one-fifth of those 
hospitalizations are potentially avoidable with better 
planning, communication, and patient education [27].
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Cancer care providers also contribute to the overall 
costs of care when they recommend diagnostic tests, 
treatment strategies, or supportive care measures that 
are not well supported by evidence. ASCO identified 10 
common clinical practices that should be discouraged 
due to lack of sufficient evidence to support their use 
and contributed these to the Choosing Wisely Campaign 
sponsored by the American Board of Internal Medicine 
Foundation [28,29]. Preliminary evidence suggests that 
oncology providers are reluctant to curtail some long-
standing practices despite recommendations to do so 
[30] and it will only be through careful analysis of clini-
cal practice patterns, revision of quality measures, and 
feedback to physicians at the point of care that such 
practices are likely to change. Deployment of a rapid 
learning HIT system for cancer has the potential to spur 
such practice change through rapid feedback to clini-
cians regarding their adherence to recommended prac-
tices and quality measures.

1.2 OVERVIEW OF TRADITIONAL 
LEARNING IN CANCER MEDICINE

Information to guide the delivery of optimal cancer 
care has traditionally been developed through the con-
duct of prospective clinical trials sponsored by public 
agencies such as the National Cancer Institute (NCI) or 
by commercial entities, that is, the pharmaceutical indus-
try. The results of these trials form the evidence base for 
clinical practice guidelines, treatment pathways, drug 
compendia listings, and other care standards that sup-
port reimbursement policies and, hence, access to care. 
Where evidence from clinical trials is lacking, reimburse-
ment policies and clinical decision making are typically 
supported by data from observational studies, tumor 
registries, or analysis of outcomes derived from insur-
ance claims data. As treatment options for cancer patients 
continue to expand, all of these mechanisms will likely 
be necessary to understand how treatments compare 
and which treatment works best in which patients. The 
potential to learn from the experiences and outcomes 
of each cancer patient through development of a rapid 
learning HIT system could greatly expand and enhance 
these traditional learning mechanisms and shorten the 
time required to develop clinically useful information 
about rare cancer subtypes or outcomes of patients who 
are excluded from participation in clinical trials.

1.2.1 Clinical Trials as the Foundation  
of Evidence-Based Medicine in Cancer

Randomized clinical trials (RCTs) provide the highest 
level of evidence to establish the efficacy of the inter-
vention being studied. Oncology RCTs conducted by 

both the academic research community and commercial 
sponsors have provided data to support the regulatory 
approval of new drugs or new indications for existing 
drugs that can potentially cure or improve survival of 
cancer patients; refine the methods of delivery, schedul-
ing, and dosing of oncology drugs; identify subpopula-
tions of patients that are most likely to benefit (or be 
harmed) from a specific therapy; and establish the utility 
of combining different therapeutic modalities to treat 
patients [31,32]. Many of these studies, often conducted 
by the NCI-sponsored National Clinical Trials Network, 
fulfill the goals and spirit of CER laid out by the IOM 
[33]. CER is defined as “the generation and synthesis of 
evidence that compares the benefits and harms of alter-
native methods to prevent, diagnose, treat, and monitor 
a clinical condition or to improve the delivery of care. 
The purpose of CER is to assist consumers, clinicians, 
purchasers, and policy makers to make informed deci-
sions that will improve health care at both the individual 
and population levels.” Research that is compatible with 
the aims of CER has six defining characteristics:

●	 It aims to inform a specific clinical question.
●	 It compares at least two alternative interventions, 

each with the potential to be a “best practice.”
●	 It addresses and describes patient outcomes at both 

a population and subgroup level.
●	 It measures outcomes that are important to patients, 

including harms and benefits.
●	 It uses research methods and data sources that are 

appropriate for the question of interest.
●	 It is conducted in settings as close as possible to the 

settings in which the intervention will be used.

CER can be conducted using multiple research meth-
odologies, including clinical trials as well as observa-
tional research and systematic reviews. The appropriate 
methodology depends on the question the research 
aims to answer. An advantage of RCTs is that they pro-
vide a context and infrastructure that enables investi-
gators to also prospectively collect biospecimens or 
images that can be used to answer important questions about  
the benefits (and harms) of therapies in subgroups of 
patients as well as to develop new prognostic and pre-
dictive tests. The results of correlative studies have the 
potential to define patient subgroups that benefit more 
or less from the study treatment and to provide insights 
into mechanisms of drug resistance. Randomized tri-
als also provide investigators with a platform to pro-
spectively study patient-reported outcomes (PROs) and 
quality of life, as well as to collect economic data for 
cost-effectiveness analyses and economic modeling. 
Thus RCTs can be considered not only the gold standard 
of efficacy research but also the cornerstone of CER [34].

Publically sponsored trials in particular often seek to 
directly compare the effectiveness of various treatment 
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options. They may combine and/or compare drugs 
developed by different commercial sponsors, develop 
multimodality therapies, such as the combination of 
chemotherapy and radiation, or develop novel treat-
ment schedules or routes of drug administration, such 
as intraperitoneal chemotherapy for ovarian cancer [31]. 
Publicly sponsored trials are more likely to focus on 
therapies for rare diseases and to study survivorship 
and quality of life, as these areas may not be a pri-
ority for commercial entities. Given the public nature 
of the funding, investigators are expected to publish 
their results, even if the outcome is unfavorable for the 
investigational therapy. Finally, screening and preven-
tion strategies have been developed almost exclusively 
by the public sector given the large sample size and long 
follow-up needed to complete the trial.

1.2.2 Limitations of Conventional  
Clinical Trials

While RCTs have clearly advanced the care of cancer 
patients, they have significant limitations (see Chapter 18, 
“A New Era of Clinical Research Methods in a Data-rich 
Environment” in Part IV by Riley et al.). An RCT is costly 
to develop and conduct. The process of developing and 
activating an RCT is slow and plagued by a burdensome 
infrastructure and substantial regulatory oversight [35]. 
These trials often require large numbers of patients to 
identify modest differences between treatments and can 
take years to accrue and reach the primary endpoint 
being studied. RCTs often require complex protocols and 
the collection of large amounts of patient data and docu-
mentation, which increases the workload and costs for 
participating sites. Recent studies suggest that a substan-
tial proportion of phase III oncology trials are never com-
pleted, wasting both financial and patient resources [36]. 
As the treatment of cancer advances and new findings 
are discovered, the delays in start-up and completion of 
RCTs may lead to results that are no longer relevant by 
the time they are reported due to changing standards 
of care. Furthermore, all RCTs have eligibility criteria 
to define the patient population necessary to address 
the trial’s objectives. Eligibility criteria, by their nature, 
limit the applicability of the trial results. Thus, critics of 
RCTs argue that the patient population studied often 
does not reflect the “real-world” practice of medicine as 
the inclusion criteria may lead to the selection of only the 
healthiest patients and may exclude patients with medi-
cal comorbidities or borderline organ function. Thus, 
while an RCT may adequately assess the efficacy of an 
intervention (ie, what can work); the “real-world” effec-
tiveness that is seen once the intervention is deployed 
in community practice (ie, what does work) may be sub-
stantially different. The disparity between efficacy and 
effectiveness is often most apparent in trials designed to 

obtain regulatory approval for a drug or device, where 
the selection criteria may be particularly strict and the 
comparison arm may not reflect current standard prac-
tice [37]. RCTs developed in the public sector and/or 
conducted in a community-based practice are more 
likely to represent real-world effectiveness as their inclu-
sion criteria may be less stringent compared with RCTs 
developed by commercial entities; however, the patient 
selection criteria will always limit the generalizability of 
results obtained from RCTs.

In addition, RCTs often evaluate therapies under ide-
alized clinical conditions including protocol-specified 
dose modifications and toxicity management; thus the 
results generated from an RCT may not be replicated 
when the therapy is translated to general practice set-
tings and to real-world patients. Furthermore, the effi-
cacy endpoints traditionally employed in cancer clinical 
trials may not reflect outcomes that are most important 
to patients, such as relief of symptoms, improvement in 
quality of life, or achievement of personal goals. Better 
measures of these PROs are urgently needed and must 
be incorporated in clinical trials to better assess the 
impact and value of a new treatment.

Tumor heterogeneity also challenges our ability to 
develop new cancer treatments through traditional pro-
spective clinical trials. As common tumors are divided 
into rare molecular subtypes, it is increasingly challeng-
ing to identify eligible patients and complete recruitment 
to clinical trials in a timely fashion. Rates of enrollment 
of adult cancer patients in clinical trials remain stagnant 
at no more than 3–5%. Drug development remains risky 
and inefficient with the vast majority of agents that enter 
human testing failing to achieve approval for marketing 
[38]. With more tumor types, more drugs, fewer eligible 
patients, and strained research budgets, it is no longer 
possible to learn everything that still needs to be learned 
in cancer treatment through the conduct of conventional, 
prospective clinical trials. The introduction of targeted 
treatments that are highly effective in biomarker-defined 
populations now often provides evidence of treatment 
efficacy sufficient to support regulatory approval to 
be developed with small patient cohorts [39]. Indeed, 
some new cancer drugs have been approved under the 
Food and Drug Administration’s (FDA) Breakthrough 
Designation based on results of phase I clinical trials 
[40]. While this rapid approval process is able to deliver 
new drugs to the market with remarkable speed, it does 
so based on the experience of small patient populations 
and limited safety data sets. Thus, some drugs now enter 
clinical practice with limited clinical experience that is 
restricted to patients who meet the eligibility criteria for 
the registration trials leaving much to be learned from 
exposure of a more heterogeneous real-world popula-
tion to the drug [41]. Postmarketing studies and reg-
istries are mechanisms to fill gaps in knowledge about 
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drug performance in the general population but a rapid 
learning HIT system has the potential to not only col-
lect information but to use the insights gained from its 
analysis to rapidly modify clinical practice guidelines 
and inform physician treatment recommendations.

Sharing research results typically occurs through a 
number of well-established mechanisms, such as pre-
senting study results at professional meetings, publish-
ing study results in medical journals, or revising clinical 
practice guidelines. Each of these methods of dissemina-
tion has inherent limitations in that not all members of 
a professional society attend its meetings, journal pub-
lications are typically delayed 6–12 months from when 
research results are first presented, a significant frac-
tion of cancer clinical trials are never published [42], 
and clinical practice guidelines may not be updated in 
a timely fashion. These limitations in traditional mecha-
nisms of knowledge transfer are particularly troubling 
when information has the potential to immediately 
impact clinical practice, such as new data about tox-
icity of a marketed drug in a high-risk population or 
potential new uses of marketed products. In such cases, 
rapid delivery of reliable information to physicians at 
the point of care has great potential to improve the qual-
ity of care delivery. To be sure, commercially available 
decision support tools such as Up-To-Date or Adjuvant! 
Online are frequently updated by content experts and 
are readily available at the point of care but even such 
valuable products may suffer from lacking information 
that is directly pertinent to the patient sitting in the 
examination room. The potential for a rapid learning 
health care system to query a large patient database and 
return clinically useful information about patients simi-
lar to the patient before the physician adds an important 
new dimension to point of care information that can 
impact clinical practice.

1.3 THE INTERFACE OF QUALITY, 
VALUE, AND LEARNING

The variety of treatment options and the diversity of 
the cancer population viewed in the context of mounting 
societal pressures to control the cost of care demand con-
tinuous assessment of quality to assure that all patients 
receive the best possible care and are neither overtreated 
nor undertreated.

Recent legislative action has focused the attention 
of both health care providers and payers on strategies 
to improve the quality of medical care in the United 
States by emphasizing outcomes achieved rather than 
services provided as a basis for payment and by pro-
viding incentives to adopt quality measurement and 
improvement activities as an integral component of care 
delivery. For example, the Physician Quality Reporting 

System (PQRS), originally included in the Tax Relief and 
Healthcare Act of 2006, uses a combination of incentive 
payments and negative payment adjustments to pro-
mote reporting of quality information by eligible profes-
sionals. Providers participating in PQRS have multiple 
routes to submit quality data to the Centers for Medicare 
& Medicaid Services (CMS), including through Medicare 
Part B claims, EHRs, and CMS-approved registries  
[43]. CMS is also driving increased visibility of qual-
ity assessment by making PQRS participation informa-
tion publicly available through its Physician Compare  
website [44].

In addition, Medicare’s Hospital Value-Based 
Purchasing Program employs a pay-for-performance 
approach that provides payment incentives for meet-
ing certain performance measures. Hospitals are scored 
based on their performance on each measure relative to 
other hospitals and on how their performance on each 
measure improves over time. By rewarding the higher of 
achievement or improvement on measures, the Hospital 
Value-Based Purchasing Program gives hospitals the 
financial incentive to continually improve how they 
deliver care. The Prospective Payment System (PPS) 
Exempt Cancer Hospital Quality Reporting Program, 
initiated by the Affordable Care Act, requires partici-
pating hospitals to submit data on their performance 
on quality measures to CMS as well as to publically 
report such information. The first round of reporting for 
this program began in 2014 with five measures, three of 
which are cancer specific.

In January 2015, the Secretary of the US Department 
of Health and Human Services (HHS) announced a new 
initiative to improve the quality of care and control 
health care costs through [45] the following:

●	 Using incentives to motivate higher value care;
●	 Tying payment to value through alternative 

payment models;
●	 Changing the way care is delivered through greater 

teamwork and integration;
●	 Coordinating providers more effectively across 

settings;
●	 Greater attention by providers to population  

health; and
●	 Harnessing the power of information to improve 

care for patients

Furthermore, efforts will be made to advance EHR 
interoperability through the alignment of HIT standards 
with payment reform. Notably, the HHS announcement 
highlighted that Medicare will develop and test new 
payment models for specialty care beginning with oncol-
ogy care [46]. Certainly the near ubiquitous adoption of 
EHRs by oncologists will greatly facilitate data aggrega-
tion and sharing to advance these initiatives through 
near real-time quality assessment, detection of trends in 
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medical practice and outcomes in unique populations, 
and generation of hypotheses for research studies.

The many complexities of cancer and the challenges 
of multidisciplinary cancer care call for new approaches 
to learning about cancer, disseminating new informa-
tion, assessing the effectiveness of treatment, and moni-
toring the quality of care. With the rapid uptake of 
EHRs in the medical community and the extraordinary 
computational power and data storage capacity now 
available, it will soon be feasible to learn from every 
encounter with every patient. Information technology 
vastly expands the information that can inform medi-
cal decision making, drive innovation, and improve 
quality. Lynn Etheredge, who is widely credited with 
developing the concept of the rapid learning health 
care system, defines it as “one that generates as rapidly 
as possible the evidence needed to deliver the best care 
for each cancer patient” [47]. As information technol-
ogy has evolved, the oncology community has begun 
to focus on the possibilities and benefits of harnessing 
electronic health care data to power a rapid learning 
information technology system for cancer. ASCO is 
building a system known as CancerLinQ to make Dr 
Etheredge’s vision a reality.

1.4 ASCO’S VISION FOR A RAPID 
LEARNING SYSTEM IN ONCOLOGY: 

CANCERLINQ

CancerLinQ (Cancer Learning Intelligence Network 
for Quality) (CLQ) is a physician-led initiative represent-
ing a fundamental evolution of ASCO’s core mission of 
supporting the delivery of quality cancer care. Designed 
as an oncology rapid learning health care system as envi-
sioned by the IOM [48], CancerLinQ is a groundbreak-
ing HIT platform with the potential to revolutionize 
how oncology care is delivered. CancerLinQ harnesses 
the power of Big Data to “learn” from every patient. 
Building on the success of ASCO’s Quality Oncology 
Practice Initiative (QOPI), a grassroots, oncologist-led, 
practice-level quality assessment program available to 
US oncology practices since 2006 [49], CancerLinQ meets 
the need for more effective, adaptable, and comprehen-
sive quality improvement tools at the point of care. It 
compares the process and outcomes of care against the 
best standards available to rapidly feed information 
back to practices on the quality of care achieved.

CancerLinQ gathers data through direct electronic 
feeds from the EHRs and practice management systems 
(PMSs) of participating oncology practices. This obvi-
ates the need for manual chart abstraction, making the 
system more flexible and attractive to providers than 
existing systems. CancerLinQ attempts to ingest all data 
contained within the source systems, not just selected 

fields, and stores the data in a series of progressive data-
bases within the architecture.

CancerLinQ’s primary objectives include the following:

●	 Provide real-time quality feedback: CancerLinQ 
enables oncology practices to measure how their 
care compares against guidelines and to their 
peers based on aggregated reports of quality, so 
they may use the information in their own quality 
improvement process, thereby furthering a culture 
of self-examination and improvement.

●	 Provide personalized insights: CancerLinQ provides 
CDS to prompt physicians to choose the right 
therapy at the right time for each patient, based 
on published treatment guidelines and other 
knowledge bases.

●	 Uncover patterns that can improve care: Powerful 
analytic tools reveal new, previously unseen 
patterns in patient characteristics, treatments, and 
outcomes that can lead to improvements in care and 
suggest new research hypotheses. Insights gained 
in this process, once verified, have the potential 
to contribute to a virtuous cycle of learning that 
ultimately will improve practice guidelines.

The long-term vision for CancerLinQ has a number 
of additional objectives:

●	 Help providers assess patient eligibility for clinical 
trials and match patients to available trials.

●	 Help providers create longitudinal treatment plan 
documents at the start of an episode of care and 
treatment summary documents at the conclusion 
to facilitate communication among members of the 
health care team and between patients and providers.

●	 Improve the signal-to-noise ratio of CDS tools for 
oncologists by providing CDS that is more specific 
to the characteristics of individual patients.

●	 Improve risk stratification for patients when 
considering treatment, either standard of care or 
care delivered in the context of a clinical trial.

●	 Monitor the performance and safety of drugs after 
introduction into routine clinical practice to discover 
new signals and potentially inform the regulatory 
process and drug labeling.

●	 Assess patient outcomes following off-label 
prescribing of approved drugs.

●	 Generate a longitudinal database of PROs through 
the deployment of a patient portal.

1.5 CANCERLINQ DATA 
ARCHITECTURE

CancerLinQ ingests and stores data from a set of core 
and associated/federated data sources and possesses the 
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ability to query within and across these data sources in 
a rapid and effective manner. The core data sources are 
EHRs for the capture of clinical data, and PMSs for busi-
ness and financial transactions in a practice. Most com-
monly, these are commercially available vendor systems, 
and in some cases, a single system may perform both 
functions in an integrated suite. Additional associated 
and/or federated data sources may include: (1) ASCO 
internal databases and document repositories, such as 
those containing membership information as well as 
publications from ASCO journals; (2) medical payor/
claims databases or data warehouses; (3) national, state, 
or private tumor registries; and (4) molecular diagnos-
tics/genomics data source(s). Other local, regional, or 
national data sources will likely become candidates for 
integration by CancerLinQ depending on their availabil-
ity and relevance as the platform matures.

The EHRs and PMSs from participating practices are 
connected electronically to CancerLinQ, thereby mini-
mizing the burden and workflow impact of manual 
data collection and submission. The data are uploaded 
via either a continuous feed or an intermittent, regular 
connection strategy. These collected data contain pro-
tected health information (PHI) and personally identifi-
able information (PII). The information extracted from 
these practice systems by CancerLinQ are stored both 
as structured and unstructured data (see Section 1.7.1). 

CancerLinQ will also be able to collect and process 
unstructured information from clinician notes using 
natural language processing (NLP) techniques.

The CancerLinQ data model is illustrated in Fig. 1.1. 
CancerLinQ comprises a series of cloud-based logical 
database classes through which data flows and under-
goes a series of transformations, including progressive 
deidentification. Clinical data (made up of PHI and PII 
from practices), practice management data, and poten-
tially data from other sources flow through an inges-
tion gateway into a storage database also known as a 
“data lake” [50]. The data lake receives and saves all 
incoming data from all sources, and sufficient controls 
ensure transmissions are complete and accurate and no 
data are lost. Use, disclosure, and protection of the data 
are governed and protected by the regulatory require-
ments of the Privacy Rule [51] and Security Rule [52] 
promulgated under the Health Insurance Portability and 
Accountability Act (HIPAA) of 1996 [53] and the Health 
Information Technology for Economic and Clinical 
Health (HITECH) Act [54]. Further, a number of more 
stringent state laws may apply to the use and disclosure 
of the data.

The raw collected data in the data lake is then 
cleansed and standardized and flows into the next 
database of processed data. To facilitate analytics on 
health care data from disparate sources, it is necessary 

FIGURE 1.1 CancerLinQ data ingestion. Data from electronic health records, practice management systems, and other sources enter a data 
lake as protected health information and personally identifiable information. All data received from practices are stored and maintained in the 
data lake. CancerLinQ moves codified data from the first database (data lake) to the second (the “processed data”). In this process the data are 
standardized and normalized. The knowledge source (content) for the standardization is the NCI Metathesaurus.
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to provide a tool that enables the system to interoper-
ate with different vocabularies, since several are used, 
sometimes simultaneously, in the health care domain. 
The NCI Metathesaurus was chosen as the unified medi-
cal language system (UMLS) for CancerLinQ [55]. It is 
based on the UMLS of the National Library of Medicine 
[56], which is a large multipurpose vocabulary database 
that contains information about biomedical and health-
related concepts, such as the Systematized Nomenclature 
of Medicine-Clinical Terms [57]. The NCI Metathesaurus 
is a cancer-centric extension of UMLS that additionally 
includes a growing number of cancer-related biomedi-
cal vocabularies. The database receiving processed data 
from the data lake also stores PII/PHI and is governed 
by and protected in accordance with HIPAA, HITECH, 
and various state laws.

Patient/provider record matching must be performed 
on the processed data prior to any downstream data 
redaction. The current lack of a national patient identi-
fier number within the US health care system is a barrier 
for many aspects of care, research, and quality improve-
ment. Since maintaining a complete longitudinal record 
for patients is essential to the success of CancerLinQ by 
enabling patient-level quality reporting, collected data 
within CancerLinQ are associated with a particular 
patient via an enterprise master patient index (EMPI), 
which enables patient verification using a specified min-
imum number of data fields. Treating providers will also 
be identified in an enterprise master provider index.

CancerLinQ will employ a third party tool to remove 
or mask individual identifiers from the collected data 
to create redacted data sets, which are then stored in 
a downstream database. There are multiple instances 
of this database, which feeds downstream secondary 
uses, such as analytical reports. Redacted data are lon-
gitudinal in nature and comprise limited data sets and 
deidentified data sets. A limited data set is defined under 
HIPAA in 45 CFR 164.514(e) as containing PHI minus 
16 specific identifiers, such as names and phone num-
bers [58]. A deidentified data set is defined in Section 
164.514(a) of the HIPAA Privacy Rule and is achieved 
by one of two methods: the “expert determination” 
method (also known as the statistical opinion method) 
or the “safe harbor” method [59]. CancerLinQ uses the 
“expert determination” method, under which a person 
with appropriate knowledge and experience applies 
accepted principles and methods to deidentify the data 
and determines the risk of identifying an individual in 
such a data set is very small [60].

CancerLinQ employs robust safeguards to protect the 
anonymity of patient information and the deidentifica-
tion process. No individuals with access to the redacted 
data sets have any access to the fully identifiable col-
lected data. The only exception is the treating provider 
who has access to the data for his or her own patients, 

although not simultaneous access to redacted data and 
identifiable data. A variety of administrative, technical, 
and physical measures will be used to enhance data 
security.

1.6 HISTORY AND CURRENT STATUS 
OF CANCERLINQ IMPLEMENTATION

1.6.1 Background and Prototype Development 
2011–12

Inspired by the work of IOM, the ASCO Board of 
Directors developed guiding principles for an oncol-
ogy-specific rapid learning health care system at a 2011 
strategy meeting. A separate Quality Department within 
ASCO was formed to house the CancerLinQ project 
management office, and a CancerLinQ business plan 
was developed. A working group staffed by ASCO vol-
unteers and supported by ASCO staff and expert con-
sultants was created, and development of a prototype 
to demonstrate the feasibility of CancerLinQ and obtain 
insights for the full system was begun in 2012. The pro-
totype had five goals:

1. Demonstrate the ability to capture and aggregate 
complete longitudinal patient records from any 
source, in any format, and make use of the data.

2. Demonstrate ASCO’s capability to develop rapid, 
real-time, CDS based on clinical guidelines and 
integrate them into a demonstration EHR system.

3. Demonstrate value-added tools, such as the ability 
to measure a clinician’s performance on a subset of 
QOPI measures in real-time.

4. Create new ways of exploring clinical data and 
generating hypotheses.

5. Provide “lessons learned” about the technological 
and logistical challenges involved in a full-scale 
CancerLinQ implementation.

The prototype was constructed in 5 months from open 
source software and one commercially available analytics 
package. It included more than 170,000 deidentified med-
ical records of breast cancer patients from several oncol-
ogy practice groups of various sizes around the United 
States. The prototype demonstrated that the five goals 
identified prospectively were indeed feasible. Moreover, 
it showed that oncology practices were willing to sign 
data use agreements and share actual patient data to be 
able to participate in a rapid learning system [61].

1.6.2 CancerLinQ Development 2013–15

Following the demonstration of the prototype, ASCO 
systematically put the infrastructure in place to support 
the further development of the full CancerLinQ platform. 
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In 2013, Data Governance and Advisory Committees 
were established, composed of leading thinkers from an 
array of relevant fields engaged to advise on design and 
implementation. Advisors included leading oncologists, 
patient advocates, privacy advocates, health outcomes 
researchers, ethicists, HIT experts, and others. In 2014, 
the key functional requirements of CancerLinQ were 
established and a search for suitable technology and 
expertise began. Also in 2014, a CancerLinQ Request for 
Proposals was released, and both vendor build and orga-
nizational teaming responses were received. The ASCO 
Board of Directors decided to pursue a collaborative 
teaming path with the global technology organization 
SAP to create CancerLinQ. The ASCO Board of Directors 
approved the creation of a separate limited liability com-
pany within ASCO to provide governance and strategic 
direction to CancerLinQ, and thus CancerLinQ, LLC was 
born. The organization has its own Board of Governors, 
officers, executive leadership, and committee structure 
and was charged to bring CancerLinQ to fruition and 
oversee its deployment and growth.

1.6.3 CancerLinQ and SAP

In January 2015, ASCO announced a strategic tech-
nical partnership with the global software company 
SAP to create the big data software platform on which 
CancerLinQ was built [62]. CancerLinQ was developed 
using SAP’s HANA, a flexible, multipurpose in-memory 
data management and application platform, which pro-
vides predictive text analytics, spatial processing, and 
data virtualization on the same architecture. SAP’s 
HANA had already been employed in other global 
health care settings, including the National Center for 
Tumor Diseases in Heidelberg, Germany, where its real-
time data analytics helped accelerate cancer research 
and improve clinical trial matching for patients treated 
at that institution [63].

The first fully functional version of CancerLinQ is 
scheduled for release in late 2015 to early 2016. Fifteen 
US oncology practices, representing more than 500,000 
patient records, are expected to be in the vanguard 
group to deploy the first version of CancerLinQ. The 
CancerLinQ, LLC will continue to provide governance 
and drive the overall development of the platform, with 
input from physicians, patients, and experts in relevant 
disciplines including quality improvement, health out-
comes, epidemiology, and HIT. ASCO will maintain 
control over the data, services, and products that stem 
from the platform including CDS tools and analyses. 
SAP will provide access to customized technologies 
based on HANA, along with engineering and other 
technical support from both their standard development 
ranks and their team specialized in custom application 

development, to help enrich CancerLinQ’s versatility for 
providers.

CancerLinQ is supported by the ASCO’s Conquer 
Cancer Foundation [64].

1.7 CANCERLINQ SOLUTION 
OPERATING CHARACTERISTICS

1.7.1 Data Ingestion

An essential initial step in order to realize the vision of 
CancerLinQ is the extraction of data from the electronic 
systems of a participating practice, a process known as 
data ingestion. The extract, transform, and load func-
tions in CancerLinQ consist of the following steps:

1. Data Extraction. The practice produces a package 
of clinical data from the EHR and business/
financial/operations data from the PMS containing 
all information as both structured and unstructured 
elements. The clinical extract contains common data 
concepts incorporated into oncology EHRs. This 
is a dynamic set of elements, ranging from patient 
demographics to medication lists to treatment-
specific elements such as date of last chemotherapy. 
There have been a number of attempts to create a 
common data model to represent the richness and 
multidisciplinary nature of cancer care, one of which 
was a collaboration between ASCO, the National 
Cancer Institute Center for Biomedical Informatics 
and Information Technology, and the National 
Community Cancer Centers Program in 2009, which 
produced the Clinical Oncology Requirements for 
the EHR document [65]. However, penetration of 
this model was minimal, and a universally agreed 
upon standard does not currently exist. CancerLinQ 
ideally ingests the universe of data elements found 
in the EHR, especially those of fundamental interest 
to oncologists. The data will be extracted from the 
source systems using a multipronged approach most 
applicable to the practice site. Each practice is asked 
to provide any standards-based documents that are 
currently in use or produced per compliance with 
Federal meaningful use requirements. Examples 
include the Continuity of Care Document (CCD), 
an Extensible Markup Language (XML)-based 
mark-up standard used for the exchange of patient 
summaries [66], and the Health Level Seven (HL7) 
Consolidated-Clinical Document Architecture 
(C-CDA) [67]. Another candidate document is the 
Clinical Oncology Treatment Plan and Summary 
(eCOTPS), recently described by Warner et al., the 
first oncology-specific CDA standard to achieve HL7 
Draft Standard for Trial Use (DSTU) status [68]. 
Customized solutions developed in cooperation 



I. AN EXTRAORDINARY OPPORTUNITY

1. CrEaTINg a LEarNINg HEaLTH CarE SySTEm IN ONCOLOgy14

with EHR vendors may also be used. Most sites will 
require a combination of these techniques.

2. Data Transfer. The practice securely transmits the 
files to CancerLinQ for consumption.

3. Data Load and Storage #1: All data received from 
practices are initially stored and maintained in the 
data lake.

4. Data Processing. CancerLinQ moves codified data 
from the first database (data lake) to the second 
(the “processed data”). In this process the data are 
standardized and normalized. As noted above, the 
knowledge source (content) for the standardization 
is the NCI Metathesaurus.

5. Ontology Services. Custom-built ontology services 
are implemented deeply at the database level to 
make them available to several layers, including 
analytics, data ingestion, and NLP. NLP of 
unstructured data (eg, free text fields in a file or 
text/PDF/Microsoft Word binary documents) will 
find a “Fact”, eg, a Diagnosis Fact or a Biomarker 
Fact. Here too ontologies can be applied to the 
results of the NLP to infer facts and conduct 
reasoning.

6. Data Transfer and Storage #2. The data are written 
to the processed database.

1.7.2 CancerLinQ Portal

The portal is a central “gateway” providing access for 
all practice users and CancerLinQ staff to administrative 
services, reporting functionality, dashboards, and qual-
ity measures, while conforming to the highest levels of 
security and compliance. It is accessed via the Internet 
using a web browser. Most modern browsers are sup-
ported. Mac OS, Microsoft Windows, and various mobile 
platforms are supported. The portal possesses function-
ality for standard analytic reports, graphical displays for 
quality reporting, and a data exploration tool.

1.7.3 User Types

Target users represent the primary users and consum-
ers of CancerLinQ. At the practice level these include 
clinical users, clinical supervisors, practice managers, 
and primary account users. CancerLinQ staff users 
include informaticists, statisticians, data staff, and pri-
vacy and security staff. Each role has a defined set of 
access rights to the system meeting minimum necessary 
standards under HIPAA. For example, the clinical super-
visor role—typically a practice’s lead physician—has 
privileges to explore the practice management data and 
individually identified health information for patients 
at the subscriber practice down to the individual record 
level, whereas the individual clinical user is only able to 
view PHI on his/her own patients. For the CancerLinQ 

staff, the data staff role will have access to deidentified 
patient records but no access to PHI.

1.7.4 Quality Benchmarking

Providing real-time quality feedback to practices 
is one of the fundamental objectives of CancerLinQ. 
CancerLinQ enables oncologists to measure and docu-
ment their adherence to clinical care guidelines without 
manual extraction of data from paper files or the EHR, 
thereby reaching a greater number of physician practices 
and offering analysis based on far more patients than 
was previously available. CancerLinQ’s data architec-
ture permits faster, more current, and more robust feed-
back to providers on the quality of their care.

CancerLinQ will support clinical quality measures 
(CQMs), which are tools consisting of numerator and 
denominator patient counts, giving a ratio of patients 
satisfying the definition of the measure. Denominator 
exclusions, factors supported by the clinical evidence 
that should remove a patient from inclusion in the 
measure population, are represented in CancerLinQ. 
CancerLinQ provides the ability to define a categorized 
set of electronic CQMs, or eCQMs (eg, based on disease 
type or domain); and users are able to select from a 
categorized list of core guidelines in order to visual-
ize and evaluate CQMs using real-time data from their 
own set of patients. Users have the ability to drill down 
to see individual patient data. Measures can be com-
pared against other practice data, but users cannot see 
the detailed patient data if they are not authorized. Users 
can see aggregated data from all participating practices 
and are able to compare their performance on each mea-
sure to the whole population. However, they are not able 
to identify any characteristics (eg, individual patient 
counts or practice identity) outside of their own practice.

In CancerLinQ, eCQMs are displayed in graphical 
format using the Clinical Measure Analysis (CMA) 
application, which resides in the SAP HANA Enterprise 
Cloud as part of the user-facing portal. Within HANA, 
CancerLinQ informaticists use a Clinical Measurement 
Library (CML) to create formal measure definitions, 
which are standards-based and machine readable 
representations of a CQM. The eCQM definitions in 
CancerLinQ are supplied in Health Quality Measures 
Format (HQMF), Release 2, an HL7 Version 3 DSTU [69].

1.7.5 Clinical Decision Support

CDS systems can be defined as “HIT applications 
that relate individual patient health data to established 
knowledge bases and thereby assist in clinical decision 
making and health management” [70]. Providing per-
sonalized insights to oncologists with CDS is one of the 
primary objectives of CancerLinQ. There are countless 
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areas in oncology where data are needed to make clini-
cal decisions but are largely absent. As the number of 
new molecular diagnostic tests proliferates, propelled in 
part by the explosion of cancer panomics, and the num-
ber of therapeutic agents expands proportionally, it will 
become increasingly challenging to practice high-quality 
cancer medicine without computerized CDS.

At the time of publication of this text, a specific 
CDS solution has not been determined. It is antici-
pated that the ASCO clinical practice guidelines [71], 
derived from high-quality evidence by expert ASCO 
panels and addressing disease-specific clinical situa-
tions or modalities, such as tests or procedures, may 
serve as a robust source of content knowledge for the 
development of CDS in CancerLinQ. CancerLinQ will 
include a feature that will identify relevant guidelines 
to present CDS that is relevant to the characteristics 

of an individual patient to assist physicians in treat-
ing specific patients. Furthermore, the clinical insights 
gained by oncologists from the redacted data sets in the 
system may be used as feedback to inform the refine-
ment of existing guidelines and suggest new clinical 
areas where guidelines may be necessary.

CancerLinQ will also include observational CDS, 
which will enable a physician to query the system about 
a specific case to learn about the treatments and out-
comes for similar patients. CancerLinQ will match a par-
ticular patient’s data against the experience of similar 
cancer patients whose data reside within the system and 
provide the oncologist with aggregate information per-
tinent to the possible treatments available to the patient 
and the range of outcomes experienced by other similar 
patients. Boxes 1.1 and 1.2 provide representative use 
cases of the CDS capabilities envisioned for CancerLinQ.

BOX 1.1

P E R S O N A L I Z E D  M E D I C I N E  C D S  U S E  C A S E
Phillip Alk is a 72-year-old white male who pres-

ents to his primary care physician with nonproductive 
cough and pleuritic chest pain. He is otherwise healthy 
except for high cholesterol, for which he takes atorvas-
tatin, mild hypertension, and gastroesophageal reflux 
treated with omeprazole. He has no fever or weight loss 
and a Karnofsky performance status (PS) of 90. Mr Alk 
smoked cigarettes for a few years during college but has 
not smoked in the last 50 years. A routine chest X-ray 
reveals a 3 cm nodule in the right middle lobe (RML) con-
firmed by follow-up chest computerized tomography scan 
that also demonstrates scattered 1 cm nodules in the left 
lung and ground glass opacities in the right lower lobe. 
Routine blood chemistries are normal except for a serum 
creatinine of 1.8 mg/dL. A core needle biopsy of the RML 
nodule is performed and reveals malignancy consistent 
with adenocarcinoma. Upon receiving the diagnosis, the 
patient is referred to a local oncologist for discussion of 
treatment options.

Dr Gene Profile is a practicing general oncologist in a 
group of six oncologists. He has been in practice for 20 
years. His practice was a participant in ASCO’s QOPI pro-
gram for the last 8 years and transitioned to participation 
in CancerLinQ when offered the opportunity to do so. The 
practice’s QOPI reports revealed high adherence with mea-
sures of adjuvant chemotherapy use and appropriate anti-
emetic use but also demonstrated need for improvement 
in chemotherapy use in the last 2 weeks of life and coun-
seling patients about smoking cessation. During his initial 

visit with Mr Alk, Dr Profile reviews the pathology reports 
and wonders if the diagnosis of adenocarcinoma reflects 
a primary lung cancer or metastases from another organ. 
The patient’s medical history and review of systems do not 
suggest other problems. A positron emission tomography 
(PET) scan is performed for staging purposes and dem-
onstrates the RML lung nodule as well as several smaller 
nodules scattered throughout the left lung. No other areas 
of increased fluorodeoxyglucose (FDG) uptake are noted. 
Dr Profile recalls seeing some literature in the office from 
a lab that offers gene expression profiling to assess carci-
nomas of unknown primary. He considers ordering the test 
but first consults the CancerLinQ clinical decision support 
system. He immediately receives a link to an ASCO guide-
line on carcinoma of unknown primary that recommends 
against use of commercially available RNA expression pro-
filing panels due to lack of evidence of clinical utility in 
helping to establish a more definitive diagnosis. Dr Profile 
ultimately concludes that primary adenocarcinoma of the 
lung is the most likely diagnosis and records that diagnosis 
in the patient’s EMR. He immediately receives a guidance 
notification from CancerLinQ recommending a standard 
molecular work-up of the tumor to include testing for sen-
sitizing and resistance mutations to epidermal growth fac-
tor receptor (EGFR) inhibitors, EML4-ALK translocation, 
ROS1 and KRAS mutation. The notification includes a link 
to ASCO’s provisional clinical opinion (PCO) on integra-
tion of palliative care into standard oncology care as well 
as a link to ASCO’s PCO on EGFR mutation testing for 
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patients with nonsmall cell lung cancer. Dr Profile orders 
the recommended tests to be performed on the patient’s 
tumor biopsy. Mr Alk is anxious to begin treatment but is 
advised to wait for the molecular test results to see if they 
impact Dr Profile’s treatment recommendation. Two weeks 
later, Dr Profile receives a report from a commercial labo-
ratory of a 400 gene mutation panel that was performed 
on the biopsy. His hospital’s pathology department had 
determined that it is more cost-effective to obtain the mul-
tigene panel rather than the individual tests for the muta-
tional analysis recommended by CancerLinQ. The report 
describes an L858R mutation in exon 21 of the EGFR gene, 
wild type KRAS, mutation in the p53 gene, mutation at the 
V600E locus of the BRAF gene, as well as alterations in 
other genes. Uncertain of how to proceed, Dr Profile uses 
the CancerLinQ physician portal to submit the molecular 
profiling test results and a brief case summary to the ASCO 
University Molecular Oncology Tumor Board. Two days 
later, he receives an explanation of the molecular profiling 
results that confirm his plan to prescribe an EGFR inhibitor 
drug for Mr Alk. Upon entering the order for erlotinib in 
the patient’s EHR, Dr Profile receives a notification from 
CancerLinQ of a possible drug interaction with omepra-
zole and is advised to discontinue that medication. He is 
also advised to carefully monitor the patient’s renal func-
tion in view of the toxicity profile of erlotinib and the 
patient’s preexisting renal insufficiency.

After 3 months on treatment, Mr Alk’s cough and chest 
pain have fully resolved and his CT scan reveals complete 
resolution of all pulmonary nodules. He continues on 
treatment but 3 months later notices a return of his cough. 
When these new symptoms are recorded in his EHR, Dr 
Profile receives a message from CancerLinQ advising him 
to consider erlotinib-induced interstitial lung disease as 
a possible complication of treatment. A repeat CT scan 
reveals new pulmonary nodules consistent with recurrent 
and progressive lung cancer. Dr Profile recalls that the 
molecular testing of Mr Alk’s tumor had revealed a BRAF 
V600E mutation. He wonders if a new BRAF inhibitor, 
recently approved to treat melanoma, could possibly ben-
efit his patient. He uses CancerLinQ’s observational clini-
cal decision support function to query the CancerLinQ 
database and receives a report of 30 patients in the sys-
tem with adenocarcinoma of the lung and a BRAF V600E 
mutation. Of these, 20 had been treated with vemurafenib 
and 10 had experienced significant tumor shrinkage. Dr 
Profile prescribes off-label vemurafenib for his patient. 
Within 2 months, Mr Alk’s symptoms have worsened, 
his performance status has declined, and his cancer has 
progressed on CT scan. He consults Dr Profile about other 
treatment options, particularly whether he should give 
chemotherapy a try. He is advised to transition to hospice 
care at this point in his illness.

BOX 1.1 (Cont’d)

1.7.6 Other Secondary Uses of Deidentified 
and/or Limited Data Sets

Other potential uses of redacted data sets in 
CancerLinQ include:

1. Trend Discovery: CancerLinQ will employ machine 
learning algorithms and artificial intelligence to 
uncover trends in the redacted data sets, such as 
unanticipated adverse events, that may require 
further analysis, development, and exploration.

2. Off-Label Use: A significant minority of oncology 
drug use is for an indication that is not reflected on 
the FDA-approved label. Although such off-label 
use is often sound medical practice, it can be based 
on small studies and even case reports. There is no 
organized system to aggregate these experiences 
and understand what actually works and in what 
setting. CancerLinQ will be able to supply this 

information to enable more comprehensive and 
in-depth analysis of off-label uses and associated 
patient outcomes. This may also inform decisions by 
drug manufacturers to seek regulatory approval for 
expansion of a drug’s label and contribute data to 
the regulatory review process.

3. Risk Stratification: There is tremendous 
heterogeneity within each cancer patient population. 
Variables such as age, gender, comorbid conditions, 
current medications, specific organ function, 
performance status, and a host of other factors 
influence cancer outcome. Increasingly, molecular 
characteristics will be incorporated into risk 
stratification schemes. CancerLinQ will be able to 
analyze tens or hundreds of thousands of cases and 
produce findings that enable treating oncologists 
to begin to risk stratify patients with far more 
precision, hopefully leading to better selection of 
therapy and improved patient outcomes.
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4. Drug Safety Monitoring: CancerLinQ will enable 
the monitoring of safety and efficacy signals in 
real-world populations, overcoming the current 
limitations of drug registration trials, which often 
treat patient populations not representative of 
patients in practice, who are often older with a 
higher number of comorbidities. CancerLinQ’s data 
model will support the capture of adverse events 
in near real time, meaning that the time to insight 
should be dramatically shortened compared to 
conventional adverse event reporting systems.

5. Research: CancerLinQ will make redacted data 
sets available for research activities pursuant 
to established policies and procedures. Where 
appropriate, individual investigators will be able 
to propose specific research questions for review 
and approval, and the system will use the redacted 
data sets to generate either a report or a data set 
necessary to address the question.

1.8 REGULATORY UNDERPINNINGS  
OF CANCERLINQ

For CancerLinQ to be successful as a rapid learning 
system, both the patients who contribute data and the 
physicians who make use of it must be confident that 
the PHI in the system is being stored securely and used 
only for the intended purposes, in a manner compli-
ant with all applicable state and federal statutes and 
regulations. To this end, ASCO developed a transparent 
regulatory framework to validate CancerLinQ’s compli-
ance with the requirements of HIPAA, HITECH, and 
those of the “Common Rule,” a policy addressing the 
protection of human subjects participating in federally 
funded research (45 CFR part 46) [72]. Schilsky et  al., 
on behalf of ASCO, presented this regulatory frame-
work for CancerLinQ, along with a description of the 
CancerLinQ data model and the principles of data gov-
ernance [73]. In discussing HIPAA, the authors noted 

BOX 1.2

O B S E RVAT I O N A L  C D S  U S E  C A S E
Mr Jones is a 72-year-old African American man with 

advanced prostate cancer whose disease has been well 
controlled with conventional antiandrogen treatment. 
However, during the past month he has developed 
increased skeletal pain, rising prostate-specific antigen 
(PSA), and new visceral metastases detected on CT scan. 
Mr Jones consults his oncologist about treatment options 
and receives a recommendation to change treatment to 
abiraterone acetate, a recently approved CYP17 inhibi-
tor that inhibits the extragonadal conversion of preg-
nenolone to testosterone, a pathway frequently exploited 
by castrate-resistant prostate cancer. Abiraterone was 
approved by the FDA in 2011 based on a randomized 
clinical trial that compared abiraterone plus prednisone 
to prednisone alone and demonstrated an improvement 
in median overall survival from 10.7 to 14.8 months.  
Mr Jones is inclined to proceed with this new treatment 
until his oncologist tells him that the cost of treatment is 
about $6000/month. Mr Jones is concerned that he cannot 
afford the expected copayment of $1200/month and will 
have to forego further treatment. His oncologist recalls 
that the antifungal drug ketoconazole inhibits the same 
enzyme as abiraterone and has been reported in several 
small clinical trials to have activity in advanced prostate 
cancer. He explains to Mr Jones that ketoconazole was 

commonly used off-label to treat patients with castrate-
resistant prostate cancer until the FDA approval of abi-
raterone. A generic drug, ketoconazole is considerably less 
expensive than abiraterone, costing approximately $500/
month. No clinical trials have ever been performed that 
directly compare the effectiveness of ketoconazole and 
abiraterone. Mr Jones wonders if ketoconazole might be 
an acceptable alternative to abiraterone in his case and one 
that he could much more easily afford.

Mr Jones’ oncologist is a participant in ASCO’s 
CancerLinQ learning health care system. Using the obser-
vational clinical decision support function of CancerLinQ, 
he enters Mr Jones’ characteristics into the system and 
requests a report on treatment administered to simi-
lar patients and the outcomes achieved. Minutes later, 
CancerLinQ provides a report on several thousand simi-
lar patients in the system. Of these, 15% had received 
treatment with ketoconazole and 25% treatment with abi-
raterone over the past 4 years. The patients in each group 
experienced similar survivals of about 12 months, although 
patients receiving ketoconazole experienced higher rates 
of fatigue and nausea. Upon learning of these data,  
Mr Jones opts for treatment with ketoconazole and receives 
a prescription from his oncologist to begin immediately.



I. AN EXTRAORDINARY OPPORTUNITY

1. CrEaTINg a LEarNINg HEaLTH CarE SySTEm IN ONCOLOgy18

that PHI can be used or disclosed by a provider to  
a business associate—a relationship governed by a formal 
business associate agreement—if the use falls under the 
broad category of “health care operations.” Health care 
operations encompass a number of acceptable activities, 
among them being quality assessment and improvement, 
evaluation of outcomes, and development and mainte-
nance of clinical practice guidelines. Since CancerLinQ 
was designed for the primary purpose of collecting the 
data necessary to support and improve physician efforts 
at quality assessment, care coordination, rapid identifi-
cation of treatment alternatives, real-time feedback and  
benchmarking, and other quality improvement activi-
ties, it falls squarely into the HIPAA definition of health  
care operations. Furthermore, the creation of limited 
data sets and deidentified data sets also falls under 
the category of health care operations as opposed to 
research. Therefore, it was the authors’ conclusion that 
patients participating in CancerLinQ would not need 
to give individual consent for their data to be added to 
the CancerLinQ data lake and subsequently undergo 
processing, deidentification, and secondary use. This is 
in contradistinction to the collection of data for the pur-
poses of research, which would require the patient to 
give individual consent.

Regarding the applicability of the Common Rule, 
the authors again drew the distinction between research, 
where data collection is performed as part of a system-
atic investigation used to test a hypothesis or otherwise 
contribute to generalizable knowledge, versus health care 
operations, inclusive of quality improvement activities 
and care coordination. The generation of the redacted 
data sets in CancerLinQ was felt not to invoke the defi-
nition of research under HIPAA or the Common Rule 
since the initial data collection was done exclusively for 
quality reasons and not investigation and because dei-
dentified data may be used for research without patient 
consent. To further validate this argument, ASCO 
requested a review of CancerLinQ by an independent 
institutional review board (IRB) in 2013. The IRB opined 
that collecting PHI for these purposes did not constitute 
research and that the creation and use of redacted data 
sets downstream for research-related activities did not 
render the initial data collection itself a research activity 
governed by the Common Rule.

1.8.1 Data Governance Guiding Principles  
and Policies

CancerLinQ is deeply committed to the appropriate, 
secure, and ethical usage of health information entrusted 
to it and has adopted three basic guiding principles:

1. Stewardship: The data that are collected must 
be accurate, valid, and usable for performance 

evaluation and quality improvement. This requires 
adherence to rigorous standards to evaluate and 
govern the use of all data and to constantly monitor 
and protect the security of health information. The 
principle of stewardship means that requests for 
redacted data sets must adhere to a set of ethical 
principles respectful of the patients who have 
contributed data to the system. It also implies 
a level of nimbleness and willingness to adapt 
to environmental changes in the scientific and 
technological landscape that might impact the 
ethical principles upon which operational decisions 
are made.

2. Protection: CancerLinQ must strive to prevent 
harm and risk to others by maintaining, using, and 
sharing data in compliance with applicable law and 
regulations and with appropriate oversight. Data 
must be protected against unauthorized access and 
misuse throughout its life cycle, wherever it resides 
in the system. Strict standards for data collection 
and storage must be followed, and there must be a 
brisk and complete response to any threat to data 
security.

3. Transparency and accountability: CancerLinQ  
must be accountable to patients, providers, and 
the public for high standards for the ethical 
management of data and making information 
about the data governance policies available to all 
stakeholders.

CancerLinQ operationalized these principles in the 
following ways:

●	 Creation of a Data Governance Oversight 
Committee consisting of CancerLinQ volunteers 
and staff, including ethicists and patient advocates 
to provide input on the design, review, and 
implementation of data governance policies and 
procedures.

●	 Implementation of administrative, physical, and 
technical safeguards to protect against unauthorized 
access to patient information throughout all stages 
of the CancerLinQ lifecycle.

●	 Appointing a CancerLinQ Privacy and Security 
Officer to oversee implementation of and 
compliance with the HIPAA policies and 
procedures.

Requests for the use of redacted data sets for research 
purposes will be assessed in the light of the above guid-
ing principles, carefully considering whether the value 
derived from their use is consistent with the expectation 
that their analysis will ultimately improve the health of 
individual patients and populations and contribute to 
the generalization of knowledge to improve cancer care 
more globally.
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1.9 SUMMARY AND CONCLUSIONS

In this chapter we have addressed the urgent need, as 
recommended by the IOM, for enabling a learning health 
care system to improve the quality of cancer care. Many 
of the other chapters in this text also describe efforts 
underway to improve the state of cancer care through 
learning health care systems. We described the rationale, 
objectives, and early development of CancerLinQ, one 
example of an HIT-enabled rapid learning system for 
oncology created by the ASCO. The overarching goal 
of CancerLinQ is to enable oncologists to learn from 
every encounter with every cancer patient and to rap-
idly gain insights that can benefit all cancer patients. 
Rather than relying exclusively on traditional mecha-
nisms of generating medical evidence, such as clinical 
trials, CancerLinQ, by capturing the longitudinal record 
of each patient’s experience, will enable insights that are 
more broadly applicable and more clinically nuanced 
than can be determined from clinical trials, registries, or 
claims data sets and that can be generated in far less time 
by posing queries to an enormous database containing 
millions of patient records. Over time, the value of the 
CancerLinQ data will be further enhanced by incorpo-
rating genomic data, imaging data, and PROs that will 
be collected via a patient portal to be included in future 
versions of the system. Linkage of the CancerLinQ data 
to insurance claims data and cancer registry data in the 
future will provide a rich portrait of the characteristics, 
experiences, preferences, goals, outcomes, and resource 
utilization of every cancer patient and provide the ability 
“to generate as rapidly as possible the evidence needed 
to deliver the best care for each cancer patient” [47].

LIST OF ACRONYMS  
AND ABBREVIATIONS

ASCO American Society of Clinical Oncology
CCD Continuity of Care Document
C-CDA Consolidated-Clinical Document Architecture
CDS Clinical decision support
CER Comparative effectiveness research
CLQ CancerLinQ
CMA Clinical Measure Analysis
CML Clinical Measurement Library
CMS Centers for Medicare & Medicaid Services
CQMs Clinical quality measures
eCOTPS Electronic Clinical Oncology Treatment Plan and Summary
EHR Electronic health records
EMPI Enterprise master patient index
ESMO European Society of Medical Oncology
HHS US Department of Health and Human Services
HIPAA Health Insurance Portability and Accountability Act
HIT Health information technology
HITECH Health Information Technology for Economic and  

Clinical Health
HL7 Health Level Seven

HQMF Health Quality Measures Format
IOM Institute of Medicine
NCI National Cancer Institute
NCPB National Cancer Policy Board
NLP Natural language processing
PHI Protected health information
PII Personally identifiable information
PMSs Practice management systems
PPS Prospective Payment System
PQRS Physician Quality Reporting System
RCTs Randomized clinical trials
XML Extensible Markup Language
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SECTION 1: PUBLIC HEALTH 
INFORMATICS: IMPLICATIONS ON 

CANCER HEALTH DISPARITIES

2.1 INTRODUCTION

Cancer is a major cause of death in the United States, 
causing nearly one in four deaths [1]. Although overall 
cancer mortality rates have decreased, significant dis-
parities in outcomes across the care continuum continue 
to persist. From delayed diagnosis to poorer survival 
rates, cancer health disparities across racial/ethnic and 
socioeconomic groups exist for numerous cancer sites. 
These differences in incidence, prevalence, mortality, 
and overall burden of cancer can be addressed through 
public health and cancer control efforts, such as screen-
ing or lifestyle behavior (smoking, diet, exercise) modi-
fications for lung, colorectal, breast, and cervical cancers 
[1,2]. With the growth in technology, widespread use of 
the Internet, mobile technology, and changing technol-
ogy policies in the United States, public health infor-
matics (PHIs) offers a unique lever to identify, address, 
and reduce cancer health disparities. Defined as “the 
systematic application of information and computer sci-
ence and technology to public health practice, research, 
and learning,” [3] PHIs can support real-time data col-
lection to immediately target health disparities when 
they occur; foster new approaches to health communi-
cation; and accelerate implementation and delivery of 
cancer control interventions. With the goal of addressing 
cancer health disparities using PHIs, principles, and les-
sons learned in community-based participatory research 
(CBPR)—an approach that employs community engage-
ment for social justice and equality—we are poised to 
inform the use and adoption of these applications.

In this chapter, we will (1) provide an overview of 
cancer health disparities and describe the role of PHIs 
in addressing disparities; (2) discuss the application of 
the CBPR approach and its underlying principles to 
improve the use and adoption of informatics tools and 
platforms; and (3) present two case examples demon-
strating the use of CBPR approaches in the develop-
ment and deployment of PHIs to address cancer health 
disparities. The discussion highlights a new paradigm 
of PHIs that promotes community–clinical linkages to 
address health disparities and social determinants of 
health. This paradigm hinges on community engage-
ment to enable informatics to act as a bridge between 
traditional public health and health care sectors with 
community partners. Engagement can create opportuni-
ties to identify, address, and promote participation with 
disparate communities. This type of engagement can be 
achieved by providing greater access to health informa-
tion, identifying system efficiencies to address health 

needs, reducing information inequalities, surveillance of 
root causes of health disparities, and enhancing accept-
ability and effectiveness of public health and health care 
interventions.

2.2 CANCER HEALTH DISPARITIES:  
AN OVERVIEW

Data on national, state, and local levels continue to 
document cancer disparities across a variety of outcomes. 
On the national level, the Centers for Disease Control 
and Prevention (CDC) and the American Cancer Society 
(ACS) both monitor the trends and patterns of cancer 
incidence and mortality and identify populations dis-
proportionately affected by the disease. According to the 
widely cited ACS 2015 Cancer Facts and Figures report, 
education attainment—a proxy measure for socioeco-
nomic level—continues to be a predictor of cancer out-
comes. For instance, among both Black and non-Hispanic 
White men, those with 12 or fewer years of education 
have nearly three times higher cancer mortality rates than 
those of college graduates for all cancers combined and 
four to five times higher for lung cancer. Moreover, racial 
and ethnic minorities are disproportionately affected by 
cancer burden: for example, non-Hispanic Black (hence-
forth Black) men and women are more likely to die from 
cancer than any racial or ethnic group. Hispanics and 
Asian and Pacific Islanders (APIs) have the highest rates 
for cancers of the liver and stomach due to a higher prev-
alence of infection with hepatitis B virus and Helicobacter 
pylori, respectively. Geographic location is another fac-
tor contributing to disparities. For example, lung cancer 
shows the most striking variation by state: death rates are 
more than threefold higher in Kentucky than in Utah (27 
and 16 per 100,000 in men and women, respectively) [4].

Cancer health disparities are found across the can-
cer control continuum from prevention and early detec-
tion (eg, colorectal cancer (CRC) screening uptake); to 
treatment (eg, collecting patient-reported outcomes and 
physicians treatment recommendations to clinical trial 
participation); and to cancer survivorship and end-of-
life care. Below we highlight a few examples to illustrate 
the wide range of disparities and possible ways infor-
matics can help address the identified problems.

Differences in the utilization of cancer screening 
tests contribute to disparities in cancer outcomes. In 
the United States, African Americans have the highest 
incidence and mortality from CRC among all racial/
ethnic groups, and studies have shown that this alarm-
ing rate is largely attributable to lower CRC screening 
uptake. A recent systematic review identified barriers 
to CRC screening in African Americans across patient-, 
provider-, and system-levels [5]. Technology-mediated 
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opportunities (such as provider reminders based on elec-
tronic medical records (EMRs)) can potentially address 
these barriers.

Another domain of cancer health disparities lies in 
inequitable care and poor communication during treat-
ment. Patients with limited health literacy tend to have 
lower self-efficacy in health care settings, and at the same 
time, providers are less effective in communicating with 
limited health literacy individuals. For example, dispari-
ties in breast cancer treatment have been documented, 
and much of the disparities are attributable to subopti-
mal patient–provider communication about treatment 
options [6].

Providers’ recommendation/discussion of available 
clinical trial options is another domain of communica-
tion with documented disparities, particularly across 
race/ethnicity groups and geographic locations [7,8]. 
Moreover, failure to accurately and timely assess symp-
toms and measure patient’s health-related quality-of-
life (HRQOL) during treatment also result in disparities 
in outcomes. In the case of prostate cancer treatment, 
for example, many men feel uneasy or embarrassed to 
report bothersome urinary, sexual, and bowel symp-
toms. As a solution to address these barriers in commu-
nication, a user-centered, web-based design was used 
to develop graphic dashboards for symptoms reporting 
[9]. However, while such informatics-based solutions are 
beginning to be tested in clinical settings, they have not 
been tested on or tailored for patients who could poten-
tially benefit most from technology-mediated, low-bar-
rier reporting format and platform, namely those with 
limited health literacy. The next logical step is to extend 
such dashboards for symptoms reporting to limited 
health literacy patients and caregivers.

Equally important to note are the cancer health 
disparities that persist after the posttreatment phase. 
Evidence-based recommendations, such as survivorship 
care planning [10]. and efforts at integrating palliative 
care into routine cancer care tend to be adopted and 
implemented first in clinical settings and communities 
dominated with higher socioeconomic status and better 
support systems. Alternatively, underserved popula-
tions, often of limited digital and health literacy, may be 
less likely to benefit from technology-mediated cancer 
survivorship support.

While the above-mentioned examples illustrate the 
extent and persistence of cancer health disparities, much 
of the evidence is superficial at best in that they focus on 
downstream effects rather than root causes. Over the last 
decade, the field of social epidemiology has shed light 
on many of the fundamental causes of health disparities, 
and they tend to be multilevel and multifactorial [11,12]. 
Essentially, social determinants of health are the “root” 
or fundamental causes of many racial/ethnic and socio-
economic health disparities. These social determinants 

pertain to the circumstances in which people are born, 
grow up, live, work, and age, and include the systems 
put in place to deal with health and illnesses. These cir-
cumstances are in turn shaped by a wider set of forces, 
including economics, social policies, and politics. For 
example, social epidemiologists have found that pov-
erty, low levels of education, lower social status, and 
income inequality are linked with higher mortality and 
poor health, with stronger evidence regarding some 
conditions [13–15]. Neighborhood conditions (including 
deprivation, poor housing, violence, and other stressors) 
are also associated with worse health status [16,17].

Documented social inequalities, availability, afford-
ability, and quality of health care, plus increasing income 
gaps in the United States have all contributed to cancer 
health disparities. Indeed, taking a social epidemiologic 
view, access to mammography facilities [18]; cancer 
information inequalities [19]; differential cancer knowl-
edge and awareness [20] (eg, clinical trials [21]); and can-
cer preventative behaviors [22] have all been observed 
to vary systematically by socioeconomic characteristics 
(eg, income, education and employment); social struc-
ture (eg, discrimination [23]); and social policies and 
institutions. Not surprisingly, the quality of the social 
and built environment is significantly associated with 
disparities in cancer outcomes including survival (eg, 
access to health facilities, social capital) [24].

While there is ample documentation of cancer health 
disparities including federal reports, what remains 
understudied are ways to reduce disparities through 
innovative, technology-mediated approaches in pub-
lic health [25,26]. Reducing disparities through public 
health practice and applied prevention research, enabled 
by PHIs, requires multilevel intersecting factors. In a 
review of cancer control interventions, Simmons argues 
that the length of time it takes for public health research 
findings to be translated into practice has created a 
national urgency to design and deliver effective inter-
ventions and apply prevention research that engages 
disparities communities. This emphasis for research 
translation, implementation, and application has also 
been emphasized by the US Department of Health and 
Human Services (DSS) on public health importance and 
impact [27] and at the National Cancer Institute (NCI) 
[28–30]. In the following section, we will illustrate the 
crucial role PHI is poised to play in facilitating programs 
and services toward the goal of reducing cancer health 
disparities.

2.3 THE ROLE OF PHIs IN ADDRESSING 
CANCER HEALTH DISPARITIES

PHI has the potential to create a positive effect on the 
determinants across the cancer care continuum—etiology, 
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prevention, early detection, treatment, and posttreatment 
survivorship. Broadly conceptualized, these effects can 
be the result of a wide range of activities from helping 
individuals avoid exposure to risky substances, affecting 
positive behavioral change, and enabling and optimiz-
ing cancer treatment to offering social and psychological 
support that are essential to both decision making and 
quality of life for cancer survivors. The section begins 
by outlining the context of current applications of PHI, 
moving to define and characterize PHI, and ending with 
an illustration of the four domains in which PHI plays a 
key role. Challenges to implement PHI will be discussed 
at the conclusion of the section.

Several current trends in communication and pol-
icy environment support a timely application of PHI 
endeavors. Specifically, the communication environment 
has exploded with growing penetration of the Internet 
and mobile technologies. As of 2014, the US Internet 
penetration rate was reported at 87%; more than 90% 
of adults have a cell phone and 58% of adults have a 
smartphone; and 84% of households own a computer, 
with 73% of US households having broadband connec-
tion [31,32]. A recent review of Internet communication 
pointed to a growing number of areas where technology 
has enabled communication via e-mail, instant messag-
ing, voice-over Internet protocol, multimedia web-based 
information, chat rooms, bulletin boards, and e-com-
merce [33]. In addition to general technology-mediated 
opportunities, there is evidence that the “digital divide” 
by race and ethnicity is decreasing in the advent of 
Internet and mobile technologies and there are narrower 
gaps in cell phone and computer ownership across pop-
ulations. For example, US Latino and Black adults are 
equally likely as Whites to own a smartphone—49%, 
50%, versus 46%, respectively [34]. Latino and Black 
internet users are more likely than White internet users 
to go online through a mobile device—76% and 73% 
versus 60%, respectively. Among internet users, similar 
shares of Latinos (68%), Whites (66%), and Blacks (69%) 
say they use social networking sites such as Twitter and 
Facebook. These trends suggest great promises in using 
PHI to reach and engage with minorities and under-
served populations.

In addition to the changing communication environ-
ment, the health policy environment is also supportive 
of PHI, particularly through greater support of clinical–
community linkages. Current federal policies and pro-
grams related to health information technology (HIT) 
emphasize the role of disease prevention and control 
and access to health care and health information for all 
communities. The passage of the Patient Protection and 
Affordable Care Act (ACA) in 2010, regulatory pressures, 
federal incentives for electronic health record (EHR) 
adoption, and meaningful use in combination with 
market demand have helped push toward development, 

integration, and application of IT tools; improve the flow 
of health information; and reduce systems-related inef-
ficiencies. The reorganization of delivery and payment 
systems for value-based accountability in health care ser-
vice delivery is helping drive the demand for increased 
HIT to support care coordination and care management. 
Providers will be increasingly accountable for managing 
and coordinating the care provided to patients across 
multiple settings.

Moreover, the ACA emphasizes a shift toward pop-
ulation health perspectives and greater integration of 
clinical and community environments. As part of the 
ACA, all nonprofit hospitals are required to conduct a 
Community Health Needs Assessment (CHNA) once 
every 3 years to maintain their tax-exempt status and 
avoid a financial penalty.1 Hospitals conducting a CHNA 
are required to take into account input from persons who 
represent the broad interests of the community served by 
the hospital, including those with public health exper-
tise. The rules also require that each hospital make its 
CHNA widely available to the public.2 Additionally, the 
CHNA must be accompanied by a Community Health 
Implementation Plan (CHIP) based on the needs that 
emerge from the assessment. This plan must address 
the identified needs or explain why those needs are not 
addressed in the CHIP. Ultimately, this legislation forges 
a new role for health care to move toward population 
health and greater linkage between clinical and commu-
nity settings for which PHI can help to facilitate.

In light of this favorable communication and pol-
icy environment, there are several ways that PHI can 
be leveraged to alleviate disparities. These include: 
(1) identifying health disparities in real time by offering 
surveillance tools for collecting community and popula-
tion health needs; (2) disseminating health information 
to reduce disparities and associated information inequal-
ities; and (3) redistributing deidentified personal infor-
mation and health data previously collected for other 
purposes. Public health seeks to intervene on the social 
conditions and systems that affect everyone within a 
community. It also identifies and serves communities 
suffering disproportionately from disparities [3,35–37]. 
The collection and processing of population health data 
creates the information basis for knowledge in pub-
lic health. Knowledge about disease trends, inequali-
ties, and disparities in health behaviors, outcomes, and 
other threats to community health can improve program 

1 http://www.irs.gov/Charities-&-Non-Profits/Charitable-
Organizations/New-Requirements-for-501(c)(3)-Hospitals-
Under-the-Affordable-Care-Act.
2 78 Fed, Reg, 20523 (proposed April 5, 2013) (to be codified at 26 
CFR pts 1,53).

http://www.irs.gov/Charities-&-Non-Profits/Charitable-Organizations/New-Requirements-for-501(c)(3)-Hospitals-Under-the-Affordable-Care-Act
http://www.irs.gov/Charities-&-Non-Profits/Charitable-Organizations/New-Requirements-for-501(c)(3)-Hospitals-Under-the-Affordable-Care-Act
http://www.irs.gov/Charities-&-Non-Profits/Charitable-Organizations/New-Requirements-for-501(c)(3)-Hospitals-Under-the-Affordable-Care-Act
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planning, decision making, and care delivery. With the 
advance in technology and the greater connectivity of 
racial and ethnic populations, the reach and potential for 
broader engagement of populations that were tradition-
ally thought of as “unreachable” or “hidden” popula-
tions, can now be engaged to exchange information and 
reduce inequalities in information access. In PHI, it is 
also possible that in real time, targets can be identified 
across the cancer control continuum. This information 
is critical for identifying where, when, and with whom 
disparities occur across the cancer control continuum 
and possibly causes that are modifiable. It can also serve 
to monitor progress and improvements of public health 
interventions to reduce disparities. Health information 
systems, facilitated by PHI, offer the capacity to col-
lect, store, analyze, monitor, interpret, and communicate 
population health data and information. Furthermore, 
because the causes of health disparities span multiple 
sectors, the ability of informatics to process and integrate 
multiple data sources offers an advantage to elucidate 
causes of disparities, beyond what one source of data 
could do alone.

PHI focuses on the promotion of health and disease 
prevention in populations and communities. Information 
technology (web, mobile, HIT) is a key part of PHI efforts 
as it provides resources and enabling tools for data inte-
gration and analysis of multiple sources (eg, geospa-
tial, temporal, health) over time and in “real time” to 
inform intervention development that is context-specific 
and timely [38]. Informatics allows data from multiple 
sources to more efficiently and quickly identify major 
health threats, needs, and gaps so that communities can 
then benefit from opportunities for early intervention.

Benefits of PHI can span across community, hospi-
tal, and population levels. For hospitals, informatics can 
process individual clinical and other health information 
on patients that can be evaluated at the community level 
by public health departments. For population surveil-
lance, PHI can improve population health data collec-
tion, rapidly and routinely deliver timely and emergent 
information to community clinicians on urgent public 
health issues, and assist and facilitate cross-organiza-
tional, institutional, and jurisdictional data collection 
and sharing. For providers, PHI can be a source of 
population-based analysis of individual disease data to 
provide improved trends to providers. For communities, 
PHI can return information from previously collected 
data sets into accessible forms of information for per-
sonal or community benefit [39].

There are several issues in PHI that can challenge its 
implementation. These challenges include issues of data 
privacy and security with individual-level data. Systems 
need to have enough security parameters in place to 
ensure privacy protection. Hospitals and physicians may 
also be reluctant to share data because of concerns of 

competition with other hospitals or provider networks. 
Some hospitals may perceive their clinical data as propri-
etary and essential to internal strategic planning. There 
are also data processing challenges, including identify-
ing algorithms, decision tools, or types of data and que-
ries that particular stakeholders and communities need. 
CBPR offers an approach that could potentially address 
these challenges throughout the identification, develop-
ment, and implementation of PHIs. Section 2 illustrates 
how principles of CBPR can inform PHI practice.

SECTION 2: CBPR TO INFORM THE 
PRACTICE OF PHIs TO ADDRESS 

HEALTH DISPARITIES

Leveraging PHIs in addressing cancer health dispari-
ties requires “putting the public first” [40]. Public health 
approaches can help enhance the reach and utility of 
informatics platforms. In particular, a well-known and 
widely adopted public health framework, CBPR, empha-
sizes “equitable” engagement of partners throughout 
the research process from problem definition, data col-
lection and analysis, dissemination, and use of findings 
to affect change [41,42]. This extensive collaboration 
between researchers and community members (indi-
viduals, organizations, agencies, etc.) is the hallmark of 
CBPR. Grounded in values of social justice and human 
rights, this approach has been applied in the promo-
tion of health equity. CBPR combines culturally relevant 
knowledge and action for social change and social justice 
[43–46]. Applying these approaches within the design, 
delivery, and implementation of informatics-based inter-
ventions blends social determinants, communications, 
and engaged research methodologies to address cancer 
health disparities.

CBPR orientation to research has been well described 
and documented in numerous publications [41,47,48]. 
For addressing cancer health disparities, CBPR offers a 
strategy for addressing both “distributive justice” (equal 
protection and equitable and fair distribution of bur-
dens and resources) and procedural justice (fairness in 
decision-making processes, especially with traditionally 
marginalized communities) [47]. It involves researcher-
community collaboration from the onset and conceptual-
ization of the goals and purposes of the collaboration and 
project, continuing throughout the project, and extending 
through the dissemination of the findings. The underly-
ing rationale for community-engaged research includes 
ecological perspectives that recognize that lifestyles, 
behaviors, and disease incidence and epidemiology are 
shaped by social, physical, and policy environments. 
Important principles to consider in applying CBPR in 
cancer informatics include: (1) defining the community; 
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(2) developing a shared trust and goals in community 
partners; and (3) shared values for continuous engage-
ment and collaboration by all partners. CBPR’s focus 
on community engagement offers several advantages to 
improve application of PHIs, as illustrated below.

Agenda Setting and Role of Informatics—CBPR at its core 
seeks to contextualize interventions to enhance external 
and internal validity. It does so by incorporating local 
cultural knowledge to the social ecological models that 
recognize the intersection and bidirectional relationship 
with multiple levels of intersecting factors to influence 
health. Community engagement through outreach, con-
sultation, and involvement can direct the focus of the 
project from the initiation process to identifying fund-
ing sources. Because informatics is an approach that 
extends beyond one-to-one to one-to-many, there is also 
the advantage that broader input on agenda and faster 
consensus can be reached.

Design and Delivery—PHI systems can have greater 
uptake and be more effective if there is enhanced 
usability and design. Challenges in informatics systems 
include developing a system that can handle a large 
volume of data inputs and outputs while also consider-
ing the usability of the design at the start of develop-
ment. Usability facilitates use and systems adoption into 
existing workflows and delivery platforms. To develop 
and test platform usability, community partners and end 
users need to be engaged early in the process to inform 
design, tools, types of data collected, quality, analysis 
and dissemination, and implementation. The platforms 
are likely to be more rapidly adopted and implemented 
if “buy-in” by stakeholders and community members 
has already occurred. This is where principles of “user-
centered design” are key: the design and evaluation pro-
cess that focuses centrally on the intended user—what 
they will do with the product, where and how they 
will use it, and what features will be the most essential 
[49]. Incorporation of cultural beliefs and practices [50], 
mental models of illness, power differentials, and lan-
guage barriers will all influence the design of any user-
focused HIT system and its success [51]. Recognition 
of local culture, expertise, capacity, and history will 
enhance the usability of technology within the contexts 
and sociocultural norms and behaviors to promote a 
more community-focused design, versus a “one size fits 
all” approach that may not acknowledge local assets or 
barriers to implementation and ultimate effectiveness of 
the technology. If these factors are not included or con-
sidered in the design of patient- and community-focused 
platforms, then it is possible that the platform, at worse, 
could exacerbate disparities and at minimum, result in 
failure for minority and/or racial ethnic groups to use 
the platform and understand its purpose.

Implementation and Continuous Improvement—CBPR 
can improve the way PHI is implemented to achieve 

joint goals for change, organizational and community 
capacity for change, and maintenance or sustainability. 
One of the advantages of informatics systems, particu-
larly those that collect and process data, is that there is 
the possibility to collect information in real time. For 
example, with EHRs, informatics can process medi-
cal record data to determine how many patients have 
received the human papillomavirus (HPV) vaccination 
and those that have not. Taking this data back to com-
munity members, providers, and patients is a way to 
understand barriers to vaccination. Sharing and dis-
cussing platforms may also identify new needs and can 
inform continuous quality and performance improve-
ment. Sharing data collected and allowing for shared 
ownership of information may identify new strategies 
for improvement and can provide qualitative data con-
text to quantitative data outcomes and reduce disparities 
in information access.

Ethical Considerations—Exchange of health and per-
sonal information data raises privacy, legal, and security 
concerns. In fact, this remains a key barrier in implementa-
tion [52]. In a survey of patients who were repeat users of 
personally controlled health records, reluctance for public 
health data sharing was associated with concerns that 
information would not remain anonymous (47.2%), lack 
of trust in government agencies to treat information with 
sensitivity (41.5%), and possible discrimination (24%) [53]. 
For disparate communities, to acknowledge the histori-
cal experience with racism, discrimination (racial/ethnic, 
religious, immigration, gender, sexual orientation), and 
inequalities in information and power can help to build 
relationships and trust. Recognition of these factors can be 
a part of a conversation to ensure that there is equality in 
the process and that data used and processed in informat-
ics will be used for community and patient benefit.

For African Americans, the past injustices that include 
slavery, segregation, distrust of the health care system 
as a consequence of a 40-year-long Tuskegee Syphilis 
research study [54], distrust between minority commu-
nities and research institutions [55], and documented 
experiences of racism, bias, and discrimination in sci-
ence and ethics of using personal data [56] and health 
care treatment [25] all influence the power dynamic 
between organizations and agencies and community 
members. These dynamics can influence the nature or 
relationships between research and health institutions 
and the community members, ultimately impacting the 
acceptability of any PHI intervention. Involving the 
community can ensure that PHI efforts appropriately 
and sensitively acknowledge the legacy of these nega-
tive lived experiences. Other racial, ethnic, sexual ori-
entation, and religious discrimination in this country 
can impact trust in data and information systems for 
other racial/ethnic minority groups. Fear of deporta-
tion among undocumented Hispanics can also create 
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distrust between Hispanic patients and providers, and 
in a study comparing communications-related factors 
between patients and providers, Asian Americans were 
the least likely to feel doctors understood their beliefs 
and that their doctors looked down on them [57]. These 
two examples in Hispanic and Asian American com-
munities illustrate some challenges in trust and accept-
ability of sharing and exchanging health information.

Public Involvement in Health, Research, and Science—
Community engagement in PHIs offers the ability to 
broadly engage the public in their health, research, and 
science. Relationships developed can build capacity to 
improve health. This includes developing skills, sharing, 
and exchanging resources. Capacity building can also 
include sharing knowledge, and leadership. Capacity 
building is especially important in informatics, as there 
may be inequalities in availability of technological exper-
tise, financial resources, and staffing. Power imbalances 
will have to be acknowledged in the history, culture, social, 
political, and economic environments in which partners 
are embedded. Incorporating this knowledge and using 
this to build local capacity to inform, use, and deliver 
informatics-based cancer interventions will be instrumen-
tal to local acceptance, implementation, and buy-in.

Community Organizations and Movement Toward 
Population Health—PHIs core function lies in its reliance 
to be able to share and communicate information across 
organizations, individuals, hospitals at the local and 
state levels, and partnerships with multiple organiza-
tions. Collaboration with multiple organizations will 
require some new organizational capacity and there 
is the opportunity to build shared leadership, pool 
resources and expertise, and share reporting require-
ments and organizational burden. Today, with greater 
advances in technology, adoption of EHRs, and growing 
familiarity and acceptance of technology, more hospitals, 
community groups, and public health departments are 
exchanging information internally and externally. This 
trend has been increasing since 2008 [58].

SECTION 3: EXAMPLES OF 
PUBLIC HEALTH AND HEALTH 

INFORMATICS

The following section illustrates two PHI initiatives 
using a CBPR approach to address two major social 
determinants of health disparities: institutional racism 
and information inequalities. Community Engagement 
and the Accountability for Cancer Care through Undoing 
Racism and Equity Trial (ACCURE) uses a CBPR approach 
to develop an informatics platform to identify cases of 
unequal treatment or medical bias based on race. In 
Public Health Informatics and the Chicago CommunityRx 
Innovation, community engagement is employed for 

data collection, and implementation and delivery of this 
information back to the community members to reduce 
information inequalities.

2.4 EXAMPLE 1: COMMUNITY 
ENGAGEMENT AND THE 

ACCOUNTABILITY FOR CANCER CARE 
THROUGH UNDOING RACISM AND 
EQUITY TRIAL (ACCURE PROJECT)

The “Accountability for Cancer Care through 
Undoing Racism and Equity” (ACCURE) study is an 
ongoing intervention trial designed to maximize care 
for all and attenuate treatment disparities between 
White and African American patients with Stage 1 or 2 
breast or lung cancer. The project was created through 
an ongoing collaborative effort of a CBPR partnership, 
called the Greensboro Health Disparities Collaborative 
(GHDC). The partners are Hillman Comprehensive 
Cancer Center in Pittsburgh, Pennsylvania; Cone Health 
Cancer Center in Greensboro, North Carolina; The 
Partnership Project (TPP), an antiracism training orga-
nization in Greensboro; and investigators affiliated with 
the University of Pittsburgh Medical Center and the 
University of North Carolina’s (UNC) Gillings School of 
Global Public Health and School of Medicine. ACCURE 
represents the latest step along a journey of community 
and academic engagement that was initiated by citizens 
of Greensboro concerned about “Unequal Treatment” as 
reflected in the 1999 Institute of Medicine (IOM) Report 
and their own lived experiences with race-specific ineq-
uities in care access, treatment, and outcomes among 
loved ones, friends, and neighbors.

As a result of adverse experiences with the health 
care system, and the support of the IOM report, TPP, 
a community organization dedicated to the work of 
antiracism led by the executive director Nettie Coad, 
decided to focus its energies on using the principles of 
Undoing Racism to address health disparities and began 
exploring how to do this. Although armed with strong 
observations and expertise in an historical perspective, 
provided by Undoing Racism Training, TPP was not 
equipped with the research training needed to focus the 
question, measure rigorously, and perform the analytics 
to thoroughly develop the case or methods for change.

As a first step in starting the health disparities research, 
TPP explored how to find a research partner. The Executive 
Director of the Moses Cone Community Foundation, who 
had completed the Undoing Racism Training, introduced 
Nettie Coad and her TPP staff to several investigators at 
UNC as potential academic collaborators. Dr. Eugenia 
Eng, a leader in the field of CBPR with a record of feder-
ally funded studies to understand and address health 
disparities, agreed to collaborate with TPP.
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Together, they applied to the Moses Cone Community 
Foundation and received a planning grant to form a 
new collaborative that would integrate the principles 
of CBPR and Undoing Racism to design a study and 
apply for National Institutes of Health (NIH) funding 
that would engage community and academic partners 
in addressing racial disparities in health outcomes. With 
this planning grant, they convened local academic and 
community leaders, church leaders, and health care 
professionals to: (1) complete Undoing Racism training 
together; (2) apply the resulting common vocabulary to 
identify relevant concepts; (3) brainstorm research ques-
tions regarding poor health outcomes suffered by people 
of color in Greensboro, NC and the surrounding area; 
and (4) establish the GHDC.

The fledgling GHDC’s first task was to promote rela-
tionship building among its diverse members (via age, 
race, religion, and profession) that included structured 
personal sharing, a memorandum of understanding 
(Full Value Contract) that emphasized safe and respect-
ful communication, and a common language regarding 
race and ethnicity. This common language was built 
around the requirement that all GHDC members par-
ticipate in formal Undoing Racism Training developed 
by The People’s Institute for Survival and Beyond [59]. 
This highly rated workshop consists of 2 days of inten-
sive, interactive dialogue and learning in five phases: 
(1) an exercise in shifting paradigms; (2) examination 
of the historical and present relationship of institu-
tions with communities, power analysis, and creating a 
visual description of power relationships; (3) gatekeep-
ing, accountability, and internalized racial oppression; 
(4) examination and definition of race and racism, and 
manifestations in our institutions linguistically, cultur-
ally, and individually; and (5) identification of insti-
tutional imposition of its values and culture on the 
communities they serve, and examination of internalized 
racial superiority. After 6 months of training in Undoing 
Racism and CBPR and an additional 6 months of explor-
ing specific health concerns, GHDC forged a unanimous 
consensus that generating new knowledge on why dis-
parities persist in cancer treatment and outcomes rep-
resented an important area of community and public 
health concern. Given the disproportionate breast can-
cer death rate among African American women despite 
a lower disease incidence, breast cancer was identified 
as the first GHDC research target. When approached 
about involvement in the research, the leadership of 
Cone Health Cancer Center enthusiastically supported 
the study and committed the Executive Director of its 
Cancer Center to GHDC membership.

Cone Health’s commitment to GHDC allowed access 
to their cancer registry as a source of pilot data for 
more comprehensive work. These data were used to 
support an application to NCI for funding through the 

R21 mechanism to study the issue with more granulari-
ties by using the cancer registry more extensively and 
interviewing breast cancer patients about their breast 
cancer care interactions, experiences, and their ultimate 
completion of recommended care.

As a result, NCI funded the Cancer Care and Racial 
Equity Study (CCARES). Findings from the cancer reg-
istry portion of CCARES included:

●	 No significant difference between the 59% of African 
American women who received a lumpectomy 
compared to the 54% of Whitewomen.

●	 Likewise, the percentage of women who received a 
mastectomy was not significantly different by race 
(African American: 36%; White: 39%).

●	 However, uninsured women and women  
receiving Medicaid, regardless of race, were less 
likely to receive a lumpectomy (breast conserving 
surgery).

CCARES could not determine if the treatments 
received would be categorized as “reasonable care” 
as described in the National Comprehensive Cancer 
Network (NCCN) because the cancer registry for 2001 
and 2002 did not record:

●	 Dates when chemotherapy and/or radiation started 
and ended, delayed, or discontinued care; and

●	 Each woman’s comorbid illnesses.

At the same time, findings from qualitative Critical 
Incident Technique interviews with 52 White and African 
American patients revealed large gaps in information 
they received that contributed to delay or early termina-
tion of treatment completion and follow-up. CCARES 
findings were useful for two purposes: (1) Cone closed 
many of the information gaps in their cancer registry; 
and (2) the preliminary findings pointed to the need to 
increase transparency in cancer care.

In parallel to CCARES, Dr. Sam Cykert, a general 
internist and GHDC member, conducted an ACS-funded 
prospective cohort study exploring reasons for differ-
ences in lung cancer surgery between White and African 
American patients with early stage lung cancer. Cykert, a 
participant in Undoing Racism training, used principles 
of the training and GHDC advice in the design of the 
study. Findings, in this multicentered study with both 
community and academic health systems revealed an 11% 
difference in surgical rates between White and African 
American patients for this life-threatening and rapidly 
fatal disease. Published in the Journal of the American 
Medical Association in 2010, the results showed that there 
was no difference in treatment refusal according to race. 
Instead, African American patients with comorbid condi-
tions almost never received surgery while similar White 
patients did, and African American patients without a 
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regular source of care were only one-fifth as likely to 
pursue surgery. African American patients were also less 
likely to go to surgery if they perceived more difficult 
communication with their providers [60]. These findings 
revealed the need for increasing accountability for equity 
in cancer treatment outcomes.

The findings of CCARES and the Lung Cancer Surgery 
study were shared in detail with GHDC. Given the lack 
of documentation of breast cancer therapy completion 
in cancer registries, GHDC felt lack of transparency con-
tributed substantially to cancer care disparities. With 
the discovery that African American patients with early 
stage lung cancer systematically received less aggressive 
therapy than their White counterparts, a lack of account-
ability and implicit bias were felt to also be component 
causes of more limited care for African Americans.

So how did informatics become a part of community 
engagement and the solution calculus for cancer dispari-
ties? When GHDC was applying the findings from these 
two studies to inform the design of a system change 
interventional approach to cancer disparities, several 
GHDC members were aware of the Health Information 
Technology for Economic and Clinical Health (HITECH) 
Act, the anticipated spread of EHRs, and the develop-
ment of measures for EHR “meaningful use.” GHDC’s 
impression was that (1) transparency regarding the com-
pletion of cancer care needed to be measured, (2) a sys-
tem of accountability needed to be established around 
achievement of care milestones, and (3) open commu-
nication of these measures to the providers and staff 
members of cancer centers needed to be established. By 
incorporating these change strategies and considering 
the new availability of digital data to aid systems of care 
and create measures, the intervention components for 
the ACCURE Trial were designed.

First, EHR and cancer registry data were combined 
to establish a 5-year baseline of treatment completion 
for African American and White patients that included 
completion of radiation and chemotherapy. Second, for 
prospectively enrolled patients, a real-time registry and 
warning system was established to track patients and 
identify both missed appointments and missed mile-
stones of care. Third, a nurse navigator trained in the 
principles of antiracism and the literature on barriers 
to care for people of color was employed to reengage 
patients when any appointment was missed and submit 
inquiries to physician champions and specific providers 
regarding patients who had not met expected milestones 
of care. Fourth, all data, controlled for comorbidity, insur-
ance status, and other important factors using quality 
improvement techniques are reported back to providers 
and cancer center staff to create an environment of total 
accountability and transparency. This feedback system 
is interwoven into a series of Healthcare Equity and 
Education Trainings for cancer center staff that include 

not only the data described above but elements of anti-
racism training, vignettes on implicit bias, aggregate 
reports of prospective whole cancer center data, and 
results of qualitative surveys about patients’ perceptions 
of their cancer care experience at crucial points of their 
care according to race. By including data on enrolled 
patients, qualitative data, and whole population data, it 
not only shows whether interventions improve the sys-
tem of care for enrolled patients, but, more importantly, 
it measures whether the system is changing for everyone 
with the dose of exposure to feedback and Healthcare 
Equity and Education Training over time.

Another difficulty is that providers and staff are poorly 
informed about health disparities. They often attribute 
differences in care solely to insurance status or other 
socioeconomic factors. They cannot believe that dispari-
ties exist in their care environment and are generally 
altruistic and believe that race does not matter. With data 
feedback and Healthcare Equity and Education Training, 
this barrier tends to dissipate. Therefore, having EHRs 
and informatics systems that produce accurate, trans-
parent, and reproducible measurement is paramount to 
establishing a culture of buy-in and change.

Part of the transparency of this process is that all data 
from GHDC community-engaged studies are presented 
periodically to the GHDC and less frequently aggregated 
data are presented to community stakeholders. Note that 
CCARES and ACCURE have led to the presentation of 
many abstracts at national meetings and several publi-
cations to date. As part of the initial memorandum of 
understanding, a publication committee as a subgroup 
of the GHDC was formed and every presentation and 
publication, including this chapter of this book, must be 
reviewed by the committee. This requirement to include 
partners in all aspects of research formulation, proposal 
writing, and dissemination ensures that GDHC produce 
work that is likely to move and affect the community, 
creates a learning environment for academic partners 
and community members, and maintains a relationship 
of equity and trust that nurtures continued research and 
needed solutions for system change [61]. The soundness 
of these methods has been borne out by the duration 
of this partnership as it move into its second decade of 
work. The image in Fig. 2.1 illustrates the joint involve-
ment of partners in discussions of ACCURE data and 
information.

In conclusion, ACCURE is a product of a commu-
nity–academic–medical CBPR partnership that began 
with the simplicity of open communication, personal 
sharing, and the unity of Undoing Racism Training. It 
has evolved into a research team that has incorporated 
EHRs and designed a sophisticated electronic, real-time 
registry system and Healthcare Equity and Education 
Training curriculum to combat multiple factors that per-
petuate health disparities. Early results suggest that we 
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are on the right track but the full answer awaits fur-
ther accrual and the full deployment of the ACCURE 
interventions.

2.5 EXAMPLE 2: PHIs AND THE 
CHICAGO COMMUNITYRX 

INNOVATION

CommunityRx Partners Alliance of Chicago 
Community Health Services, Chicago Health Information 
Technology Regional Extension Center at Northwestern 
University, Centers for New Horizons, Chicago Family 
Health Center, Friend Family Health Center, Greater 
Auburn Gresham Development Corporation, Near 
North Heath Services Corporation, and the University 
of Chicago. Gillian Feldmeth, Karen Lee, Stacy Lindau 
(Director, CommunityRx), and Doriane Miller contributed 
to authoring this chapter on behalf of the CommunityRx 
team. http://healtherx.org/about/project-staff for more 
information.

CommunityRx is an innovative multilevel program 
that provides patients, during the clinical encounter, 
with local and tailored community health resource infor-
mation. At the core of this project is the application of 
informatics platforms that facilitate tailored access to 
data on community resources to meet health needs. This 
initiative also makes strides in the use of informatics to 
reduce health information inequalities, engage youth, 
and fuel economic development. This case example illus-
trates how an asset-based community-engaged research 
approach [62] facilitated the creation and delivery of an 
informatics platform to infuse personalized community 
resource information into the patient–provider clinical 

encounter to address community health and vitality on 
the South Side of Chicago, IL.

The South Side of Chicago is approximately 95 
square miles with 34 communities and more than 
860,000 residents, with the predominant population 
identifying as African American (71%) [62]. The South 
Side has a rich history in African American culture, 
music, and community organizing. Despite its rich his-
tory, the community suffers from inequalities in access 
to basic resources and health compared to other areas 
in the City of Chicago [62].

In 2008, a multidisciplinary team of researchers 
with the South Side Health and Vitality Studies, sup-
ported by the University of Chicago Medicine Urban 
Health Initiative, partnered with community members 
and leaders toward the vision that Chicago’s South 
Side would be a model of urban health by 2025. This 
model was envisioned to include a coordinated system 
of health care while actively engaging the community 
as a partner [62]. This partnership has been cultivated 
over time through a variety of engagement strategies, 
including outreach by the University of Chicago Center 
for Community Health and Vitality, and ongoing, collab-
orative meetings that were open to university research-
ers and community members, practitioners, and leaders. 
Community engagement was promoted via social net-
works, e-mail, social media, websites, earned and spon-
sored media, and data sharing. Following a series of 
community meetings in 2008–09, the group generated 
three major principles for partnership: (1) adopt a broad 
definition of health that incorporates economic vitality; 
(2) engage and employ local youth in scientific research; 
and (3) produce and quickly deliver meaningful data 
back to the community. These principles undergird all of 
the work of the South Side Health and Vitality Studies 
and led to the creation of CommunityRx (see Fig. 2.2).

The asset-based community-engaged research 
approach [62] was adopted as a blend of principles from 
CBPR and the Asset-Based Community Development 
(ABCD) approach widely used by community practi-
tioners for urban development [63]. The relationships 
between partners and the continuous relationship and 
trust building are the kinetic energy that drive the actions 
of the collaboration. Once priorities are articulated, assets 
must be identified that can be leveraged to benefit the 
community’s health and vitality. In contrast to the asset-
based approach, the typical approach focuses on defi-
cits and deprivation. The asset-based approach requires 
periodic reassessment of both community priorities 
and the quality of community engagement. Resolution 
of a priority happens when a sustainable solution is 
implemented.

Early on, when community and university collabo-
rators with the South Side Health and Vitality Studies 
identified a desire to reach the 2025 goal, the team 

FIGURE 2.1 GHDC reviewing the latest ACCURE information. 
Source: ACCURE.

http://healtherx.org/about/project-staff
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determined that it needed high-quality data on available 
assets, specifically on the community’s built environ-
ment. The group decided that every business and orga-
nization, open and operating to serve the public, would 
be the target of a census to identify assets that could have 
a role in promoting health and/or vitality in the region. 
Everything was mapped—clinics, churches, grocery 
stores, schools, dry cleaners, liquor stores, and industrial 
parks. In the first year, 2009, students were employed to 
conduct the asset census. From these activities and the 
asset-based model, the Meaningful, Active, Productive 
Science in Service to Community (MAPSCorps) program 
emerged. MAPSCorps is one of two main components 
of CommunityRx (see Fig. 2.2, step 1).

MAPSCorps is a youth employment and science, tech-
nology, engineering, and mathematics (STEM) training 
program that pairs local high school youth with science-
oriented college students to conduct an annual census of 
all open and operating businesses in the CommunityRx 
demonstration area on the South Side of Chicago [64]. 
The vision of MAPSCorps is to cultivate scientific minds, 
healthy bodies, and invested citizens from the assets of 
the community. The mission of MAPSCorps is to actively 
engage youth to produce meaningful asset data every-
one can use [65]. MAPSCorps embodies the unifying 

principles of the community–university collaboration 
created by the South Side Health and Vitality Studies: 
hire and train youth, apply a broad definition of health, 
and gather and share meaningful data that everyone 
can use with the goals of advancing both health and 
economic vitality in the region.

To conduct the asset census, researchers and college 
student mentors train high school students to collect and 
classify community asset data. Students are equipped with 
web-enabled cell phones and use a custom MapAppTM 
tool for data entry. The MapAppTM tool includes an inter-
face for data entry of each community asset identified, is 
searchable, and allows for real-time summaries of data 
collected. Within a 6-year period, this initiative has pro-
duced more than 100 square miles of data identifying 
active local businesses on the South and West sides of 
Chicago and has provided work experience and science 
training to 259 youth and 116 college students since 2009. 
MAPSCorps has also been replicated in Harlem and the 
Bronx, New York City in partnership with the Mount 
Sinai Adolescent Health Center and the New York State 
Health Foundation. In addition to employment and train-
ing in the data collection methods over a 6-week summer 
period, MAPSCorps stimulates youth interest in STEM 
fields through direct experience and mentorship.

FIGURE 2.2 The Process to Generate a HealtheRx.
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By 2011, when the US Centers for Medicare & 
Medicaid Services (CMS) released the Health Care 
Innovation Challenge [66], the South Side Health and 
Vitality Studies team had accumulated 4 years of expe-
rience and data in large-scale urban asset mapping. 
The Innovation Challenge called for ideas that would 
improve health, improve health care, reduce health care 
costs, and contribute to developing the health care work-
force of the future. The University of Chicago South 
Side Health and Vitality Studies team partnered with 
the Alliance of Chicago Community Health Services 
and the Chicago Health Information Technology 
Regional Extension Center at Northwestern University 
to develop CommunityRx. CommunityRx had two main 
components: technology and workforce. MAPSCorps 
was envisioned as the “workforce of the future” part of 
the innovation. The technology component was envi-
sioned as “HealtheRx,” an electronic prescribing technol-
ogy that would integrate data about community assets 
with EMR platforms. In 2012, The University of Chicago 
received a Centers for Medicare & Medicaid Services 
Health Care Innovation Award (1C1CMS330997-01-00), 
leveraging MAPSCorps as the data engine for the health 
informatics solution, HealtheRx (see Fig. 2.2, step 2).

HealtheRx produces an electronically generated pre-
scription for community services through an interface 
between the patient’s EMR and the database of commu-
nity health resources driven by MAPSCorps. Through 
an automated system, the patient’s diagnoses, indi-
vidual characteristics, and home address are matched 
with health and self-care programs and services in the 
CommunityRx database to generate a personalized list 
of local resources (Fig. 2.2, step 3). The HealtheRx pre-
scription prints from the EMR during the regular medi-
cal workflow and is handed to the patient by a member 
of the health care team. Patients who live in 1 of 16 
zip codes in the CommunityRx demonstration area can 
receive a HealtheRx from a physician or other health care 
provider at 33 clinical sites including outpatient clinics, 
community health centers, and emergency departments. 
Anyone can directly search for services on the public-
facing HealtheRx website, www.healtherx.org.

In addition, anyone requiring assistance to under-
stand their HealtheRx or in need of additional resources 
can contact a “community health information special-
ist” in their community. In the current CommunityRx 
model, information specialists are available by phone, 
e-mail, text, and for in-person consultation at one of two 
partnering community-based organizations, the Centers 
for New Horizons and the Greater Auburn Gresham 
Development Corporation. Besides providing support to 
people using a HealtheRx prescription or the HealtheRx 
website, the information specialists are responsible for 
keeping current the program and service information 
for every asset identified by MAPSCorps. Providing this 

additional support helps mitigate potential barriers in 
HIT, such as health literacy and access to Internet service. 
The Information Specialist Support Service, HealtheRx 
and MAPSCorps (www.mapscorps.org) websites and 
HealtheRx prescriptions are also provided in Spanish, 
according to the preference of the consumer.

During the Health Care Innovation Award demon-
stration period (2012–15), the CommunityRx innova-
tion required several key steps that used the principles 
of rapid cycle iteration (RCI) and continuous quality 
improvement (CQI) to achieve a sustainable model: 
(1) iteration and expansion of MAPSCorps, including 
educating youth about HealtheRx and the impact of 
the data they collect on helping patients stay healthy; 
(2) continuous relationship and trust building with 
community-based partners, including execution of 
subcontracting arrangements, engagement in RCI and 
CQI processes, collaboration on building the sustain-
ability model [67]; and (3) joint study and optimization 
of clinical workflows, including efficient training meth-
ods, to facilitate workflow redesign that aligned with 
other organizational priorities and adoption of the new 
HealtheRx prescribing function. In the current instance 
of CommunityRx, the HealtheRx prescription is printed 
and delivered with the after-visit/clinical visit summary. 
By providing these documents in tandem, patients’ med-
ical information is complemented by a practical list of 
resources near their homes that they can use to affect 
their wellness, self-care, caregiving, and disease self-
management goals.

SECTION 4: DISCUSSION

The principles and approaches of CBPR can be chal-
lenging to implement or translate into practice, but the 
two case examples above offer concrete and practical 
approaches to facilitate the adoption of a CBPR approach 
in development and application of PHI to address health 
disparities, specifically focusing on two social determi-
nants of cancer health disparities: institutional discrimi-
nation and information inequalities. In the following, 
we outline common themes that facilitated successful 
project implementation.

First, transparency was a major goal of both teams. 
Investing time to develop relationships, identify expecta-
tions and definitions, and establish values and systems 
for transparency and responsibility, while time inten-
sive and at times, uncomfortable, are crucial to success. 
Both projects actively leveraged community partners in 
all activities (eg, using a community board for all deci-
sion making and actions, securing funding support) and 
activated partners in aspects of the design and imple-
mentation of projects. Transparency requires having 
defined expectations for members’ respective roles and 

http://www.healtherx.org
http://www.mapscorps.org
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contributions, and continuous reevaluation of the roles 
and progress to build trust and capacity within com-
munities. In both cases studies, the teams emphasized 
the relationship between partners at the crux of proj-
ect initiation, development, and implementation. The 
ACCURE project used a memorandum of understanding 
between partners to establish goals, common language, 
and an emphasis on “safe and respectful communica-
tion.” In the writing of this book chapter, both case stud-
ies emphasized that community partners would have 
the opportunity to review and comment on this chapter 
as authors.

Another major objective in both cases was making data 
relevant to community users. Both projects enabled the 
users access to informatics-informed data and the abil-
ity to interpret the data in the context of their own lives 
and experiences. In the case of CommunityRx, the team 
met with the community partners to determine that 
economic development was a key value, and the team 
incorporated this as one of the goals of the community 
partnership. This value resulted in the conceptualiza-
tion of the MAPSCorps to promote job opportunities for 
students and residents of the community in data collec-
tion. Dissemination of available neighborhood services, 
in turn, stimulated the local economy by connecting 
residents with services and resources available within 
their community. In the ACCURE project, the EHR data 
were leveraged to produce accurate and transparent 
measurement of treatment disparities. Data produced 
from informatics systems that provided accurate, trans-
parent, and reproducible information facilitated buy-in 
and changed provider attitudes about race and racism. 
Making “data talk” in this way was essential, as this was 
a community of providers who are generally altruistic 
and having data was the best way to communicate and 
dissipate any biases. In both cases, development of the 
informatics platforms both had an end-use target, but 
through the CBPR approach, dialogue with the com-
munity partners informed what data was important and 
how it was delivered.

A capacity-building component in both case studies 
was a common theme with training and learning oppor-
tunities embedded within the projects. Capacity build-
ing seeks to include the development of skills, resources, 
and organizational structure with an eye toward sustain-
ability. It includes building leadership across all partners 
to represent the interests and local culture of where the 
work is taking place. In the ACCURE project, training 
and open dialogue to learn from content experts (from 
health care provider to community partners) to discuss 
and learn about health care bias and discrimination 
were essential to problem identification, acceptance, 
and participation in health care bias training. Within 
the CommunityRx case study, the emphasis on build-
ing the local economy and engagement of students and 

youth within a research enterprise built local capacity 
and knowledge in conducting research. These capacity-
building efforts fostered greater academic and local 
community partnerships. Too often, well-meaning com-
munity-based interventions cease as soon as the research 
period or financial resources diminish. Emphasis in both 
case studies on capacity-building offer opportunities for 
a new “pipeline” of interventions as well as potential 
momentum to continue projects post intervention.

The above themes all illustrate the importance of a 
bottom-up approach to data communication. Grassroots-
oriented communication that share features of a CBPR 
approach have parallels with the emergence and rapid 
growth of social media, characterized by user-generated 
content. Many have argued that on social media plat-
forms, information is increasingly “democratized” as 
individuals’ voices are expressed and shared, and opin-
ions crowdsourced without traditional information gate-
keepers. Social marketing approaches have leveraged 
this new environment in delivering interventions (eg, 
health promotion messages) through existing networks 
and online influencers. Future PHI efforts may consider 
capitalizing on the changing communication environ-
ment to broaden and sustain community engagement. 
In this way, lessons from a CBPR approach have dis-
tinct and valuable parallels to the emerging social media 
landscape.

2.6 CHALLENGES FOR THE FIELD

Using PHIs to address cancer health disparities can 
be challenging for a number of reasons. First, some 
communities and geographic locations may not have 
adequate technology access, such as broadband and 
smartphones (eg, broadband access for rural hospitals, 
public health departments, and communities in those 
areas). Pew Research Center data show that in 2013, 
15% of US adults did not use the Internet [68]. Older 
age, less education, lower income, and rural location 
are some of the significant factors associated with non-
Internet access/use [68]. In addition to these factors, 
broadband availability can considerably affect an indi-
vidual’s Internet access. As of 2013, 20% of the US adult 
population does not have home broadband [69] and 19 
million Americans reside in areas where broadband is 
not present [70]. Mobile technology is poised to serve as 
a link to connect individuals without Internet access—
with more than 90% of cell phone penetration among 
US adults and high prevalence of using mobile phones 
to access the Internet, racial/ethnic populations often 
disproportionately affected by health disparities are 
more likely to have mobile access to the Internet [71]. 
One caveat is that those living in a rural location are 
less likely to have mobile phones, hence hindering the 
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opportunity to access the Internet via these technologies 
[71]. Efforts are currently underway within the Federal 
Communications Commission (FCC) to modernize and 
expand its existing Lifeline Program to expand broad-
band access for low-income consumers [72].

Secondly, the community’s overall health literacy and 
digital literacy may be limited. Individuals who lack 
digital health literacy may face additional obstacles in 
navigating health informatics platforms. Digital health 
literacy is defined as “meaning-making with health texts 
mediated by new technologies” [73]. Research has iden-
tified that factors such as low literacy and poor health 
status are associated with limited health literacy [74]. 
Considering the “Double Divide” due to gaps both in 
health literacy and Internet access/use, health dispari-
ties may potentially be exacerbated. Prior research has 
found that some populations’ willingness to use PHI 
platforms is lower in comparison to other groups (racial/
ethnic, gender-specific, etc.) [75]. Some reasons that may 
be attributed to low willingness to use the platforms 
are lack of time, feeling the platform is unnecessary, 
not user-friendly, etc. [76,77]. The CommunityRx project 
offers one example for addressing challenges with digi-
tal health literacy, where multiple avenues for dissemi-
nating community data are made available: during the 
clinical encounter, on the HealtheRx website, and infor-
mation specialists who use and disseminate informa-
tion during one-to-one encounters. The CommunityRx 
also offers a Spanish version so that the data could be 
accessed by Spanish language speakers. Informatics 
platform developers can identify potential digital health 
literacy barriers through community engagement as part 
of discussions in user-centered designs. These conversa-
tions can include aspects of readability, visual simplic-
ity, language, and the logistics of Internet access [78]. 
Ideally, multiple options, as budget constraints allow, 
to share data across levels of literacy can be identified 
and modes of communication that facilitate access to 
informatics related data can be developed.

Moreover, there are challenges in sustained commu-
nity investment, especially as the rapid advancement of 
technologies can be costly for communities to maintain. 
Logistical challenges exist for community health centers 
(many within a urban health care safety net system) in 
the development and implementation of informatics plat-
forms. These include: availability of resources for infor-
matics; organizational culture; disposition and capacity 
for HIT and implementation; HIT systems design and 
adaptability within extant workflows; provider and staff 
perceptions of utility; and unintended consequences of 
HIT implementation which slow the rate of deployment. 
The ACCURE project shared its early experiences with 
integration of multiple EHR systems from different ven-
dors and some of the challenges of working with multiple 
provider groups. As the project evolved, solutions were 

developed to automate a system that included appropri-
ate data downloads and processing, but the team learned 
to integrate intermittent manual checks. Interoperability 
challenges can be a barrier to automation of systems, 
however, with changing policies around meaningful use 
of EHR, new software and models for natural language 
processing, and emerging interoperability platforms, 
this barrier will likely diminish in the future [79]. Yet, 
for projects that may have budget constraints, this can 
be a timely process, and systems integration delays can 
create barriers and delays.

As PHI platforms become more widely adopted in 
multiple stakeholder settings, it is important to con-
tinuously evaluate the utility of systems in achieving 
intended goals and offering partners the voice and abil-
ity to give feedback on the systems as they use interfaces 
to ensure that the technology does not disrupt extant 
and evolving workflows. Successful community engage-
ment would set the groundwork for buy-in from these 
stakeholders and ease the input of the organizational 
integration of the informatics system and on the out-
put, the acceptability, and usability of data generated 
and disseminated from the system. The CommunityRx 
Project also offers a Spanish version.

2.7 STRENGTHS OF PHI APPLICATIONS 
IN HEALTH DISPARITIES

This chapter illustrates two major strengths of CBPR 
approaches to PHI applications to address health dis-
parities in cancer control. The first is facilitation of com-
munity and clinical linkages (a well-established goal of 
CBPR but one that deserves renewed emphasis in PHI) 
to improve population health and the second is facilita-
tion of a learning community health system.

PHI can expand the reach of traditional person-
to-person interventions and data collection and dis-
semination efforts to a wider audience of individuals, 
communities, and organizations using information 
technology. There are many data sources that could be 
integrated and combined to generate and inform pub-
lic health, from administrative, financial, and facility 
sources (eg, clinic, health system, community-based 
organizations) to clinical encounter, screening, registry, 
laboratory, and surveillance data. CBPR can be leveraged 
to identify what the right data, intervention, and target 
for PHI would be most appropriate to enhance buy-
in. Efforts in developing PHI approaches can introduce 
new innovations and approaches that would previously 
not have been conceptualized without the partnership 
between PHI, hospitals, researchers and communities. 
CommunityRx provides one such example, but there 
are other examples and initiatives particularly in the 
area of integrating EMR data with community-level 
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data to enhance community and clinical linkages. At 
the Ohio State University Wexner Medical Center, EHR 
data were enriched with community-level data on 
socioeconomic and obesogenic environmental factors to 
examine overweight and obesity in the patient popula-
tion. Rather than collecting health data separately, which 
can be expensive, the data from two systems were inte-
grated. The combination of these two systems created an 
opportunity for integrated data analysis to consider the 
patient’s local environment in identifying clinical and 
nonclinical factors contributing to overweight and obe-
sity. This type of information also offered the potential to 
enhance comparative effectiveness research by provid-
ing insights into why certain treatments were more or 
less effective based on patient context [80]. Contextual 
data like this at the individual level can enhance patient 
and provider communication and delivery of health 
information as socioeconomic and other factors within a 
patient’s environment will likely influence, at minimum, 
adherence to any treatment recommendation. They also 
provide more information at a population level of the 
clinical and nonclinical factors that contribute to positive 
cancer outcomes.

A learning community health system is a system that 
incorporates multiple data sources to generate ongoing 
cycles of analysis for new knowledge to allow commu-
nities to have updated and tailored community health 
system feedback. The system is dynamic and will grow 
and change as it gains and responds to new knowledge. 
Similar to a learning health system, it is grounded in the 
recognition that community stakeholders have the power 
and expertise to get the right services and programs to 
communities when they need it and recognizes they are 
the owners of the data used to identify areas of improve-
ment as well as areas of strengths. The secondary use of 
EHR data for identifying cases of racism in the ACCURE 
project and use of HER data to match patients with com-
munity resources to be healthy in their communities 
facilitate a learning health care system where the collec-
tive data from EHR and other outside data and resources 
were used to develop new insights and knowledge to 
directly address health disparities. In the CommunityRx 
case example, merging two systems—community data 
with patient EMR information—provided tailored infor-
mation for each patient. In this learning community 
health system, the users were able to receive up-to-date 
and tailored information which received feedback and 
updates from community members working as part of 
MAPSCorps. A learning community health system also 
offers the potential for systems to be dynamic and spur 
innovation as new information and data are processed 
and knowledge is fed back to the system. One example 
of this potential is to identify syndemics or interactions 
between multiple diseases (eg, diabetes and cancer) and 
outcomes for disparities populations, in real time, with 

the contextual information of the community to identify 
the needs, and the assets that can be leveraged within 
communities to address these needs. This has been dis-
cussed as a new direction and key advantage of infor-
matics platforms within public health.

As illustrated in this chapter, use of a CBPR model 
enhanced two PHI approaches that addressed social 
determinants and inequalities in cancer prevention and 
control. Success of partnerships cannot be assumed, 
most especially in dynamic health and community sys-
tems where varying budgets, diversity in regulations 
and accountability, and competing priorities will push 
and pull partners based on their demands. The sum 
total of these cases is that the choice to enter into PHI for 
addressing health disparities and inequalities, in itself 
should be community driven. Partnership and engage-
ment enhances the success and acceptability for PHI 
interventions and allows for shared learning within 
community systems to address social determinants of 
health in cancer prevention and control.

LIST OF ACRONYMS  
AND ABBREVIATIONS

ABCD Asset-Based Community Development
ACA Affordable Care Act
ACCURE Accountability for Cancer Care through Undoing Racism 

and Equity
ACS American Cancer Society
API Asian and Pacific Islander
CBPR Community-based participatory research
CCARES Cancer Care and Racial Equity Study
CDC Centers for Disease Control and Prevention
CHIP Community Health Implementation Plan
CHNA Community Health Needs Assessment
CMS Centers for Medicare & Medicaid Services
CQI Continuous quality improvement
CRC Colorectal cancer
DHHS Department of Health and Human Services
EHR Electronic health record
EMR Electronic medical record
FCC Federal Communications Commission
GHDC Greensboro Health Disparities Collaborative
HIT Health information technology
HITECH Health Information Technology for Economic and Clinical 

Health
HPV Human papillomavirus
HRQOL Health-related quality-of-life
IOM Institute of Medicine
IT Information Technology
NCCN National Comprehensive Cancer Network
NCI National Cancer Institute
NIH National Institutes of Health
PHI Public health informatics
RCI Rapid cycle iteration
STEM Science, technology, engineering, and mathematics
TPP The Partnership Project
UNC University of North Carolina
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3.1 DRIVERS

The value of information about cancer care, treatment, 
and outcomes and the importance of data sharing for 
maximizing the effectiveness and dissemination of care 
have become clear in the cancer research community. 
These realizations are transformational and it is clear that 

access to data and analytics is no longer just the purview 
of biostatisticians, computer scientists, and biomedical 
informaticians. The 2014 debate over “net neutrality” 
highlighted the pervasive recognition that democra-
tized access to information is a valuable underpinning 
of our systems of commerce and government. There is 
an increased recognition of the utility and value of data. 
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However, there is also a fundamental schism with the 
thinking divided into two camps—those who believe that 
data are precompetitive (and should be openly shared to 
the extent possible under our current legal and ethical 
frameworks) and those who view data as competitive and 
therefore a potentially monetized asset. In this chapter, 
we make the argument from a public good standpoint, 
that health care data, including data required for process 
improvement, are critical for improving health outcomes 
and should be precompetitive.

3.2 DATA LIQUIDITY

The phrase “data liquidity” emphasizes the fluid 
nature of data. For the impact and value of health care 
data to be fully realized, data will need to be avail-
able, timely, accurate, complete, consistent, and well-
annotated. Data liquidity enables data quality [1] and 
promotes data reuse [2–7]. This approach is very much 
aligned with Open Data initiatives and the Future of 
Research Communications and e-Scholarship (Force11) 
discussions around the FAIR Guiding Principles—
Findable, Accessible, Interoperable, Reusable [8,9] and 
groups implementing infrastructure necessary to sup-
port FAIR [10,11] (Fig. 3.1).

Regarding the issues of consent, patient privacy, 
and patients’ rights, Denmark and Scotland have made 
the availability of population-level health care data for 
quality improvement and research use feasible without 
requiring consent by every participant. Every patient 
in both countries by virtue of using national health 
insurance coverage consents to receive treatment and 
contribute their data for approved research purposes. 
Access to data is viewed separately from patient engage-
ment in research studies directly involving the patient, 
which require informed consent. Principles of privacy 
are maintained and enforced. Attempts to identify indi-
viduals or actions that disclose identity or reduce pri-
vacy are illegal and subject to prosecution [12–14]. An 
overview of national registries and policies is available 
from the Organization for Economic Co-operation and 
Development [15]. A current treatment of biobanking is 
also available [16]. Another resource is an overview of 
registries and legal strictures used in Denmark [17].

Looking at the sensitivity and secondary use of data, it 
is an increasingly debated topic and groups like the Global 
Alliance for Genomics and Healthcare [18] are very engaged 
in understanding and promoting the precompetitive use of 
genomics and health care data. The National Institutes of 
Health (NIH) released in January 2015 a Genomic Data 
Sharing Policy, in which genomic data generated with NIH 
funding is required to be deposited in an openly available 
repository, subject to data access approval for controlled 
access data (typically clinical data) [19].

3.3 DATA SCIENCE

The ability to convert data into information and then 
into knowledge is a distinct area of expertise and a sci-
entific domain, called “data science.” Fundamental shifts 
are occurring in our ability to organize, manage, annotate, 
and learn from data. The most visible of these shifts is 
an increasing emphasis on big data and the concomitant 
transformation of each person in our society from being 
a data consumer to being a data provider. These data and 
access by consumers to their own data as well as perfor-
mance data across health care providers and various types 
of providers will be a disruptive force in health care. Other 
sectors of the economy have gone through this transforma-
tion and it can profoundly disrupt the relationship between 
service providers and consumers. For example, Kodak 
and the development of the digital camera is a cautionary 
tale [20]. The availability of movies through on-demand 
streaming has transformed the movie industry, with some 
companies like Netflix effectively making the transition 
from physical media to streaming [21] and other streaming 
devices such as Hulu are being created [22]. The transition 
from CDs to mp3s and later streaming has had a similar 
impact on the music industry [23–26]. Likewise, consumer 
access to data in health care will inevitably have a similar 
transformative impact.

3.3.1 Impact of mHealth

Smartphones, wearables, and other sensor- and 
Internet-enabled devices are revolutionizing our world 

FIGURE 3.1 A schematic of data packet that supports the use of 
FAIR. It has a primary ID, which may be linked to a Digital Object 
Identifier, or be a universally unique ID. The packet can be of arbitrary 
size, but has defined metadata and user defined attributes that enable 
machine-readable parsing and computation on the packet. The data 
encapsulated in the packet can be small, such as a single triple in an RDF 
store, or be derived from a single observation, a single image, a series of 
images, or encompass a complete data set, such as a complete submis-
sion to a database like dbGaP. For a large packet with multiple types 
of data, ideally it would consist of a set of packets, each describing one 
type of data, or describing information about one point in a time series.
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and our experiences, and have the potential to revo-
lutionize cancer prevention, care, control, and survi-
vorship. The ability of these devices to create so-called 
“frictionless data” is enormous and our ability to use 
them to improve health is only at the anecdotal stage 
now. Collectively, the application of these devices to 
health care is referred to as “mHealth.” An ecosys-
tem of precompetitive (open data) organizations is 
emerging to develop the standards and mechanisms 
for sharing the kind of data these devices generate 
[27–30]. Data sets are also becoming more available 
[31]. Frictionless has also been applied to “low friction” 
dynamic consent [32] and health care organization inter-
actions using mobile devices [33].

It is important to realize that one of the reasons that 
sensor data are so powerful is because they are anno-
tated with substantial metadata that can provide rich 
context and provenance for the data, enabling significant 
inferences about the meaning of the data. Such metadata 
can include geolocation data, accelerometer data, bat-
tery data, global positioning system (GPS) information 
(beyond geolocation), and other device usage informa-
tion. The way we usually aggregate data in research and 
in health care removes these primary annotations, even 
for lab data. Valuable information about the devices 
used to generate lab data, validates runs and normal-
izes instrumentation. And how the subsequent data 
are handled is often only present in the lab informa-
tion system or the instrument itself. This has profound 
impact later on our ability to utilize big data approaches 
to analyze clinical data. Raw sensor data are incred-
ibly informative but are not currently available to the 
health care enterprise or for broader analysis nationally 
or internationally.

In the biomedical research space and health care 
arena, there has been a fundamental shift in percep-
tion regarding the role of data. Data, information, and 
computing were previously considered “infrastructure” 
(where expenditures are to be carefully managed and 
minimized), are now understood as a strategic asset, for 
which expenditures and activities need to be carefully 
coordinated with the strategic and operational priorities 
of the organization. These changes extend into our think-
ing about delivering care and practicing evidence-based 
medicine. The acquisition of data, the liquidity of infor-
mation, and the conversion of information into knowl-
edge are impacting clinical care in fundamental ways. 
For instance, there has been an increasing turn toward 
“evidence-based medicine” [34] where the strength of 
the data supporting specific therapies and clinical deci-
sion making is dependent on clear research data and 
clinical evidence. Precision medicine itself is predicated 
on translating the presentation of the patient in the clinic, 
including labs, imaging, diagnostics, and genomics to 
provide targeted prevention and therapeutic strategies 

[35]. Data warehousing has moved beyond improved 
reporting and financial analysis to improved analytics 
and quality improvement, and is more than just a reflec-
tion of the electronic medical record (EMR). Data ware-
housing aggregates data from many sources to support 
discovery, data mining, analytics, and visualization [36]. 
Patient access to the EMR has also changed with health 
care organizations viewing shared access as a way to 
better interact with patients [37,38].

Nonetheless, the patient is and will remain the center 
of a care encounter. However, there is a growing recogni-
tion that the diagnosis and course should be informed 
by the experience and outcome of prior patients across 
an organization and across the nation, and be informed 
by but not limited to the personal experiences of the 
care team. The 2007 Institute of Medicine (IOM) report, 
“The Learning Healthcare System” laid the ground work 
for this view [39]. The 2011 IOM report on precision 
medicine further highlighted the need [40]. This call 
was extended and amplified in the 2013 IOM report, 
“Delivering High-Quality Cancer Care: Charting a New 
Course for a System in Crisis.” [41] To realize the vision 
laid out in these reports, we must overcome several fun-
damental challenges involving data, information, and 
knowledge:

●	 Lowering barriers to data access for cancer research;
●	 Integrating data and learning from basic and clinical 

research across the continuum of cancer care 
(translational research);

●	 Capturing the patient experience across the 
continuum of care, including patient-reported 
outcomes (PROs), with consistent, interpretable 
annotations to enable inter-patient learning, 
analytics, and data science; and

●	 Empowering the patient as a full participant in research.

Each of these challenges should be considered in 
terms of drivers and implications.

3.4 DATA ACCESS

Currently, it is very difficult to share data across proj-
ects, across care encounters, across organizations, and 
across providers. This difficulty encumbers learning, 
whether that learning is focused on quality improve-
ment, understanding the patient experience, or identi-
fying opportunities for improvement in detection, care 
delivery, acute care episodes, or long-term care or sur-
vivorship. It is also particularly frustrating for patients 
who are trying to move information about their own 
health history between care providers, clinics, and 
specialists. In research, it is also hard for patients to 
donate their information in meaningful ways. Some of 
this is technical, for example, the US Veterans Affairs’ 
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patient health portal called MyHealtheVet that uses the 
Blue Button feature [42]; and some is regulatory (the 
Health Insurance Portability and Accountability Act of 
1996 (HIPAA) and the Federal Policy for the Protection 
of Human Subjects (Common Rule)) raising barriers of 
liability and legal constraints. While there are many bar-
riers, the consent, legal, and regulatory constraints dis-
appear when the patient is directly involved. Looking 
forward, providing patients with easy means to obtain 
and share their health data for care and research is 
paramount. Creating an independent patient-controlled 
repository for sharing data has met with limited success 
(HealthVault, Google Health), due in part to patients’ 
(consumers) privacy concerns and the inability of exist-
ing health care providers and systems to provide a suf-
ficiently easy mechanism for transmitting and sharing 
data to create a personal health record [43].

Creating the necessary exchange structure such as 
Blue Button for instance, and providing universal import 
and export methods for patients is perhaps the most 
viable avenue for meaningful data sharing focused on 
the patient. To turn this into reality will require a signifi-
cant uptake in the use of the Blue Button specification by 
electronic health record (EHR) vendors for both export 
and import. Patient empowerment must allow patients 
to access, curate their own data, and provide corrections 
back to the source for empowerment to be meaningful 
and transformative. This meshes well with observations 
from the crowd sourcing and citizen science experience—
lowering the barriers for accessing data is critical for 
broad review and engagement. Practicing medicine in 
the 21st century will require 21st-century approaches. 
Wikipedia has shown that the wisdom of crowds is real 
and scalable for curation of large data sets [44,45].

For data to be made available for curation and mean-
ingfully exchanged, it must be annotated with known, 
shared, and discoverable semantics. We need to make 
clinical and biomedical research vocabularies, terminol-
ogies, and ontologies more discoverable and accessible, 
and we need to make it easier to integrate their use 
into existing workflows. There are other barriers to the 
meaningful sharing of data including differences in the 
way patients are consented for different studies, institu-
tional sensitivities, and regulated data. Data are seldom 
accessible across an organization or between research 
projects unless they share a single institutional review 
board (IRB) approval. The National Cancer Institute 
(NCI)-supported Surveillance, Epidemiology, and End 
Results (SEER) registries are an example of overcoming 
some of these barriers, providing a virtual pooled reposi-
tory that offers access to a large amount of population-
based cancer data with a single request. We need to both 
harmonize data access requirements and consents across 
classes of projects and provide innovative mechanisms 
for making these data available in larger “buckets.” This 

is one of the keys to enabling new big data analytic 
approaches.

Another thing to consider about these barriers is that 
most data scientists cannot access clinical cancer data 
(imaging, laboratory data, and high-throughput clinical 
data) and often turn to social media for data. The current 
status quo in 2015 for data scientists is they typically do 
not work in the medical field and have little knowledge 
of the regulations and approval processes necessary to 
gain access to these data, and they are not part of a 
clinical research team. Confounding this issue is that 
access must be obtained project by project, institution 
by institution. Gaining access to these data sets, and 
enough of them to enable big data approaches to these 
data sets is exceptionally daunting, and limits the scope 
and audacity of innovation. These barriers have driven 
many members of the data science community to eschew 
clinical data and instead focus on publicly available data 
sets such as Twitter feeds to perform interesting big data 
analyses. These analyses are everything from identify-
ing “top influencers” [46], which are directly relevant 
for uncovering “driver mutations” from cancer patients’ 
next gen sequencing data [47–52], to emotional content 
analysis and geospatial analysis of tweets to identify 
accidents and other significant events.

The use of social media as a social sensor is pos-
sible because of the open nature of the data. Currently, 
it is relatively difficult to apply these same techniques to 
cancer data because it is much less accessible and much 
more project- and institution-focused and controlled. This 
stymies the wishes of many patients to make their data 
widely available to solve important issues in cancer care 
and confounds most researchers who would like to work 
on these issues. Currently, the workaround is to create 
large research registries, cohort studies, and population-
based trials, but these approaches are expensive and even 
the largest efforts are only a subset of all patients with 
a disease.

3.5 TRANSLATIONAL RESEARCH

A second challenge is to integrate data and learning 
from basic and clinical research with cancer care in a 
way that enables predictive models and patient-specific 
simulations to be created, which in turn will make it eas-
ier for sophisticated decision-support tools to improve 
patient outcomes.

This issue is much more complicated than data access, 
since it requires well-annotated data in all aspects of 
research and care, and a level of ontological consistency 
that would enable machine-computable comparisons. In 
the big data community, there is a lot of emphasis on 
discoverability and automated, semantics-free discovery 
and analysis. These approaches work well for certain 
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types of carefully selected questions for which changes 
in pattern or flow are important, but understanding 
the inherent meaning is not necessary. A good example 
of this in the financial industry is looking for fraud in 
credit card transactions. Conversely, Netflix and their 
recommender system, Cinematch, is based on a deep 
understanding of customers and content, availability, 
and trending, including past history, to make accurate 
suggestions. Because it is costly to obtain large data sets, 
presently there is a paucity of appropriate large data sets 
to generate predictive models that are relevant in model 
systems research and human care settings and are suf-
ficiently informative to be relevant for predictions based 
on individual presentations.

One approach to combining model systems research 
is the Monarch Initiative [53], which is starting to show 
the tremendous power of combining findings from 
model systems with clinical data. The approach in the 
Monarch Initiative is to identify semantically similar 
phenotypes across different organisms, described by 
different research communities (Fig. 3.2).

This is done by a process called “logical decomposi-
tion” as described by Mungall et  al. [54]. An example 
of this process listed in their paper allows us to infer 
that the human phenotype ontology (HP) term cranio-
synostosis (HP:0001363) is equivalent to the mammalian 
phenotype ontology (MP) term premature suture clo-
sure (MP:0000081). These methodologies and predictive 
models are in turn informing how we run clinical trials. 
For instance, adaptive clinical trials such as the NCI-
Molecular Analysis for Therapy Choice (NCI-MATCH) 
Trial, where the diagnosis, lab values, and genetic fea-
tures identified as clinical actionable mutations are used 
to assign a patient to a specific treatment arm, where 
evidence can come from model systems [55] (Fig. 3.3).

These approaches, even without broad sharing of 
clinical data, are dramatically enhancing our ability to 
apply model system data and observations to patients 
in the clinic, bridging preclinical models with the clinic. 
Expanding our understanding of cancer biology and 
mechanisms of resistance using preclinical models is one 

of the pillars of the NCI Precision Medicine Initiative—
Oncology [56,57]. The other two pillars are expanding 
access to genetically informed clinical trials, such as 
NCI-MATCH and Pediatric MATCH. The third pillar is 

FIGURE 3.2 Monarch Initiative.

FIGURE 3.3 The NCI-Molecular Analysis for Therapy Choice 
(NCI-MATCH) Trial, where the diagnosis, lab values, and genetic fea-
tures identified as clinical actionable mutations are used to assign a 
patient to a specific treatment arm, where evidence can come from 
model systems.
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the informatics necessary to build the knowledge system 
necessary to capture, learn, and apply the findings from 
the first two pillars.

3.6 CAPTURING THE PATIENT 
EXPERIENCE ACROSS THE  

CONTINUUM OF CARE

There are several sides to this challenge—broadly 
speaking; this includes accurately capturing the 
patient experiences over time during various kinds 
of health care encounters, as well as outside a care 
encounter—diet, exercise, family, friends, and the 
workplace. The contribution of lifestyle to cancer 
risk and cancer recovery is poorly understood, but 
poor nutrition, sleep, and exercise patterns clearly 
contribute to risk of cancer and other diseases [58]. 
PRO measures can apply in care and home settings, 
and can be used to assess subtle and not-so-subtle 
changes in quality of life, cognition, mobility, and 
many other domains. The Patient Reported Outcomes 
Measurement Information System (PROMIS) [59], the 
Quality of Life in Neurological Disorders (Neuro-
QoL) [60], the NIH Toolbox for the Assessment of 
Neurological and Behavioral Functions (NIH Toolbox) 
[61], and the Patient Reported Outcomes Version of 
the Common Terminology Criteria for Adverse Effects 
(PRO-CTCAE) [62] platforms are all examples of large, 
open source, well validated instruments for use in 
PROs. Many of these instruments are also available 
as computer adaptive tests from resources such as the 
Assessment Center and this dramatically lowers the 
burden experienced by the patient and improves qual-
ity of life for all involved [63]. The availability of these 
instruments on smartphones and tablets also opens up 
additional sensor information for use in novel instru-
ments and measures. One example of such an appli-
cation is the use of accelerometers in smartphones to 
measure the steadiness of a gait versus the much more 
difficult analysis of a video [64].

The proper annotation of the data flowing into the 
EHR and associated systems in a way that promotes 
data reuse is critical for learning from the experi-
ence and outcomes of every cancer patient. A barrier 
to meaningful data liquidity in EHRs is the loss of 
detailed instrument information (one type of meta-
data) [65]. From a data science standpoint, the detailed 
knowledge of instrument specifics is critical for big 
data analytics as are many other types of metadata 
that inform the context of the data captured in the 
EHR [66]. The NIH Big Data to Knowledge (BD2K) 
activities is one venue for addressing some of these 
deficiencies [67,68].

3.7 EMPOWERING THE PATIENT AS A 
FULL PARTICIPANT IN RESEARCH

The current research infrastructure is set up to treat 
the patient’s involvement in clinical research as a point 
in time, and in particular the patient’s ability to consent 
and provide active input in research is often limited to 
a single encounter. This undermines our ability to more 
actively engage cancer patients in research and makes it 
much more difficult to improve data sharing consistent 
with the wishes of the patient [69]. Moving into a more 
active consent mode, such as data sharing authorization 
using Facebook, could take a passive process and put the 
patient truly in the center of the research data sharing 
process, recognizing that any particular model for con-
sent and patient engagement will not appeal universally. 
Dynamic consent modes should be the standard to fully 
empower patients as research participants. The project 
Consent to Research [70] hosted at Sage Bionetworks 
has developed the Participant-Centered Consent (PCC) 
toolkit [71]. Providing not just milestones but also real 
information about the meaning and value emerging 
from research will create an engaged, supportive public. 
The information needs to be accurate, well-constructed, 
understandable to an appropriate audience, and infor-
mative. These should be attributes we strive toward for 
all our research outcomes.

3.8 BUILDING A NATIONAL LEARNING 
HEALTH CARE SYSTEM FOR CANCER

The breadth of the above points can easily lead to con-
sidering the problem so massive that it requires an effort 
akin to “boiling the ocean,” which is unlikely to succeed. 
Instead we need to focus on some specific, actionable 
projects that provide real value in understanding cancer, 
improving care for tomorrow’s cancer patient, and start 
to create a national learning health care system for can-
cer. Our ability to build and sustain a national learning 
health care system is predicated on several transforma-
tions that are already underway.

3.9 INCENTIVES FOR DATA SHARING

The implementation of the NIH Genomics Data 
Sharing Policy (GDS) [19] is an important first step 
which starts to set the expectation that all genomic 
data will be shared and shareable. At the same time 
the NIH GDS does not directly change the existing val-
ues of professional recognition or value in promotion. 
However, the NIH GDS makes explicit an acknowl-
edgment of the critical contribution that data sharing, 
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software sharing, and creating interoperable, portable 
data play in advancing science and fundamental dis-
covery. We need to advocate as data consumers, data 
producers, and patient advocates to create the reward 
system necessary to make data sharing and associated 
components recognized as critical to realizing the full 
potential of cancer research, particularly in precision 
medicine. An important part of that reward system will 
be the use of micro-attribution and the tracking of not 
just publications and citations, but the use of software, 
data sets, and even annotations of data sets into derived 
works. Being able to see the usage and redistribution 
of software, data, and other information artifacts will 
be critical in building a meaningful open science eco-
system that rewards data sharing and software sharing. 
The NIH BD2K-funded Data Discovery Index [72] is 
one step in creating this infrastructure. Digital Object 
Identifiers such as provided by DataCite [73] and dis-
tributed micro tracking mechanisms like block chain 
[74] have the potential to contribute substantially to 
this evolving data sharing incentive ecosystem as well.

3.9.1 Standardization of Common  
Data Elements

Building on standardized common data elements will 
enable knowledge sharing and embed knowledge along 
many different axes, with a focus on discoverability, por-
tability, and interoperability (see Chapter 1: “Creating a 
Learning Healthcare System in Oncology”). In all these 
activities, the focus must remain on utility, usability, and 
flexibility. Overarching domain models and monolithic 
information models are too difficult and costly to main-
tain. To try and harmonize the many models available 
in cancer research, the Biomedical Research Integrated 
Domain Group (BRIDG) model was created in 2003 [75]. 
It is a joint effort of NCI, the Clinical Data Interchange 
Standards Consortium (CDISC), the US Food and 
Drug Administration (FDA), and Health Level Seven 
(HL7). The recent acceptance of the BRIDG model as 
an International Organization for Standardization (ISO) 
standard (see [76,77]) will allow BRIDG to accept by 
reference other ISO health care standard information 
models [78]. This brings in the CDISC data elements as 
well as many parts of the NCI metathesaurus. BRIDG is 
the reference model behind the CDISC SHARE metadata 
repository.

3.9.2 Meaningful Use of Common  
Data Elements

Meaningful use stage 1 and stage 2 were designed to 
implement a level of conformance for EHRs. However, 
meaningful use did not include interoperability and test 

the ability of systems to meaningfully exchange and use 
the data exchanged. Taking meaningful use to that next 
level where it is possible to build an open interface that 
works with multiple EHR vendors is underway with 
projects like SMART on FHIR [79]. An additional step 
in the value chain for research will be to capture clinical 
information in EHRs and make clinical data accessible 
and relevant for research. Conversely, there are funda-
mental parts of clinical research, such as disease pro-
gression and cancer recurrence, which need to be coded 
in the EHR and made accessible for both improved 
care and clinical research. While EHRs are unlikely to 
directly enable comparative analysis, cohort identifica-
tion, or many other secondary uses for clinical data, data 
warehousing and data marts layered on top of EHRs 
and associated systems can and should support clinical 
process improvement, quality assurance, and research 
questions whenever feasible [4].

3.10 ADAPTIVE INSTRUMENTS

Adaptive instruments have been developed for PROs 
in a number of psychosocial, cognitive and functional 
domains through PROMIS [59], Neuro-QoL [60], and 
the NIH Toolbox [61]. These instruments are efficient to 
deliver, are highly validated in many populations, and 
are accurate over a large range of values while requiring 
a small number of questions. They are therefore ideal for 
decreasing patient/participant burden and can be deliv-
ered through a variety of devices. Many of the instru-
ments are available through the Assessment Center [63]. 
A small number of assessments are also available as iOS 
Apps [80].

3.11 ONTOLOGIES AND WORKFLOW 
SYSTEMS

Ontologies and workflow systems that are designed 
to capture information about data collection, temporal 
representation of healthcare-related events, and enable 
data discovery and automated reasoning are an impor-
tant part of the research ecosystem. The National Center 
for Biomedical Ontology (NCBO) Bioportal for example 
provides a SPARQL Protocol and RDF Query Language 
(SPARQL) endpoint to query over [81] and several tools 
for using natural language processing to connect ontol-
ogy terms with occurrences in unstructured (or struc-
tured) text [82–85]. These approaches have been used in 
cancer pharmacogenomics [86], interpretation of copy 
number variation and clinical phenotype [87], and ana-
tomical cross-species classification [88].
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3.12 CONNECTED HEALTH  
AND MOBILE TECHNOLOGIES

Mobile devices and embedded devices are bringing 
information to the individual and enabling automatic 
data collection and functional determination with little 
intervention. Dynamic consent, sophisticated sensors, 
and many other innovations change the possibilities of 
what we can learn about our patients while minimizing 
manual data collection.

Some additional drivers include:

Dropping cost of molecular testing, “-omics,” and 
imaging—coupled to a concomitant decrease in 
invasiveness of the techniques and technologies. 
These tests are critical to precision medicine and 
will serve to improve diagnostics, prognostic 
indicators, and enhance clinical decision  
support.
Modeling of cancer biology to understand outcomes. 
It is increasingly clear that there are numerous 
molecular, tumor microenvironment, and microbiota 
changes as well as histological markers that are 
highly informative and lead to subclassification of 
patients and cancer in a way that informs treatment 
and targeting of the underlying abnormal pathways 
in specific patients. This is the foundation of 
precision medicine and it will require us to have 
multiscalar, temporally rich data about cancer so 
we can more fully understand the complex set 
of interactions that contribute to cancer, protect 
us from cancer, and promote cancer initiation, 
progression, and metastasis.

3.13 A FOCUS ON LOWERING BARRIERS 
TO DATA ACCESS FOR CANCER 

RESEARCH

As previously noted, there are substantial barriers 
to data access. There are a few aspects of lowering 
barriers to data sharing that are amenable to informa-
tion systems and data science approaches. We need to 
continually maintain a focus on how we lower barri-
ers to cancer data so we can maximize the utility of 
those data to forward both fundamental and applied 
understanding of mechanisms of cancer, effective pre-
vention, optimized treatment, and maximized health 
during survivorship. As previously mentioned, the 
ability to exchange meaningful patient data through 
mechanisms like Blue Button is crucial to both interop-
erability and to empowering patients to access, review, 
and control their data.

3.13.1 Informed Consent and  
Consent-Derived Access

We need a consistent, shareable, highly vetted 
approach to informed consent and associated training 
resources. One aspect of consent was already discussed 
in the need for dynamic “E Consent” as described here 
[70]. The project includes a “participant-centered con-
sent toolkit” [71] that provides a framework for involv-
ing patients in consented research studies. The focus is to 
provide research participants an easy to consume view of 
what they are consenting to and a way to revisit that con-
sent and participate in related studies. The current NIH 
Genomic Data Sharing Policy is another source of well 
vetted guidance and documentation on participation 
and consent [19,89]. The National Center for Advancing 
Translational Sciences (NCATS)-funded Clinical and 
Translational Science Awards (CTSA) Program com-
munity and the NCI-funded Cancer Centers have also 
been working through consent. The Informed Consent 
Ontology is one product of that effort [90,91].

Training in informed consent needs to be at multiple 
levels for the research team, for the IRB, for the patient/
research participant and family, and for the data scientist 
making use of derived data. We also need data release poli-
cies that enable a “library card” access model, where proj-
ects making use of a unified consent form require a single 
access control point, so access to primary data is simplified. 
The NCI SEER Registry uses this model for access to the 
SEER data [92,93]. The NIH is moving toward this model, 
and Database of Genotypes and Phenotypes (dbGAP) now 
has “consent group” policies [94].

3.13.2 Easy-to-Use Data Repositories

We need to have easy-to-use methods for annotat-
ing deposited data with discoverable/machine-readable 
semantics. ArrayExpress at the European Bioinformatics 
Institute (EBI) is an example of a flexible mechanism for 
depositing microarray data that encourages annotation 
of data elements with open biomedical ontologies as 
well as clinical standards [95]. The use of natural lan-
guage processing methodologies for enhancing anno-
tation using controlled vocabularies and ontologies is 
also important [83]. For cancer genomic data, the NCI 
Genomic Data Commons (GDC) will be the preferred 
and recommended location to store cancer data that 
includes genomic information [96].

3.13.3 Data Altruism and Citizen 
Contributions

The ability for individuals to contribute their data 
(data altruism) and participate in research measuring 
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side effects (including standardized adverse events and 
toxicity classification) offer opportunities for access 
and analysis of the data. Access and analysis of research 
data by the public has been dubbed “citizen science” and 
has been exemplified by projects such as Zooniverse, 
where participants can learn how to classify galaxies 
and then review hundreds of thousands of astronomy 
pictures. Extending this into the cancer realm, providing 
tools that enable patients to capture the natural history 
of their disease and the impact of treatment on their life 
will enable citizen science for cancer. The NCI’s PRO-
CTCAE project, for instance, is a pilot to bring “expe-
riential” adverse event reporting directly to clinical 
trial participants [62]. Internet connectivity and mobile 
devices reach ever more deeply into the fabric of our 
society. In 2016, the current projection (summer 2015) 
are for nearly 200 million smartphones to be in use in 
the United States alone [97], and according to an October 
2014 Pew report [98] 64% of American adults own a 
smartphone, 32% own an e-reader, and 42% own a tablet 
computer. From the US Census report in 2013, 84% of 
households have a computer, with 78% having a desk-
top or laptop computer, and 64% having a handheld 
computer [99]. This easy accessibility and expected con-
nectivity is changing the way Americans interact with 
health care and clinical research, and enables a new level 
of active participation—citizen science [100].

As a complement to citizen science, the ability of 
patients to be “data donors” lays the foundation of a new 
kind of participation in clinical research—data altruism, 
where the patient contributes his or her clinical data 
either broadly (broad consent) or to specific projects. 
As mentioned earlier, the E Consent movement seeks 
to provide members of the public with a much more 
granular and informative way to consent to research, 
and have developed a participant-centered consent tool-
box to enable research projects to include this type of 
consent. A part of the vision behind the NCI GDC is 
to enable direct donation of genomic and clinical data 
to the repository, creating a class of “cancer informa-
tion donors” to contribute to the learning health system 
envisioned in the 2011 IOM (now National Academy of 
Medicine) report. To make this a reality, standards for 
exchanging genomic data as well as clinical information 
need to be developed. The Global Alliance for Genomics 
and Health (GA4GH) is developing the genomic data 
exchange standards and exploring existing methods like 
the Blue Button to exchange clinical information [18]. As 
previously mentioned, the Blue Button is designed to 
allow the exchange of data from EHRs (eg, lab values, 
patient history, imaging). Creating a useful ecosystem 
does rely on EHR vendors supporting the Blue Button. 
Currently, most EHRs support data downloads to the 
patient as PDFs and other document-centric formats 
including the HL7 Consolidated-Clinical Document 

Architecture (C-CDA) format [101]. Documents formats, 
even C-CDA, make it difficult to aggregate data and 
exchange interoperable, computable data. For patient 
and family health history, there is a freely available tool 
in English and Spanish called the Surgeon General’s 
Family Health Portrait [102,103]. The Family Health 
History tool includes mappings to existing standards 
and features the Systemized Nomenclature of Medicine 
(SNOMED) terminology when available, allows for 
detailed family pedigree collection, and promotes shar-
ing among family members. Validation studies with 
the tool have been done [104,105]. The source code for 
this tool is also freely available [106]. These data are 
fundamental for understanding genetic and genomic 
data from a familial standpoint and will be critical for 
unraveling complex disease relationships, risk factors, 
responses to therapy, pharmacogenomics, and out-
comes for individuals. There is active interest in taking 
the Family Health History tool and incorporating it into 
existing EHRs [107–110] as well as patient cohort studies 
[111,112]. Having a single, shared representation for data 
collected across many different populations and diseases 
is critical for understanding rare diseases and rare cancer 
subtypes.

In addition to the Family Health Portrait tool, there 
has been a lot of interest and growing usage of PROMIS, 
Neuro-QoL, NIH Toolbox, and PRO-CTCAE. These tools, 
like the Family Health History tool, allow the structured 
and shareable capture of a diverse set of PROs and func-
tional measures across a wide set of neuro-psycho-social 
measures [113]. These shared measures are critical for 
understanding the complex interplay between inherited, 
environmental, and psycho-social factors that impact 
prevention, treatment, and survivorship in cancer.

The ability to share these data along with complex 
lab data, including genomic sequencing, is truly critical. 
As mentioned earlier, the NCI is creating the Cancer 
GDC. The GDC is envisioned as a place where all can-
cer-related data (including genomic information) can be 
stored and shared. An important part of the design of the 
GDC is to enable the Cancer Information Donor, where 
individuals can deposit their data to contribute to our 
knowledge of cancer. The GDC will include privacy pro-
tections and the ability for many organizations as well 
as individual citizens to share genomic, health, family, 
and disease measures responsibly.

3.14 PRECISION MEDICINE DRIVERS

Cancer research, cancer prevention, cancer treatment, 
cancer control, and patient outcomes will all benefit 
from the focus on precision medicine. Dr Douglas R. 
Lowy, in 2015 as the Acting Director of NCI, gave this 
definition, based on the 2011 National Academy report 
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Toward Precision Medicine: Building a Knowledge Network 
for Biomedical Research and a New Taxonomy of Disease: 
“Interventions to prevent, diagnose, or treat cancer, 
based on a molecular and/or mechanistic understand-
ing of the causes, pathogenesis, and/or pathology of 
the disease. Where the individual characteristics of the 
patient are sufficiently distinct, interventions can be con-
centrated on those who will benefit, sparing expense and 
side effects for those who will not.”

Our ability to gather and integrate evidence from 
preclinical models, from patients in the clinic, and from 
clinical trials is critical to the success of precision medi-
cine for cancer. We need to build multiscale, predictive 
models of cancer that are based on fundamental under-
standing of biology, and can integrate clinical findings, 
including imaging, pathology, family history, lab data, 
and of course molecular analyses including sequenc-
ing and mass spectrometry. Each of these domains has 
an important role to play in building meaningful pre-
dictive models for cancer. Existing NCI investments 
in imaging, common data elements (and the neces-
sary semantics and vocabularies), tools for patient 
data entry (CTCAE-PRO, Family Health History, the 
PROMIS/Neuro-QoL/NIH Toolbox instruments), and 
understanding genomic and microenvironment contri-
butions to cancer are critical assets. The Cancer Genome 
Atlas (TCGA) [114], the Therapeutically Applicable 
Research to Generate Effective Treatments (TARGET) 
[115], the Cancer Genome Characterization Initiative 
(CGCI) [116], and the Cancer Target Discovery and 
Development project (CTD2) [117], among others, all 
contribute to fundamental components necessary for 
precision oncology.

The world of cancer science and cancer care is chang-
ing and will continue to change. Clinical genomics and 
deep sequencing are now commonplace in many cancer 
care organizations for cancer types shown to be ame-
nable to and informed by these approaches. These data 
will enable us to understand the prevalence of germline 
and somatic variants, their association with risk (germ-
line variants), and their contribution to outcomes in a 
given disease and therapy. We also have an opportu-
nity to carefully examine treatment response to look for 
early indications of response (or lack of response) to 
therapy using patient-reported data. These can include 
fairly subtle responses (eg, fatigue, nociception, sleep 
patterns, neuropathy, hair loss, nail discoloration, cog-
nition, equilibrioception, proprioception, kinesthesia, 
edema, depression, and lymphedema). Also, more care-
fully capturing and delineating these responses will be 
very helpful for research and for patients. The lack of 
information on symptom prevalence, severity, and dis-
ease staging and progression creates anxiety for patients 
and is an area of blindness in our understanding of 

subtle differences between therapies. We need to be 
able to incorporate these data into predictive models. 
For us to realize the value of these approaches we need 
to create mechanisms for engaging patients to capture 
these data broadly and uniformly, and in turn enable 
sharing these data, models, and simulations to allow 
both the creation of analyses and validation of the 
models.

There are multiple projects currently under con-
sideration or in active development that will inform 
and start to create this capacity. The American Society 
of Clinical Oncologists (ASCO) [118] is creating the 
Cancer Learning Intelligence Network for Quality 
(CancerLinQ) [119] for sharing some of these data for 
quality purposes across any and all oncology clin-
ics, from individual oncologist practices to large con-
tinuum of care providers. The Clinical Sequencing 
Exploratory Research program, funded by the National 
Human Genome Research Institute, was started in 2010 
to fund the ethical, legal, and psychosocial research 
required to integrate sequencing into the clinic [120]. 
ClinVar is a repository run by the National Center 
for Biotechnology Information (NCBI) that seeks to 
aggregate data on mutations and phenotypes includ-
ing supporting evidence, providing evidence behind 
the actionability of specific mutations in a disease con-
text [121]. The Clinical Genome Resource (ClinGen) 
[122] is an NIH-funded (as of mid 2015, cofunded by 
the National Human Genome Research Institute, the 
Eunice Kennedy Shriver National Institute of Child 
Health and Human Development, and NCI) to build an 
annotation and curation framework for capturing evi-
dence for both germline and somatic mutations. It uses 
ClinVar as the repository of that evidence, but includes 
more guidelines and restrictions on what constitutes 
evidence by disease and datatype. The Global Alliance 
for Genomics and Health (GA4GH) [18] is defining data 
structures, policies, and best practices to enable shar-
ing of the molecular, clinical, and other attributes that 
are critical for understanding the genomic context of 
disease and health, and defining the conditions under 
which these data can be shared at a global scale. Cancer 
is a global disease and will require global participation 
to effectively address it.

In summary, we need to use data to inform and 
enhance our understanding of fundamental cancer 
biology as well as build predictive models for cancer 
risk, cancer prevention, and cancer therapy. Our abil-
ity to effectively address prevention, treatment, control, 
and survivorship will require fundamental shifts in 
data liquidity (making cancer data findable, accessible, 
interoperable, and reusable) and effectively engage the 
public and cancer patients in cancer research as citizen 
scientists and data donors (data altruists).
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REfERENCEs

LIST OF ACRONYMS AND 
ABBREVIATIONS

ASCO American Society of Clinical Oncology
BD2K Big Data to Knowledge
BRIDG Biomedical Research Integrated Domain Group
CancerLinQ Cancer Learning Intelligence Network for Quality
C-CDA Consolidated-Clinical Document Architecture
CDISC Clinical Data Interchange Standards Consortium
CGCI Cancer Genome Characterization Initiative
ClinGen Clinical Genome Resource
CTD2 Cancer Target Discovery and Development
CTSA Clinical and Translational Science Awards
dbGAP Database of Genotypes and Phenotypes
EBI European Bioinformatics Institute
EHR Electronic health record
EMR Electronic medical record
FAIR Findable, Accessible, Interoperable, Reusable
FDA Food and Drug Administration
FHIR Fast Health Interoperability Resources
GA4GH Global Alliance for Genomics and Health
GDC Genomic Data Commons
GDS Genomics Data Sharing Policy
GPS Global positioning system
HIPAA Health Insurance Portability and Accountability Act
HL7 Health Level Seven
HP Human phenotype ontology
IOM Institute of Medicine
IRB Institutional review board
ISO International Organization for Standardization
MP Mammalian phenotype ontology
NCATS National Center for Advancing Translational Sciences
NCBI National Center for Biotechnology Information
NCBO National Center for Biomedical Ontology
NCI National Cancer Institute
NCI-MATCH NCI-Molecular Analysis for Therapy Choice
Neuro-QoL Quality of Life in Neurological Disorders
NIH National Institutes of Health
NIH Toolbox NIH Toolbox for the Assessment of Neurological and 

Behavioral Functions
PCC Participant-Centered Consent
PRO Patient-reported outcome
PRO-CTCAE Patient Reported Outcomes Version of the Common 

Terminology Criteria for Adverse Effects
PROMIS Patient Reported Outcomes Measurement Information 

System
RDF Resource Description Framework
SEER Surveillance, Epidemiology, and End Results
SHARE Shared Health and Clinical Research Electronic library
SMART Sustainable Medical Applications and Reusable 

Technologies
SNOMED Systemized Nomenclature of Medicine
SPARQL SPARQL Protocol and RDF Query Language
TARGET Therapeutically Applicable Research to Generate Effective 

Treatments
TCGA The Cancer Genome Atlas
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4.1 INTRODUCTION

Leonard Kish famously declared engaged patients to 
be “the blockbuster drug of the century” in a 2012 post 
on the HL7Standards Blog. Kish cites as evidence in 
his blog post the impressive numbers tallied by several 
studies examining outcomes for coordinated chronic 
care, implying that engaging patients as partners in their 
care will improve outcomes at a level far beyond that of 
pharmaceuticals. In his subsequent post, Kish goes on 
to describe specifics of how technology that gathers and 
tracks personal health data may provide a driving factor 
for patient engagement.

This chapter will address the topic of patient engage-
ment directly as it relates to health information technol-
ogy (HIT) in the context of cancer prevention, detection, 
treatment, and survivorship. There are many ways to 
define patient engagement, but we align with that used 
by Carmen, “We define patient and family engagement 
as patients, families, their representatives, and health 
professionals working in active partnership at various 
levels across the health care system—direct care, organi-
zational design and governance, and policy making—to 
improve health and health care” [1]. The emphasis is 
on an active partnership, and for our purposes we will 
focus on the direct care aspects and how HIT can facili-
tate engagement.

4.1.1 The Value of Patient Engagement  
Across the Cancer Control Continuum

Why is patient engagement important in health care? 
What evidence is there that supports a focus on engaging 
patients and their families? Why is patient engagement 
an important aspect of HIT as applied to cancer preven-
tion, diagnosis, treatment, and survivorship? The ratio-
nale for actively partnering with patients in their care 
becomes obvious when viewed from the perspective of 
time spent by patients actually in health care facilities 
versus time spent in other settings. A striking example of 
this comes from an analysis of the value of patient time 
involved in colonoscopy-based screening for colorectal 
cancer. The mean total time to complete screening was 
81.5 hours, including dietary modification, prep comple-
tion, actual dedicated time (travel to the screening site, 
undergoing the colonoscopy, and travel back home), and 
time to return to routine activities [2]. At any point in the 
chain of events prior to actually undergoing screening, 
if patients are not able to complete the requirements of 
dietary changes and prep completion, the process breaks 
down.

In 2011 the Commonwealth Fund conducted an inter-
national survey of patients with “complex health needs” 
spanning 11 industrialized countries and focusing on 

the relationship between engagement and health care 
quality. While there were substantial differences among 
countries in the level of engagement experienced by 
respondents, there was a consistent relationship across 
countries—between higher levels of engagement and 
higher perceptions of quality of care, lower medical error 
rates, and higher perceptions of the local health sys-
tems [3]. A recent paper highlighting four case studies in 
diverse countries and health care settings further shows 
the importance of engaging patients and the resulting 
improvements in health care quality and outcomes [4].

Coulter, in a review of proven strategies to enhance 
patient engagement, provides a useful delineation of 
focus areas for engagement: improving health literacy, 
helping patients make appropriate health decisions, and 
improving quality of care processes [5]. Within each area 
there are important ways that HIT can be brought to bear. 
For example, personalized health information is proven 
to enhance engagement, and the delivery of health infor-
mation tailored to specific patient needs can be greatly 
facilitated through access to electronic problem and 
medication lists. Shared decision-making (SDM) tools 
can be employed in an electronic format and delivered 
both within health care settings and at home, and greatly 
enhance patient’s engagement in decisions about their 
care. Cancer prevention, diagnosis, treatment, and sur-
vivorship present unique challenges and opportunities 
for patient engagement and application of HIT. Often 
multiple settings, specialties, and systems are involved. 
The decisions are often complex and require evaluation 
of not only health data but also personal preferences 
and values. Treatment regimens, their side effects, and 
caregiving needs are also complex and may span long 
periods of time.

There is a growing literature on how patient engage-
ment impacts outcomes in the cancer arena. In breast 
cancer prevention, BRCA 1 and BRCA 2 genetic coun-
seling and testing is important for managing hereditary 
breast and ovarian cancer risks. Testing and counsel-
ing remains disproportionately low among Black 
women at risk, and recent data suggests that medical 
mistrust plays an important role [6]. Survey data from 
cancer survivors with leukemia, colorectal, or bladder 
cancer demonstrates how increasing survivors’ par-
ticipation self-efficacy results in an increased percep-
tions of personal control, increased level of trust, and 
decreased feeling of uncertainty. Both of these pathways 
were important in improving survivor’s psychosocial 
outcomes as measured by the SF-36 Mental Health 
Component Summary scale [7]. In a qualitative inter-
view study of Latina women’s breast and cervical cancer 
screening behaviors, health care clinician communica-
tion styles were identified as important [8]. Specifically, 
“good” communication was identified as a sense of not 
feeling rushed, feeling like their clinician understood 
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them and having access to a qualified interpreter when 
needed. Poor communication involved feeling rushed, 
seeing too many different clinicians, not being under-
stood, and a lack of trust and privacy when using inter-
preters. Interpersonal characteristics that are modifiable 
through engagement efforts have been identified to pre-
dict surveillance participation in cancer survivors [9]. 
Survivors of pediatric cancer identified as being self-
controlling or worried versus collaborative resulted in 
significantly different rates of bone density, echocardio-
gram, and mammo graphy testing.

When considering the ways that patient engagement 
techniques and strategies can be implemented in cancer 
care, it is useful to consider the entire spectrum. While 
a minority of patients may agree to whatever screen-
ing is recommended by a clinician, when the follow 
through becomes complex and confusing even these 
patients may fail to complete recommended screening 
procedures unless they are fully engaged in the deci-
sion-making process. Whether identified as a result 
of screening or presentation with symptoms, a cancer 
diagnosis and referral process is one that also demands 
application of SDM tools and techniques including pro-
vision and navigation of vast repositories of information 
that patients often access on their own when they first 
consider a possible cancer diagnosis. Treatment regi-
mens may be dictated by tissue diagnoses and staging. 
However, adherence to these often complex and bur-
densome regimens and managing associated side effects 
demands the enlistment of patients, family, and care-
givers as full partners in the treatment process. Finally, 
completion of treatment, remission, reconnection with 
primary care, and survivorship support again require 
patients to navigate among different specialists, pri-
mary care, the community, and sources of information. 
Failure to fully engage with patients in the survivorship 
stages may put them at increased risk for recurrence and 
complications (see Part II, Chapter 9, “Survivorship” by 
Beckjord et al.).

Dr Neeraj Arora, a cancer researcher, formerly at 
the National Cancer Institute and now at the Patient-
Centered Outcomes Research Institute (PCORI), and a 
cancer survivor, provides an insightful perspective on 
how technology has impacted his ability to access infor-
mation and participate in decisions over 20 years as a 
survivor of Non-Hodgkin’s lymphoma [10]. Specifically, 
he describes how in the 1990s he used print media, face-
to-face interaction with clinicians, and e-mail-based sup-
port groups. In 2007, he was diagnosed with congestive 
heart failure as a complication of his cancer treatment, 
and took advantage of vastly improved access to health 
information online, e-mail interaction with clinicians, 
online support group message boards, chat rooms, and 
even a remote monitoring system for his Implantable 
Cardioverter Defibrillator. Dr Arora cites all of these 

electronic modalities as being helpful to him as a sur-
vivor. However, he also acknowledges the potential for 
multiple sources of information to create anxiety and 
confusion, highlighting the continued importance of 
being able to communicate with a trusted clinician to 
help sort through and process the information.

In summary, patient engagement is a critically impor-
tant dimension of high-quality cancer care, whether it 
be screening, diagnosis, treatment, or survivorship. This 
chapter will provide insights on how HIT can be success-
fully employed to promote and enhance the level and 
quality of patient engagement across the cancer control 
continuum.

4.1.2 Primary, Specialty, Hospital, 
and Community Care Delivery Systems

A spectrum of settings, resources, expertise, and infor-
mation is required to support each domain of the cancer 
control spectrum in engaging patients. Care includes 
multiple patient–clinician relationships that may change 
in relative importance as patients go through the can-
cer trajectory. Patient resource needs and support also 
change over time. To create a connected seamless sys-
tem of care for patients, clinicians from different set-
tings must work together in a complementary manner 
throughout the cancer control spectrum. Each setting—
primary care, specialty care, hospital, and community 
setting—has a unique role and value in supporting 
patients and caregivers.

4.1.2.1 Primary Care Setting
Primary care includes family medicine, general inter-

nal medicine, pediatrics, and general obstetrical and 
gynecology practices. The Institute of Medicine (IOM) 
defines primary care as “the provision of integrated, 
accessible health care services by clinicians who are account-
able for addressing a large majority of personal health needs, 
developing a sustained partnership with patients, and 
practicing in the context of family and community” [11]. 
The IOM identifies seven key attributes that character-
ize primary care stating that primary care is (1) acces-
sible, (2) coordinated, (3) sustained, (4) comprehensive, 
(5) a partnership with patients, (6) person-centered, and  
(7) integrated. Central to primary care is the patient–cli-
nician relationship, family and community for context, 
and an integrated delivery system as a means for extend-
ing and improving delivery of care (see Fig. 4.1).

The IOM makes the assertion that “primary care is 
the logical foundation of an effective health care system 
because it can address the large majority of health prob-
lems in the population.” Evidence clearly demonstrates 
that primary care is good for health within countries 
and internationally [12]. Health is better in areas with 
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more primary care physicians; people who receive care 
from primary care physicians are healthier, and the 
characteristics of primary care are associated with bet-
ter health. Primary care extends life span, reduces mor-
bidity, increases patient satisfaction, reduces disparities, 
and is highly cost-effective. It is also consistently and 
frequently where the majority of people receive their 
care [13].

In 2004, a new model or philosophy for organizing, 
delivering, and improving primary care emerged—the 
Patient-Centered Medical Home (PCMH). The model has 
been adopted and endorsed by the American Academy 
of Pediatrics, American Academy of Family Physicians, 
and the American College of Physicians. The PCMH 
model was designed in response to a growing recogni-
tion of the unsustainable increased costs of health care 
and gaps in quality of care, with the goal of improv-
ing primary care access, quality, value, and efficiency. 
PCMH principles include a team approach to care, use 
of quality improvement methodology to continuously 
assess and improve care processes, provision of care 
that is patient-centered and comprehensive, population-
based approaches to care, and adoption of HIT to facili-
tate these principles [14]. The PCMH is ideally suited to 
improving all domains of the cancer control continuum 
by encouraging a proactive and anticipatory approach 
to care.

Some key primary care roles in the cancer control con-
tinuum include delivery of preventive care (eg, health 
behavior counseling, screening, immunizations, and 
chemoprevention); initial diagnosis and management of 
cancer; ensuring continuity of care and whole person 
care during cancer treatment; long-term surveillance 

after cancer treatment; and end-of-life planning. Ideally, 
patients establish a relationship with a primary care cli-
nician when healthy. This trusting relationship allows 
the primary care clinician to influence unhealthy behav-
iors to prevent cancer; promote screening to identify 
cancer at an earlier stage when it is easier to treat; par-
ticipate in selection and referral to a specialist as well as 
selection of initial treatment; and even initiate end-of-life 
planning—ideally prior to development of life-threat-
ening conditions. Given their breadth of knowledge, 
when screening tests return abnormal or patients pres-
ent with new symptoms, primary care clinicians are 
uniquely positioned to determine the next steps and 
initiate referrals for care once a diagnosis is made. With 
their whole person focus to care, primary care clinicians 
can play a vital role in coordinating care during can-
cer treatment, addressing treatment complications, and 
managing unrelated chronic conditions and new issues. 
Finally, because of their longitudinal approach to care, 
primary care clinicians are well suited to resume care 
after cancer treatment ends, which includes monitor-
ing for long-term side effects from treatment, watching 
for cancer recurrence, promoting health activities, and 
screening for new primary cancers.

Historically, primary care clinicians have not been as 
involved in care during active cancer treatment or in the 
immediate survivorship phase. While the focus of care 
to meet the patient’s immediate needs when diagnosed 
with cancer should often shift to the specialty setting, 
not continuing the relationship with the primary care cli-
nician can create a fragmented and siloed care delivery 
experience for patients [15]. During this time, patients 
may miss out on the support that the relationship with 
their primary care clinician can provide.

4.1.2.2 Specialty and Hospital Setting
As medical knowledge has evolved and treatments 

become more sophisticated, varied, and targeted to spe-
cific conditions, the skills required to assess and deliver 
care have also evolved. For cancer patients, oncologists 
frequently play the major role in making a diagnosis, 
deciding on a treatment plan, delivering and monitoring 
treatment, and making initial surveillance for treatment 
success and cancer recurrence (initial can be defined as 
the first 5 years after treatment). Given the wide variety 
of cancer treatments available, there are many types of 
oncologists that could become involved in care, includ-
ing surgical oncologists, medical oncologists, and radia-
tion oncologists. Sometimes nononcology providers will 
direct treatment and surveillance for cancer, such as an 
endocrinologist for thyroid cancer, urologist for prostate 
cancer, or gastroenterologist and/or surgeon for early 
stage colon cancers. In short, multimodal therapy with 
a team of specialists has become more the standard of 
care for patients with cancer rather than the exception.

Team Family

PatientClinician

CommunityIntegrated
delivery system

FIGURE 4.1 The Institute of Medicine’s visual representation of 
primary care demonstrates the interdependence of primary care com-
ponents including (1) the centrality of the patient–clinician relation-
ship, (2) how family and community provide context to understand 
and assist patients and clinicians with care, and (3) the team of health 
care professionals and integrated delivery systems as a means to 
extend and improve care. These same principles can also be extended 
to the cancer care delivery system. Source: Adapted from the Institute 
of Medicine report, Primary Care (Donaldson MS, Yordy KD, Lohr KN, 
Vanselow NA. Primary care: America’s health in a new era. Washington, 
DC: National Academy Press; 1996).
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When a patient is diagnosed with cancer, he or she 
may not only have a shift in the main care delivery team 
from primary care to cancer specialists, but there may 
also be a shift from ambulatory-based to hospital-based 
care. This may never occur, it may happen once, or it can 
be a repeated event depending on the nature of treat-
ment and the complications a patient experiences. Some 
treatments (eg, major surgery or some chemotherapy 
regiments) mandate hospital-based care. Likewise some 
complications (eg, neutropenic fever) are better man-
aged in the hospital. If hospital care is required, hos-
pital specialists may be called upon for consultation or 
comanagement. This further adds to the team of treating 
clinicians. It also triggers two transitions in care—from 
ambulatory to hospital care and then a return to ambu-
latory care.

A unique challenge faced by cancer specialists, com-
pared to primary care clinicians is that they generally 
do not have a background familiarity or relationship 
with a patient when initially consulted about a poten-
tial cancer diagnosis—The exception being for patients 
with a prior cancer history. This is particularly difficult 
given that being confronted with a cancer diagnosis is 
a momentous and scary event for patients. As a result, 
it is essential for cancer specialists to rapidly establish a 
trusting relationship to partner with and engage patients 
in their care.

Once a cancer diagnosis is made, the relationship 
between patients and their cancer team can quickly 
become quite strong. Patients look to their cancer spe-
cialist as an expert who is hopefully providing a life-
saving treatment—a treatment that may also have some 
real potential for significant adverse risks and harms. 
Patients and their loved ones look to their cancer team 
for guidance, reassurance, hope, and answers to difficult 
questions about their diagnosis, treatment, and prog-
nosis. Accordingly, cancer care must provide many of 
the same attributes as primary care and be accessible, 
coordinated, sustained, comprehensive, a partnership, 
person-centered, and integrated. Furthermore, the can-
cer care setting must be organized similar to the PCMH 
for cancer patients. The centrality of the patient–clinician 
relationship, understanding of family and community 
context, and coordination within an integrated delivery 
system to extend and improve care, as depicted in Fig. 
4.1, all apply to cancer care. The main distinctions from 
primary care are that cancer care (1) is structured around 
an episode of care—cancer diagnosis, treatment, and ini-
tial surveillance—although not infrequently this episode 
can be for an extended time period (eg, 5 plus years) 
and (2) is focused on cancer and the associated issues 
related to cancer and its treatment. However, some have 
proposed the concept of a medical oncology home for 
cancer patients that would provide the full range of 
patient services [16].

The processes of care to support cancer treatment and 
surveillance goals in a specialty or hospital setting do 
have some important differences from the primary care 
setting. This has implications for the HIT needs of cancer 
specialists and patients receiving cancer care. However, 
not unlike primary care, good cancer treatment is depen-
dent on having reliable and accurate diagnostic and 
treatment information. The documentation needs dur-
ing cancer care, in terms of diagnosis and treatment, 
are both very detailed and very specific. Details about a 
diagnosis are increasingly complex and include cancer 
type; pathology information; cancer stage and progres-
sion; receptor status (eg, estrogen-receptor status for 
breast cancer); and genetic information. To complicate 
matters, information about diagnosis can change over 
time for patients (eg, stage progression for patients 
failing treatment). Additionally, our knowledge and 
understanding as a field, in terms of information about 
diagnosis, is evolving as we learn about new prognostic 
and treatment markers. This may make it important to 
add diagnostic information to patient’s documentation 
and clarify gaps in a patient’s record when diagnosed 
prior to knowledge of new markers.

Treatment protocols, particularly when involving 
chemotherapy, are similarly complex. Protocols need to 
be both standardized based on the evidence and tailored 
to an individual patient’s needs. This is complex in terms 
of documenting a patient’s progression through a treat-
ment protocol and any adjustments that have been made 
to the treatment protocol. In some cases, clinicians need 
to be able to identify experimental treatment protocols 
for patients with more rare cancers or who have failed 
standard therapies. This is often done in the context of 
participating in national trials to both potentially help 
the patient and advance knowledge about treatment reg-
imens. Throughout standard or experimental protocols, 
mechanisms need to be in place to help alert clinicians 
to and identify adverse reactions and treatment failures. 
Identifying adverse reactions and treatment failures may 
be based on quantitative information (eg, laboratory 
results or radiographic studies) or qualitative informa-
tion (eg, patient symptoms such as pain or fevers). Given 
how important it is for clinicians to follow a patient’s 
progression through treatment and know when a patient 
is experiencing an adverse reaction or treatment failure, 
helping patients understand this information to partner 
in their care is paramount.

Once treatment is completed, an added challenge is 
ensuring that the patient and future care team members, 
including the patient’s primary care clinician, know all 
necessary information about the diagnosis, treatment, 
prognosis, and long-term surveillance plans. One solu-
tion is to provide cancer treatment summaries and sur-
vivorship care plans (TS/SCPs) [15,17]. While these are 
discussed in greater detail later in the chapter, here are 



I. AN EXTRAORDINARY OPPORTUNITY

4. ENgagINg PaTIENTS IN PrImary aNd SPECIaLTy CarE 60

some current challenges with TS/SCPs to note: there 
are multiple accepted TS/SCP formats; there is limited 
evidence empirically demonstrating the value of TS/
SCPs; the processing time and personnel required to 
prepare TS/SCPs is intense and often not reimbursable; 
and the best way to store, share, and update TS/SCPs 
is unknown [18]. However, given the importance of 
this type of information for a patient’s future care and 
follow-up care, beginning in 2015, the American College 
of Surgeons Commission on Cancer has begun to require 
that all accredited institutions have in place a strategy 
for the provision of TS/SCPs to all patients completing 
cancer treatment. HIT could play a prominent role in 
creating TS/SCPs, integrating TS/SCPs into a patient’s 
standard health information, and translating content 
into lay language to better inform and engage patients 
as partners in their long-term care.

4.1.2.3 Community Setting
Patients, even those with cancer, spend a small frac-

tion of their lives interacting with the clinical care deliv-
ery system. Accordingly, the community where patients 
live, work, play, and learn is critically important in terms 
of understanding contextual factors that influence health 
and thinking about how the community can be part of the 
clinical care delivery and support system for patients (see 
Part I, Chapter 2, “Reducing Cancer Disparities Through 
Community Engagement: The Promise of Informatics” 
by Oh et  al.). Many blue-ribbon panels, such as IOM, 
have advocated for better integration of the community 
and clinical care delivery systems [19–21]. Integration is 
consistent with the PCMH model and our national goal 
of improving population health. Integration could be 
beneficial across the cancer control spectrum, from the 
prevention and early detection of cancer to the treatment 
and surveillance of cancer patients.

Contextual factors and socioeconomic determinants 
of health have a tremendous impact on health outcomes. 
It has been estimated that a combination of environ-
mental exposures, social circumstances, and behavioral 
patterns contribute more to premature mortality in the 
United States than genetic predispositions and direct 
health care combined [22]. These factors would also 
influence responses to cancer treatments. Yet, we have 
limited understanding of how to improve these social 
and environmental influences on health. Overall, our 
clinical care system needs to do a better job of sup-
porting public health and community-led health solu-
tions. The concept of the community championing 
health is not new, but it has received increased atten-
tion through the “communities of solution” movement 
[23]. Community organizations know their local needs 
and resources. They are well positioned to partner with 
community members, public health entities, hospitals, 
clinicians, and other stakeholders to identify, plan, and 

address population health needs. Community strategies 
may be similar to clinical strategies such as funding com-
munity health workers, providing health education, or 
addressing access to clinical care. However, community 
strategies may also focus on other issues like education, 
employment, housing, or crime. When addressed, these 
factors may actually improve health more than tradi-
tional clinical interventions.

For its part, the clinical care system also needs the com-
munity to support its interests. Most clinicians and prac-
tices, primary or specialty care, are stressed and struggle 
to meet all of the needs of their patients. Many interven-
tions are best delivered in the community and not in 
the clinical setting. Examples include health behavior 
counseling support for a patient trying to quit smoking 
or emotional and logistical support for a patient facing a 
new cancer diagnosis and undergoing cancer treatment. 
Community members can help to translate new research 
and disseminate established evidence-based practices in 
a way that is relevant, tailored, and meaningful to the 
community [24]. Community members can help identify 
health care priorities and feasible interventions. This is 
exemplified by the use of Boot Camp Translation (BCT) 
methodology to develop a community intervention to 
promote colon cancer screening [25].

HIT solutions are needed to integrate community and 
clinical care. Data-sharing strategies that allow linkages 
at the patient, practice, and community level to coordi-
nate care and facilitate communication have been iden-
tified as one of the “grand challenges” that can help 
to shape the future of patient and community centered 
care [23].

4.1.2.4 Rethinking the Care Delivery System
A common need across the cancer control continuum 

is the need for seamless communication and coordination 
of care across settings, clinicians, and caregivers. This is 
particularly important for cancer care. For patients and 
caregivers, this can improve satisfaction and health out-
comes. For clinicians and practices, this can make the 
stresses of delivering care easier and it can align care 
activities and goals. Nationally, this can improve public 
health and reduce health care expenditures. For all of 
these reasons, it is worth continuing to explore and test 
new paradigms of care delivery.

Much like the PCMH model, the Accountable Care 
Organization (ACO) model strives to incentivize the 
triple aim of improved health, improved care delivery, 
and reduced cost by creating collective accountability for 
ACO participants to achieve quality and cost goals [26]. 
While rooted in primary care, ACO’s focus is on coor-
dinating care and managing transitions. An additional 
focus is preventing illness and managing the sickest 
patients who have the highest costs and worst out-
comes. Accordingly, preventing and treating cancer will 
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be essential ACO tasks. The success of the ACO model 
will likely rely on effective health information exchange 
among participants, which could pose logistical chal-
lenges for nonintegrated care delivery systems. While 
some ACO models have been proven to be successful 
for preventive care and management of common chronic 
conditions [27], whether the ACO model will be success-
ful for cancer care, particularly acute treatment, remains 
unproven. What is known is that engaging patients as 
partners in their care will be essential for any ACO-like 
model of care. What role patients and communities will 
play in shaping ACO initiatives beyond proposed qual-
ity metrics of patient satisfaction, is unclear.

4.2 OVERVIEW OF HIT TOOLS  
TO ENGAGE PATIENTS

Effective HIT, appropriately implemented and used, 
is critically needed to better engage patients in care. HIT 
has a prominent role in both the PCMH and ACO mod-
els of care. It needs to move beyond simply documenting 
care to promote patient activation through health infor-
mation sharing, patient education, and self-management 
tools; communication between patients and care teams; 
and population management including proactive out-
reach and reminders for patients and clinicians. The gen-
eral HIT tools to engage patients are electronic health 
records (EHRs), patient health records (PHRs) or patient 
portals, and patient e-health tools. These tools can sup-
port a wide range of engagement activities and are fun-
damentally changing the ways patients and clinicians 
interact.

4.2.1 Electronic Health Records

While originally functioning as a mere digital version 
of a patient’s paper chart, EHRs now go beyond storing 
patient data and are an informatics pillar for engaging 
patients in care. For their part, hospitals, health sys-
tems, and ambulatory practices have embraced EHRs 
and are working to implement and use EHRs to their full 
potential. Fully 80% of hospitals, over half of ambulatory 
practices, and two-thirds of primary care practices have 
adopted an EHR [28]. At its core, an EHR provides a 
place to create and manage a patient’s health informa-
tion in a standardized format. Since the information is 
digital, it can be shared with other health care organi-
zations, clinicians, and patients. This can allow for the 
aggregation of all pertinent patient information from 
multiple sources for both clinicians and patients.

By having and sharing information, the EHR serves 
as a rich clinical data repository for patients to access 
(described below) and to drive practice and clinician 
patient engagement activities. For example, as part of 

Meaningful Use—a $27 billion incentive program for 
practices and hospitals to adopt EHRs—clinicians are 
expected to give patients a clinical summary after office 
visits that includes basic clinical information such as care 
provided, old and new medications, upcoming appoint-
ments, and patient instructions. If done well, clinical 
summaries can raise awareness of what occurred dur-
ing the office visit, activate patients, and assist in care 
coordination. EHRs can also have embedded patient 
educational material both linked to and tailored by 
the patient’s clinical information. Alerts and reminders 
can use information in the EHR to prompt clinicians 
to engage with patients in certain ways and at certain 
times, such as prompting a motivational interviewing 
session during a teachable moment.

The EHR can be a key platform to coordinate team 
activities that support and engage patients. This can 
occur within and across care settings when EHR func-
tionality is interconnected. The simplest example of 
how an EHR can coordinate team activities is shar-
ing records, such as encounter notes or clinical sum-
maries that list and detail engagement activities. More 
robust systems can allow for the tasking of care team 
members and documenting completed steps. Further, 
the clinical information in the EHR is ideally suited to 
support population health management activities. This 
can allow practices to proactively identify and reach out 
to patients in need of care as well as track population 
health, adjusted for illness severity, and nationally and 
regionally benchmarked.

4.2.2 Patient Portals and Personal 
Health Records

Patient portals and PHRs serve as a focal point of 
entry for patients to access, manage, and act on their 
health information. Two distinct options are available: 
(1) stand-alone PHRs offered by industry, health insur-
ance plans, or others; and (2) integrated PHRs, often 
referred to as patient portals, that function more as an 
extension of a practice’s or health system’s EHR for 
patients. There is some debate as to which model will 
benefit patients more [29]. Both can be linked to existing 
patient clinical data and both can provide similar func-
tionality. A distinct advantage of integrated PHRs is that 
they can allow for more patient–clinician interaction. 
Conversely, integrated PHRs may lack key health infor-
mation if the clinician’s EHR is not integrated into a 
broader health information network. To a large extent, 
Meaningful Use is driving clinicians to rapidly adopt and 
promote integrated PHRs. In some cases, this results in 
patients having multiple PHRs with multiple clinicians 
to access and maintain. In the future, the distinction 
between these two types of PHRs may become blurred 
as PHR functionality becomes more standardized, health 
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information is more broadly exchanged, and systems 
become more interoperable and integrated.

Another aspect of PHRs is that they are a central tool 
for engaging patients. One function that patients have 
widely adopted is the provision of secure email messag-
ing. This gives patients increased access to their health 
care team, supports asynchronous care, and streamlines 
the workflow within practices. Secure messaging has been 
shown to improve quality outcomes, patient satisfaction, 
self-management, and care delivery [30,31]. Secure mes-
saging is a core functionality for most integrated PHRs 
and is among one of the more highly used PHR functions 
[32,33]. While clinicians initially feared secure messaging 
would add to their busy workload, on the whole this 
fear has not been realized. In fact, clinicians often report 
reduced workload through easier communication. This 
can make tasks, like informing patients of laboratory 
results, faster and easier. The second core functionality 
of PHRs is sharing health information with patients. This 
can be as simple as showing a list of medications, diag-
noses, and allergies. Or it can be more robust and include 
laboratory and radiology results, clinical summaries, and 
even office notes. How much information is shared is 
determined by what information is accessible, the config-
ured PHR’s functionality, and what practices and health 
systems chose to show patients. Having access to this 
information has been shown to help patients feel better 
prepared for clinical encounters, know more about their 
health care, increase medication adherence, and gener-
ally be more engaged in care [34].

More advanced PHRs go beyond the basic patient 
engagement functions of secure messaging and sharing 
clinical information. Patient educational material can be 
linked to clinical information in PHRs such as diagnoses 
and medications, effectively directing patients to trusted 
sources of tailored information. This process is being 
put into place nationally with the MedlinePlus Connect 
initiative. Educational material can even be tailored to a 
patient’s specific clinical profile [31]. While highly use-
ful and valuable for patients, this is more complicated 
to create and maintain. PHRs can also show patients a 
status of where they are at with receiving recommended 
care and alert them as they become overdue for services. 
The PHR can serve as a mechanism for patients to share 
patient-reported information with their care team. This 
may include (1) important elements of the health his-
tory such as family history, health behaviors, and mental 
health symptoms; (2) patient values, goals, and pref-
erences needed to make clinical decisions; (3) patient 
priorities to guide care; (4) specific complaints and symp-
toms; or (5) even patient-reported outcomes (PROs) that 
can be used to assess and measure the quality of care. 
Further, the PHR can be a place where patients receive 
asynchronous care, beyond secure messaging, such 
as virtual encounters through clinician–patient video. 

PHRs of the future could even provide patients person-
alized health information about their community, home 
and work environments, and occupational hazards and 
opportunities.

4.2.3 Patient e-Health Tools

Patient e-health tools are a broad category of elec-
tronic tools and services that are patient oriented such 
as personal monitoring devices, mobile health appli-
cations, and Internet resources [35]. Target users can 
include patients, families, and caregivers. While patient 
e-health tools represent a rapidly expanding market, the 
current use of these tools and their impact on health 
is not fully understood and their potential to improve 
health has also not been fully realized.

More than 80% of US Internet users have searched 
for health information online. Devices and applications 
to track and monitor health are widely available for 
patients to use. The technology to support patients pas-
sively monitoring everything from daily exercise to sleep 
quality to exposure to local environmental health haz-
ards (eg, air quality) is rapidly advancing. Additionally, 
these tools have unprecedented capacity to instantly 
access massive amounts of data to help inform patients 
(eg, nutritional information from food barcodes). While 
evidence is emerging that using patient e-health tools 
improve health, a major limitation with many of these 
tools is that they are not integrated into the health care 
delivery system. Patients often have no way of sharing 
information from these tools with their care team.

4.2.4 A National Strategy to Promote HIT 
for Patient Engagement

In the United States, the Office of the National 
Coordinator (ONC) has developed a strategy to advance 
the use of patient engagement through HIT called the 
“Three A’s” strategy [35]. The first A, and what ONC has 
the greatest ability to control, is to increase patient access 
to HIT. Access is being promoted through Meaningful 
Use. In addition to promoting HIT adoption, Meaningful 
Use includes EHR/PHR functionality and use man-
dates that engage patients like secure messaging, clini-
cal summaries, patient reminders, patient educational 
material, and basic patient-reported information (eg, 
family history and advanced directives). Access is also 
being promoted through the Blue Button Pledge pro-
gram, which can allow patients to download their health 
information from data holders via a standardized “Blue 
Button” and can allow sharing of health information via 
Direct (a standardized way of pushing data to where it 
is needed).

The second A stands for enabling action. ONC is com-
mitted to supporting developers who enable e-health 
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tools. This includes supporting ongoing initiatives like 
the Blue Button Pledge program and periodic “chal-
lenges” and pilot programs to fund new and innovative 
patient engagement activities that can be nationally dis-
seminated. The final A is for efforts to shift patient and 
clinician attitudes toward patient engagement through 
HIT. This includes fostering trust in privacy and security, 
supporting patients’ rights to access health information, 
and using the power of storytelling to share examples of 
how patient engagement is improving health outcomes.

4.2.5 General Limitations of Current Systems

Despite the potential for HIT to engage patients in 
their care, clinicians and patients alike are quick to com-
plain about the current state of HIT. Many clinicians’ 
lives revolve around their EHR. It is common for a clini-
cian to simultaneously access, view, and enter informa-
tion in his or her EHR throughout a patient encounter. 
Many clinicians spend personal time in front of their 
computers completing tasks and messaging patients. As 
a result, many clinicians express frustration with their 
EHRs. Clinicians state that their EHRs have limited func-
tionality and this aspect creates extra work as clerical and 
data entry tasks are added to their already overburdened 
workloads [36]. They also find that taking a computer 
into the exam room can detract from clinician–patient 
communication and relationship building. Additionally, 
while documentation of structured clinical data may be 
improving, the importance of patient narrative is increas-
ingly ignored [37].

Many have questioned whether HIT and the 
Meaningful Use objectives directing their design support 
health care delivery models such as ACOs, the PCMH, 
and even primary and ambulatory care more broadly 
[38–40]. EHRs and PHRs remain disease-focused rather 
than whole-person focused. Critical health influences 
are often not included such as personal risk factors, 
health behaviors, family structure and dynamics, social 
determinants of health, and occupational and environ-
mental influences. Recently, five national primary care 
organizations developed consensus recommendations 
that identify additional HIT functionality that clinicians 
need to provide care to and engage patients; key func-
tionality needs included:

1. Human factors design to ensure that technology 
supports users’ needs;

2. Enhanced extraction, interpretation prioritization, 
and presentation of critical health information for 
individual patients at the point of care and for a 
clinician’s patient panel;

3. Advanced information exchange to coordinate care 
across clinicians and settings;

4. Greater patient engagement tools and supports;

5. Population management innovations, including 
predictive analytics, to proactively deliver care 
outside of traditional office visits;

6. Environmental and community information such as 
local resources and social determinants of health;

7. Reduced documentation burden; and
8. Integration of care across settings—particularly 

between the health care setting and community [40].

From a patient perspective, a major obstacle to 
increased use of HIT is lack of access to tools, not a lack 
of interest. When given the opportunity to access and 
review their health information online or communicate 
with their clinician electronically, the vast majority of 
patients do so [34]. Despite concerns about the “digital 
divide,” age, education, race, ethnicity, and income are 
poor indicators of which patients will use HIT. In fact, 
HIT may prove to be a valuable tool for reducing health 
disparities [41]. Notwithstanding interest, patients do 
worry about their medical records going digital, express-
ing fears about whether their privacy and confidential-
ity can be truly maintained in an era when access to 
patients’ health information has such value [42].

4.2.6 A Model for Making HIT 
More Patient-Centered

In 2011, Krist and Woolf identified five levels of functio-
nality for well-designed patient-centered HIT systems— 
collecting patient-reported information, collecting 
existing clinical information from multiple sources, 
translating information into lay language, making rec-
ommendations by applying information to guidelines, 
and facilitating informed patient action (see Fig. 4.2) 
[43]. Depending on the purpose of the HIT tool, some 
or all of these functionalities will be important. This 
model is particularly applicable when applied to PHRs.

Overall, patient-centered HIT tools must be relevant, 
helpful, and easy for patients to access and use [44]. Ideally, 
they will also be interactive so as to provide patients with 
relevant feedback about questions or concerns they may 
have. The best systems can match the unique health infor-
mation needs and orientations of individual patients to be 
personally relevant, informative, and useful. Particularly 
important for oncology care, patient-centered HIT sys-
tems should also be sensitive to the emotional states of 
users, provide sensitive and caring responses, and rein-
force the development of a trusting clinician–patient rela-
tionship. Key questions that can help guide the design of 
patient-centered systems include:

●	 How interactive is the HIT system? Does the system 
enable patients to ask questions and receive relevant 
answers? Can patients provide feedback about their 
care and about use of the system? Can the system 
be designed to elicit information from patients?
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●	 Is the HIT system designed to capture audience 
attention? Is the system interesting, relevant, and 
enjoyable for patients to use? If not, patients may be 
reluctant to use health information systems.

●	 Does the HIT system communicate health information 
clearly? Is the information easy for patients to 
understand, apply to their own health situations, 
and use to make informed health decisions?

●	 Does the HIT system communicate health information 
compellingly? Do messages encourage patients to 
participate in decision making, motivate them 
to engage in care, and persuade them to follow 
medical recommendations?

●	 Does the HIT system communicate humanely and 
sensitively? Is the system relationally-sensitive, 
providing the patient empathy, social support, and 
encouragement to build their personal resilience and 
well-being?

●	 Will the system adapt to unique user communication 
orientations? Can the system accommodate the 

patient’s preferred language, education level, 
literacy and numeracy level, and personal interests 
in a culturally sensitive manner?

●	 Does the HIT system provide patients with health content 
information that is relevant to their specific health 
conditions, concerns, and information needs? Can the 
system match information provided to patients with 
their unique health history, health risk profile, and 
treatment and prevention schedule?

●	 Will the HIT system promote immediacy? Immediacy 
refers to communication that is engaging, personally 
involving, and dramatic so as to encourage 
feelings of interest, closeness, and excitement. 
Communicating with high levels of immediacy 
enhances attention, learning, cooperation, and 
satisfaction [45].

If clinical information is required to support a patient-
centered HIT tool, it should be accessed from existing 
sources whenever possible. Patients cannot be expected 

FIGURE 4.2 Five levels of functionality to help make HIT more patient-centered. Source: Adapted from Krist AH, Woolf SH. A vision for patient-
centered health information systems. JAMA 2011;305(3):300–1.
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to remember, or even to have to keep track of details such 
as diagnoses, laboratory dates and results, pathology 
reports, complex chemotherapy, or radiation treatments, 
etc. Likewise, for many patient-centered HIT tools, 
mere clinical information is not enough. Information 
only known by patients, such as how they think or feel 
or what they want, must be provided by the patient. 
Patient-centered HIT can bring together information 
to share with the care team and uniquely activate and 
engage patients (Level 1 and Level 2 functionality).

Presenting clinical content in lay or plain language 
is another critical element of patient-centered HIT. 
Some systems confuse rather than inform patients. This 
is especially true for patients with lower health liter-
acy. Medical records are notoriously difficult for most 
patients to understand. Merely showing existing clinical 
content presents a health literacy challenge for almost 
any patient. This is more complicated when people are 
sick and may not think as clearly as usual and when 
they are concerned and even fearful about their health 
conditions. They may be cognitively impaired by medi-
cations, pain, nausea, fatigue, and a whole host of con-
ditions that further interfere with communication. It is 
not surprising that patients who are confronting serious 
health problems such as cancer often experience difficul-
ties understanding complex health information.

Beyond merely aggregating and showing patients 
their health information, higher functioning patient-
centered systems can render clinical advice. This can be 
automated through applied logic grounded on evidence-
based guidelines and standards of care. Alternatively, 
the system can allow for members of the patient’s health 
care team to define displayed clinical advice. There are 
challenges with both automated and clinician defined 
advice. Providing clinician defined advice is more time-
consuming and may not be timely. It may also at times 
depart from evidence-based guidelines. Automated 
advice can help to reinforce guideline-based care, but it 
may be spurious or too generic advice—correct for the 
general population, but wrong for an individual patient. 
In either scenario, there may be multiple guidelines or 
standards of care, deciding which an HIT system will 
follow needs justification.

Most critical to engaging patients in their care is the 
fifth level of functionality, helping patients to take action. 
This level of functionality is often necessary to improve 
both care delivery and health outcomes. This can be done 
through personalizing information to increase its rel-
evance to patients, motivating patients through persua-
sive and tailored content, supporting self-management, 
and even providing logistical support and follow-up. 
Ideally, this would all be done in coordination with the 
patient’s care team.

Regrettably, most HIT programs do not live up to these 
patient-centered communication standards. Many HIT 

systems are overly complex, formal, technical, and diffi-
cult to use. The information they provide is often just the 
basic medical facts, presented in relatively dispassionate, 
boring, and unimaginative ways. Even worse, the health 
promotion messages provided on many of these HIT sys-
tems can sometimes actually be insulting and disempow-
ering to patients. Advice and content to promote action 
can be overly directive and prescriptive or presented as 
inflexible, static one-way messages, with minimal inter-
action and opportunities for patient involvement. Much 
of the design emphasis to date has needed to focus 
on technical issues rather than on making the system 
effective at patient communication. This is a limitation 
given that health promoting communication is an intri-
cate, interactive process that depends on the quality of 
relevant adaptive messages that are exchanged over time.

4.2.6.1 MyPreventiveCare: A Patient-Centered 
Design Success

One successful patient-centered design story is the 
MyPreventiveCare application to promote US Preventive 
Services Task Force (USPSTF) recommendations, which is 
generically called an interactive preventive health record 
(IPHR). Details of the MyPreventiveCare IPHR design 
have been previously published and sample content is 
available online [31,46]. In brief, the MyPreventiveCare 
IPHR functions as an application integrated into a clini-
cian’s EHR and integrated PHR. A patient can log into 
their clinician’s PHR and click on the MyPreventiveCare 
icon. Using existing single sign on solutions patient 
credentials are passed to the MyPreventiveCare IPHR, 
which extracts hundreds of clinical data elements from 
the EHR database. Patients also complete a health risk 
assessment (HRA) and enter needed clinical information 
not extractable from the EHR.

The IPHR applies programmed logic, based on the 
USPSTF recommendations and dozens of additional 
chronic care recommendations, to generate a personally 
tailored list of prevention and chronic care recommenda-
tions. The interface offers patients hyperlinks to detailed 
personal messages that explain each preventive service 
or chronic care need and its rationale. The messages 
reference relevant details in the patient’s history (eg, 
prior laboratory test values and dates), includes links 
to evidence-based educational material and decision 
aids, summarizes next steps, and provides action but-
tons so patients to initiate and follow through on care 
recommendations. Message content is modeled after 
Healthfinder, but personalized to each patient’s profile. 
Patients are further able to use this content to prepare 
for visits that includes an opportunity for the patient 
to update his/her medical record, review needed care 
that will be discussed at the visit, SDM tools (described 
in detail below), prioritization exercises, and an oppor-
tunity for the patient to share his/her confidence with 
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making health behavior changes or improving uncon-
trolled chronic conditions. After the patient uses the 
MyPreventiveCare IPHR, the system automatically for-
wards a summary to the EHR inbox of the patient’s cli-
nician, which can be used for proactive identification of 
care needs outside of visits and serve as standing orders 
for care team members to initiate care.

A unique element of the MyPreventiveCare IPHR 
design is that it was built using principles promoted by 
the PCORI in their methodology report. Throughout the 
design, implementation, and evaluation process, clini-
cians and patients were engaged as codevelopers and 
coinvestigators. This results in a design that patients 
and clinicians valued, met their needs, and could be 
integrated into the primary care practice workflow. As 
a result of this process, participants developed a nation-
ally disseminated implementation guide [47]. Nearly 
200 clinicians and more than 70,000 patients routinely 
use the system. Additionally, in a randomized controlled 
trial, MyPreventiveCare IPHR users were twice as likely 
as nonusers to be up-to-date on all indicated preventive 
services postintervention and screening rates increased 
by 9–23% for colorectal, breast, and cervical cancer 
screening among users [31]. Practices also successfully 
incorporated the IPHR into their workflow—using it 
to prepare patients for visits, augment health behavior 
counseling discussions, explain test results, issue auto-
matic patient reminders for overdue services, prompt 
clinicians about services patients need during encoun-
ters, and formulate personalized prevention plans.

4.3 KEY PATIENT ENGAGEMENT 
ACTIVITIES

4.3.1 Empowering Patients With Health 
Information

Relevant, timely, and accurate health information is 
arguably the most important resource for empowering 
patients to enable them to participate fully in making 
important health care decisions and directing their care. 
This is especially relevant for cancer care, where there 
are often so many factors to consider when making the 
best health care choices [48]. Cancer is a complex array 
of health challenges, with many different sites, stages, 
causes, screening strategies, treatment strategies, and 
prognoses. Patients need an overwhelming amount of 
specific and detailed information to understand and 
manage their health. To add to this complex informa-
tion environment, active programs of cancer research are 
rapidly generating new knowledge about the biological 
mechanisms underlying different forms of cancer, new 
screening and diagnostic techniques, and new forms of 
treatment and care for different cancers.

It is very difficult for patients to find and navigate use-
ful evidence-based information [49]. Adding to the com-
plexity of the process, cancer is an emotionally charged 
topic, because it is both common and life-threatening. 
Receiving a diagnosis of cancer can be a major shock to 
most patients. Accordingly, cancer communication HIT 
programs need to not only address information needs 
but also psychological and socioemotional needs. Care 
must be taken to provide patients information without 
confusing or upsetting them. These patient information 
needs are clearly articulated in Jessie Grumman’s book, 
“AfterShock: What to do when the doctor gives you—
or someone you love—a devastating diagnosis.” Patient 
education and engagement are central to coping with 
cancer and HIT is viewed as a powerful tool to promote 
these ideals [50].

4.3.1.1 Three Ways HIT Can Inform  
and Educate Patients

Patients’ most basic information need is to have access 
to their own personal health information. This concept is 
echoed in e-Patient Dave’s constant mantra, “Gimme my 
damn data!” Although patients have the legal right to 
their information, access has been constrained culturally 
and technically. Meaningful Use (stage 2) is beginning 
to tackle this problem by mandating the provision of 
clinical summaries to patients after 50% of office vis-
its and providing patients summaries for 65% of care 
transitions including up-to-date problem, medication, 
and allergy lists. Similarly, PHRs are increasingly giv-
ing patients increased on demand access to view their 
most up-to-date health information. PHRs are serving 
as a platform to electronically share clinical summaries 
and care transition plans. The OpenNotes movement is 
pushing patient access to health information even further 
by advocating for giving patients access to their entire 
health record, including clinician notes. Some clinicians 
have expressed concerns with giving patients full access 
to all of their health information fearing that it will lead 
to confusion and worry, while creating extra work for cli-
nicians to explain information and address unfounded 
patient concerns. These fears have largely been unreal-
ized. Multiple OpenNotes studies have demonstrated 
that sharing this information results in increased patient 
preparation for visits, greater understanding of condi-
tions, better care plan recall, improved treatment adher-
ence, and feeling more in control of health. Clinicians 
largely do not report extra work. Most patients did not 
contact their clinician in response to reviewing notes and 
the ones who did largely wanted to know more about 
their health issues, medications, and results, represent-
ing an opportunity for increased patient understanding 
and partnership [51].

Another major way that HIT can help inform patients 
is to increase access to educational material. Most 
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patients are already online searching for health infor-
mation and there is an overwhelming amount of infor-
mation available to patients today. Some information is 
of questionable value and the volume of information 
can make it difficult for patients to find the informa-
tion that their clinician would want them to review. To 
cope with these challenges, patients may use trusted 
sources of information such as www.cancer.gov, www.
cancer.org, www.mayoclinic.org, www.webmd.com. 
Patients may also use their clinician’s PHR as an entry 
point to access educational material endorsed by their 
clinician. Meaningful Use (stage 2) mandates the pro-
vision of patient-specific education resources for 10% 
of patient encounters. Some EHRs have partnered with 
educational companies (eg, HealthWise and Up-to-
Date) to incorporate educational material into the EHR. 
Through the EHR’s computerized physician order entry 
system, clinicians can “order” educational material to be 
printed or emailed to their patient. An alternative solu-
tion has been to link educational material to diagnoses, 
medications, and laboratory tests within a PHR. This 
can be accomplished through tools like MedlinePlus 
Connect, a free service provided by the National Library 
of Medicine that directs patients to educational materials 
and videos. Another example is the MyPreventiveCare 
IPHR described above that linked patients to tailored 
educational material, calculators, planning tools, and 
logistical support for preventive and chronic care based 
on their clinical profile and national guidelines. Many 
studies have clearly demonstrated that the provision of 
patient educational material can benefit a range of can-
cer issues such as screening, health behaviors, decision 
making, treatment adherence, management of treatment 
complications, and pain management.

HIT can also support patient education by linking 
patients with experts and other patients to share first-
hand knowledge and personal experiences. HIT can allow 
patients to connect virtually as individuals or groups as 
well as anonymously or identifiably. One example is the 
social network site PatientsLikeMe, described in more 
detail in Chapter 16. These connections can help patients 
learn how to address psychosocial needs, learn about 
uncommon conditions, and normalize experiences.

Many challenges remain with providing patients 
information to promote patient engagement in care. 
Patient health information may be stored in multiple 
information silos. PHRs that only access some informa-
tion silos will be incomplete. Much of the documenta-
tion created as part of care is designed for clinicians. 
It contains technical language and is not formatted for 
patients, suggesting a need to reengineer antiquated 
clinical notes, diagnosis lists, and other clinical data ele-
ments to be more patient-centered. Overall, to be ben-
eficial patients need the right educational material at 
the right time. Yet the workflow to provide information 

largely depends on patients finding information on 
their initiative or clinicians identifying information for 
patients. Smart mechanisms to anticipate and automate 
patient information needs are needed.

4.3.2 Gathering Patient-Reported Information

Another promising way that HIT can engage patients in 
their care is to facilitate the collection of patient-reported 
information. There is a range of patient-reported activi-
ties that can include (1) review and update of health 
information; (2) share health behaviors; (3) complete 
mental health screen; (4) identify goals, preferences, and 
priorities; (5) report symptoms and narrative; (6) share 
self-monitoring metrics; and (7) provide PROs. Patient-
reported information is a powerful tool that can inject 
the patient’s voice into the medical record informing and 
guiding care. It can occur in an unstructured manner 
as exemplified by a patient initiating a secure message 
to the clinician. Or it can occur in a structured man-
ner at key touch points in the care delivery process as 
when a patient is asked to complete a Patient Health 
Questionnaire-2 to screen for depression prior to a visit 
and responses are stored as part of the standard data 
architecture.

Giving patients access to their medical record will 
result in their identifying inaccuracies. Inaccuracies may 
be the result of outdated information, care delivered, 
and changes made in other settings, or patient–clinician 
misperceptions. In the MyPreventiveCare IPHR study 
previously described, 59% of patients identified and 
updated their preventive and chronic care information 
after reviewing their record and almost universally, cli-
nicians accepted these changes and incorporated them 
into the patient’s record [31]. HIT solutions that facilitate 
the patient identification and correction of information 
can not only improve documentation but also reduce 
clinician workload. For example, avatars have been 
successfully used to automate medication reconciliation 
during discharge planning. Some patients even pre-
ferred interacting with the avatar than a clinician [52].

A cornerstone of any encounter is eliciting the 
patient’s story. This is fundamental to making a diag-
nosis, guiding treatment, identifying and preventing 
health risks, and monitoring for illness recurrence. HIT 
is increasingly used as a tool to initially collect history of 
the present illness or symptoms as exemplified by tools 
like Instant Medical History. HIT is also increasingly 
used by patients to self-monitor their health and some 
of these tools even allow patients to share this informa-
tion with their clinician. Initiating the exchange of basic 
information prior to encounters and giving patients a 
chance to think through the issues they want to discuss 
with their clinician can make encounters more focused 
and productive.

http://www.cancer.gov
http://www.cancer.org
http://www.cancer.org
http://www.mayoclinic.org
http://www.webmd.com
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While clinicians agree that knowing about patient’s 
health behaviors and mental health is an important part 
of caring for patients, routinely collecting this informa-
tion among all the other competing clinical demands is 
difficult. This applies to both the primary care setting for 
the provision of preventive care and the specialty setting 
for the provision of cancer care. Unhealthy behaviors and 
mental health needs are ubiquitous and lead to increased 
morbidity and mortality in all patients. To encourage 
the routine collection of this information, the Centers 
for Medicare & Medicaid Services (CMS) has mandated 
the routine provision of patient-centered HRAs, also 
known as a health risk assessment plus (HRA Plus), as 
part of an Annual Wellness Visit. An HRA Plus system-
atically screens for health behavior and mental health 
risks, allows patients to prioritize concerns, provides 
immediate feedback, supports goal setting, alerts clini-
cians to patients’ concerns, provides follow-up activities, 
and monitors progress toward achieving improvement 
goals [53].

The final domain of patient-reported information 
is the collection of PROs. PROs include any patient-
reported health status for physical, mental, and social 
well-being. PROs are increasingly used as outcomes in 
research studies, tools to understand the patient experi-
ence when receiving clinical care, and measures of the 
quality of care being provided. The power of PROs is 
that the information collected cannot be found in tra-
ditional clinical measures. The National Institutes of 
Health has funded the development and widespread 
adoption of a set of PROs that can be used across a wide 
variety of conditions and patient populations called the 
Patient Reported Outcomes Measurement Information 
System (PROMIS) tools.

One challenge with collecting patient-reported infor-
mation is integrating the process into the existing care 
workflow. A critical consideration is ensuring that the 
patient is queried at the right time and that the responses 
reach the clinician at the right time. The simplest work-
flow is to have the patient report information prior to 
an encounter and deliver the information to the clinician 
during the encounter as this is an easy time to act on the 
information. Querying patients outside of encounters 
can more proactively identify issues, but this requires a 
mechanism to decide what patient-reported information 
should be assessed and a mechanism to alert the right 
care team member when response to the information is 
needed. Building upon a clinician’s EHR/PHR infra-
structure can facilitate this process.

While patient-reported information is often directly 
collected by clinicians and practice personal during 
patient interactions, HIT can facilitate a more effec-
tive and less labor intensive process. The My Own 
Health Report (MOHR) study highlights the value of 
HIT for collecting patient-reported information. In this 

cluster-randomized pragmatic trial, nine diverse pairs 
of primary care practices were asked to field the MOHR 
HRA Plus, which addressed diet, exercise, smoking, 
alcohol, drug use, stress, depression, anxiety, and sleep. 
Prior to wellness and chronic care visits patients were 
invited to complete MOHR and a summary of responses 
were sent electronically to clinicians for review with 
patients during the encounter. MOHR included ques-
tions to assess behaviors and mental health; classification 
of responses as to no, some, or high concern; motiva-
tional feedback for patients including initial improve-
ment steps and a space to create SMART goals (specific, 
measurable, achievable, realistic, and timely); and an 
opportunity to define which risks patients wanted to 
change and discuss with the clinician. Study outcomes 
included whether this process was feasible in primary 
care, the frequency and prioritization of patient health 
risks, and the influence of the process on goal setting, 
health behaviors, and mental health. Collectively, the 
results told an interesting story. It was feasible to field 
an HRA Plus in primary care—1782 of 3591 approached 
patients completed MOHR. Fielding the HRA Plus was 
labor intensive, adding nearly 23 minutes to already 
busy encounters, but highly valuable, identifying an 
average of 5.8 unhealthy behaviors and mental health 
concerns among respondents and increasing the num-
ber of patients who reported they made a goal to make 
changes and actually made an improvement [54,55].

Several needs remain in order for HIT to more fully 
support the process of patient-reported information. 
Agreement is needed as to the best domains and specific 
questions to solicit patient-reported information. The 
PROMIS measures are working to standardize PROs. 
A recent IOM committee started the process of stan-
dardizing social and behavioral domains [56]. Further, 
data standards are needed for the storage and exchange 
of patient-reported information. Cultural changes from 
patients and clinicians are needed to set the expecta-
tion that patients will report information and clinicians 
will review and access patient-reported information. 
Collectively, HIT can provide the much needed infra-
structure to support all of these needed activities.

4.3.3 Engaging Patients in Medical  
Decision Making

Across the cancer control continuum, clinicians and 
patients face a range of medical decisions. Decisions 
might include, but are not limited to, whether to make 
a health behavior change, when to start or how to get 
screened, how to prioritize competing needs, which 
treatment option to start, or when to change or stop a 
treatment. Some decisions are straightforward, with one 
clear ideal choice. However, many decisions have mul-
tiple options, each with a different profile of advantages 
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and disadvantages. Some decisions are best made on 
clinical grounds, based on the nature of the condition, 
the patient’s personal risks, comorbidities, or contrain-
dications. Other decisions must be made based on the 
patient’s values, preferences, and life circumstances. 
These decisions benefit from patient engagement and 
participation in the decision-making process.

There is growing emphasis on shifting the traditional 
paternalistic health care delivery model, in which clini-
cians make choices for patients, to one in which clini-
cians serve as navigators and not pilots, and patients 
make their medical decisions. Engaging patients in 
medical decision making can be recommended for 
a number of reasons. From an ethical perspective, it 
supports patient autonomy and self-determination. 
Interpersonally, an engaged decision-making process 
promotes confidence and trust in the clinician–patient 
relationship. Educationally, it improves knowledge, sets 
reasonable expectations about benefits and harms, and 
reduces decision conflict. Ultimately, the consequences 
of a patient’s choice cannot be shared with anyone else 
and the patient must suffer or enjoy the outcomes associ-
ated with medical decisions.

4.3.3.1 Examples of Decisions That Require 
Patient Engagement

Four examples highlight the range of cancer control 
continuum decisions benefiting from patient engage-
ment: (1) whether to make a health behavior change, 
(2) whether, when, and how to get cancer screening, 
(3) which cancer treatment to receive, and (4) when to 
stop a treatment. Quitting smoking is one of the best deci-
sions a patient can make. Clinicians often tell patients to 
quit smoking, but ultimately the patient must agree and 
choose to make a change. This decision often occurs 
over time in the primary care, specialty, community, 
and home setting, with multiple clinicians repeating 
and reinforcing the recommendations over time until the 
patient is ready to change. Even once a patient decides 
to quit, further details must be decided. When to quit? 
How to quit? What additional supports are needed (eg, 
smoking cessation medications, nicotine replacement, or 
behavioral counseling)?

For many cancer screening services there are deci-
sions that require patient engagement [57]. These deci-
sions typically occur in primary care settings and may 
be part of a wellness, acute care, or chronic care visit—
frequently with limited time for making a fully informed 
decision. One example is the age to start breast cancer 
screening. There is a close balance of benefits and harms 
with starting mammograms before the age of 50. As 
a result, whether a woman in her forties should get 
a mammogram depends on her personal risks, values, 
and preferences. Similarly prostate cancer screening may 
have limited or no benefit, yet many men want to be 

screened. Even colon cancer screening, which is clearly 
beneficial, has several screening options (eg, colonos-
copy or stool testing).

Once diagnosed with cancer, patients may face sev-
eral equally effective treatment options with different 
benefits and harms. Making a treatment decision often 
requires inputs and discussions with multiple members 
of the care team (eg, primary care clinician, oncologist, 
or surgeon). Since these are viewed as “bigger” deci-
sions, patients and clinicians often schedule one or more 
office visits dedicated just to making a treatment deci-
sion. Two classic examples include whether to have a 
radical prostatectomy versus watchful waiting for men 
with prostate cancer and whether to have a modified 
radical mastectomy or lumpectomy with radiation for 
women with early stage breast cancer. In both examples, 
the first treatment is more aggressive and may be valued 
by those concerned about spread or recurrence while the 
second treatment spares the prostate or breast and may 
be valued by those who want less invasive treatment. 
In both examples, each treatment has similar long-term 
survival and recurrence rates and are acceptable choices.

When to stop cancer treatment is another difficult 
decision faced by patients whose cancer treatment is not 
going well. This can be an abrupt decision if a patient 
is experiencing complications from treatments or rapid 
cancer progression. Ideally, this type of decision can 
be made over a longer period of time, starting when 
a patient considers end-of-life planning even prior to 
being diagnosed with cancer (see Section 4.3.5). This 
complex decision involves multiple family members 
in addition to the patient. In some cases, the patient 
may not be capable of making the decision. Given these 
issues, accurate information about patient wishes and 
documentation are critically important.

4.3.3.2 Decision-Making Models
There is a large body of evidence about how best to 

support patients with medical decisions that addresses 
decision-making models, the decision-making process, 
and aids to support decisions. Two decision-making 
models that are often used interchangeably include 
shared decision making and informed decision making. SDM 
is broadly defined as a process in which patients are 
engaged as active partners with their clinician in clari-
fying medical options and choosing a preferred course 
of care. The USPSTF believes a shared decision is one in 
which (1) the patient understands the risk and serious-
ness of the condition being addressed; (2) understands 
the service including the risks, benefits, alternatives, and 
uncertainties; (3) has weighed his or her values regard-
ing potential benefits and harms of the service; and (4) is 
engaged in the decision at the desired level [58].

Some consider informed decision making as a broader 
process that also encompasses SDM and can occur in the 
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health care setting or community with the intention of 
informing an individual’s decision [59]. The emphasis of 
informed decision making is more about the end result 
of the patient’s knowledge about the decision, while 
SDM focuses more on the process of how a decision 
is made. Informed decision making parallels the idea 
of informed consent for research participation. In fact, 
undergoing a formal informed consent process may be 
warranted for big decisions, like surgery. Some even 
advocate formal informed consent for decisions like can-
cer screening, although practically implementing such a 
policy would be time-consuming and difficult.

Decision aids are a well-established tool for engaging 
patients in decisions [60]. Decision aids may be pam-
phlets, videos, or web-based tools. They are designed 
to make the decision explicit, describe the options and 
their associated benefits and harms, and help patients 
consider options from a personal perspective. To date, 
decision aids have been demonstrated to increase 
patient knowledge, lower decisional conflict related to 
feeling uninformed about options, increase the propor-
tion of patients actively involved with decision making, 
improve satisfaction with the decision and decision-
making process, increase the proportion choosing not 
to get screened with tests that have a close balance of 
benefits and harms, and reduce the proportion choosing 
more invasive treatments. There is mixed evidence sug-
gesting that using a decision aid may be more burden-
some for clinicians, requiring more time during visits. 
Decision aids that demonstrate probabilities and explic-
itly help patients weigh values in a patient-centered 
manner seem to be more effective in engaging patients.

Another strategy to engage patients in decision mak-
ing is to incorporate other members of the care team in 
the process (eg, nurses) or even create new positions 
dedicated solely to helping patients make decisions (eg, 
decision coaches) [61]. This is consistent with the PCMH 
and ACO models in which all team members function 
at their highest level and it is not dependent on busy 
clinicians to accomplish every task.

While the logic for engaging patients in medical deci-
sion making is clear, it is often carried out in practice 
poorly. Clinicians are too busy for long discussions; few 
can quote accurate data or separate themselves from 
their own biases; and many lack the training, aptitude, 
or incentives to apply patient preferences, values, and 
life circumstances to decisions. Patients themselves may 
not understand that there are multiple options and a 
decision to make; if they recognize that there is a choice, 
it may be difficult to understand the evidence of ben-
efits and harms to participate in decision making; and 
many may fear the consequences of making a decision. 
Decision aids, while beneficial, are infrequently used in 
practice and few practices have nonclinician staff help-
ing patients make decisions [62].

4.3.3.3 Using HIT for Decision Making
HIT can provide a solution to help clinicians and 

patients by facilitating information sharing; helping 
patients to understand information; personalizing esti-
mates of risks and benefits; standardizing presentation 
of information; promoting both automation and person-
to-person exchanges of information; and facilitating the 
decision-making process over time, distance, and deci-
sion-making participants.

Patients are frequently unaware that they have a choice 
to make and clinicians spend much of their limited time 
conveying basic information. As defined by the HealthIT.
gov National Learning Consortium, well-designed HIT 
systems can anticipate when patients will face a care 
choice, invite patients to participate in decisions, pres-
ent options, provide information about benefits and risks, 
and guide patients through evaluating options. All of this 
can occur prior to or outside of visits allowing clinicians 
to focus on higher level tasks like answering patient ques-
tions, ensuring patients understand the information, facil-
itating the decision, and assisting patients with following 
through on a decision. Automating this process whenever 
possible, rather than relying on clinician or staff initiation, 
will ensure routine and systematic implementation. This 
is easier for simple recurring decisions (eg, whether to 
be screened), but will require innovative informatics and 
workflow solutions for less common decisions.

To convey information in an objective, evidence-based 
manner, patient portals can direct patients to existing 
decision aids. High-quality aids are available at no cost 
from the Mayo Clinic and Ottawa Hospital Research 
Institute. Because expecting patients to identify the spe-
cific aid they need is a barrier, portals need embedded 
logic and easy navigational tools to direct patients to the 
right aid at the right time.

The next generation of patient educational material 
and decisions aids will focus on personalizing informa-
tion to fully support precision medicine [43]. Using exist-
ing evidence, modeling, and predictive analytics, generic 
information can be transformed to present personalized 
risks and benefits. This will require careful integration of 
decision aids with clinical information as well as ensur-
ing that models and analytics do not overstep evidence 
and misestimate an individual’s risks [63]. How informa-
tion is presented to patients is also critically important. 
Technology allows for sharing of video and interactive 
media that is more engaging and easy to understand. 
Information such as the number needed to treat (or 
screen) and the number needed to harm, may be of value 
to patients and clinicians (available from www.thennt.
com). Yet, both clinicians and patients have difficulty 
understanding information about risks and benefits and 
novel patient-centered methods of presenting quantita-
tive health information are critically needed—both in 
terms of content and technical advances [64,65].

http://www.thennt.com
http://www.thennt.com
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To close the loop, decision aids can share patient-
reported information with clinicians prior to visits. 
Important information includes where the patient is at 
with making a decision, additional information needs, 
comprehension of information, fears and worries, 
desired next steps, etc.

4.3.4 Patient Engagement to Manage 
Transitions of Care

Transitions in care occur for many medical condi-
tions, but perhaps no other diagnosis has the potential 
to incur as many transitions as cancer [66]. Transitions 
include, but are not limited to, primary care clinician to 
diagnostic testing, primary care clinician to oncologist, 
oncologist to other needed specialists, outpatient care to 
hospital care for cancer treatment (and back to outpatient 
care), outpatient care to hospital care for management of 
treatment complications (and back to outpatient care), 
oncologist to primary care clinician for management of 
other chronic conditions (and back to the oncologist for 
cancer care), and oncologist to primary care clinician for 
long-term survivorship care. Each of these transitions 
is a handoff when errors may occur, overarching care 
goals can become confused, and patients can get lost in 
the process. Each setting and each care team has related 
but distinct patient care roles, priorities, and competing 
demands. Each setting may have its own informatics 
infrastructure, which may or may not have some level 
of integration. Throughout transitions, patients and 
their caregivers need support. Poor information trans-
fer between clinicians during care transitions has been 
identified as a major problem and multiple interventions 
have focused on improving communication between 
clinicians [67]. Given that the patient is the one con-
stant across all transitions, robust patient engagement is 
another approach to manage transitions and help ensure 
continuity of care.

Findings from a 2011 systematic review of interven-
tions to improve cancer care continuity and outcomes 
during transitions highlight the challenges [68]. Fifty-
one studies tested case management strategies, shared 
care models, interdisciplinary teams, patient-held 
records, telephone follow-up, tele-health communica-
tion, enhanced medical records, and care protocols. 
None of the tested interventions improved continuity 
or the transition process. An added complexity is that 
patients receiving care from multiple clinicians often 
report not knowing who to contact for specific issues 
[67]. Patients may even feel intimidated about sharing 
concerns or symptoms out of fear of being perceived 
as complaining or questioning treatment; and patients 
may perceive that symptoms are just a part of what is 
to be expected, assuming that their symptoms may not 
be worth bringing up [69]. Clinicians need to create a 

safe and receptive environment that allows patients and 
caregivers to share information; and there needs to be 
clear designations as to who the patient should report 
information as well as an easy mechanism for the infor-
mation to be routed to the appropriate clinician.

In the United States, CMS is focused on improving 
the care transition process through payment reform and 
Meaningful Use requirements. To incent hospitals to do 
better discharge planning, payments are increasingly 
denied for “avoidable” readmissions. Stage 2 Meaningful 
Use is targeting all transitions in care by mandating 
the provision of care summaries for 65% of care transi-
tions. Care summaries must include up-to-date problem, 
medication, and allergy lists. The application of patient-
centered design to the electronic discharge process is 
beginning to show some benefits in terms of patient sat-
isfaction and the quality of discharge materials patients 
receive when leaving the hospital [70]. Whether these 
benefits will translate into reduced readmissions or 
improved health outcomes remains to be seen.

4.3.4.1 Engaging Patients to Manage Care 
Transitions

Patient navigation is one evidence-based strategy 
being applied to help manage care transitions across 
the cancer control continuum. Patient navigators were 
originally employed to help patients overcome socio-
economic barriers and get cancer screening and have 
been shown to reduce health disparities [71]. Patient 
navigators can guide patients through the complexities 
of the health care system to ensure patients get what 
they need when they need it and can even link patients 
to community resources. While mainly studied as a 
tool to promote screening, the American Cancer Society 
and Patient-Reported Outcomes Working Group cite 
the navigator concept as having promise for guiding 
patients through cancer treatment, symptom manage-
ment, managing late and long-term treatment effects, 
overcoming barriers to adopt healthy behaviors, and 
reducing caregiver burden [72,73].

Promoting patient self-management is another strat-
egy to support transitions in care. Self-management is 
one of six elements of the Chronic Care Model, a proven 
framework to guide quality improvement for a number 
of chronic conditions [74]. Cancer can also be viewed as 
a chronic illness and cancer care occurs in a continuum 
that stretches from prevention to the end of life. A review 
of self-management interventions designed to enable 
patients and caregivers to manage their cancer care iden-
tified benefits such as increased knowledge, symptom 
improvement, and better quality of life [75]. Notably, the 
authors point out that patient goals and willingness to 
participate in self-management may change over time. 
During active cancer treatment the focus is on report-
ing and managing symptoms, but once active cancer 
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treatment is complete prevention, health behaviors, and 
regaining or maintaining functional status become pri-
orities. Group visits may also prove useful in providing 
patient education, skills training, and support for groups 
of patients preparing for care transitions. Group visits 
have been used successfully for other conditions such 
as pregnancy, asthma, diabetes, and rheumatoid arthri-
tis. More recently, group visits have been shown to be 
useful in preparing patients for discharge after being 
newly diagnosed with breast cancer or in supporting 
survivorship planning for patients who have completed 
active treatment of their cancer [76,77].

All of the above strategies for supporting care 
transitions—providing patients clinical summaries, 
improving clinician–clinician communication, access to 
patient navigators, supporting self-management, and 
group visits—need HIT support for success. The creation 
of clinical summaries is currently a part of any certi-
fied EHR, but the next generation of patient-centered 
summaries to provide more robust support is still being 
developed. Clinician–clinician communication needs 
informatics infrastructure to allow easy and seamless 
transfer for relevant clinical information and governance 
to ensure that clinicians and patients are on the same page 
about what information is shared and when it is shared. 
Some have advocated for a unique “Wiki” style approach 
to information sharing, in which multiple users in differ-
ent settings can contribute to and benefit from informa-
tion in a medical record system over time. This model 
would allow for real-time data sharing, links to outside 
resources, and a dynamic communication system of 
communication that can be adapted to different settings 
[78]. The benefits of patient navigators and group visits 
will be severely attenuated if activities and decisions are 
not shared with the care team. HIT can support this 
communication as well as connect navigators to patients 
and bring groups of like patients together. HIT can even 
automate the provision of self-management resources 
to patients, track patient success with self-management, 
and alert the care team when self-management is not 
working or has identified concerning findings.

4.3.5 Engaging Patients and Caregivers 
for Survivorship Planning

A major cancer care activity that has received sig-
nificant attention is survivorship planning. While this 
topic is detailed in Part II, Chapter  9, “Survivorship,” 
it is reviewed here in the context of patient engage-
ment. The IOM and others recommend that all patients 
who have completed long-term active treatment receive 
a TS/SCP [15]. A treatment summary (TS) is a docu-
ment that details information about diagnosis, including 
pathology, tumor markers, and other relevant testing; 
and contains comprehensive treatment information, 

including cumulative dosages, treatment dates, compli-
cations, and care team members. The survivorship care 
plan (SCP) is a document focused on recommendations 
for cancer recurrence surveillance, strategies to maintain 
health, and resources for psychosocial and practical sup-
port [15]. A good TS/SCP can both inform and engage 
the patient as well as serve as living documentation 
and communication to future clinicians involved in a 
patient’s care.

Barriers to the implementation and delivery of TS/
SCPs have been well documented [18,79,80]. Not sur-
prisingly, TS/SCPs are not widely used. Studies have 
consistently documented that both cancer survivors and 
primary care clinicians infrequently receive them [81–
83]. When patients receive a TS/SCP, they report having 
more survivorship discussions with their clinicians and 
when primary care clinicians report receiving a TS/SCP 
from an oncologist they report engaging their patients 
more in survivorship care [82,84].

4.3.5.1 What Do Patients Want From  
Survivorship Care Planning?

As the best practices for the design and implementa-
tion of TS/SCPs are still being developed, there is an 
opportunity to learn how to make survivorship truly 
patient-centered. Cancer survivors want their TS/SCP 
to include terminology that is easy to understand and 
minimizes the use of technical terms. They want recom-
mendations and detailed educational content that takes 
into account their specific cultural factors, local context, 
and the social influences of family roles and their faith 
community [83]. Patients and caregivers identify psy-
chosocial concerns as a significant challenge and one of 
their highest priorities, yet experience inadequate sup-
port in these domains during survivorship care [85].

There is some uncertainty and disagreement as to 
who is best suited to provider survivorship care to can-
cer patients—oncologists or primary care clinicians [86–
88]. The treating oncologist may have the most detailed 
information about the patient’s cancer and may have 
established a strong relationship with the patient during 
treatment. However, many patient’s long-term health 
issues are not related to cancer, but rather other chronic 
conditions, psychosocial issues, and health behaviors, 
all of which are more in the purview of the primary care 
clinician. One systematic review found that many survi-
vors desire a proactive approach from their primary care 
clinician and concluded that “the type of support that 
survivors want from their general practitioner covers a 
large part of their health care needs” [85]. If a primary 
care clinician assumes the long-term care of a cancer sur-
vivor, it begs the question of who should take ownership 
of the TS/SCP—the oncologist who treated the patient 
or the primary care clinician who will continue to care 
for the patient. The oncologist may know the most about 
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the diagnosis and treatment, but the primary care clini-
cian will need to do what is outlined. Patients perceive 
both groups of clinicians as capable of developing TS/
SCPs.

4.3.5.2 The Role of the Caregivers 
and the Community in Survivorship

While much of the emphasis of improving cancer sur-
vivorship care is centered on answering the use of TS/
SCPs in the specialty and primary care settings, it is 
worth remembering that a static document is insufficient 
to close the gaps in cancer survivorship care. Patients’ 
clinical history evolves over time and influences out-
side of the medical setting have a tremendous impact on 
patients’ health and well-being. Community and care-
giver involvement can be an important source of support. 
Several community-based interventions demonstrate the 
importance of community in survivorship planning.

One such example is Caring for My Caregivers 
(Cuidando a mis Cuidadores), an intervention developed 
by a community-based organization to help improve 
quality of life for Latina breast cancer survivors and 
their families [89]. The intervention consists of a series of 
eight group sessions to engage survivors and caregivers 
using the culturally important principles of personal-
ismo, the “expectation to develop warm relationships,” 
and familismo, the “social valuing of the family unit 
over the individual interests.” Using true community-
based participatory research (CBPR) principles, the 
community-based organization and academic research-
ers have partnered to design a randomized controlled 
trial to evaluate the effect of the intervention. Together 
the teams are identifying important PROs to assess (eg, 
quality of life and satisfaction with and adherence) 
and define how standardized the intervention needs 
to be versus responsive to local and participant needs. 
Though the final results of the intervention are not yet 
available, the paper presented by Rush et  al. demon-
strates the importance of not only patient engagement 
but engagement of community and the importance of 
the caregiver in interventions that help support cancer 
patients in survivorship.

Another CBPR collaboration between academic 
researchers, rural community cancer coalitions, and 
hospitals in New York and Pennsylvania describes the 
development of community plans to respond to the 
needs of colon cancer survivors in rural communities 
[90]. Participants identified that cancer survivors in 
rural areas primarily rely on local resources for sup-
port, like primary care and local public health, but local 
resources may be limited in many of these communi-
ties. Teams conducted community needs assessments in 
14 communities. Commonly identified barriers to care 
included lack of knowledge about or access to exist-
ing community resources, limited psychosocial support, 

poor transportation to care, poor access to treatment 
related care, and limited primary care. Linking survivors 
to primary care and to existing resources was an impor-
tant solution. An effort in Tennessee used similar CBPR 
methods as part of an informative planning process to 
develop an online “survivorship community” that would 
help cancer survivors, raise community awareness, bring 
professional organizations together, and promote collab-
oration and communication—all to ensure that cancer 
survivors in Nashville had one of the strongest sup-
port networks in the nation [91]. Identified online needs 
included a focus on the entire continuum of cancer care; 
connections between medical providers and community 
services; educational opportunities for community mem-
bers including live chats with experts, speakers bureaus, 
and information about ongoing research; financial and 
employment services for patients; and emotional and 
psychosocial support for cancer patients and caregivers.

4.4 HIT IMPLEMENTATION TO 
PROMOTE PATIENT ENGAGEMENT

In the final section of this chapter, we will consider 
the implementation challenges associated with applying 
HIT to patient engagement across the cancer control spec-
trum. All too often patient portals, SDM tools, and patient 
e-health tools are implemented with a “Field of Dreams” 
mentality, “If we build it, they will come.” In reality this 
is rarely the case. In fact, as will be discussed below, it 
is best to involve end-users—patients and clinicians—
in the actual design of HIT systems. Additionally, we 
will draw from specific examples discussed earlier in 
the chapter to describe practical strategies to enhance 
implementation. Patients know best what they need and 
can be powerful allies in designing and implementing 
HIT. This is clearly highlighted by one patient’s story 
detailed in Box. 4.1.

To gain perspective on how patients perceive the 
health care system, it is useful to review what has been 
termed the “ecology of medical care” (see Fig. 4.3). This 
ecology framework describes the degree to which a pop-
ulation interacts with different domains of the health 
care system. During any given month, out of a popula-
tion of 1000 persons, only 217 actually take on the role 
of patient by visiting a clinician’s office, only 8 become 
hospitalized, and only 1 is seen at an academic medical 
center. Patients that engage with the health care system 
are entering an unfamiliar and potentially frightening 
world, especially if confronting a new cancer diagnosis. 
Additionally, much of the research in terms of new cancer 
trials, new HIT design, and HIT implementation occurs 
in more academic centers. Yet findings from these set-
tings may not be very generalizable, highlighting a need 
to extend research more broadly into the community.
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BOX 4.1

M Y  C A N C E R  I N F O R M AT I O N  J O U R N E Y

A personal note from Marc McKenzie
Windsor, CO, USA
Before cancer abruptly landed on my doorstep, I must 

admit to maintaining a comfortable distance from and 
even ignorance about cancer. With no family history and 
no one close to me going through cancer, it was an enigma 
to me. Why did families make such a big deal about it? 
Little did I know that I would soon learn how cancer puts 
every aspect of your life through a chipper-shredder—
changing my belief in what my life has been about and 
who I am. I was unprepared to learn every detail about 
how my body works and to see my loved ones deal with 
the terror of my mortality. Should I even try?

Now I know the importance of information as an oncol-
ogy patient—everything from information about screen-
ing, diagnosis, treatment, and the management of the 
neverending after-effects of cancer treatment.

My journey began May 2013. My health had been 
deteriorating for several years and despite my efforts to 
unravel the cause, I was getting worse. Because I felt rot-
ten, I had to close my successful executive management 
consulting firm and quit my chairmanship of an industry 
consortia. Then I had great luck—and it was luck—to 
pass a kidney stone. This led to an ER visit where I got a 
CT scan. The good news was I passed the stone. The bad 
news was I had metastatic cancer. The ER doctor wept. 
He almost couldn’t get through telling my wife and me 
about the findings. He was confused that we were elated. 
We finally knew why my health had been so bad. We had 
actionable information.

My luck continued. A few days later I got dual pul-
monary emboli, putting me back in the hospital. While 
unconscious, an outstanding hospitalist seized control 
and got me the best pulmonologist and oncologist in 
Northern Colorado. I also got life-saving biopsies, PET 
scans, surgeries, thoracenteses, blood work, bone biop-
sies, and a medication port. When I was sent home, I 
had a diagnosis—diffuse, large B-Cell Non-Hodgkins 

Lymphoma, stage IV and very aggressive. Further luck—
it had not crossed the blood–brain barrier and I did not 
have leukemia.

My education began. Many doctors groan about the 
Internet as a source of information, but medicine only 
has itself to blame. We are in the information age and 
patients need information. Medicine controls information 
like a dark age guild. Why does our health care system 
make information so hard to get? Patients are capable 
of objective thought and research. I have gone to stupid 
lengths to access journals, data, and medical discussions 
related to my condition. It is the rare patient who can pay 
for journals, has research staff to find information, or even 
knows what information is important.

My research led me to find and get enrolled in a phase 
III trial. I received treatment 24 hours a day for 1 of 3 weeks 
for 5 months. My care transferred to the trial’s principal 
investigator. My engagement, knowledge, and personal 
tenacity helped him to get me enrolled in the trial. No one 
will fight harder for a patient than the patient. To me, own-
ing my care, owning my healing vision was everything.

When I started the trial, my body was riddled with 
15 pounds of tumors. My nurses could literally watch 
the tumors disappear with treatment. Getting through all 
six treatment cycles was hell. I went into remission for 3 
months until a solitary tumor appeared in my sigmoid 
colon. Now my care transitioned to a radiation oncolo-
gist. After 25 rounds of radiation, the tumor was gone. 
To ensure the success of my second remission, I received 
a dual infant chord stem-cell transplant. I received chemo 
and total body irradiation titered to almost kill me, fol-
lowed by a small bag of stem cells. It took almost 3 weeks 
for the graft to take and longer to begin making my own 
blood. The stem-cell transplant made all the other treat-
ments look like nothing—the transplant was real hell. My 
fantastic doctors, nurses, family, friends, church, and most 
especially my wife kept me alive. Cancer is a team sport 
and a positive attitude kept me going.

As I write this I am in the early phases of recovery. 
Today, I am battling graft versus host disease. No fun, but 
the cancer is gone. Now I am in a position to share what 
patients’ need to be engaged in their care:

●	 Medical data is about me. It is mine. Period. You 
have the privilege of creating it, seeing it, and using 
it. I can read it unedited. I don’t need you to gently, 
cautiously unveil facts or impressions.

●	 I am more engaged and more aware of my body’s 
nuances than you are. Use my awareness to help 
guide you.
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●	 Please keep my health information up-to-date. When 
I review my medication list in your EHR, it is usually 
wrong. That is not right.

●	 Help me to find the information I need and learn 
how to use it.

●	 The transplant section of my portal is stubbed-out, but 
not populated with anything and made me wonder if 
something was missing. Hide sections from patients 
which are not used as part of your medical process.

●	 Show me everything in my record—all of my notes, 
results, tests, and consultations. I should not have to 
ask, cajole, beg, or threaten to see my information.

●	 Don’t make me wait to see my information. This 
slows down my treatment and creates unnecessary 
risk and anxiety.

●	 Show me my information visually. Help me to 
quickly understand what my information means with 
graphs, charts, tables, and other innovative displays.

●	 Find a way of making it easier to communicate with 
my doctors through e-mail and instant messaging. 
I don’t want to annoy my doctor, but truly there are 
more efficient ways than always forcing face-to-face 
consultations.

●	 Help me get care without having to come to the 
office. When I am sick, it is hard to come to you, and 
I don’t want to expose myself to the pathogens in 
your office, or even use precious energy.

●	 I have never been shown my care goals or my 
treatment progress—wouldn’t that be something!

It is clear to me that policies, processes, and social 
change within health care is where the real work is 
needed. Companies like Apple, Fitbit, and Microsoft will 
continue to make handy devices like my web-connected 
scale, but it is how these tools are used that will make the 
difference for patients.

One last thing I want to comment on is the role of solid 
primary care continuity versus the armada of oncology 
specialists who obviously have to be the primary drivers 
of healing. My family doc is a fantastic, solid, and bright 
all around physician. He knows me. He remembers what I 
was like when I was well (before cancer), what my behav-
iors were like and my disciplined commitment to healthy 
diet, exercise, and mental health. An important thing for 
me was that through all the long phases of difficult treat-
ment, with all the flavors of doctors involved, I made 
sure to keep consultations with my family doc three to 
four times a year. Not only did I want to keep him up to 
speed, but he has been an anchor. My medical oncologist 
who is also fantastic recently told me that contrary to the 
Hippocratic oath, that oncologists “first do harm.” The 
treatments available right now are destructive, full of risk 
and horrible to experience. It’s just the truth.

Oncologists appropriately get very focused on getting 
to the “cure.” My family doc never gives up on keeping 
me a whole person. It’s a natural tension that should be 
encouraged, and the information linkages should really 
make the best of this.

FIGURE 4.3 The monthly prevalence of illness in the community and the roles of various sources of health care. Source: Adapted from Green 
LA, Fryer Jr GE, Yawn BP, Lanier D, Dovey SM. The ecology of medical care revisited. N Engl J Med 2001;344(26):2021–5.
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Implementation begins with design. A major flaw in 
the development and implementation of some patient-
centered HIT programs has been that the intended ben-
eficiaries of these programs may not be closely involved 
in the design process. The experience gap between 
“expert designers” and “patient users” is often too 
great for designers to create systems that will meet the 
needs of users without their input. Fortunately, partici-
patory design techniques can improve the design and 
implementation of patient-centered HIT systems. Active 
involvement of users in the design and implementation 
of HIT can ensure these systems are communicatively 
appropriate, usable, and relevant [92].

Participatory design, also called user-centered design, 
is a powerful way to utilize the expertise of users in 
designing and continuously revising patient-centered 
HIT programs [93]. Participatory design has been defined 
as an approach to the assessment, design, and develop-
ment of technological and organizational systems that 
places a premium on the active involvement of potential 
or current users. These design approaches originated in 
the 1970s in the fields of architecture, engineering, com-
puter science, and other sociotechnical fields, and are 
now being adopted in health and social sciences—and 
particularly in health communication. This approach 
consists of interconnected “feedback loops” of defin-
ing issues and developing and testing solutions, called 
“build and evaluate loops” [94].

In HIT systems, user-centered design methods con-
sist of a variety of approaches to iteratively engage 
the intended audience members in defining issues and 
cocreating messages, functionality, and distribution 
strategies. Specific methods for informing participatory 
design can include the use of focus groups, in-depth 
interviews, usability testing, observations, surveys, and 
other means of gathering input from patients through-
out the development and evaluation of the system. For 
example, usability testing refers to a broad range of struc-
tured methods that engage users in designing systems 
such as in-person cognitive interviews and observations 
of individual patients using a system [95]. Multiple 
rounds of usability tests and resulting revisions can help 
identify specific design problems and ensure that the 
final system and content will appeal to key needs, work-
flows, beliefs, attitudes, and values of targeted audience 
members as well as use familiar and accepted language, 
engaging images, and examples to illustrate key points.

This kind of participatory testing can be used after 
the audience analysis is conducted, communication 
objectives are set, and draft content is developed. For 
example, in an initiative to develop health information 
and monitoring tools for people with Crohn’s disease, 
participatory design methods helped develop highly 
sophisticated mobile applications. In this case, even 
though patients identified their perceived needs at the 

outset of the planning phase of designing these digital 
information systems, participatory techniques contin-
ued to identify ever-finer preferences and suggestions 
for improvement over time [93]. This process is particu-
larly valuable to inform design for low literacy users 
and users with disabilities. Involvement of end-users 
in designing HIT systems also bears benefits for clini-
cian engagement. A recent paper highlights how clini-
cian involvement in design and buy-in for HIT delivered 
clinical decision support minimizes alert fatigue [96].

Practically speaking, how should patients be engaged 
as partners in design and implementation of HIT solu-
tions? User-centered design principles provide one 
way of gaining input into the design of systems, but 
this may prove impractical at the individual practice 
level. Another, perhaps more practical strategy that has 
proven effective in engaging local stakeholders at the 
community or practice level is BCT. BCT was initially 
developed through work in the High Plains Research 
Network and its Community Advisory Council to create 
patient and community relevant messaging and strate-
gies to promote colorectal cancer screening. It has been 
shown to increase both awareness and screening rates in 
rural communities [25]. BCT involves a series of in-per-
son and brief 30-minute telephone meetings conducted 
typically over a 6–9 month period around a focused 
topic. Participants are steeped in the evidence around 
the topic area, and through facilitated conversations 
develop a local approach around what to communicate 
about the topic and how to get the word out. BCT is now 
being used to translate generic tools and messages about 
self-management to locally relevant tools that are being 
implemented in primary care practices.

Another strategy to support local implementation 
is patient advisory groups. Successful patient advisory 
groups are built on trusting relationships. The Centers 
for Disease Control and Prevention has developed the 
Partnership Trust Tool Survey that covers key aspects 
of building trusting relationships with community 
members. The concepts of good/clear communication 
and mutual benefit apply equally well to working with 
patients as advisors on implementation of clinical pro-
cesses and HIT. Throughout any iterative design and 
implementation process, patient and community advi-
sors need to be treated as coequals and compensated 
adequately without assuming their efforts are “volun-
teer work.”

In summary, implementation of HIT tools and sys-
tems to foster patient engagement should be viewed as 
a process that values, seeks, and listens to input from 
patients and clinicians alike. Setting a stage for engage-
ment during implementation and even earlier—during 
conception and design—will pay off with patients and 
clinicians that continue to collaborate using the systems 
they have helped fashion.
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4.5 CONCLUSIONS

Effectively engaging patients takes effort for clini-
cians, but it improves the care delivery experience and 
health outcomes. Patient engagement promotes patient 
autonomy, a central ethical principle that recognizes the 
patient as an independent and rational decision maker 
capable of self-determination. HIT is an effective tool 
to help engage patients in their care across the can-
cer control continuum. Among many patient engage-
ment activities, HIT can be used to inform and educate 
patients, gather patient-reported information, support 
medical decision making, promote self-management, 
encourage healthy behaviors, manage transitions in care, 
and promote survivorship planning. Further attention 
to patient-centered design will ensure that systems con-
tinue to meet the needs of end-users.

LIST OF ACRONYMS 
AND ABBREVIATIONS

ACO Accountable Care Organization
CBPR Community based participatory research
CMS Centers for Medicare & Medicaid Services
HRA Health risk assessment
PCMH Patient-Centered Medical Home
PROs Patient-reported outcomes
SDM Shared decision making
TS/SCPs Treatment summaries and survivorship care plans
USPSTF US Preventive Services Task Force
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5

5.1 INTRODUCTION

Globally, for individuals with chronic or prolonged 
conditions such as cancer, care is complicated, frag-
mented, and poorly coordinated [1]. It is not unusual 
for individuals with cancer to experience transi-
tions from home to physician office, clinic, outpatient  
service, emergency department, inpatient hospital, and 
community-based settings attended by different practi-
tioners and numerous specialists at each. The challenges 
faced by individuals and their family members are 
many. For instance, specialty oncology care—involving 
surgery, chemotherapy, radiotherapy, and other treat-
ment modalities—occurs in cancer centers which may be 
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geographically distant from patients’ homes. Oncology 
specialists involved in an individual’s care may not be 
in close communication with a patients’ primary care 
provider. For others, particularly older adults, care may 
occur in the absence of family or community support. 
Cancer care problems are compounded when care is 
provided in fragmented and disconnected systems and 
providers do not have adequate access to information 
about the care received by patients in other settings. The 
burden then falls on the patient to try and coordinate 
across the many members of their care “team.”

Many individuals with cancer also have multiple 
comorbidities that further complicates the delivery of 
coordinated and effective care. Health-related activity 

5.1 Introduction 81

5.2 Frameworks for Care Coordination 83
5.2.1 Definitions of Care Coordination 83
5.2.2 Elements of Care Coordination 83
5.2.3 Chronic Care Model 84
5.2.4 Integrated Patient Care 84
5.2.5 Community-Wide Care Coordination 86

5.3 HIT Functions for Care Coordination 88
5.3.1 Person-Centered Coordination 89
5.3.2 Shared Care Planning 89
5.3.3 Within and Across Health Care Teams 89
5.3.4 Across Multiple Teams 90

O U T L I N E

5.4 Current Efforts in Informatics and  
Coordination at the Point of Need 90
5.4.1 Within and Across Health Care Teams 90
5.4.2 Within Person and Family Teams 91
5.4.3 Across Person and Health Care Teams 91
5.4.4 Across Multiple Teams 92
5.4.5 Shared Care Plans 94

5.5 Opportunities for Oncology Informatics  
at the Point of Need 96

List of Acronyms and Abbreviations 97

References 97



I. AN EXTRAORDINARY OPPORTUNITY

5. COOrdINaTION aT ThE POINT Of NEEd82

over the life span is both dynamic and diverse. Over 
time, individuals experience some times when health 
care services are needed and at other times there is little 
interaction with the health care system. Accordingly, 
persons with cancer are likely to benefit from care coor-
dination interventions. However, recent national reports 
criticize the current state of cancer care for inadequate 
coordination of care transitions, for not being patient-
centered, and for not basing care decisions on the latest 
scientific evidence [2]. Moreover, no large-scale studies 
have focused on outcomes of care coordination interven-
tions in oncology patient populations. Such studies are 
needed at all stages of the cancer care continuum—from 
prevention and screening to diagnosis and treatment 
through survivorship and end of life—to understand the 
ways in which care coordination might uniquely benefit 
patients with cancer. The challenge of care coordination 
is depicted in Fig. 5.1.

Recent national reports criticize care for not being 
person-centered, not making care decisions on the lat-
est scientific evidence, and not adequately coordinating 
transitions [2–4]. As further evidence of the changing per-
spective on care coordination is the move by the Centers 
for Medicare & Medicaid Services (CMS) to implement a 
new payment and care delivery model for cancer called 

the Oncology Care Model [5]. The new program aims 
to improve quality of care and population health while 
lowering costs. To this end, CMS will fund physician-led 
oncology practices to implement innovative approaches 
to delivering chemotherapy, where reimbursement is 
based on the quality of the outcomes achieved, rather 
than on the volume of services provided [6]. The three 
key areas of focus are (1) linking payment to quality, 
(2) improving and innovating in care delivery, and  
(3) sharing information broadly to support and improve 
decision making. Application of health information tech-
nology (HIT) is an explicit requirement of participation 
in the program, and there will be many opportunities 
for technology to support quality improvement in this 
model [7]. For example, participating providers must 
employ an electronic health record (EHR) that fulfills 
federal criteria for demonstration of meaningful use, 
provide 24/7 patient access to clinicians who have real-
time access to relevant medical records, and implement 
a data-driven continuous improvement process [7].

The Oncology Care Model has met with some criti-
cism for its continued reliance on a payment model that, 
while reformed, is still viewed by some as essentially fee-
for-service [8]. In 2014, the American Society of Clinical 
Oncology proposed more extensive payment reforms to 
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support patient-centered oncology care [9]. These rec-
ommendations included a major shift away from fee-
for-service payment models (ie, billing for office visits 
and chemotherapy administration), and instead toward 
payment models that would support telephone or e-mail 
visits, care planning, and care coordination [9].

Despite criticisms, the Oncology Care Model marks 
the beginning of important changes in the delivery 
of oncology care. The US Department of Health and 
Human Services has declared its intention for 85% of 
fee-for-service payments to be linked with quality by 
2016 [10]. Care coordination plays a central role in these 
efforts including, potentially, new forms of payment for 
care coordination for individuals with chronic diseases 
[10]. Cancer will be the first chronic disease specifi-
cally targeted for these payment model reform efforts. 
Therefore, the Oncology Care Model serves as an impor-
tant first step in demonstrating whether these innovative 
approaches to care coordination and novel applications 
of HIT can improve quality and reduce costs.

These national efforts highlight that the coordination 
of care must extend beyond traditional points of care 
which refer to the time and place where health care ser-
vices are delivered, typically in hospital and ambulatory 
settings. Central to the major premise of this chapter, 
coordination must also occur at the “point of need,” or 
all the times and places when health-related conversa-
tions occur and health choices and decisions are made 
among individuals, their family and caregivers, clini-
cians and health care teams, and community resource 
providers. One example of a point of need is when 
individuals experience nausea related to chemotherapy 
at home and seek resources or advice on how to man-
age their symptoms. Another example is the transition 
from active treatment to survivorship when the oncol-
ogy team communicates and plans with the individual, 
family, and primary care provider about monitoring and 
following up needs.

5.2 FRAMEWORKS FOR CARE 
COORDINATION

5.2.1 Definitions of Care Coordination

No consensus definition exists for the term care coor-
dination, which has evolved to refer to many interrelated 
concepts including care management, case management, 
disease management, and shared care. In a recent sys-
tematic review more than 40 different definitions were 
identified for the term, which the authors synthesized 
as follows:

Care coordination is the deliberate organization of patient 
care activities between two or more participants (including the 
patient) involved in a patient’s care to facilitate the appropriate 

delivery of health care services. Organizing care involves the 
marshalling of personnel and other resources needed to carry 
out all required patient care activities and is often managed by 
the exchange of information among participants responsible for 
different aspects of care [3].

Among patients with chronic conditions, includ-
ing cancer, effective care coordination is increasingly 
viewed as a promising approach to achieving the triple 
aim outcomes of improved patient experiences of care 
(including quality and satisfaction); improved popula-
tion health; and reduced per capita cost of care [11,12]. 
Indeed, a recent Institute of Medicine (IOM) report 
suggests that care coordination could result in $240 
billion in annual health care savings [13]. Mechanisms 
through which care coordination is believed to lead 
to triple aim outcomes include improved treatment 
adherence; increased provider use of evidence-based 
guidelines; improved communication within and 
across care teams; improved care transitions with 
reduced fragmentation of care; improved symptom 
monitoring; and improved access to needed services 
[14]. Importantly, effective care coordination interven-
tions are expected to reduce potentially preventable 
health service use including costly emergency depart-
ment visits and inpatient readmissions. Successful care 
coordination models have demonstrated reduced hos-
pital admissions and expenditures across a variety of 
chronic conditions [15–23].

5.2.2 Elements of Care Coordination

Care coordination activities involve assessment, plan-
ning, implementation, and evaluation and are typically 
supported by evidence-based guidelines and protocols 
[24]. The activities are organized by the care coordina-
tor with the participation of other care team members, 
including the patient, caregiver/family members, and 
health care providers. The care coordination process 
promotes the active engagement of the patient (and 
caregiver) in his/her health care through self-man-
agement and ongoing encouragement, direction, and 
reinforcement.

Comprehensive assessment is required to understand the 
health care needs, goals of care, and resources available to 
patients with complex chronic conditions such as cancer. 
Usually this assessment occurs face-to-face, often over 
several meetings, and data are collected across multiple 
domains (eg, physical, social, psychological, cognitive, 
lifestyle, cultural, developmental, spiritual, demo-
graphic, financial, environmental, functional, social sup-
port, resources, and health service use). Assessment data 
are collected systematically, often using standardized 
instruments, and are used to understand patients’ iden-
tified values and preferences for care. Assessment results 
include documentation of the patients’ perspectives on 
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the most difficult aspects of managing their illness, their 
fears, their baseline knowledge of their conditions, and 
their goals for care. This information informs the devel-
opment of care plans that include goals shared by the 
patient and care coordinator [24].

Care Planning includes collaborative activities toward 
developing a plan of care with participation of the 
patient, family, and health care team. Patients partici-
pate in this process by setting their goals for care and 
assisting the team to personalize and prioritize care plan 
recommendations. Through the care planning process, 
a comprehensive, evidence-based plan of care is devel-
oped to address all of the patient’s health-related needs 
in the context of the patient’s values, requirements, and 
preferences.

Implementation activities include identifying barri-
ers to the achievement of the agreed upon action plan, 
with the patient and care team engaging in problem  
solving to reduce such barriers. In this phase, the care 
coordinator may be involved in teaching about dis-
ease processes, medications, and evidence-based self-
management strategies; health coaching to reinforce 
positive steps taken by the patient; and making refer-
rals to appropriate health and community services and 
supports. Above all, implementation activities involve 
coordination of health and community services, includ-
ing efforts to synchronize communication between all 
of those who provide care for the patient—including 
specialist physicians; hospital and emergency staff; reha-
bilitation therapists; mental health professionals; home 
care providers; social workers; and community-based 
agencies (eg, exercise programs, faith-based organiza-
tions, and other support groups). This coordination is 
especially important during transitions between hospi-
tals and other sites of follow-up care.

Evaluation involves proactive monitoring, with docu-
menting patient progress toward care goals, perform-
ing a reassessment at each contact (especially following 
emergency department visits or hospital admissions), 
and revising the goals and/or plan of care accordingly.

Several frameworks have emerged for understand-
ing care coordination as the organization of care, com-
plementary to the delivery of care, and for highlighting 
the importance of informatics. In the following sec-
tion, we introduce three complementary frameworks: 
chronic care model (CCM), integrated patient care 
(IPC) framework, and community-wide care coordi-
nation (CWCC). The CCM provides a theory of how 
chronic care operates, the attendant elements of high- 
quality care, and suggests best practices in the realms 
of the model. The IPC framework focuses on measure-
ment of the elements of integration which is prerequi-
site to evaluating interventions. And, CWCC expands 
the scope of coordination to encompass points of need 
in relevant communities.

5.2.3 Chronic Care Model

One of the foundational frameworks underlying care 
coordination is the CCM that explicates the relationships 
among structures, participants, services, interactions, 
that lead to high-quality health care and health outcomes 
[25]. A related review of randomized clinical trials (RCTs) 
and observational studies, successful interventions, and 
chronic care programs yielded identification of common 
elements of high-quality chronic illness care to provide 
effective and appropriate care of chronically ill patients, 
as well as strategies for the individuals and families to 
cope with illness and its therapies [26]. The identified 
elements fall into the following categories: (1) use of 
plans and protocols; (2) reorganization of the practice 
to meet needs of patients; (3) attention to information 
and behavior change needs; (4) ready access to clinical 
expertise; and (5) supportive information systems. This 
model has been widely applied to inform comprehensive 
consideration of infrastructure and intervention aspects 
of approaches to chronic disease management.

Recent work applying the model to care coordination 
focuses on the goal of smooth handling of referrals and 
transitions (http://www.improvingchroniccare.org/
index.php?p=Change_Package&s=354). This led to an 
updated model adding two elements: (6) building rela-
tionships and agreements among providers (including 
community agencies) with shared expectations for com-
munication and care; and (7) developing connectivity via 
electronic or other information pathways that encourage 
timely and effective information flow between provid-
ers and community agencies. The elements are listed 
in Table 5.1 in a side-by-side comparison with the two 
frameworks described below. The table compares how 
each of the frameworks describe components related to 
concepts of person, plan, technology, within team, across 
team, and time.

5.2.4 Integrated Patient Care

In the IPC framework, Singer et al. propose that inte-
gration or coordination as a process is distinct from the 
object of integration, which may be organizational struc-
ture, activities, or alternatively, patient care [27]. This 
distinction suggests that an integrated delivery structure 
is not equivalent to IPC as they are two different targets. 
For example, accomplishing the structural components 
of a patient-centered medical home such as availabil-
ity of a patient portal for requesting appointments and 
offering visit summaries is not necessarily evidence of 
accomplishing the outcome of patient-centered coordi-
nated care. The authors also operationalize a definition 
of IPC as “coordinated across professionals, facilities, 
and support systems; continuous over time and between 
visits; tailored to the patients’ needs and preferences; 

http://www.improvingchroniccare.org/index.php?p=Change_Package&s=354
http://www.improvingchroniccare.org/index.php?p=Change_Package&s=354
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TABLE 5.1 Comparison of Care Coordination frameworks

Category
Elements of high-quality chronic care 
related to chronic care model (CCM)

Domains of integrated patient  
care (IPC)

Domains of community-wide care 
coordination (CWCC)

1. Person Patient self-management and behavioral 
change support: Systematic attention to 
the information and behavioral change 
needs of patients

Patient centered: Care team members 
design care to meet patients’ (also 
family members and other informal 
caregivers’) needs and preferences; 
processes enhance patients’ 
engagement in self-management

Person-centered coordination: Empowers 
individuals to exercise autonomy, 
collaborate in decision making, and 
optimize coordination. Supports 
development and delivery of 
coordination activities that respond 
to individuals’ values, needs, and 
preferences. Individuals are patients at 
some points, but not at all points

2. Plan Explicit plans and protocols: Use of a 
protocol or plan that provides an 
explicit statement of what needs to be 
done for patients, at what intervals, 
and by whom. Use of evidence-based 
guidelines

Shared responsibility: Both the patient 
and his or her family and care team 
members are responsible for the 
provision of care, maintenance of good 
health, and management of financial 
resources

Shared care planning: An inclusive process 
of comprehensive assessment, goal-
setting and planning, implementation, 
and evaluation of an individuals’ course 
of health over the life span. The resulting 
documentation, an evolving shared care 
plan, may have greater detail on shorter 
time periods when intensive focus is 
necessary

3. Technology Supportive information systems for 
population health and panel management: 
Information about patients, their 
care, and their outcomes, tracking 
for population health, and panel 
management
Developing connectivity via electronic 
or other information pathways that 
encourage timely and effective 
information flow between providers 
and community agencies

Health information technology enablement: 
Helps individuals to fulfill CWCC 
activities with the information and tools 
to achieve health outcomes. Helps teams 
to support individuals’ health goals, 
efficiently manage groups they serve, and 
contribute to population health goals. 
Enables coordination at points of need

Point of need for coordination

4. Within team Clinical expertise: Ready access to 
necessary expertise
Practice redesign: Reorganization of the 
practice to meet the needs of patients 
who require more time, a broad array 
of resources, and closer follow-up. 
This includes the organization of the 
practice team and the allocation of 
tasks among them, the management 
of patient contact (appointments, 
follow-up), and the use of a variety of 
health care professionals

Coordinated within care team: The 
individual providers (which may 
include physicians, nurses, other 
clinicians, support staff, and 
administrative personnel who routinely 
work together to provide medical care 
for a specified group of patients, “care 
team”) deliver consistent and informed 
patient care and administrative services 
for individual patients, regardless of 
the care team member providing them

Within teams: There are three types 
of teams: family teams, health care 
teams, and community teams. Within 
the team, there are certain roles and 
responsibilities, specific activities that 
regularly occur, particular information 
that is helpful, and unique workflows to 
address

5. Across team Building relationships and agreements 
among providers and community 
agencies with shared expectations for 
communication and care

Coordinated across care teams: All care 
teams that interact with patients, 
including specialists, hospital 
personnel, and pharmacies and deliver 
consistent and informed patient care 
and administrative services, regardless 
of the care team providing them
Coordinated between care teams and 
community resources: Care teams 
consider and coordinate support for 
patients by other teams offered in the 
community (eg, Meals on Wheels)

Across teams: The person, family teams, 
health care teams, and community 
teams interact with each other. Teams 
may also have intense interaction as 
is the case when multiple providers 
are simultaneously delivering health 
care services. Communication must 
occur between those health care 
teams, individuals, and family teams 
to coordinate appointments, reconcile 
medications, and assure that treatments 
are not in conflict

(Continued)
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and based on shared responsibility between patient and 
caregivers for optimizing health.” This operational-
ization highlights the patient-centeredness of the IPC 
framework and supports measure development for the 
components of coordination.

5.2.5 Community-Wide Care Coordination

A conceptual framework for person-centered, CWCC 
builds on the previous two models and emphasizes 
the dynamic relationships and workflows between and 
among players and defines a new concept of “point 
of need” for coordination [28]. A point of need is any 
time and place when health-related conversations occur 
and health choices and decisions are made among indi-
viduals, their family and caregiver teams, clinicians 
and health care teams, and community resource teams. 
While members of teams may not identify themselves as 
such, we describe them as teams because they are known 
to each other and their activities supporting health of an 
individual are codependent.

The person with whom health is being coordinated is 
the person or individual. Family teams include patients 
and those close to them such as family members, friends, 
and other informal caregivers who are involved in their 
health. Health care teams are made up of clinical, ancil-
lary, or administrative personnel and may be discipline- 
or setting-specific. There are also community teams that 
offer resources such as preventive health screenings, 
health outreach, and education; instrumental support 
services such as meals, transportation, and respite care; 
or social support via online patient communities and 
in-person groups.

The person, family teams, health care teams, and com-
munity teams interact with each other. They may have 
minimal interaction as is the case when a referral is made, 
with one team handing off a request for a service to 
another. For example, an individual might receive a flyer 

from a community organization advertising free blood 
pressure screenings at a health fair. This community team 
member might suggest the individual follow up with a 
primary care provider. An example of a more involved 
case is a care coordinator on a health care team who refers 
individuals to a transportation service to help them attend 
their appointments. The individual and family team might 
coordinate multiple trips over a period of time, involving 
ongoing coordination with that community service.

The shared care planning process includes individuals, 
family teams, health care teams, and community teams 
as appropriate. In alignment with person-centeredness, 
the inclusion of participants in the process should be 
driven by the individual. Thus, care is coordinated 
dynamically across teams and over time, but the person 
is always engaged.

The point of need for care coordination, that is, when 
health-related conversations occur and health choices 
and decisions are made, can occur for an individual, 
within teams, across teams, and change over time.

To illustrate the relevance of this framework to indi-
viduals, lung cancer survivor Janet Freeman-Daily offers 
a personal account of the story of her care coordination 
over 4 years of lung cancer treatment in Box 5.1 (used 
with permission).

Below is an illustration of the CWCC framework and 
its dynamic nature applied to the cancer continuum  
(Fig. 5.2). The top frame shows that the person is the cen-
ter and involved in every phase of the continuum and 
care coordination. The second frame shows the teams that 
might be involved during the prevention and screening 
phase of the continuum of an individual’s health. The 
three types of teams are represented by circles: family 
teams are gray circles, health care teams are dark gray, 
and community teams are light gray. The intersections 
between teams (where circles overlap) are points of need 
where a component of care coordination is required, 
for example, data collection, planning, decision making, 

TABLE 5.1 Comparison of Care Coordination frameworks

Category
Elements of high-quality chronic care 
related to chronic care model (CCM)

Domains of integrated patient  
care (IPC)

Domains of community-wide care 
coordination (CWCC)

6. Time Continuous familiarity with patient across 
time: Clinical care team members 
are familiar with the patient’s past 
medical condition and treatments; 
administrative care team members are 
familiar with patient’s payment history 
and needs
Continuous proactive and responsive action 
between visits: Care team members reach 
out and respond to patients between 
visits; patients can access care and 
information 24/7

Over time: Conventionally, care 
coordination occurs in the context 
of one health care service such as 
a hospitalization with 30 days of 
follow-up after discharge. In contrast, 
the CWCC perspective on time is over 
the continuum of care, and the life 
span of a person. Different teams are 
active at different times, and the level of 
participation also varies

TABLE 5.1 Comparison of Care Coordination frameworks Continued

Category
Elements of high-quality chronic care 
related to chronic care model (CCM)

Domains of integrated patient care 
(IPC)

Domains of community-wide care 
coordination (CWCC)
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information sharing, tracking and monitoring, com-
munication, or logistics. Some individuals have family 
members or friends who are involved in their health 
but others do not. We do assume that a family team is 
available for everyone. The person, family team if there 
is one, and primary health care team may be involved. If 
the individual receives a result that suggests referral to 

specialists for diagnosis and treatment, a patient naviga-
tor program (one type of community team) might assist 
with that transition.

The third frame shows the diagnosis and treatment 
phase. The roles of teams, who they interact with, and 
the intensity of effort (depicted by the size of the circle), 
differs over time. In this phase, many additional health 

BOX 5.1

J A N E T  F R E E M A N - D A I LY ’ S  C A R E  C O O R D I N AT I O N  S T O RY
Being in treatment for advanced lung cancer over 

the past 4 years, I’ve experienced many issues with care 
coordination.

Person-Centered Coordination: I like to share decision 
making with my health care team. When I was nearing 
the end of my postdiagnosis hospital stay, I was surprised 
to hear “you’re being discharged in an hour”—no one had 
asked what questions I had about my follow-up care, or 
even whether I had a ride home. I was given a piece of 
paper with contact information for only one of the four 
specialists on my new health care team, and told I had 
prescriptions waiting at a pharmacy. I wasn’t sure how to 
go about gathering the rest of the information I needed. 
This system was evidently efficient for the hospital, but 
not for me, the patient.

Shared Care Planning: Even when a facility has excep-
tionally good teamwork, patients can still be uncertain 
how to proceed when an issue arises. For instance, when 
I develop severe shortness of breath after a chemo ses-
sion, should I contact my oncologist or my pulmonologist? 
When I developed intense chest pain upon swallowing 
during concurrent chemo and radiation, who do I contact 
for pain medicine: the radiation oncology nurse, or the 
oncology nurse?

Across Health Care Teams Coordination: When I travel 
away from my home care team for a second opinion or 
a clinical trial, the only way to transfer my data between 
facilities is via fax or hand carry because EHR systems 
cannot yet share data. I keep a stack of radiology image 
CDs along with pathology, radiology, and other vital 
reports in a three-foot-deep file drawer at home because 
facilities often cannot fill records requests on short notice. 
When I was discharged after a 10-day hospital stay, I was 
told a contractor would contact me to train me and pro-
vide supplies for daily peripherally inserted central cath-
eter (PICC) line care and maintenance. No one asked me 
about the distance to the contractor from my home—after 
a couple of weeks, I accidentally discovered I could have 
my weekly PICC line flush at a clinic four miles away 
instead of driving 20 miles to the contractor’s site.

Across Health Care Team and Family Team Coordination: 
The patient as well as family members and other caregiv-
ers may share responsibility for the patient’s well-being. 
Having multiple caregivers involved increases the risk 
of miscommunications and inaccurate data. During my 
hospitalization after my cancer diagnosis, several family 
members visited me in the hospital. No one (including 
me) was present for every update from the health care 
team. This led to miscommunication and different inter-
pretations of my status. For example, my sister (who had 
talked to the surgeon alone while I was in recovery) left 
the hospital convinced I was dying. However, I as the 
patient (who talked to the oncologist while I was alone) 
heard I might be curable. The opportunity for miscom-
munication is compounded for patients whose condition 
requires the coordination of data collection and medica-
tion among multiple caregivers. No effective tools exist 
to coordinate data, communication, and status updates 
between the health care team and caregivers/family mem-
bers who tend the patient at different times of day.

Across Time Coordination: When I developed a pulmo-
nary embolism on a clinical trial, the trial facility had 
no record of another blood clot I’d had over 2 years 
earlier at my home facility (good thing my chemobrain 
remembered). EHR systems evolve over time too, cre-
ating additional issues—a software upgrade scrambled 
my insurance data in the billing system, and suddenly 
I was billed thousands of dollars for my periodic scans 
and clinic appointment that my insurance had covered for 
years. Chronically ill patients spend more time unraveling 
insurance snafus than healthy patients, just when they 
need fewer things to worry about. My care facilities pro-
vide an online patient portal, but appointment scheduling 
and e-mail messages sent via the EHR system seem to van-
ish in the ether. Fortunately, most of my providers respond 
to e-mails and voicemails promptly. However, most of my 
health care data is not accessible via the online portal, and 
I am only able to correct errors in the records if I stumble 
upon a person with the correct authority, time, and savvy.
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care teams representing specialists are involved and 
likely have a greater role in coordinating with the per-
son and their family team. For many individuals who 
receive a diagnosis, one of the first things they do is look 
for patient groups (a community team) who can provide 
information and support.

In the fourth frame, treatment is ending, and the indi-
vidual enters a survivorship phase in which they try to 
regain health and are vigilant regarding potential reoc-
currence. A primary health care team likely becomes 
more involved again, but specialty health care teams 
may interact periodically for check-ups. The continuum 
is not simply linear: an individual may experience alter-
nating periods of survivorship and diagnosis/treatment 
and continue prevention/screening activities through-
out. Over the continuum, there are different combina-
tions of participants and teams, changing points of need, 
as well as varying requirements.

All three frameworks address the concepts of person, 
plan, and the coordination within and among teams. 
CCM and CWCC explicitly address the need for HIT 
to support care coordination while IPC and CWCC 
expound on the importance of time and longitudinal 
coordination. Finally, CWCC highlights the central role 

of teams including the person/family team and the com-
munity team. CWCC also defines the point of need as 
well as the dynamic nature of the relationships among 
the teams over the life span. The life span perspective, 
in contrast to time between visits with providers, is par-
ticularly important for cancer survivorship.

5.3 HIT FUNCTIONS FOR CARE 
COORDINATION

While EHRs are necessary they may not be sufficient 
to enable a learning health care system for cancer envi-
sioned by the IOM, which recommends infrastructure 
and “real-time analysis of data from cancer patients in 
a variety of care settings” [29]. Several authors have 
described HIT functions necessary for both general care 
coordination and cancer care coordination. The compi-
lation below, organized by the coordination concepts 
from Table 5.1, illustrates the breadth and depth of 
requirements. Requirements described in this section 
are followed by examples of projects and studies that 
have implemented some of these functions in the next 
section.

FIGURE 5.2 Community-wide care coordination over the cancer care continuum.
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5.3.1 Person-Centered Coordination

Patient- or person-centered care coordination is respon-
sive to the needs, values, and preferences of the individ-
ual. Individual access to comprehensive and actionable 
health data for the individual and their family and  
caregivers is a first step in achieving person-centered-
ness. A comprehensive data set is important to allow 
individuals to fully participate in their care. This 
includes the information in the EHR, clinician notes, care 
plans, tests, and results [30]. To make this information  
actionable, educational materials and decision tools 
should also be offered that are relevant to the individ-
ual’s health status at opportune moments [31]. Both of 
these requirements suggest that infrastructure must be 
in place to understand when and where those oppor-
tune moments occur such that those tools can be tar-
geted appropriately. In addition, information about the 
individual’s situation and preferences, such as self-man-
agement capability and family or caregiver resources; 
observations of daily living and patient-reported  
health status such as side effects, and experiences; and 
preferred contact, should be in the EHR so that the 
care team can be responsive to the individual [32,33]. 
A longitudinal patient health record (PHR) owned by 
the individual and populated by interoperable monitor-
ing devices and EHRs is one possibility for enabling 
infrastructure.

5.3.2 Shared Care Planning

Shared care planning is a process that involves col-
laboration among patients, family and caregivers, health 
care teams, and others to develop a shared understand-
ing of both the goals and interventions that make up 
the trajectory of care. During planning, tools for assess-
ing risk are helpful in identifying those patients who 
may require more intensive coordination. These tools 
may be in the form of scoring algorithms applied to 
clinical indicators in the EHR or data collected from 
interviews or other patient-generated data. Availability 
of relevant literature and evidence-based guidelines for 
treatment planning and ongoing tracking of care plan 
items are equally important [31]. The documentation of 
the outcomes of this planning process, referred to as a 
shared care plan, should be accessible to all relevant par-
ties, editable, and revised as care progresses. The shared 
care plan may also become the basis for a transition of 
care summary that serves to communicate fundamental 
information to the family and other health care and com-
munity teams.

The Office of the National Coordinator for Health 
Information Technology sponsored the Standards and 
Interoperability Transitions of Care Initiative to define 
an interoperable longitudinal care plan to improve 

coordination across transitions of care involving acute 
and long-term providers, home health agencies, reha-
bilitation, and social and other support services [34]. 
The components of this care plan are detailed health 
concerns; patient and clinical goals; interventions and 
instructions; and health status evaluation populated 
with computable, standardized data. One study sug-
gests that a transition of care summary should also 
include rationale and communication elements such 
as: name and contact information for all clinicians and 
who to contact with questions; advance directives; 
medications and reason for medication; management 
of high-risk medications; patient’s ability to compre-
hend, remember, and capacity to consent to treatment; 
any impairments; patient likes and dislikes, problems, 
goals and expectations, and self-management plan; and 
patient instructions [35]. One exemplar of a longitudi-
nal care plan specific to oncology is the survivorship 
care plan. The survivorship care plan offers a sum-
mary of the patient’s treatment course, recommenda-
tions for follow-up care of symptoms and problems, 
ongoing cancer surveillance, and health promotion that 
may be helpful both to the patient and to future health 
care teams [36]. Both the process and documentation 
of shared care planning could be collected, analyzed, 
communicated, and updated through HIT.

5.3.3 Within and Across Health Care Teams

The primary HIT system used by health care teams 
is the EHR. For coordination with the health care team, 
a robust EHR should support not only the aggregation 
of data, but also the analytical and workflow needs 
that are critical to effective care coordination. A recent 
review of HIT functions and chronic care management 
process and clinical outcomes found several positive 
relationships: data in or connected to an EHR, reports of 
guideline adherence and unfinished care plan elements, 
and specialized chronic care order entry systems with 
disease-specific checks and order templates, referrals to 
a specialist or nurse care manager, and team member 
role-specific orders [37]. Other key functions for health 
care teams include: electronic access to guidelines/deci-
sion support; structured problem; allergies; medication 
lists; tracking of tasks against care plan; trends over time 
about complications and deterioration; roles and con-
tacts of health care team members; and comprehensive 
care plan for all conditions [32]. The coordination across 
health care teams that may practice in different spe-
cialties, locations, or organizations requires additional 
capabilities for sharing of records/health information 
exchange, follow-up on referrals and reporting back of 
findings or patient disposition, and cross-organizational 
tracking of care plan activities [31,32].
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5.3.4 Across Multiple Teams

Collaboration between health care teams and person/
family teams share requirements with those described 
in patient-centeredness and shared care planning as 
those are domains in which much of the activity is 
collaborative. There are other requirements specific to 
the collaborations between these teams for which the 
full loop of communication and follow through are 
critical [29,31,32]. This loop begins with easy schedul-
ing of appointments perhaps through a portal or PHR 
that streamlines the process for health care sites and 
improves accessibility for patients. Electronic download-
able visit summaries and patient education materials 
allow the person/family team to recall what occurred at 
the visit and the intended plan of care, and to follow up 
on their responsibilities. The loop continues with track-
ing of orders for labs and radiology not only to confirm 
fulfillment but also to assure that results, interpretation, 
and additional instructions have been provided to both 
the health care team and patient. Secure messaging and 
up-to-date contact information for the health care and 
person/family teams must be available to facilitate these 
communications.

Medication reconciliation is another function that 
relies on active engagement of person/family and health 
care teams in order to prevent adverse drug events and 
to achieve clinical goals. Reconciliation requires per-
forming a comprehensive inventory of all prescribed 
and over-the-counter medications including name, 
dosage, frequency, and route; identifying the medica-
tions the person is actively taking and not taking; and 
identifying the source of medication orders/prescrip-
tions. With this information, teams can prevent adverse 
drug interactions, make timely therapeutic changes as 
appropriate, and develop tactics to enhance adherence. 
The data for medication reconciliation may be sourced 
from EHRs and/or pharmacy management systems 
and patient self-report, and are needed at initial rec-
onciliation and on an ongoing basis as changes are 
made. Medication reconciliation requires one type of 
patient-generated data related to medication adherence, 
but there are numerous others. Data such as physical 
activity and food consumption may serve primarily self- 
management purposes. Other data such as signs and 
symptoms may benefit from clinical input to self-man-
agement and be relevant to timely care coordination 
intervention or patient reported outcomes. Strategies 
for identifying, reviewing, and responding to patient-
generated data are also needed.

Little attention has been paid to the elicitation of HIT 
functions or enabling technical infrastructure needed for 
care coordination within person/family teams and com-
munity teams, or across multiple, diverse teams whether 

family, community, or health care. In addition, coordina-
tion over the life span has received almost no attention.

5.4 CURRENT EFFORTS IN 
INFORMATICS AND COORDINATION  

AT THE POINT OF NEED

There have been a number of studies of HIT and care 
coordination in chronic disease management that dem-
onstrate potential for improving outcomes including 
early intervention based on remote reporting of signs and 
symptoms via a handheld device [38], communication 
with care coordinators via videophones and messaging 
[39], and patient reporting by telephone [23]. There are 
still serious implementation challenges, however [40], 
and persistent health disparities when using HIT for care 
coordination [41]. Most coordination interventions still use 
low-level interactive technologies, such as telephone and 
fax, and so far no interventions have tackled the challenges 
of coordinating care across multiple teams, multiple set-
tings, and over time [35]. Projects that have addressed the 
challenges of coordinating care in oncology are fewer, and 
have focused primarily on health care teams or their lim-
ited interaction with patients. These are described below.

5.4.1 Within and Across Health Care Teams

Health care teams enjoy the most comprehensive 
features for care coordination, particularly with robust 
EHRs. Galligioni et al. developed an electronic oncologi-
cal patient record and highlighted the ability of “total” 
management of patients with cancer. Their data also 
revealed that providers felt it was “additional work” 
and had a “negative impact on doctor–patient relation-
ships” [42]. While the authors reported their system was 
developed applying a user-centered design approach, the 
user-centered focus was on providers and did not include 
patients. Although EHRs and the variety of functions they 
may include (eg, decision support tools, electronic order-
ing of chemotherapy) offer many solutions to address 
the complex needs of cancer patients, significant barriers 
remain in their widespread acceptance and use [43].

An additional challenge of HIT-enabled care coor-
dination is significant overlap of activities that may 
seem distinct; for example, and perhaps most notice-
ably, communication, workflow, and symptom manage-
ment. Communication tasks could include items such 
as appointment reminders and patient-provider e-mail/
messaging but it also may include notification about 
symptom management concerns of patient-reported 
symptoms via electronic questionnaire. Further, this 
notification on symptom management concerns could 
trigger further communication and workflow needs.
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5.4.2 Within Person and Family Teams

There are several social networks that support care 
coordination among family teams. These online commu-
nities primarily focus on coordination of instrumental 
support for activities of daily living. Social networks that 
allow for both within family team and community team 
collaboration can have a significant impact on health 
care throughout the cancer continuum [44]. While very 
promising in the opportunity to provide connections and 
support, concerns remain about inaccurate information, 
lack of professional oversight, and overall misuse [44].

One example, while not exclusive to oncology popu-
lations, is CaringBridge. CaringBridge, founded in 1997, 
serves approximately 500,000 people a day. Anderson 
et  al. evaluated connection and social support among 
CaringBridge users during a health care event and iden-
tified four key benefits: “providing information, receiv-
ing encouragement from messages, convenience, and 
psychological support” [45].

Lotsa Helping Hands is another patient support social 
network founded in 2005. While there is no published 
literature identified evaluating care coordination activi-
ties using this site among an oncology population, the 
need for community involvement and support is clearly 
described by Mangurian who wrote of her personal 
experience navigating system complexities as a parent 
of a pediatric oncology patient [8]. Among those with 
cancer, few studies evaluate the engagement of family 
members and caregivers of patients’ use of technology 
to support communication and workflow [46,47].

5.4.3 Across Person and Health Care Teams

Cancer care across the continuum often involves 
complex treatment choices and decisions. Technology-
enabled decisional support and aids, including pre-
vention efforts in cancer care via educational modules 
and guided web-based interventions, may offer great 
promise in supporting patients, family members, and 
caregivers. However, within the limited research that 
has been conducted, almost all literature is focused on 
the development and testing of tools and interventions, 
with little known about how to overcome significant 
implementation barriers [48–51].

While much of the literature on care coordination 
among health care teams focuses on workflow support 
and communication, symptom management is almost 
inextricably linked to communication, as most of the 
reported outcomes examine patient-provider commu-
nication. Examples include appointment reminders, 
including text messaging [52–54], provider order entry 
[55], electronic messaging [56], and unique studies 
examining the communication between providers and 

insurance companies [57] and patients’ reviews of pro-
vider documentation of medical appointments [58,59].

Research examining technology-assisted, self-report 
assessments for symptom management, quality of 
life concerns, self-care support for improved patient- 
provider communication, and patient distress in oncol-
ogy have been widely published; although, many of 
these studies have evaluated the acceptability and/or 
use of technology, not specific health outcomes [60–63]. 
In a review of the use and possibilities of electronic 
patient-reported outcome systems (ePROs) in oncology 
clinical practice, Bennett et al. identify areas across the 
cancer continuum that “support multiple clinical activi-
ties, including assessment of symptoms and toxicities 
related to chemotherapy and radiation, postoperative 
surveillance, and symptom management during pallia-
tive care and hospice” [64].

In 2009, Abernethy et  al. published results from a 
longitudinal pilot study of 66 metastatic breast can-
cer patients using eTablets over a 6-month period [60]. 
Patients completed electronic surveys on symptoms and 
quality of life. They examined the feasibility and accept-
ability of the “Patient Care Monitor” (PCM) and found 
that most patients found it easy to use, read, and navi-
gate, with 74% indicating the PCM would help them 
remember symptoms to report to their clinician. Bausch 
reported that patients with cancer were able to use a 
web interface during chemotherapy to report treatment 
toxicity symptoms during an 8-week period [65]. In later 
studies, Bausch examined the feasibility of advanced can-
cer patients reporting toxicity symptoms and found that 
while satisfaction with the symptom reporting was 91%, 
only 51% of patients felt communication with their care 
team was improved [61,62]. Relatedly, Bausch evaluated 
the nurses’ use of the symptom reporting data and identi-
fied that “only one of the seven nurses discussed reports 
with patients frequently, with insufficient time being the 
most common barrier to discussions” [62]. Finally, Snyder 
et  al. evaluated the use, usefulness, and acceptability 
of PatientViewpoint among prostate and breast cancer 
patients and their providers [66]. PatientViewpoint is a 
web-based tool that allows providers to assign symp-
tom questionnaires/surveys to patients, which upon 
completion may be linked to their EHRs. Similar to other 
studies, results show that most patients (92%) found the 
system easy to use, and 70% of patients found the sys-
tem “useful” and helped them to remember symptoms 
to discuss with their provider. Additionally, only 49% of 
patients reported that it helped improve communication 
with their provider and surprisingly, only 39% identified 
improved quality of care [66]. Among providers, 79% 
reported using the symptom data and among a median 
score of three patient-identified concerns only one was 
reviewed during the patient’s appointment [66].
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Additionally, some literature reports on the use, 
feasibility, and validity of specific technology-enabled 
instruments and surveys [67,68]. Fann et  al. evaluated 
the feasibility and the construct validity of the Patient 
Health Questionnaire-9 (PHQ-9) depression screening 
among a diverse group of cancer patients using a web-
based touchscreen survey format [67]. Feasibility was 
measured with completion of the survey (96%) and the 
time (mean) it took to complete the survey (2 minutes). 
Taenzer evaluated an electronically administered qual-
ity of life survey (European Organization for Research 
and Treatment of Cancer (EORTC) QLQ-C30) versus the 
same paper-based survey among lung cancer patients 
[68]. Outcome measures included patient satisfaction, 
patient and provider discussion of concerns identified by 
the survey, and provider documentation. While patients 
in both groups reported high satisfaction, patients com-
pleting the electronic EORTC QLQ-C30 identified more 
quality of life concerns, with more concerns discussed 
during the patient’s appointment.

More recently, intervention studies have examined the 
effectiveness of technology-enabled symptom reporting 
and symptom management on patient-reported out-
comes. Kroenke et al. conducted an RCT over a 12-month 
period, comparing the effectiveness of telecare manage-
ment on pain and depression, along with automated 
home-based symptom monitoring by interactive voice 
recording or Internet, in patients with cancer among 16 
community-based oncology practices, both urban and 
rural [69]. A nurse and physicians specialist team led the 
telecare management. Overall, the authors found greater 
improved pain and depression outcomes among those 
receiving the intervention [69].

Additionally, Berry et al. conducted a multisite RCT 
of 660 patients with various cancer diagnoses and 
stages [70]. They evaluated the effect of the Electronic 
Self-Report Assessment-Cancer (ESRA-C) on patient-
provider discussions of patient-reported symptoms and 
quality of life issues. Patients completed assessments 
on touchscreen notebook computers and provider teams 
received a graphical summary report prior to the patient 
appointment. Berry and colleagues found increased dis-
cussion of patient symptoms in the intervention group. 
In a related RCT of 752 cancer patients recruited from 
two comprehensive cancer centers, traditional symptom 
and quality of life assessment combined screening with 
“targeted education, communication coaching and the 
opportunity to track/graph symptoms and quality of 
life over time” [71]. Berry et al. conclude that education, 
support, and coaching when added to symptom and 
quality of life screening reduces distress, particularly 
among those older than 50 years.

To address the symptom management concerns of 
oncology patients, studies are beginning to evaluate 
technology-enabled symptom management tools and 

online interventions [7]. Grimmett et al. have begun an 
exploratory RCT of 125 posttreatment cancer survivors 
to address fatigue using online self-management inter-
vention compared with paper leaflets [7].

5.4.4 Across Multiple Teams

Online social support (virtual support groups, discus-
sion groups, etc.) facilitates care across person/family 
teams and community teams when the support is pro-
vided from those outside the family team. In a recent 
review by Bouma et  al., Internet-based support pro-
grams were evaluated and summarized into three cat-
egories: “social support groups, online therapy groups 
for psychosocial/physical symptoms, and online sys-
tems integrating information, support, and coaching 
services” [72]. They reported improved effects on both 
quality of life and social support in each category [72]. 
The Young Adult Program at the Dana-Farber Cancer 
Institute in Boston, Massachusetts created an institution-
specific website to “meet the supportive and emotional 
needs of young adults (18–39 years old)” [73]. The web-
site includes social networking and has demonstrated 
increased connectedness among those who participate 
[73]. Caregivers may also benefit from online support 
communities, although research is more limited [74,75]. 
While the majority of the online social support literature 
is focused on diagnosis and active treatment, interven-
tions across the cancer continuum show promise, includ-
ing screening [5,76].

One area where considerable work has been done 
is patient navigation, which represents an area that 
engages the person and multiple teams. In cancer care, 
patient navigation has long been used to facilitate patient 
access to timely and appropriate care [77]. Rooted in 
a community-centered approach to care coordination, 
the original goal of patient navigation was to reduce 
disparities in cancer outcomes by targeting efforts in 
the prevention and screening phases of the cancer con-
tinuum [77]. Since its inception, patient navigation has 
been shown to improve follow-up time between abnor-
mal screening and diagnosis in a variety of other set-
tings and populations, including in cervical, colorectal, 
and prostate cancers [77]. The concept of patient naviga-
tion has expanded to encompass many navigator roles 
and interventions across the cancer care continuum 
from prevention through survivorship and end-of-life 
care [77]. A 2011 review of patient navigation studies 
noted the increasing heterogeneity of patient naviga-
tor backgrounds. While navigators are still most com-
monly trained lay people from the target community, 
nurses, or private independent practitioners (http://
www.medsavvyhealthadvocates.com), navigation pro-
grams have now been implemented with case managers, 
social workers, tumor registrars, and even peer cancer 

http://www.medsavvyhealthadvocates.com
http://www.medsavvyhealthadvocates.com
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patients serving in these roles [78]. The majority of stud-
ies on the efficacy of patient navigation have examined 
cancer screening rates as outcomes. Nine out of ten effi-
cacy studies published between 2007 and 2010 found 
statistically significant effects of patient navigation inter-
ventions on screening rates or improved stage at diag-
nosis. For example, one patient navigation intervention 
achieved a 55% mammography rescreening rate com-
pared to 1.5% in a control group, and another achieved 
a 27% colorectal cancer screening rate compared to 12% 
in the control group [78].

Patient navigation interventions have not been as 
consistently successful in other phases of the cancer 
continuum. A 2011 systematic review found that only 
two of seven identified studies on the efficacy of patient 
navigation interventions for patients in active treat-
ment demonstrated significant differences in outcomes 
between groups receiving patient navigation and  
controls [79]. Individuals who received patient nav-
igation during treatment for head and neck cancers 
reported improved satisfaction with care and emo-
tional quality of life, and also had significantly fewer 
hospitalizations compared with those who did not 
receive patient navigation [79]. Among patients under-
going radiation therapy for cancer, those with patient 
navigators experienced significantly fewer treatment 
interruptions compared to those without navigators (3 
fewer interrupted days, on average) [79]. In more recent 
work, patient navigation interventions in the active 
treatment phase have been reported to help patients 
address financial and communication barriers as well 
as transportation difficulties [80], and to increase the 
proportion of patients receiving recommended adju-
vant therapy for breast cancer [81].

Differences in outcomes might, in part, be explained 
by differences in the groups targeted for patient navi-
gation, and by the person in the role of navigator. For 
example, many studies of patient navigation in the active 
treatment phase of care use clinical navigators, such as 
nurses or case managers. Using clinical navigators who 
are part of the system of care may not be as effective 
as using lay navigators who are part of the patients’ 
community. The use of community-based navigators has 
been a critical element of many successful patient navi-
gation programs, and may help promote trust between 
patients and care providers in some communities [82]. In 
addition, patient navigation interventions may be most 
appropriate when targeted at groups who are likely to 
have problems accessing needed care or understanding 
treatment options [83]. One study, for example, found 
that having a clinical navigator reduced time between 
diagnosis and oncologist consultation significantly for 
elderly patients, but made no difference for younger 
patients [84]. Similarly, many successful navigator inter-
ventions have been implemented in communities with 

historically low rates of participation in recommended 
screening and follow-up care, whether due to access, 
transportation, or other cultural barriers to receiving 
care [85,86]. Perhaps not surprisingly, then, studies of 
patient navigation interventions in groups that are not 
targeted based on their need for assistance overcom-
ing barriers have not demonstrated the same substan-
tial benefits [87]. A meta-analysis of patient navigation 
studies conducted between 2007 and 2011 determined 
that patient navigation did have a moderate effect in 
reducing treatment delays. However, these effects were 
not seen immediately, but only after the first 90 days of 
care [79,88]. In addition, the greatest benefit was seen in 
centers that had the most substantial delays in follow-up 
care preimplementation [89].

While the best approaches to implementing patient 
navigation programs and the most appropriate measures 
of their success are still under discussion, their poten-
tial to benefit care coordination and clinical outcomes is 
now widely accepted. Since 2011 the American College 
of Surgeons Commission on Cancer has required a 
patient navigation process for the accreditation of cancer  
programs [90]. As these programs develop, the potential 
of patient navigation to improve a variety of outcomes 
across the cancer continuum will become more clear.

Looking at HIT, there are many ways in which it could 
enhance and improve patient navigation programs. 
Evaluation of navigators’ activities reveals that patient 
navigators generally spend a great deal of time gather-
ing or documenting information in patients’ electronic 
medical records, and work with a variety of individuals 
to plan care, including the patient, family and caregivers, 
community support services, and clinical providers [91]. 
HIT tailored to the needs of patient navigation programs 
would not only support navigators in performing their 
job duties, but also allow for large-scale data collection 
and analysis of the outcomes of such programs. Several 
such programs exist, such as OncoNav [92], NurseNav 
[93], and Cordata Oncology [94]. Most software offers 
some level of integration with commonly used EHR sys-
tems and, perhaps because of this integration, is designed 
primarily for clinical nurse navigators. However, some 
programs offer communication with patients and other 
care team members through web-based portals. Others 
offer “community navigation” features that can assist in 
implementing patient navigation programs and track-
ing community-wide outcomes across a system of care 
[93]. While few technology solutions have been devel-
oped specifically for community-based lay navigation 
programs, the Harold P. Freeman Patient Navigation 
Institute offers online training for lay navigators as well 
as mobile learning apps [95].

Outside of patient navigation there are only a few 
studies of care coordination across teams, particular 
those that engage family and community teams with 
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health care teams. One such study, an RCT, used tech-
nology supported communication “to assess the effects 
of an online symptom reporting system on caregiver 
preparedness, physical burden and negative mood” [96]. 
Metastatic or advanced breast, lung, and prostate cancer 
patients and their caregivers were recruited from five 
US cancer centers to participate in the Comprehensive 
Health Enhancement Support System (CHESS), an online 
symptom reporting and education tool. Both groups had 
access to the tool with one group having the additional 
Clinician Report (CR), which offers an alert function 
to clinicians about certain electronic patient-reported 
outcomes. Patients and caregivers in the CHESS+ CR 
group reported “less negative mood,” which the authors 
conclude may suggest that they “experience less emo-
tional distress due to the CR’s timely communication 
of caregiving needs in symptom management to clini-
cians” [96]. This area is addressed more substantively in 
Chapter 10, “Advanced Cancer: Palliative, End of Life, 
and Bereavement Care.”

Another study in progress involves an RCT of a 
Personal Health Network (PHN) which aims to dem-
onstrate and evaluate a comprehensive platform for 
coordinating care during chemotherapy [97]. The PHN 
is a social networking platform delivered through either 
a tablet application or website to patients undergoing 
chemotherapy, their family members, nurse care coor-
dinators, extended health care team, and community 
resources. The PHN includes the following functions:

●	 Health care, family, and community team members 
invited into an individual’s PHN.

●	 Patient self-report assessment instruments 
and outcomes reported online. This and other 
instruments used at visits and in-between visits to 
monitor symptoms.

●	 Nurse care coordinator performed evidence-based 
protocols appropriate to the needs, symptoms, and 
requests of the patient.

●	 A shared care plan published to all members of the 
PHN.

●	 Care plan activities scheduled, assigned to members 
of the PHN, and tracked.

●	 Nurse care coordinator monitored care plan, with 
communication to physicians and other care team 
members as needed.

●	 Patient education materials, instructions, and plans 
delivered to individual and family team through 
the PHN library, with notification by voice/text 
message that resources are available.

●	 Communication among individual, health care, 
family, and community teams using voice/text 
messaging, audio/video calls within PHN, and 
reminders are pushed to participants.

Fig. 5.3 shows screenshots of the tablet application.

5.4.5 Shared Care Plans

A critical component of a care coordination program 
is a collaborative, accessible, and well-monitored shared 
care plan. Shared care plans have evolved as an approach 
to promote coordinated care for individuals with chronic 
diseases who have multiple providers involved in their 
care. Ideally, shared care plans should facilitate commu-
nication between health care and patient teams, across 
health care teams, and across time. Since the shared care 
plan is, as its name implies, meant to be used by multiple 
groups, its purpose is not only to provide traditional, 
clinical care planning, but also to promote self-manage-
ment and patient engagement.

Despite its potential, shared care planning has not been 
extensively implemented or studied. A 2007 Cochrane 
review of shared care interventions found limited evi-
dence that such interventions improved outcomes other 
than medication management [98]. Reviewers noted that 
relatively weak study designs and scant descriptions of 
the “usual care” received by control groups limited the 
ability to detect potentially important benefits of the 
interventions [98]. Major limitations of the reviewed stud-
ies included a lack of patient involvement (ie, care was 
shared between health care teams but not between health 
care and patient teams), and underuse of potentially 
helpful HIT support [98]. The Institute for Healthcare 
Improvement and Agency for Healthcare Quality and 
Research both provide links to shared care plans on their 
websites (http://www.ihi.org/resources/Pages/Tools/
MySharedCarePlan.aspx, http://www.orau.gov/ahrq/
sms_tool_06.asp?p=sms_home). In both instances, the 
care plans are patient-led. Although intended for use by 
all health care team members, these shared care plans 
are currently not integrated as part of the medical record, 
placing the responsibility for initiating and coordinating 
these documents on the patient. Research that tests the 
effectiveness of web-based shared care plans that have 
some level of interoperability with commonly used EHRs 
will provide important insight into the feasibility of using 
shared care plans to enhance care coordination for indi-
viduals with chronic diseases.

In cancer care, the survivorship care plan, a form of 
shared care plan, has been recommended as a specific 
approach to shared care planning to help improve the 
transition from active treatment back to long-term sur-
veillance and survivorship care [99]. Survivorship care 
plans are addressed in greater detail by Beckjord et al. in 
Chapter 9 “Survivorship.” However, there is still no con-
sensus on the best way to implement these care plans. As 
with shared care plans in other chronic disease settings, 
HIT is both a current barrier and a potential future solu-
tion for effective implementation of cancer survivorship 
care plans. With a multitude of EHRs currently on the 
market, finding a survivorship care planning template 

http://www.ihi.org/resources/Pages/Tools/MySharedCarePlan.aspx
http://www.ihi.org/resources/Pages/Tools/MySharedCarePlan.aspx
http://www.orau.gov/ahrq/sms_tool_06.asp?p=sms_home
http://www.orau.gov/ahrq/sms_tool_06.asp?p=sms_home
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FIGURE 5.3 Personal Health Network for chemotherapy care coordination. (A) Members of the individual’s Personal Health Network, 
(B) task view of shared care plan, (C) nurse care coordination symptom management protocol, (D) patient self-report instrument, and  
(E) self-management library.
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FIGURE 5.3 Continued

that not only works for the oncology practice, but also 
allows for patient interaction and communication with 
other specialists and primary care providers who may 
use different EHR systems is a major challenge with no 
immediate solution [100]. However, promising pilot stud-
ies demonstrate that cancer survivorship care plans can 
be successfully implemented, at least in settings where 
providers and patients all have access to the same EHR 
system [101]. Integrating the survivorship care plan into 
an oncology practice’s EHR allows for some information 
to be automatically populated, rather than manually doc-
umented by the oncologist, saving valuable time. Patients 
in the pilot studies generally felt the care plans were 
useful and easy to access. However, missing informa-
tion about care that was received from providers outside 
the system was problematic [101]. Substantial resources  
are needed to implement survivorship care plans. Future 
research is critical, not only to demonstrate whether or 
not the benefits of survivorship care planning justify the 
use of these resources, but also to evaluate approaches 
that make their implementation more feasible [102].

5.5 OPPORTUNITIES FOR ONCOLOGY 
INFORMATICS AT THE POINT OF NEED

There are numerous opportunities to contribute to 
the improvement of oncology care coordination through 

HIT. First, there is a need for a comprehensive elicitation 
of HIT requirements for care coordination. There is a 
large gap in the understanding of the requirements for 
within person/family teams beyond instrumental sup-
port for activities of daily living. While most of the work 
has focused on the health care team and the EHR, we 
must move beyond the health care team and consider 
the requirements across multiple teams including the 
interactions among health care, family, and community 
teams as they interact around coordination of care for 
individuals. In considering these teams as a complete 
community around the individual, the multiple points 
of need become apparent as does the criticality of sys-
tems for organizing the varied and complex workflows 
across them all. This comprehensive view of care coor-
dination would set the foundation for shared account-
ability in which patients are empowered and central to 
decision making throughout their life span.

HIT for integrated care coordination across a com-
munity is emerging, however, there are few comprehen-
sive platforms that can support care coordination across 
the diversity of participants. An informal search led by 
one of the authors aimed at identifying and assessing 
commercial platforms involved companies known to 
the authors, an extensive web search, phone interviews, 
and system demonstrations (Kim, Lindeman, unpub-
lished). Among the 25 systems reviewed, none provided 
adequate capabilities such as those described in this 
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chapter. Most were able to address health care team 
coordination with limited functions for patients such 
as a portal for results delivery and appointment sched-
uling requests. All were lacking functions for deeper 
person-centered engagement and coordination across 
multiple teams, which limits the potential to accom-
plish shared decision making and accountability. The 
findings from this informal assessment of commercial 
platforms is not surprising given the preponderance of 
published literature that addresses only the early stages 
of design and feasibility.

Perhaps a function of the nascency of the field, there 
is little evidence of efficacy of HIT-enabled care coordi-
nation. However, the field would be enhanced if studies 
paid attention to effectiveness of implementation even 
when conducting early stage investigations. Without 
effective implementation of a technology-enabled care 
coordination program, the potential efficacy of the inter-
vention may never be realized. This would suggest the 
greater use of user-centered design of both HIT and the 
intervention itself including all potential participants, 
and the measurement of implementation and care coor-
dination variables.

HIT is a critical enabler of emerging care models such 
as the Oncology Care Model and the Learning Healthcare 
System for Cancer that depend upon effective care coor-
dination to improve health care, cost, quality, and ulti-
mately population health. There is great opportunity for 
informatics to collaborate with clinicians, patients, and 
all individuals who participate in the complex and com-
plicated processes of coordination to design, implement, 
and evaluate HIT solutions to address the challenges we 
face in aiming for those outcomes.

LIST OF ACRONYMS  
AND ABBREVIATIONS

CCM Chronic care model
CHESS Comprehensive Health Enhancement Support System
CMS Centers for Medicare and Medicaid Services
CR Clinician Report
CWCC Community-wide care coordination
EHR Electronic health record
EORTC European Organization for Research and Treatment of 

Cancer
ePRO Electronic patient-reported outcome system
ESRA-C Electronic Self-Report Assessment-Cancer
HIT Health information technology
IOM Institute of Medicine
IPC Integrated patient care
PCM Patient Care Monitor
PHN Personal Health Network
PHQ-9 Patient Health Questionnaire-9
PHR Patient health record
PICC Peripherally inserted central catheter
QLQ-C30 Quality of Life Questionnaire-Core 30
RCT Randomized clinical trial
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6.1 OVERVIEW

Preventing cancer can serve as a powerful component 
of a comprehensive effort to decrease the burden of can-
cer on our society. Increasing cancer prevention efforts 
in clinical oncology, primary care, and other health care 
settings provides a substantial and largely untapped 
potential to reduce morbidity and mortality. This chapter 
reviews cancer risk factors that are amenable to preven-
tive interventions and outlines how current and future 
technology-supported protocols can be used to strategi-
cally extend and improve cancer prevention efforts.

6.1.1 Cancer Epidemiology

In the United States in 2015, an estimated 1,665,370 
people will be diagnosed with cancer, and an estimated 
589,430 people will die of it [1]. Cancer of the lung and 
bronchus and cancer of the colon and rectum were among 
the top three sites for both men and women across races. 
Death rates and incidence rates for the four most com-
mon cancers (prostate, breast, lung, and colorectal), 
as well as for all cancers combined, are declining [2]. 
Despite this progress, much work remains to be done 
as some cancer incidence rates remain stable and others 
continue to rise. For example, incidence rates for mela-
noma are still rising, and lung cancer incidence rates 
in women also continue to rise. Of significant concern 
is that many subpopulations demonstrate elevated risk 
for cancer, and people with low socioeconomic status 
have the highest rates of both new cancers and cancer 
deaths. Also worrisome is that younger cancer survivors 
are smoking more than cancer survivors in the general 
population (Table 6.1).

6.1.2 Cancer Prevention

Cancer prevention encompasses behavioral risk fac-
tor modification, vaccination, chemoprevention, and 
screening and detection. This chapter focuses on the 
identification, assessment, documentation, and modifi-
cation of behavioral factors associated with increased 
cancer risk, usually referred to as “primary prevention.” 
Screening and detection (secondary prevention) will be 
covered in detail in the next chapter, but screening will 
be touched on here as an opportunity to intervene with 
cancer risk behaviors.

A recent National Cancer Institute (NCI) report [3] 
noted that cancer prevention, particularly the preven-
tion of lung cancer that is primarily caused by tobacco 
use or exposure, has the potential to save more lives than 
treatment. It has been estimated that most cancer mor-
tality in the United States can be attributed to behaviors 
such as tobacco use, physical inactivity, excessive alco-
hol consumption, overexposure to sunlight, and other 

factors such as obesity and poor nutrition. About 30% of 
cancer mortality is due to tobacco use [4]. Poor nutrition, 
sedentary behavior or physical inactivity, and obesity 
combined account for another 35% of the cancer burden.

6.2 KEY BEHAVIORS OF INTEREST  
FOR THE PREVENTION OF CANCER

Patterns of behavioral risk factors for cancer illus-
trate both progress and areas of critical need. Though 
the decrease in smoking in the last half century has 
been hailed as a major public health victory, tobacco 
use remains the largest single preventable cause of can-
cer [3]. Nutritional and dietary factors are also of con-
cern: alcohol consumption has risen slightly since the 
mid-1990s; fruit and vegetable intake is not increasing; 
and red meat and fat consumption is not decreasing. 
All of these factors have been cited as possible links to 
increased risk of cancer [2]. As the number of Americans 
who are becoming either overweight or obese climbs, 
the connection between cancer and obesity is receiving 
more attention.

The behavioral risk factors that are the principal focus 
of this chapter have multiple determinants, from bio-
logical to behavioral to economic to social. This has been 
most extensively reviewed regarding tobacco use, where 
initiation by youth has been linked to social influences 
(both family members and peers) as well as to media 
marketing. Biological factors implicated in tobacco use 
include differences in uptake and dependence linked 
to individual variation in nicotine metabolism, which 
in turn has been linked to gene variation [5]. The influ-
ence of economic and policy factors is reflected by the 
substantial reductions in smoking prevalence rates 
observed following increases in cigarette excise tax rates 
and implementation of clean indoor air ordinances.

Similar to tobacco, high caloric and high fat food 
products that are associated with obesity are heavily 
marketed in the United States. Moreover, increasing por-
tion sizes, and consumption of high caloric beverages 
and restaurant meals are contributing to excess weight 
[6]. Taking a page from health policy efforts designed to 
reduce tobacco use, there have been initiatives to control 
trans fats, restrict caloric drink access and size, and tax 
high fructose beverages.

6.2.1 Challenges of Maintaining  
Behavioral Change

Sustaining the behavioral change necessary for health 
risk reduction is challenging both for patients and prac-
titioners. This is generally characterized in the research 
literature as either maintenance of behavioral change or, 
alternatively adherence to medical recommendations. 
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A return to the original behavior, condition, or status is 
usually described as relapse, slip, or failure.

The relapsing pattern of tobacco use among smokers 
who try to quit led to the characterization of tobacco use 
or dependence as a chronic condition or chronic disease. 
In 2000, the Surgeon General’s report Reducing Tobacco 
Use [7] concluded that

tobacco dependence is best viewed as a chronic disease with 
remission and relapse. Even though both minimal and inten-
sive interventions increase smoking cessation, most people who 
quit smoking with the aid of such interventions will eventually 
relapse and may require repeated attempts before achieving 
long-term abstinence.

The US Public Health Service’s (USPHS) Clinical 
Practice Guideline Treating Tobacco Use and Dependence [8] 
has consistently framed tobacco use in the same terms, 
stating in the 2008 update, “Tobacco dependence is a 
chronic disease that often requires repeated intervention 
and multiple attempts to quit.” It might be conceptu-
ally useful to medical clinicians to similarly character-
ize weight loss, physical activity, diet, and nutrition as 
behavioral patterns that fluctuate and vary, and that 
require sustained effort by the patient and attention and 
prompting by the medical provider to achieve long-term 
desired outcomes.

6.2.2 Smoking and Other Tobacco Use

More than 6.5 million Americans have died from 
smoking-related cancers (and 20 million from all 
smoking-related diseases) since 1964 [9]. Smoking 
causes about 30% of all US deaths from cancer. Types 

of cancer implicated in smoking include those of the 
lung, esophagus, larynx, mouth, throat, kidney, blad-
der, pancreas, stomach, and cervix [10]. Though the 
overall prevalence of smoking among adults is now less 
than half of what it was in the 1960s, those declines 
have not been equal across all sociodemographic strata. 
Smoking-related cancer risk disparities are evident 
among smokers who are in lower income brackets, are 
less educated, and have a history of psychiatric and/or 
substance abuse diagnoses. Avoiding tobacco use is the 
single most important step Americans can take to reduce 
the cancer burden in this country [2]. If smoking persists 
at the current rate among young adults in this country, 
5.6 million of today’s Americans younger than 18 years 
old are projected to die prematurely from a smoking-
related illness [9].

Cigar consumption is growing in the United States, 
and cigar smokers have increased risk for lung, pan-
creas, and bladder cancers [11]. Smokeless tobacco use 
is more popular among men than women and is associ-
ated with elevated risks of oral, esophageal, and pan-
creatic cancers [12]. Emerging tobacco products such as 
e-cigarettes and hookahs are quickly gaining popularity 
among adolescents [13]. Though the health effects of 
e-cigarettes remain to be established, there is concern 
that they will induce youth to try cigarettes and other 
tobacco products that have established cancer risks.

Comprehensively addressing smoking in clinical 
practice requires the committed involvement of all staff 
(eg, medical assistants or roomers, nurses, physicians, 
and other primary clinicians) as well as modifications 
in practice workflows. Integrating tobacco use assess-
ment, documenting tobacco use status in electronic 

TABLE 6.1 Top 10 Cancer sites: 2011, United states—all races

Male Female

Rank All races site
All races rate  
(per 100,000) All races site

All races rate  
(per 100,000)

1 Prostate 128.3 Female breast 122

2 Lung and bronchus 73 Lung and bronchus 52

3 Colon and rectum 46.1 Colon and rectum 34.9

4 Urinary bladder 35.1 Corpus and uterus, NOS 25.4

5 Melanomas of the skin 25.3 Thyroid 20.5

6 Non-Hodgkin lymphoma 22.6 Melanomas of the skin 15.6

7 Kidney and renal pelvis 21 Non-Hodgkin lymphoma 15.5

8 Oral cavity and pharynx 17 Ovary 11.3

9 Leukemias 16.5 Kidney and renal pelvis 11

10 Pancreas 13.8 Pancreas 10.7

US Cancer Statistics Working Group. United States Cancer Statistics: 1999–2011 incidence and mortality web-based report. 
Atlanta, GA: US Department of Health and Human Services, Centers for Disease Control and Prevention and National 
Cancer Institute; 2014. Available at: www.cdc.gov/uscs.

http://www.cdc.gov/uscs
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health records (EHRs), and prompting of the delivery of 
interventions during all electronic and personal (face-to-
face) encounters is critical to increasing treatment deliv-
ery, acceptance, and effectiveness. Repeated prompts to 
quit smoking optimize patient engagement in changing 
behavior.

The effectiveness of counseling and pharmacologic 
interventions in increasing smoking cessation rates 
among patients is supported by extensive research [8]. 
Brief smoking cessation interventions that are integrated 
into routine clinical care during a medical visit have 
been shown to be effective. Tobacco cessation advice 
and support should be provided by the whole health 
professional team, including both physicians and other 
nonphysician clinicians (eg, nurse practitioners, physi-
cian’s assistants, nurses, pharmacists, community work-
ers, and social workers). Brief advice appears to work 
by triggering increased numbers of quit attempts and 
increasing the chances of success of quit attempts. The 
USPHS’s Clinical Practice Guideline [8] states that “min-
imal interventions lasting less than 3 minutes increase 
overall tobacco abstinence rates.” For those not ready 
to quit at this time, counseling can boost the motiva-
tion to quit by personalizing the costs and risks of the 
patient’s tobacco use (eg, tying it to the patient’s health, 
economic status, and family situation). Counseling also 
provides an opportunity to warn the patient about obsta-
cles or hurdles to quitting and to encourage the patient 
to use coping strategies to avoid and resist temptations 
or urges to smoke [14].

Medications such as nicotine replacement therapy 
(NRT), bupropion, and varenicline have also been found 
to be effective treatments for smoking cessation. NRT 
has been shown to be effective in both health care and 
over-the-counter-like settings without additional coun-
seling [8,15], but the absolute quit rates are higher when 
pharmacological and behavioral treatments are com-
bined. An international review of the cost-effectiveness 
of pharmaceutical products for cessation by Cornuz and 
colleagues found that these therapies compared favor-
ably with other preventive interventions [16]. An excel-
lent resource for the practitioner and the health care 
system is the previously mentioned USPHS’s Clinical 
Practice Guideline [8], which was comprehensively 
updated in 2008.

6.2.3 Overweight and Obesity

Although rates of overweight have stabilized, preva-
lence of adult obesity is increasing in the United States 
[2]. In 2009–10, 33% of adults were overweight and 36% 
were obese. Excess body weight, both overweight and 
obesity, are implicated in 20–30% of certain cancers, such 
as colon, postmenopausal breast, uterine, esophageal, and 
renal cell. Evidence is highly suggestive that obesity also 

increases risk for cancers of the pancreas, gallbladder, 
thyroid, ovary, and cervix, and for multiple myeloma, 
Hodgkin lymphoma, and aggressive prostate cancer [6]. 
In the United States, excess body weight contributes to 
14–20% of all cancer-related mortality. Weight control, 
physical activity, and nutrition are key factors in cancer 
prevention and are the most important modifiable cancer 
risk determinants for Americans who do not smoke.

6.2.4 Physical Inactivity

Approximately one-third of adults report getting no 
physical activity during their leisure time [2]. Sedentary 
individuals have higher rates of cancer and poorer can-
cer outcomes [17]. Physical activity at work or during 
leisure time is linked to a 30% lower risk for colon cancer. 
Both vigorous and moderate levels of physical activity 
appear to reduce cancer risk. Physical activity is also 
associated with lower risk of breast cancer and possibly 
lung and endometrial cancers. Studies continue to exam-
ine whether physical activity has a role in reducing the 
risk of other cancers.

Several national groups have recommended that 
people engage in regular physical activity. The US 
Department of Health and Human Services’ (HHS) 
2008 Physical Activity Guidelines for Americans [18] 
recommended at least 1 hour of physical activity every 
day for children and adolescents and 2.5 hours of mod-
erately intense aerobic activity or 1.25 hours of vigorous 
activity for adults each week. This was a slight departure 
from former recommendations, which focused on a daily 
routine rather than a cumulative weekly total for adults, 
recommending at least 30 minutes per day of moderate 
physical activity for 5 or more days each week.

6.2.5 Poor Nutrition

Fruit, vegetables, and components of plant foods such 
as fiber have long been associated with reducing cancer 
risk. Cancers specifically linked to low rates of fruit and 
vegetable consumption include cancers of the mouth, 
pharynx, larynx, esophagus, stomach, and lung [2]. The 
Greek European Prospective Investigation into Cancer 
and Nutrition (EPIC) cohort study reported a significant 
reduction in total cancer risk associated with high con-
sumption of both fruit and vegetables [19]. In the EPIC 
study from 10 European countries, there was a weak 
inverse association between high consumption and total 
cancer risk [20].

High intake of red and processed meat is associated 
with significant increased risk of colorectal, colon, and 
rectal cancers. The overall evidence from prospective 
studies supports limiting red and processed meat con-
sumption as one of the dietary recommendations for the 
prevention of colorectal cancer [21].
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6.2.6 Alcohol Consumption

Drinking alcohol increases the risk of cancers of the 
mouth, esophagus, pharynx, larynx, and liver in men 
and women, and of breast cancer in women [4]. In gen-
eral, these risks increase after about one daily drink for 
women and two daily drinks for men. These levels of 
alcohol consumption are defined as “moderate” accord-
ing to the 2010 Dietary Guidelines for Americans [22]. 
Alcohol intake limits were exceeded by 22% of men ages 
31–50 years, and by 12% of women ages 51–70 years [23].

The chances of getting liver cancer increase markedly 
with five or more drinks per day [6]. Heavy alcohol use 
may increase the risk of colorectal cancer and increases 
the risk for most alcohol-related cancers. The earlier 
an individual begins heavy, sustained alcohol use, the 
greater his or her cancer risk. Combining alcohol and 
tobacco increases the risk of some cancers far more than 
the independent effects of either drinking or smoking 
alone. Regular consumption of even a few drinks per 
week is associated with an increased risk of breast cancer 
in women—a risk that is particularly high in women 
who do not ingest enough folate.

6.2.7 Sun Damage

New cases of melanoma skin cancer increased mark-
edly between 1975 and 2009, with a projected number of 
76,100 new cases in 2014 [24]. More than 2 million people 
in the United States were diagnosed in 2006 with basal 
cell or squamous cell (nonmelanoma) skin cancer, the 
two most common types of skin cancer in the country, 
and 40–50% of Americans who live to age 65 will have 
nonmelanoma skin cancer at least once.

Most skin cancers—including melanoma, the deadli-
est form of skin cancer—can be prevented. Studies sug-
gest that reducing unprotected exposure to the sun and 
avoiding artificial ultraviolet (UV) light from indoor tan-
ning beds, tanning booths, and sun lamps can lower the 
risk of skin cancer [2].

Only about two-thirds of US adults report that they 
protect themselves from the sun [2]. The percentage of 
adults who report being sunburned has increased since 
2005. Although use of one or more sun protective mea-
sures has changed little over the last few decades, the 
newly defined Healthy People 2020 measure shows some 
recent promise: during 2005–10, 70% of adults reported 
that they protected themselves from the sun [25].

6.2.8 Viral Infection

Infection with human papillomavirus (HPV) is the 
established cause of most cervical cancers [26]. The 
direct medical costs of HPV in the United States are 
estimated at $5 billion a year [27]. In the United States, 

25% of females ages 14–19, 45% of women ages 20–24, 
and 27% of women ages 25–29 are infected with HPV 
[28]. The Centers for Disease Control and Prevention 
(CDC) recommends that all boys and girls begin the 
three-shot HPV vaccination regimen at age 11 or 12 [29]. 
Catch-up vaccinations are also recommended for males 
through age 21 and for females through age 26, if they 
did not receive the vaccination when they were younger. 
However, only 49% of adolescent females have begun the 
vaccination series, and only 32% have received all three 
doses required for full immunization [30]. Given that 
adolescent HPV immunization rates are suboptimal, it 
has been suggested that EHR systems prompt providers 
to remind young people to become vaccinated. As vac-
cines are developed for other viruses related to cancer 
(eg, Epstein-Barr and Hepatitis C), EHRs can be used to 
promote adherence to recommended vaccination sched-
ules. A recent study [31], however, failed to demonstrate 
improved adolescent immunization rates associated 
with such provider prompts. This suggests that more 
research is necessary to understand how to improve the 
effectiveness of provider prompts to address this impor-
tant cancer prevention objective.

6.3 CURRENT USE OF INFORMATION 
TECHNOLOGY FOR CANCER 

PREVENTION

Information technology (IT) provides new means of 
informing both patients and the general public about 
effective cancer prevention strategies. By more efficiently 
linking individuals and clinicians with cancer preven-
tion opportunities, these new methods hold promise for 
reducing the more than 500,000 cancer deaths in the 
United States per year.

In a review of IT and cancer prevention, Jimbo and 
colleagues [32] defined IT as

any equipment, interconnected system, or subsystem of 
equipment used in the automatic acquisition, storage, manipula-
tion, management, movement, control, display, switching, inter-
change, transmission, or reception of technology. Information 
technology includes computers, ancillary equipment, software, 
firmware and similar procedures, services (including support 
services), and related resources.

The authors’ review focused on the impact of IT on 
the delivery of cancer preventive services in primary care 
offices [32]. Conducted before the wide-scale adoption of 
certified EHR technology, or meaningful use, the review 
evaluated 30 studies that assessed cancer prevention 
and IT. The authors reported that early IT efforts were 
primarily focused on the prevention of breast, cervical, 
and colorectal cancers, with about half of the 30 stud-
ies focused exclusively on providers and the rest on the 
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patient. In almost all instances, the technology innovation 
was limited to some type of reminder system directed 
at either the patient or the provider, with the goal of 
increasing engagement in a cancer prevention activity (eg, 
mammography screening, pap testing, breast examina-
tion, and sigmoidoscopy). The authors concluded that 
IT systems that automatically prompted users, provided 
specific recommendations rather than assessments, and 
provided support at the time of decision making were 
most successful. Their overall conclusion was that the 
impact of the tested reminder systems on increasing can-
cer screening was “modest at best” [32].

In light of these modest findings, the authors empha-
sized the importance of moving from the limited early 
interventions described in their review (primarily 
computer-generated letters to patients and provider 
reminders) to more technologically advanced interven-
tions involving computer-generated audits, feedback, 
and report cards as well as more sophisticated EHR 
innovations and applications [32]. As a framework for 
possible IT advances for cancer prevention, Jimbo and 
colleagues adapted the 2008 USPHS’s Tobacco Use and 
Dependence treatment algorithm [8], developing a mod-
ified “5 A’s” approach that identified potential cancer 
prevention IT interventions that could be tied to a clinic 
visit (eg, before the clinic visit “Assess” status regard-
ing cancer screening interventions and “Advise” patient 
prior to the visit regarding necessary testing) (Fig. 6.1).

6.3.1 Example of IT Use: Skin  
Cancer Prevention

Skin cancer prevention is a clinical intervention for 
which a number of IT strategies have been attempted. 
In one example, Hornung and colleagues [33] devel-
oped a multimedia computer program for the primary 
prevention of skin cancer among children and piloted it 
in an elementary school in rural North Carolina. Seven 
months after the intervention, students who received 
the multimedia training had significantly improved 
their knowledge and attitudes about skin cancer and sun 
tanning risks compared with students who received a 
standard teacher-led training intervention, although the 
differences in actual behaviors did not reach statistical 
significance. In another effort to use IT to promote skin 
cancer prevention, Barysch and colleagues [34] devel-
oped an Internet-based campaign against skin cancer 
in Switzerland that included education, instruction for 
self-assessment, and evaluation of skin lesions to be con-
ducted online by expert dermatologists (see Chapter 7: 
“Early Detection in the Age of Information Technology”). 
The website attracted many users, including middle-aged 
males, who often under participate in such programs. 
The process led to identification of 494 at-risk lesions. Of 
these, the team of expert dermatologists determined that 

28.5% were “suspicious for skin cancer.” Lastly, Gerbert 
and colleagues [35] assessed the effectiveness of an 
Internet-based tutorial in improving the skin cancer tri-
age skills of primary care physicians (PCPs). Physicians 
who received this training demonstrated significantly 
better skin cancer diagnosis and evaluation compared 
to control physicians.

6.4 ELECTRONIC HEALTH RECORDS

Many features of EHR technology make it particularly 
applicable to cancer prevention and screening interven-
tions, including:

●	 Prompts that can be programmed to alert clinicians 
and/or patients to take cancer prevention actions 
based on established criteria (eg, presence of a risk 
factor, age, time since last screening test).

●	 Evidence-based algorithms that assist clinicians 
in efficiently delivering cancer prevention 
interventions (eg, smoking cessation counseling 
and/or medication guides, photos to help discern 
the pathology of skin lesions).

●	 Communication tools that share the outcomes 
of a cancer prevention intervention in a Health 
Insurance Portability and Accountability Act 
(HIPAA) compliant way with the patient, selected 
clinicians, and other individuals within and outside 
the health care system.

●	 Closed-loop functionality that can refer patients to 
outside entities for cancer prevention interventions 
(eg, a state-based tobacco cessation quitline) and 
then allow the outcome of that referral to be 
added to the patient’s EHR while complying with 
HIPAA rules; for example, for a telephone quitline, 
a referral that includes the patient’s quit date, as 
well as information on smoking medication (start 
and end dates, dose) mailed to the patient from the 
quitline.

●	 Patient registries that allow clinics and health 
systems to sort patients based on risk factors, 
demographics, and test results for selective cancer 
prevention interventions.

6.4.1 EHRs and Tobacco Cessation

Among the many uses of EHR technology for cancer 
screening and prevention, tobacco use intervention may 
be the application that has received the most research 
attention. The most recent Cochrane Review on this topic 
(2014) identified 16 studies that tested the use of an EHR 
to improve documentation and/or treatment of tobacco 
use [36]. Most of these studies evaluated the impact of 
EHR changes on rates of identification of tobacco users 
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and delivery of cessation treatment such as electronic 
prescribing of cessation medication, rather than on ces-
sation rates themselves. In most instances, use of EHR 
was associated with improvements in both identification 
and delivery of treatment, results that were consistent 
with the recommendations in the USPHS’s 2008 update 
of the Clinical Practice Guideline Treating Tobacco Use and 
Dependence [8].

The 16 studies identified for the Cochrane review [36] 
included 6 group-randomized trials, 1 patient-random-
ized study, and 9 nonrandomized observation studies. 

The review found that these 16 studies were of fair to 
good quality; none directly assessed patient quit rates. 
Key findings from the studies addressed some of the 
“5 A’s” clinical interventions recommended by USPHS’s 
2008 update of the Clinical Practice Guideline, as  
follows [8].

6.4.1.1 Ask Smoker Identification
Two studies [37,38] identified smokers at significantly 

higher rates when the EHR was used to prompt clinic 
staff to complete this prevention intervention. However, 

FIGURE 6.1 5 A’s Framework—details the five major steps to interventions: Ask, Advise, Assess, Assist, and Arrange; and includes examples 
from steps prior to a visit through follow-up.
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Rindal and colleagues [39] found no increase in the already 
very high levels of smoking status documentation (97.5%) 
by dental care providers in his study. This high level of 
documentation is evidence of a cancer prevention success 
story that resulted, in part, from advances in IT. Tobacco 
cessation clinical practice guideline recommendations [8], 
meaningful use requirements, and early calls to include 
smoking status in vital signs [40] have collectively con-
tributed to a new clinical standard of care: in the United 
States today, smoking status is obtained and documented 
for virtually all inpatients and outpatients at the time of 
their clinic visit or hospital admission [41].

6.4.1.2 Advise All Smokers to Quit and Assess 
Interest in Quitting

One study [38] reported that clinics where an EHR 
promoted clinical intervention had higher rates of advis-
ing patients to quit smoking and assessing interest in 
quitting than control clinics (advising patients to quit: 
71.6% in intervention clinics vs 52.7% in control clinics; 
assessing interest in quitting: 65.6% in intervention clinics 
vs 40.1% in control clinics). Another study [39] reported 
only postintervention data for 15 dental clinics that were 
randomly assigned to: (1) an EHR-based dental record 
intervention that prompted providers to ask about and 
discuss smoking and interest in quitting; or (2) a usual-
care control condition. Measured outcomes included a 
comparison in rates of asking about tobacco use, discuss-
ing quitting, and referring patients who used tobacco to a 
telephone quitline. Overall, providers in the intervention 
clinics (relative to those in the control clinics) were more 
likely to ask about interest in quitting (87% vs 70%), and 
to discuss strategies for quitting smoking (47% vs 26%).

6.4.1.3 Assist With Cessation
The Cochrane review [36] identified a number of 

studies that assessed whether EHR prompts increased 
clinicians’ rates of assisting smokers by directly offer-
ing cessation counseling or by providing medications 
or a referral to additional counseling (eg, a telephone 
quitline) during a medical visit. For example, Linder 
and colleagues [37] found that EHR prompts in inter-
vention clinics (vs control clinics without such prompts) 
resulted in higher rates of connecting smokers to exter-
nal cessation counselors (3.9% vs 0.3%, p<0.001), but 
not higher rates of prescribing a cessation medication. 
Bentz and colleagues [38] showed higher rates of pro-
viding and documenting counseling (20.1% vs 10.5% 
among control clinics without EHR prompts, p<0.001), 
but not higher rates of referral to a telephone quitline. 
Two additional studies by Vidrine and colleagues [42,43] 
documented significantly higher proportions of smokers 
enrolling in treatment with a quitline in clinical settings 
with electronic-based prompts for quitline linkages com-
pared to settings without such prompts.

The Cochrane review [36] also identified four obser-
vational studies that documented that EHR system 
changes increase the rate of assistance provided to 
smokers visiting various health care settings. In one 
of the larger studies, which examined the hospital 
records of more than 17,000 patients in a Boston hospi-
tal, Koplan and colleagues [44] used a pre–post design 
to examine the impact of adding a “tobacco order set” 
(that included orders for a cessation consultation and 
cessation medications) to the admission screens of a 
hospital’s computerized order-entry system. After this 
EHR-based order set was implemented, the authors 
found a statistically significant increase in the propor-
tion of admitted smokers referred for cessation counsel-
ing and in physician orders for cessation medications.

6.4.1.4 Additional Studies
Other studies, not included in the Cochrane report, 

have assessed the impact of EHR modifications on smok-
ing cessation interventions. For example, Kruse and col-
leagues [45] studied how PCPs viewed the feasibility 
and acceptability of a one-click EHR function to refer 
smokers to a centralized tobacco treatment coordinator 
who called the smokers, provided brief counseling, con-
nected them to ongoing treatment, and gave feedback 
to the PCPs. Clinicians were rewarded for participation 
as part of the pay-for-performance reimbursement that 
was tied to utilization of the new technology. Over 18 
months, involving 36 PCPs and 2894 smokers from two 
community health centers (CHCs), the authors reported 
that 81% of the PCPs used the EHR capability more 
than once, generating 466 referrals. Overall, about 15% 
of the known smokers visiting the clinics were referred 
to evidence-based treatment during the study period. 
While these results were impressive, the Cochrane group 
elected to exclude this study because the impact of the 
EHR changes could not be separated from the impact of 
the pay-for-performance changes.

Finally, EHR modifications have been used to inter-
vene with some populations that have particularly high 
rates of smoking, including lower income individuals. For 
example, the New York City Department of Health and 
Mental Hygiene established the Health eQuits program 
[46,47], funded by the CDC. Health eQuits targeted 
CHCs that had already implemented EHR technology 
to determine whether they could use that technology to 
increase the delivery of smoking cessation intervention. 
Specifically, Health eQuits challenged 19 CHCs with 
EHR functionality to demonstrate higher rates of smok-
ing status documentation and cessation intervention, 
providing financial incentives if rates of documentation 
and intervention exceeded baseline levels. The EHR 
modifications were extensive and represent a model  
of the broad capacity of this technology to enhance 
cancer prevention interventions. These modifications 



1116.4 ELECTrONIC hEaLTh rECOrds

II. SUPPORT ACROSS THE CONTINUUM

included: (1) automated quarterly reports on clinician 
and clinic performance on the Health eQuit program 
(reports gave rates of documentation of smoking status, 
smoking prevalence, and proportion of current smokers 
who received at least one cessation intervention); (2) a 
tally of incentive payments earned based on interven-
tion rates with smokers; (3) use of a clinical decision 
support tool; and (4) a patient registry to identify smok-
ers within the EHR and alert the clinician to address 
smoking with that patient at that visit.

At baseline, across the 19 New York City CHCs, the 
mean rate of delivery of at least one cessation interven-
tion to smokers (counseling, cessation medication, or 
referral to the New York State quitline) was 23% among 
documented smokers (range across clinics: 0–54%). At 
the end of the program, 18 months later, the rate of 
intervention had increased markedly, with 54% of docu-
mented smokers having received at least one cessation 
intervention (range across clinics: 12–91%). During the 
18-month intervention, 36,572 smokers received at least 
one cessation intervention, compared with only 6515 
smokers during the 12-month baseline period (Fig. 6.2).

6.4.2 Using Lung Cancer Screening Visits 
to Provide Smoking Cessation Interventions

In a 2013 review of the scientific evidence, the US 
Preventive Services Task Force (USPSTF) concluded 
that low-dose computed tomography (LDCT) cancer 

screening of the lungs can significantly reduce mortal-
ity from lung cancer among heavy current and former 
smokers. Based on this finding, the USPSTF recom-
mended that:

Asymptomatic adults aged 55 to 80 who have a 30 pack-year 
smoking history and currently smoke or have quit within the 
last 15 years should be screened annually for lung cancer with 
low-dose computed tomography, and that screening should 
continue until the patient has not smoked for 15 years.

This new lung cancer screening recommendation 
has led insurers, including Medicare, to now pay for 
LDCT screening, and the availability and use of this 
test have increased substantially. This increase in LDCT 
lung cancer screening provides an opportunity for an 
additional technology-prompted cancer prevention 
intervention: providing smoking cessation treatment 
at the time of the LDCT lung cancer screening. One 
important reason to consider linking these two cancer 
interventions is the concern that lower smoking ces-
sation rates might result among current smokers who 
received negative LDCT screening results, as a result of 
these smokers believing they are no longer at risk (the 
“health certificate effect”) [48].

To assess this possibility, the USPSTF reviewed stud-
ies that assessed this potential unintended consequence. 
This review yielded mixed results. For example, Ashraf 
and colleagues [49] examined the effects of LDCT screen-
ing for lung cancer on smoking rates in 4104 Danish 
participants, half of whom received annual LDCT lung 

FIGURE 6.2 Number of documented smokers, number of smokers with an intervention, and intervention rate, by quarter—19 community 
health centers, New York, City, October 2010–March 2012—A bar chart showing the number of documented smokers, number of smokers with 
an intervention, and intervention rate by quarter, among 19 community health centers in New York City during October 2010–March 2012. At 
baseline, 23% of identified smokers had received counseling, cessation medications, or both, with a range of 0–54% and a median of 16% among 
the CHCs. At the end of the program, 54% of smokers had received at least one cessation intervention, with a range of 12–91% and a median of 
58%. As rates of documentation of smoking status improved, intervention rates also increased.
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cancer screening tests and half of whom received no 
screening test. One year after the initial screening period, 
the biochemically confirmed quit rate among individu-
als who were smokers at baseline was essentially identi-
cal both in the LDCT group (11.9%) and the no-screening 
control group (11.8%). All participants received mini-
mal (<5 minutes) smoking cessation counseling. Relapse 
rates also were similar across the two groups—10.0% 
in the LDCT group and 10.5% in the control group. In 
another European study [50], 1284 Dutch male smok-
ers were randomized to LDCT lung cancer screening 
or no screening. Two years after the baseline screening 
period, prolonged smoking abstinence rates of 13.7% 
were observed in the LDCT group compared to 14.9% 
in the no-screening group (p = 0.35). In this study, all 
participants received a smoking cessation brochure or 
a questionnaire through which people could ask for tai-
lored, computerized cessation support.

A Minnesota study [51] involving 926 current smokers 
assessed the impact of three annual LDCT screens for lung 
cancer on both health outcomes and smoking cessation. 
Most of the smokers at baseline did not receive smoking 
cessation assistance, and the study did not include a com-
parison group that did not undergo LDCT lung cancer 
screening. A statistically significant increase was found in 
the likelihood of self-reported smoking cessation among 
individuals who were told they had abnormal LDCT lung 
scans. In a similar study, Styn and colleagues [52] assessed 
quitting behavior among 2094 baseline active smokers 
who underwent LDCT lung cancer screening, compar-
ing those who received a physician referral for an abnor-
mal CT finding with those who did not. At 1 year, these 
investigators found a statistically significant increase in 
smoking cessation rates among individuals who received 
a referral because of an abnormal CT result.

Lastly, a 2014 study by Tammemagi and colleagues 
[53] evaluated the impact of lung cancer screening results 
on short- and long-term smoking cessation rates among 
the 15,489 baseline current smokers included in the NCI-
funded National Lung Screening Trial. These research-
ers found that for participants who were smokers at 
baseline, the type of screening result was an important 
and statistically significant predictor of continued smok-
ing; those with negative lung cancer screening results 
had lower rates of cessation over 7 years of follow-up 
compared to individuals with abnormal LDCT screen-
ing findings. The authors interpreted their results as 
suggesting that the “health certificate effect” was not a 
major effect in their study, but acknowledged that they 
did not test this effect definitively.

Collectively, these studies highlight the potential 
of the lung cancer screening test as an opportunity 
for smoking cessation intervention, and the potential for 
EHR-based technology to link these two interventions 
and prompt tobacco cessation treatment.

6.4.3 Linking Patients to Their State Tobacco 
Quitlines and Closed-Loop Functionality

Among its many capabilities, the EHR can refer 
patients with cancer risk factors to external enti-
ties that can provide cancer prevention interventions. 
Specifically, the ability to refer smokers visiting primary 
care settings to a state-based telephone tobacco cessation 
quitline has been extensively evaluated. Vidrine and col-
leagues [42] randomly assigned 10 family practice clinics 
in Houston to two conditions. In the intervention clinics, 
smokers were linked electronically to their state tobacco 
cessation quitline using an expanded EHR capacity. In 
the control clinics, smokers were given a quitline referral 
card and encouraged to call the quitline on their own. 
Among smokers connected electronically to the quit-
line via the EHR, 7.8% enrolled in quitline treatment, 
compared to 0.6% of those given a referral card and 
encouraged to call—a 13-fold increase in the proportion 
of smokers enrolled in treatment.

In an expansion of referral functionality, Adsit and col-
leagues [54] evaluated the potential of an EHR’s “closed-
loop” capability. In this study, the authors assessed the 
ability of the EHR to electronically refer smokers to a 
telephone tobacco cessation quitline. Then, in a signif-
icant innovation, the quitline and EHR vendors (two 
independent entities) developed coordinated technical 
programming to allow for the results of the quitline 
referral to be electronically inputted into the patient’s 
EHR. In this demonstration project, 14% of smokers vis-
iting two primary care clinics were referred to the state 
quitline using the new EHR functionality versus only 
0.3% using the previous method of referral (paper fax). 
The closed-loop component of this new functionality 
worked effectively; for every referred patient, the quit-
line was able to send back outcome data on whether the 
patient was successfully contacted, if the patient set a 
tobacco cessation quit date, and what medications were 
prescribed by the quitline (typically over-the-counter 
nicotine replacement medications), directly populating 
the individual patient’s EHR in a HIPAA-compliant way.

6.4.4 Engaging Physicians to Improve  
Patients’ Health

EHR technology can be utilized in a number of ways to 
engage clinicians in interventions that can reduce cancer 
risk. One means of achieving this outcome is to use the 
EHR in a surveillance function and to communicate to 
clinicians findings regarding that surveillance. Cowburn 
and colleagues [55] used this EHR functionality when 
they assessed the association between insurance status 
and cervical cancer screening in community health set-
tings in Oregon and California. They showed that the 
absence of insurance coverage was negatively associated 
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with the likelihood of receiving a Pap test, identifying 
a high-risk population for intervention within these 
settings. White and Kenton [56] used the EHR for a 
training function, developing three EHR-based tools to 
educate providers on cervical cancer screening guide-
lines. Implementing the training program with addi-
tional electronic medical record prompts improved 
compliance with cervical cytology guidelines, including 
improved targeting of the screening test toward high-
risk individuals.

6.4.5 Patient Registries as a Means 
of Promoting Cancer Prevention

One EHR feature that can be applied to cancer pre-
vention interventions is the patient registry capability: 
EHR technology that can systematically sort patients 
based on a variety of clinical, demographic, and physi-
ologic parameters. One of the most common clinical 
applications of this feature has been the development 
of a diabetes registry that sorts patients based on a vari-
ety of possible parameters: prior elevated blood glu-
cose or hemoglobin A1C level; body mass index; use 
of a diabetes medication in the last 1–5 years; and/or 
the inclusion of a diagnosis of diabetes in the problem 
list. Use of such criteria can help select patients with 
either a diagnosis or a risk of diabetes. Then, by targeting 
such selected patients, EHR technology can prompt the 
patient, clinician, or health care system to undertake cer-
tain preventive, diagnostic, or treatment interventions. 
For example, the EHR might scan the records of each 
diabetic patient and prompt him or her to schedule and 
complete a podiatry exam if warranted. Similarly, if a 
diabetic patient has not undergone a check of his or her 
hemoglobin A1C in the past 6 months (a test that should 
be completed every 3 months), a series of escalating 
prompts may signal to the patient the importance of 
regularly undergoing this test [57].

Similarly, patient registries may be used for cancer 
prevention activities. In one innovative application of 
patient registries, Womble and colleagues [58] used EHR 
technology to establish a registry of males with newly 
diagnosed, but low-risk, prostate cancer, in an effort to 
manage these patients with active surveillance—periodic 
Prostate-Specific Antigen (PSA) testing. The authors used 
EHR technology to ensure that these PSA tests took place 
on schedule as needed; 49% of the patients fulfilled crite-
ria and could be followed successfully under this active 
surveillance model. This cancer prevention innovation 
successfully helped prevent overtreatment of indolent 
prostate cancer and the unnecessary surgery, radiation, 
and hormonal therapy that expose these individuals to 
substantial risks and high costs. In an accompanying 
editorial, Cooperberg [59] highlighted the power of this 
patient registry as an innovative tool to provide quality 

care to these individuals, stating “the registry truly 
serves as the surging tide raising all boats.”

EHR-based patient registries have also been used to 
identify and target tobacco users for intervention. In one 
such study, Sherman and colleagues [60] established a 
system to sort smokers in 10 primary care clinics and 
target them for referral to telephone-based cessation 
counseling. These results were compared to findings 
from eight comparison clinics. Over a 1-year interven-
tion period, almost 3000 smokers were identified from 
the intervention clinics; almost one-half of them were 
then successfully connected to a telephone cessation 
quitline, and 11% of them had quit smoking 6 months 
later. The authors concluded that the use of such EHR-
based patient registries for targeted tobacco cessation 
intervention can have substantial impact on clinic-wide 
smoking rates.

6.4.6 Challenges of EHRs

The widespread adoption of EHR technology in health 
care settings offers tremendous opportunity to coordi-
nate cancer prevention treatment in a manner that is 
consistent, efficient, and sustained over time. Although 
the use of EHR and IT offers extraordinary potential 
for cancer prevention, the response to these innovations 
by clinicians, health systems, and the public has been 
mixed. That mixed response has resulted in large part 
from concerns about clinical workflow, added burden, 
and efficiency.

In an effort to better understand challenges to the 
adoption of EHR and meaningful use, Heisey-Grove and 
colleagues [61] assessed more than 140,000 providers in 
2012. The authors conceptualized these challenges as 
falling into four categories: (1) practice issues (eg, work-
flow adoption, provider engagement, training, vendor 
selection); (2) vendor issues (eg, upgrade needs; delays 
in implementation, installation, certification; inadequate 
training or support materials); (3) attestation process 
issues (eg, calculating patient volume, lack of an opera-
tional Medicaid program, Medicaid or Medicare techni-
cal or administrative challenges); and (4) meaningful use 
measures (eg, achieving core quality measures). Their 
surveillance highlighted the myriad of organizational 
and implementation challenges to widespread EHR 
adoption.

Pizziferri and colleagues [62] performed a time–
motion study in five primary care clinics involving 20 
physicians to assess physician time utilization before and 
after implementation of EHRs as well as physicians’ per-
ceptions of EHR. Postimplementation, the mean overall 
time spent per patient during clinic sessions decreased 
by 0.5 minutes (from 27.55 to 27.05 minutes per patient). 
A majority of survey respondents believed that EHR use 
resulted in quality improvements, yet only 29% reported 
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that EHR documentation took the same amount of time 
or less compared to paper-based health record systems. 
While the EHR did not require more time for physi-
cians during a clinic session, the authors recommended 
further studies to assess the EHR’s potential impact on 
nonclinic time.

While many have evaluated the response of physicians 
to the widescale implementation of EHR technology, 
little is known about patients’ response to this techno-
logical innovation. Kim and colleagues [63] attempted 
to evaluate challenges to using an electronic personal 
health record (ePHR) by a low-income elderly popula-
tion. While 70 individuals were initially identified for 
the evaluation, only 44 used the technology, and only 
14 of these completed the survey. While their data avail-
able for interpretation were limited, the authors found 
that use of the ePHR was hindered by the participants’ 
poor computer and Internet skills, technophobia, low 
health literacy, and limited physical and/or cognitive 
abilities. They concluded that “those who can benefit 
most from an ePHR system may be the least able to use 
it” and that “disparities in access to and use of comput-
ers, the Internet, and ePHRs may exacerbate health care 
inequality in the future” [63]. An in-depth discussion of 
user-centered design can be found in Chapter 11: “Data 
Visualization Tools for Investigating Health Services 
Utilization Among Cancer Patients” in this book.

6.4.7 The Changing Regulatory  
and Policy Environment

The regulatory and policy environment has evolved 
markedly to encourage and/or mandate that health sys-
tems use EHR technology more broadly and more effec-
tively. While these regulatory and policy changes create 
a powerful incentive to adopt such technology, the sci-
ence base regarding how to most effectively utilize EHR 
technology to promote cancer prevention interventions 
is both new and modest.

6.4.7.1 Meaningful Use: A Federal Incentive 
Program to Encourage Adoption and Use  
of EHR Technology

In 2009, the Health Information Technology for 
Economic and Clinical Health (HITECH) Act [64] was 
passed and signed into law. HITECH is designed to 
encourage clinicians and health systems to adopt EHR 
technology and use it to achieve certain benchmarks on a 
variety of evidence-based health care goals (“meaningful 
use” requirements). The HITECH Act provides financial 
incentives to both physicians and hospitals that adopt 
and demonstrate the meaningful use of EHR systems.

HITECH has been a remarkably powerful piece 
of legislation because it is not just an investment in 
technology but was designed to reward the meaningful 

use of that technology. As described by the first direc-
tor of the Office of the National Coordinator for Health 
Information Technology (ONC), David Blumenthal, “By 
focusing on the efficient use of EHRs with certain capa-
bilities, the HITECH Act makes clear that the adoption of 
records is not a sufficient purpose: it is the use of EHRs to 
achieve health and efficiency goals that matters” [64]. He 
described the four goals of HITECH as: “define mean-
ingful use, encourage and support the attainment of 
meaningful use through incentives and grant programs, 
bolster public trust in electronic information systems by 
ensuring their privacy and security, and foster continued 
health information technology (HIT) innovation” [64]. 
Blumenthal highlighted the importance of these goals: 
“Information is the lifeblood of modern medicine. HIT 
is destined to be its circulatory system” [64].

The impact of this legislation was remarkable, rapidly 
transforming health records in the United States from 
paper records to electronic health (eHealth) systems. 
From 2008 to 2013, the proportion of US physicians who 
report using EHRs increased from 17% to 78% [65]. By 
June of 2014, more than 400,000 clinicians (75% of the 
nation’s eligible clinicians) and more than 4500 hospitals 
(92% of eligible hospitals) had adopted EHR systems 
required for meaningful use payments (Fig. 6.3).

6.4.7.2 The Affordable Care Act and Guidance  
on Treating Tobacco Dependence

A core component of the Affordable Care Act (ACA, 
or “Obamacare”) was its provisions regarding clinical 
preventive services. Specifically, the ACA mandates that 
health insurers must cover, without cost-sharing require-
ments, clinical preventive health services that have an 
A or B rating in the current recommendations of the 
USPSTF, including smoking cessation treatment that 
has a USPSTF A rating. While providing such general 
guidance, the ACA legislative language did not specify 
what constitutes ACA-compliant smoking cessation 
treatment.

In May 2014, a guidance document describing in 
detail what constitutes ACA-compatible cessation cover-
age was released by the HHS, the US Department of the 
Treasury, and the US Department of Labor. This guid-
ance specified that all covered individuals are eligible 
for two courses of smoking cessation treatment per year 
with each course of treatment including:

●	 four tobacco-cessation counseling sessions 
(telephone, group, or individual) with each session 
lasting a minimum of 10 minutes; and

●	 a 90-day course of any tobacco-cessation 
medications approved by the US Food and Drug 
Administration (FDA) (prescription or over-
the-counter) that are prescribed by a health care 
provider [66].
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6.5 MOBILE, WEB, AND WEARABLE 
APPLICATIONS

Today HIT has the potential to reach almost 3 billion 
Internet users and 7 billion people with mobile-cellular 
subscriptions worldwide [67]. Because of technological 
advances and widespread adoption of new technologies, 
eHealth has expanded into mobile health, or mHealth, 
which harnesses the power of portable technology to 
efficiently transmit and receive data and information 
to enhance health outcomes. mHealth can operate through 
numerous devices, including smartphones, personal dig-
ital assistants (PDAs), tablets, standard cellphones, wear-
able devices, game consoles, and more. These devices’ 
capabilities for short message service (SMS), multimedia 
message service (MMS), Internet access, direct calls, and 
other mobile applications (apps) are widely used and 
studied for health and medical purposes [68].

SMS, MMS, and other mobile applications partially 
account for the ease and utility of mobile devices. SMS 
allows for brief interactions or exchanges of text infor-
mation; MMS performs a similar function for video and 
images; and apps are used with or without the Internet 
as a platform for data collection and information sharing. 
Each media tool can produce customized messages for 
patients, which can lead to improved health outcomes. 
Personalization is enhanced by the real-time continuous 
data collection that is made possible by device mobility. 
With greater quantities of accurate data, mHealth can 
lead to better health management and reduced burden 
of disease.

The widespread use of mobile devices opens mHealth 
projects to numerous target populations, such as patients, 
doctors, nurses, underserved or low-income populations, 
and the general public. mHealth is particularly beneficial 
in improving the process of care in low-resource areas [69]. 
mHealth also has the potential to reduce health disparities 

and health care costs because of the widespread penetra-
tion of mobile devices across sociodemographic strata 
and the extraordinarily low costs associated with pro-
viding health information, including cancer prevention 
information, on a large scale.

Along with the ubiquity of smartphones and other 
mobile devices, there has been a multitude of mobile 
applications that take medical readings, monitor health, 
and prompt health behavior change. These include 
calorie counters, wearable sensors that monitor heart 
rate or track physical activity, and apps to help people 
lose weight, stop smoking, and sleep better. As of 2012, 
roughly 19% of smartphone owners had downloaded at 
least one app to manage or track their health, the most 
commonly downloaded apps being exercise, diet, and 
weight management apps [70]. The FDA notes that 500 
million smartphone users worldwide will be using a 
health care application by 2015, and by 2018, 50% of the 
more than 3.4 billion smartphone and tablet users will 
have downloaded mHealth applications [71].

There is a growing body of mHealth research address-
ing health behavior interventions, including: smoking 
cessation and tobacco use, physical activity, diet, alcohol 
consumption, and sun protection. While there is lim-
ited research on the effectiveness of smartphone apps 
in promoting behavior change, research utilizing SMS 
is widespread among clinical trials, pilot studies, and 
new study designs.

6.5.1 mHealth and Cancer Prevention

Research has shown that using mHealth tools sig-
nificantly improves adherence to medicine regimens and 
affects sunscreen use and smoking quit rates [72]. SMS, 
MMS, automated voice services, and the Internet have 
been the main vehicles used in successful eHealth and 
mHealth cancer prevention projects.

FIGURE 6.3 Eligible hospitals and professionals paid under the EHR Meaningful Use Incentive Programs—Two donut graphs displaying 
eligible hospitals and professionals paid under the EHR Incentive Programs. As of June 2014, more than 403,000 professionals, representing 75% 
of the nation’s eligible professionals, have received incentive payments through the EHR Incentive Programs. More than 4500 hospitals, repre-
senting 92% of eligible hospitals, including Critical Access Hospitals, have received incentive payments through this program to date. Source: 
CMS EHR Incentive Program data, June 2014.
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Although mHealth has the capacity to promote pri-
mary cancer prevention, little research has studied the 
efficacy of most of the apps that are currently available. 
Bender and colleagues [73] found 295 smartphone apps 
related to cancer, yet no research addressing their effec-
tiveness and impact exists. A total of 46% of the available 
apps pertained to cancer in general, while other apps 
focused on awareness, educational information, early 
detection, fundraising, and social support. While these 
apps might facilitate cancer prevention, research find-
ings are currently lacking to estimate their effects.

6.5.2 Tobacco and Smoking Behaviors

There is growing research support of the efficacy and 
utility of mHealth applications for smoking cessation. A 
recent Cochrane review [74] acknowledged the benefit 
of mobile phone-based smoking cessation interventions 
but noted that positive outcomes tended to be associ-
ated with text messaging applications. The Community 
Preventive Task Force [75] concluded that there was 
sufficient evidence to support recommending mobile 
phone-based interventions for tobacco cessation. In the 
years following up to the recommendation and since 
then, numerous meta-analyses have been conducted to 
determine the effectiveness of mHealth interventions.

A review by Whittaker and colleagues [74] found that 
SMS, Internet programs, and interactive voice response 
service (IVRS) all showed positive effects for self-reported, 
short-term quitting. IVRS provided voice recordings with 
time-specific information on the health effects of cessation. 
It ensured user engagement by motivating participants to 
seek more information and visit the web page of the day. 
A subsequent review by Whittaker and colleagues [76] 
found that SMS, Internet programs, and video messag-
ing had positive effects, leading to cessation that lasted at 
least 6 months (relative risk (RR) = 1.71, 95% confidence 
interval (CI) = [1.49, 1.99]).

Spohr and colleagues [77] found that SMS inter-
ventions were associated with an increase in smok-
ing cessation rates at the 3- and 6-month follow-ups 
when compared to the control condition (odds ratio 
(OR) = 1.35, 95% CI = [1.23, 1.48]). Similarly, Free and 
colleagues [78] found short-term, self-reported absti-
nence rates were significantly higher for pooled SMS 
programs (RR = 2.18, 95% CI = [1.80, 2.70]). In both 
studies, automated SMS interventions varied in design, 
but often contained messages providing quit advice, 
motivational messages, interactive polls and quizzes, 
information on NRT, links to helplines, and informa-
tion about social support. These results were affirmed 
for long-term, self-reported, and biochemically tested 
quit rates using mHealth strategies.

Analogous to previous research, Stop Smoking with 
Mobile Phones (STOMP) used SMS to provide cessation 

tips, trivia, polls, quizzes, buddies, and on-demand help. 
The success of the STOMP trials led to its implementation 
nationally in New Zealand, and expansion to studies in 
the United Kingdom. In initial trials, cessation success 
was noted at 6 weeks, and verified cessation abstinence 
at 6 months was significantly increased among partici-
pants who received the text messaging intervention (RR 
2.20, 95% CI = [1.80–2.68]) [79]. Based on the available 
evidence for SMS interventions on smoking cessation, 
these techniques may offer benefits when incorporated 
into standard health care services.

Given the enormous penetrance and reach of web and 
mobile devices, it is important to evaluate the real-world 
effectiveness of such interventions and to widely dissem-
inate interventions found to be effective at the popula-
tion level. The NCI smokefree.gov represents one of the 
world’s largest smoking cessation and health behavior 
change mHealth-based intervention services. Initially 
launched as a single website in 2003, the program now 
encompasses 5 websites, 15 text message programs, 
4 smartphone apps, and a dozen social media platforms 
targeted to a variety of populations. In 2013, more than 
5 million users interacted with smokefree.gov resources. 
The smokefree.gov website and related mHealth plat-
forms include resources designed to motivate people 
to quit; they provide information and behavioral skills 
training to smokers to improve quit success and help 
sustain abstinence. Additional intervention support is 
also provided for related health behaviors such as mood 
management, diet, and physical activity. In a test of five 
different population-based treatments, the NCI smoke-
free.gov website was shown to be an effective popula-
tion-based smoking cessation intervention [80].

While findings are promising for SMS and MMS-
based interventions for tobacco cessation, less research 
has been published concerning mobile apps for smoking 
(and other tobacco) cessation. Abroms [81] reviewed 47 
publicly available iPhone apps related to smoking cessa-
tion and found that only 11% of these aligned with one of 
the USPHS’s 2008 Clinical Practice Guideline for treating 
tobacco dependence [8]. Few of these 47 apps provided 
smokers with proven tobacco cessation treatments: only 
4.3% connected smokers to quitlines, and 8.5% provided 
intratreatment social support. As with the research on 
apps related to cancer, findings on tobacco cessation 
apps suggest that more research is necessary before rec-
ommending these as evidence-based interventions.

6.5.3 Nutrition and Physical Activity

To address the increased cancer risk and rising health 
costs associated with obesity and overweight, mHealth 
technologies have been developed to encourage patients 
to reach and maintain a healthy weight, increase physi-
cal activity, and improve diet. Systematic reviews have 
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addressed the topic of mHealth as it relates to diet, nutri-
tion, and physical activity. These reviews include numer-
ous studies that used a range of technologies. Results 
have been mixed, and these results have been influenced 
by the type of technology used and the healthy weight 
behavior targeted.

6.5.3.1 Support for Weight Loss
Research suggests that self-monitoring and social 

support are effective contributors to successful weight 
loss. mHealth makes it possible for people to track their 
behavior related to losing weight using either an online 
journal or mobile diary application, and provides social 
support via the Internet or mobile phone. Three stud-
ies have assessed the use of PDAs, mobile apps, and 
websites to support weight loss compared with tradi-
tional paper-and-pencil tracking methods. All studies 
found that greater adherence to self-monitoring helped 
participants achieve greater weight loss [82–84]. Khaylis 
and colleagues [85], reviewing the use of online journals, 
pedometers, and PDAs, also found that when partici-
pants were held accountable, the technology was effec-
tive in improving weight loss.

6.5.3.2 Increased Physical Activity for Weight Loss
mHealth interventions provide a system for individu-

als to be held accountable for their physical activity. 
Systematic reviews looked at web-based interventions 
[86], pedometer usage [87], PDAs, mobile phone appli-
cations [87,88], and SMS technology [89]. Findings for 
using these tools to increase physical activity and lose 
weight are mixed. Pedometer usage and mobile phone 
apps were consistently successful in increasing activity, 
while PDAs had inconsistent results and require more 
research [87,88]. Web-based interventions had a less sig-
nificant impact on increased physical activity than other 
methods, and again, findings were mixed.

Wearable devices such as Fitbit, classified as accel-
erometers, are becoming increasingly popular [89]. 
Researchers have not evaluated the effectiveness of 
accelerometers with online data access to assess and 
increase physical activity.

6.5.4 Alcohol Consumption

Mobile technology may be a successful strategy for 
reaching the 85% of problem drinkers who never come 
into contact with professional help [90]. A large number 
of mobile applications focus on alcohol use, but few 
have been scientifically reviewed. A needs assessment 
by Cohn and colleagues [90] found 567 alcohol-related 
mobile apps, but only 29% were related to alcohol 
cessation. Of those, 90% used empirically based treat-
ment methods: motivational counseling, self-control 
training, and social support. Weaver and colleagues 

[91] conducted a similar review of the top 250 alcohol-
related apps from iTunes and Google Play. Only 11% 
of those studied were related to health promotion or 
reduced consumption. Both of these reviews noted that 
the majority of alcohol-related apps facilitate alcohol use 
and are for entertainment purposes only. Although there 
are apps focused on controlling alcohol use, to date no 
research has been conducted to determine their efficacy.

Web-based interventions have been studied but 
were found to have limited effectiveness. Bewick and 
colleagues [92] reviewed the literature and found that 
participants had positive attitudes toward web-based 
interventions, but results were inconsistent, with some 
interventions increasing alcohol consumption instead of 
reducing it.

6.5.5 Sun Protection

While most people know the benefits of sunscreen 
and reducing UV light exposure, this knowledge often 
does not translate to behavior change. Few SMS pro-
grams and apps have been developed to promote and 
reinforce the necessary behavior change. One study 
found that individuals who received daily SMS remind-
ers to apply sunscreen and notices about the daily local 
weather applied sunscreen 56% of the time compared to 
the control group who applied sunscreen only 30% of the 
time [93]. Other mHealth methods to reduce UV expo-
sure include phone applications, but as of 2012, there 
were only 19 sun behavior health apps [94].

The results of UV reduction and sunscreen applica-
tion apps are mixed. One study found that individu-
als using the SolarCell app in the United States spent 
more time in the shade, but application of sunscreen 
decreased compared to those in control groups [95]. The 
SunSmart app, a component of a larger public health 
campaign in Australia to reduce UV exposure, has also 
had mixed results. The app had been downloaded more 
than 80,000 times, but only 40% of adults reported using 
UV alerts or sun protection information to make deci-
sions about time spent in the sun. Of individuals who 
used the app, 90% stated that it was important to them 
and recommended the app to others [68]. The efficacy 
of mHealth tools for promoting healthy sun behavior 
needs further evaluation.

6.5.6 mHealth Research Gaps  
and Opportunities

mHealth applications have clearly engaged consum-
ers. As a result, they offer great promise for reduc-
ing behavioral cancer risk factors. A key concern and 
research imperative is the empirical demonstration of 
treatment effectiveness among application users. This 
is especially true about demonstrating acceptability and 
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impact in low- and middle-income countries, since the 
majority of studies have been conducted in high-income 
countries. Future research development should address 
the need for grounding in strong health behavior theory. 
Results of a systematic review of Internet interventions 
promoting health behavior change indicated that inter-
ventions varied in their use of theory, but those with a 
stronger theory base were generally associated with a 
larger effect size [96].

Research concerning mHealth may be enhanced by 
utilizing optimized study designs, data capture and 
analysis methods, and infrastructure. One methodologi-
cal approach to consider before beginning mHealth trials 
is the use of a multiphase optimization strategy (MOST), 
a highly efficient application of engineering principals 
to prescreen and detect potentially viable intervention 
components [97]. MOST methods allow for the efficient 
identification of “active” intervention components. 
Randomized control trials are generally viewed as a 
best research practice, but because of their long lag time 
that often includes lumping of a number of intervention 
components, they might be less effective for the evalua-
tion of quickly evolving technology [98,99].

Other innovative designs, incorporating the continu-
ous evaluation of evolving interventions (CEEI), can take 
technological upgrades into account and thereby serve 
as a more efficient evaluation approach than other study 
designs. As a trial progresses, CEEI makes it possible to 
assess new versions of the interventions against previ-
ous versions. For data aggregation, statistical analysis, 
and sophisticated algorithms, researchers recommend 
drawing techniques from computer and engineering sci-
ence because of the real-time data and within-person 
variance that is captured by mHealth tools. Lastly, it 
is important that the proper infrastructure is in place 
within clinics and hospitals, specifically for use of com-
mon measures and public sharing [100]. For this field 
to thrive, health care settings must promote innovation 
and encourage collaboration among professionals with 
differing expertise.

With the surge of medical mobile apps, the FDA has 
mapped out guidelines regarding its intentions for mon-
itoring and regulating mobile device apps. The FDA’s 
approach aligns with the risk-based approach the agency 
uses to ensure safety and effectiveness for other medical 
devices. The FDA plans to provide general guidance for 
apps that make decisions or behavioral suggestions or 
that individuals will use to log, record, track, or evalu-
ate information related to developing or maintaining 
general fitness, health, or wellness [71].

Use of mHealth is a relatively novel practice, which 
calls for unique considerations apart from assessments 
of effectiveness. Confidentiality, privacy, and legal and 
ethical issues are highly sensitive topics because of the 
virtual network of mHealth data. This is particularly true 

if mobile devices are lost or stolen, as they can contain 
highly personal health and lifestyle information [100].

6.6 SUMMARY AND FUTURE 
DIRECTIONS

IT innovations that focus on cancer prevention rep-
resent an enormous opportunity to reduce cancer mor-
bidity and mortality in the United States. While the 
reduction in smoking prevalence over the last half cen-
tury has been appropriately heralded as a great public 
health accomplishment, half of physicians in the United 
States still neglect to advise smokers to quit during 
routine medical visits. High rates of physical inactiv-
ity and excess body weight represent other important 
modifiable cancer risk factors that could be integrated 
into regular clinical care practice protocols. In addition 
to targeting clinicians and their patients in the health 
care setting, applications of cancer prevention IT (eg, 
mHealth) can directly target the patient or consumer, 
thereby expanding the reach, and potential impact, of 
such innovations.

There is growing empirical literature that can guide 
adoption of such cancer prevention interventions. 
The successful implementation of these interventions 
by health care systems, however, will require a great 
degree of sensitivity to critical front line clinical issues 
including: workflow, an increasingly complex regula-
tory environment, and overburdened providers already 
dealing with frequent technology advances. The way 
forward may lie in strategically leveraging IT-supported 
protocols. EHR systems offer the possibility of prac-
tice surveillance, provider prompts and order sets that 
potentially can integrate and streamline assessing patient 
risk factors and engaging them in behavioral change 
action plans designed to reduce cancer risk. In addition, 
mHealth applications via tablets and smartphones that 
already have the advantage of near universal adoption, 
can facilitate education and support and can provide 
targeted guidance that is portable and available 100% 
of the time.

Though the pace of technology has accelerated far 
ahead of empirical evidence on efficacy and effectiveness, 
it is clear that the potential impact of these changes is 
enormous and, perhaps will be transformative in terms 
of reducing the burden of cancer illness and death. In 
addition to science documenting efficacy, the most urgent 
research and development needs are to advance EHRs 
beyond their current limited role serving as data reposito-
ries and providing clinician reminders to the richer poten-
tial of turning outward, targeting patients, clinicians, and 
possibly others to engage them in evidence-based cancer 
prevention activities. This evolution may be facilitated 
by EHR developers and vendors engaging patients in 
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early design activities. Moving from automating cancer 
prevention interventions that use generic interventions 
based on outcome algorithms, to individualized interven-
tions based on patient characteristics may have the added 
advantage of increasing patient satisfaction and height-
ening the likelihood that they will engage in cancer pre-
vention behaviors. Development of organized, efficient, 
evidence-based IT innovations holds great potential for 
enhancing cancer prevention.

LIST OF ACRONYMS 
AND ABBREVIATIONS

ACA Affordable Care Act
APP Application
CDC Centers for Disease Control and Prevention
CEEI Continuous evaluation of evolving interventions
CHCs Community health centers
eHealth Electronic health
EHR Electronic health record
ePHR Electronic personal health record
EPIC European Prospective Investigation into Cancer and Nutrition
FDA US Food and Drug Administration
HHS US Department of Health and Human Services
HIPAA Health Insurance Portability and Accountability Act
HIT Health information technology
HITECH Health Information Technology for Economic and Clinical 

Health
HPV Human papillomavirus
IT Information technology
IVRS Interactive voice response service
LDCT Low-dose computed tomography
mHealth Mobile health
MMS Multimedia message service
NCI National Cancer Institute
NRT Nicotine replacement therapy
PCPs Primary care physicians
PDA Personal digital assistant
PSA Prostate-specific antigen
SMS Short message service
STOMP Stop Smoking with Mobile Phones
USPSTF US Preventive Services Task Force
UV Ultraviolet
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7.1 INTRODUCTION

Cancer remains the second leading cause of mortality 
in the United States accounting for more than 575,000 
deaths annually; approximately 23% of all-cause mor-
tality [1]. Cancer not only affects the individuals diag-
nosed, but also their families, communities, and society 
as a whole. Medical costs associated with cancer care 
have increased substantially; costs were estimated at 
$124.6 billion in 2010 alone and are projected to reach 
$173 billion by 2020 [2]. In addition, lost productivity 
due to cancer-related premature death is estimated to be 
$147.6 billion annually by 2020 [3]. Cancer is increasingly 
becoming a global epidemic and low-resourced coun-
tries are being disproportionately impacted. According 
to the latest estimates from the International Agency for 
Research on Cancer (IARC), there were approximately 
14.1 million new cases of cancer and 8.2 million deaths 
globally in 2012 alone [4]. Though there have been 
advancements in prevention, early detection, and treat-
ment, 80% of cancer mortality will occur in developing 
countries by 2020 where many of these advances are not 
currently available [5,6].

There are four clear opportunities where early detec-
tion can impact cancer diagnoses: screening for breast, 
cervical, and colorectal cancers among average-risk 
people, and screening for lung cancer among high-risk 
individuals [7–10]. While many think that the increased 
survival associated with screening is the justification for 
doing it, that is not the case. The challenge with screen-
ing is that it introduces lead time bias; lead time is the 
period of additional time someone is aware of their can-
cer diagnosis. For example, if there are two individuals 
and one of them has their cancer detected by screening 
at age 55 while the other had it diagnosed at age 59 but 
both die of cancer at age 60, screening did not confer a 
survival advantage. The only difference here is that the 
first person lived with their cancer for 5 years while the 
second lived with it for 1 year. Because of lead time,  
the benefit of screening is only certain when two groups 
of people are randomly assigned to receive or not receive 
the screening test. When fewer people die of cancer in 
the screened group then this is evidence that the screen-
ing test is efficacious. Such studies have been carried 
out for breast, colorectal, and lung cancer. As for cer-
vical cancer, screening has been shown to be effective 
because population-level screenings offered by several 
Nordic countries demonstrated reductions in cervi-
cal cancer mortality during the years screenings were 
offered. When screening was removed, because of a lack 
of clarity about the reason for the mortality reduction, 
mortality rates rose again. With the reinstation of screen-
ings mortality rates dropped once more. The reduced 
mortality in trials and large population studies are the 
reason screening is recommended for these four cancer 

types [8,9,11]. Despite evidence for the efficacy of screen-
ing in experimental trials for these cancers, challenges 
remain for implementation in clinical practice.

This chapter considers the epidemiology of the four 
cancers (breast, cervical, colorectal, and lung) recom-
mended for screening by the United States Preventive 
Services Task Force (USPSTF), the complexity of early 
detection, and how information technology (IT) can 
support and simplify the work associated with it. 
Simplification is important because within each type 
of screening there are multiple activities that require 
coordination among providers, patients, family, and  
the people within institutions whose behavior can facili-
tate or inhibit early detection and diagnosis. We use the 
definition of health information technology (HIT) as “the 
application of information processing involving both 
computer hardware and software that deals with the 
storage, retrieval, sharing, and use of health care infor-
mation, data, and knowledge for communication and 
decision making” [12]. While HIT offers many conceptu-
ally appealing solutions to the challenge of coordinating 
care, it is in many cases easier to conceive of electronic 
solutions than implement them. Our primary purpose is 
to articulate the work and associated activities of early 
detection, summarize what we know about how IT can 
support that work, imagine future uses, and identify 
some early signs of success that encourage pursuing the 
gap between conception and implementation of IT that 
will improve care.

7.2 EPIDEMIOLOGY

7.2.1 Breast Cancer

Breast cancer is the second leading cause of cancer-
related morbidity and mortality for women in the United 
States. In 2014 alone there were an estimated 232,670 
new cases of breast cancer and roughly 40,000 deaths 
[13]. In the United States, a woman has a 12.8% chance 
of developing breast cancer in her lifetime [14]. Age-
adjusted breast cancer incidence rates have remained 
stable from 2001 through 2010 in every racial and ethnic 
group except for African American women who have 
shown a significant increase [15]. Although mortality 
rates have steadily declined, African American women 
continue to have the highest mortality rates of any racial/
ethnic group [13]. Breast cancers can be classified accord-
ing to two hormone-receptors and a human epidermal 
growth factor receptor (HER2) [16]. A large proportion of 
breast cancers in the United States are estrogen receptor 
(ER) positive. ER positive tumors tend to also be proges-
terone receptor (PR) positive. Tumors that are estrogen 
and progesterone positive can be treated with hormone 
therapies that block the body’s ability to either produce 
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these hormones or interfere with the activities of the 
hormones. Cancers that are ER or PR negative lack these 
hormone receptors and are therefore not treated with 
hormone therapy. Women whose tumors lack one or 
both of these receptors (ER+/PR−, ER−/PR+, or ER−/
PR−) experience higher rates of mortality than those 
that are ER+/PR+ [17]. Approximately 25–30% of breast 
cancers are found to be HER2 positive. HER2 positive 
tumors are more aggressive and less likely to respond 
to therapies than hormone-stimulated breast cancer. The 
development of therapies that target this receptor in the 
past 20 years have helped to drastically improve survival 
rates [18]. Triple negative breast cancer is categorized 
as being negative for the estrogen, progesterone, and 
HER2 receptors (ER−/PR−/Her2/neu−). Triple nega-
tive breast cancer is a much more aggressive subtype 
and incidence and mortality rates for this subtype tend 
to be disproportionately high in African American and 
Sub-Saharan African women [19,20].

Globally, breast cancer is the most prevalent cancer 
among women. In 2012, there were 1.7 million new cases 
of breast cancer and roughly 522,000 deaths. Although 
breast cancer accounts for 25% of all new cancer cases 
in women globally, incidence and mortality rates vary 
across countries [4]. The highest rates of breast cancer 
can be found in Western Europe and North America, 
though mortality rates are highest in Melanesia and 
Western Africa [4].

7.2.2 Cervical Cancer

Due to major advancements in prevention and early 
detection, cervical cancer is no longer a leading cause 
of cancer morbidity or mortality among women in the 
United States [15]. Cervical cancer occurs because of 
the presence of the human papilloma virus. Vaccination 
against human papilloma virus is capable of preventing 
the occurrence of cervical cancer. In 2014, there were an 
estimated 12,360 new US cases of cervical cancer and 
approximately 4020 deaths [13]. Between 1975 and 2011 
the overall cervical cancer incidence and mortality rates 
decreased by 54% and 60%, respectively [14]. Although 
African American women have seen the largest drop in 
cervical cancer incidence rates between 1973 and 2007, 
they continue to have the highest mortality rates [21,22]. 
Hispanic women have the highest incidence rates, and 
women who live in the South have both the highest 
incidence and mortality [22]. Globally, cervical cancer is 
the fourth most common cancer in women. In 2012, there 
were an estimated 528,000 new cases and 266,000 deaths. 
Less developed countries suffer the greatest burden of 
cervical cancer incidence and mortality. Roughly 85%  
of all new cases and 87% of deaths occur in less devel-
oped regions. Cervical cancer accounts for 12% of all 
cancers in less developed regions [4].

7.2.3 Colorectal Cancer

In the United States, colorectal cancer is the third most 
prevalent cancer and the third leading cause of cancer 
mortality in men and women [13]. An estimated 136,830 
Americans were diagnosed with colorectal cancer in 2014 
and approximately 50,310 died [13]. Colorectal cancer 
rates have declined for both sexes, however, incident and 
mortality differences persist [15]. Although Hispanic men, 
Hispanic women, and Asian/Pacific Islander women 
are more likely to be diagnosed with colorectal cancer 
than any other racial/ethnic group, African Americans 
of both sexes are more likely to die from the disease 
[14,15]. Worldwide, colorectal cancer is the third most 
prevalent cancer in men and the second most prevalent 
cancer in women. In 2012, roughly 1.4 million individuals 
were diagnosed with colorectal cancer and 694,000 died. 
There is gender and geographic variability in colorectal 
cancer incidence and mortality globally. The incidence, 
mortality, and 5-year prevalence are higher for males 
than females. Although the incidence of colorectal cancer 
is higher in more developed countries, less developed 
regions suffer from higher mortality rates [4].

7.2.4 Lung Cancer

In the United States, lung cancer is the second most 
prevalent cancer among both men and women, and it 
remains the leading cause of cancer death [13]. There 
were an estimated 224,210 new cases and 159,260 deaths 
from lung cancer in 2014 [13]. As a result of public health 
measures aimed at reducing smoking rates, lung cancer 
incidence and mortality rates have been steadily declin-
ing the last two decades [14]. Although rates continue 
to decline, there are gender and geographic disparities 
in incidence and mortality. Minority populations con-
tinue to experience an increased burden of lung cancer. 
African American males in particular have the highest 
incidence and mortality rates of any other group [15]. In 
addition, individuals living in the rural South are more 
likely to be diagnosed with lung cancer than those living 
in other US geographic areas [23]. Globally, lung cancer 
remains the leading cause of cancer morbidity and mor-
tality. Roughly 1.8 million new cases were diagnosed in 
2012, accounting for 12.9% of all new cancer diagnosis. 
Mortality from lung cancer accounts for 20% of all cancer 
deaths; this translates to 1.6 million deaths in 2012 alone. 
Both incidence and mortality rates of lung cancer are 
highest among men in developed nations [4].

7.3 EARLY DETECTION

The task of cancer early detection encompasses at 
least two types of medical care: (1) screening for cancer 
precursors or early forms of cancer that when treated 
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change the natural history of the disease and reduce 
mortality, and (2) responding to symptoms and signs of 
early cancer to reduce the morbidity and potentially the 
mortality of cancer.

7.3.1 Screening

While screening is intuitively appealing, the chal-
lenge of proving that it confers a mortality benefit has 
occupied researchers, policy makers, and health care 
organizations for decades. Screening is considered ben-
eficial if it results in the extension of life that otherwise 
would not have been observed in the absence of screen-
ing. This means that screening detects cancer in the pre-
clinical stage and treatment is more effective in cancers 
that are screen-detected as opposed to cancers found 
in the absence of screening. Screening should result in 
the reduction of mortality, and in the case of colorectal 
and cervical cancers, the identification and subsequent 
removal of precancerous lesions or polyps have been 
shown to reduce the incidence of colorectal and cervical 
cancers [24,25].

When implementing population-based screening 
programs, the potential benefits of screening described 
above must be assessed against the potential harms of 
screening. These harms include false positive readings 
that result in increased stress and anxiety, complications 
associated with diagnostic investigation, and toxicity 
associated with cancer therapies. Additionally, many are 
now concerned about overdiagnosis of cancers when 
screening finds a precancerous or cancerous condition 
that would otherwise not have affected the individual 
during his or her lifetime. There are also harms associ-
ated with false negative readings which may include a 
false sense of being disease free and potential advance-
ments in disease progression without appropriate treat-
ment [8,9]. Screenings that are shown to be efficacious in 
experimental settings (ie, randomized controlled trials) 
may not be effective in the real world due to the unpre-
dictable nature of the context in which screening is imple-
mented. Multiple requirements must be fulfilled in order 
to fully realize the value proposition of screening; ide-
ally, screening should be: inexpensive; conducted if the 
disease has a recognizable presymptomatic phase; result 
in cancer detection that affords more effective treatment 
than waiting for more advanced disease; acceptable to 
those being screened; and conducted when there are 
adequate resources for diagnosis and treatment [26].

Population-based estimates of screen-detected versus 
symptom-detected cancers are difficult to find, but one 
study of breast cancer in New Hampshire suggested 
that 54% (123/228) within their state-based registry were 
found by screening exams and another in New Mexico 
suggested it was 58% over a 5-year period [27,28]. In the 
United Kingdom where an active nationwide colorectal 

cancer screening program was fully implemented using 
fecal immunochemical tests (FITs), 67.6% were screen-
detected over a 3-year period from 2007 to 2010 [29]. 
Evaluation of invasive and micro-invasive cervical can-
cers diagnosed during a 12-year implementation period 
of a cervical cancer screening program in two districts 
of the United Kingdom (Southampton and South West 
Hampshire) showed that 33% were screen detected 
among screening eligible women [30]. These numbers 
are from regions with organized programs and yet many 
cancers continue to be detected through means other 
than screening. Finding cancers through both symptom-
atic detection and screening are therefore both impor-
tant methods of reducing the impact of this disease. In 
this subsequent section we summarize the evidence for 
screening, US and global guidelines for screening, and 
current screening rates.

7.3.2 Breast Cancer Screening

Mammography, low-dose X-ray images of the breast, 
is used both as a screening and diagnostic tool. The 
use in screening has been riddled with controversy and 
some of that controversy is actually good news [31]. Part 
of the challenge is that the trials were conducted when 
treatment was not as effective as it is today. Whether the 
benefits of screening shown in trials that were imple-
mented many years ago are comparable to screenings 
conducted today can never be fully resolved. Despite 
the controversy, and debates about the details of trials, 
most agree that randomized trials have demonstrated 
benefits of screening for breast cancer [32]. Furthermore, 
subsequent observational studies in countries with large 
programs have also shown a benefit. A 30-year follow-
up study by Tabar and colleagues showed a 27–31% 
reduction in breast cancer mortality for women who 
received screening mammography [33]. In addition, 
after evaluating screening strategies using six model 
estimates, Mandelblatt and colleagues found strategies 
that employed biennial screenings were the most effi-
cient (used the least resources while reducing mortality)  
[34]. The effectiveness of screen-film mammography in 
detecting tumors has been shown to be comparable to 
digital mammography except digital mammography 
has been shown to be more accurate in women under 
the age of 50, those who have dense breast tissue, and 
women who are premenopausal or perimenopausal [35].

Based on findings from a meta-analysis of randomized- 
controlled mammography trials, the USPSTF recom-
mends biennial screening mammography for women 
50–74 years of age. Women who are younger than 50 
are advised to consult their physician to determine 
individual benefits or harms of getting a mammogram. 
The USPSTF notes there is insufficient evidence that 
women 75 years or older would benefit or be harmed 
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by mammography. The USPSTF recommends against 
clinical breast exams and instruction in breast self-
exams because no benefit has been shown for either 
[7]. The World Health Organization (WHO) makes rec-
ommendations for mammograms based on two criteria: 
age and setting. The WHO recommends that women 
50–69 years of age who live in well-resourced settings 
receive biennial screenings. The WHO recommends that 
countries with strong health systems but with areas of 
limited resource settings create population-based mam-
mography screening programs only if the health care 
system can withstand a population-based design and 
shared decision making strategies can be implemented. 
However, the WHO advises that clinical breast examina-
tions which are low-cost may be implemented if ongoing 
studies provide evidence for their efficacy. The WHO 
advises against creating a population-based screening 
program for women 40–49 and 70–75 [36].

In addition to mammography, magnetic resonance 
imaging (MRI) is used for breast cancer screening in a 
subset of the population. MRI uses electron magnets to 
create fields that change the alignment of the protons 
within the hydrogen atoms in the water and fat of tis-
sue. As the proton changes the direction of its alignment 
it releases energy [37]. Fat, fibrous tissue, normal cells, 
and cancer release the proton energy differentially and 
the differences are analyzed to create an image. MRI is 
recommended by some for women who have a 20–25% 
lifetime risk for breast cancer [38]. This recommenda-
tion is not based on results from randomized controlled 
trials, but rather from the performance characteristics of 
MRI in women for whom standard digital mammogra-
phy has not performed well.

In the United States, between 2000 and 2010, the 
number of women who received annual screening mam-
mograms remained stable; however, variability across 
demographic characteristics persisted. Approximately 
72.4% of women who were eligible based on age were 
screened in 2010. Screening rates were lowest among 
Asian women (64.1%), the uninsured (38.2%), individu-
als without usual source of care (36.2%), those in the 
United States less than 10 years (46.6%), and individuals 
with less than a high school certificate (58.3%) [39].

7.3.3 Cervical Cancer Screening

Large time series analyses within the population of 
Nordic countries have built a convincing case for the 
benefits of screening for cervical cancer [40,41]. Pap test-
ing, the process of collecting and analyzing cells scraped 
from the cervix, and human papillomavirus (HPV) test-
ing, the examination of the cervical cells for the HPV, 
have been demonstrated to be effective screening tools 
[8,25,42]. Although there is controversy associated with 
the effectiveness of visual inspection with acetic acid 

(VIA; the application of acetic acid to the cervix and 
observing a color change to indicate abnormality) as 
compared to Pap, there is evidence to show that it is an 
inexpensive and effective screening tool in low-resourced 
settings where diagnosis and treatment are assured [43].

The USPSTF recommends a Pap smear every 3 years 
for women 21–65, or a combination of Pap smear and 
HPV testing every 5 years for women 30–65. The USPSTF 
advises against cervical cancer screening in the follow-
ing groups: women 21 years or younger, women older 
than 65 who have had a history of screening and who 
are not at high risk for cervical cancer, and women who 
have had a hysterectomy and do not have a history of 
cervical cancer. The USPSTF does not consider screen-
ing effective if HPV testing is implemented alone or in 
combination with Pap smear in women younger than 
30 years of age [8]. The WHO recommends that women 
30 years and older get screened every 3–5 years; women 
who are 30–49 years are given screening priority. The 
WHO makes cervical cancer screening recommendations 
based on the context of the screening program and the 
resources available. In low-resourced regions where a 
screening program is in place and resources are available 
for subsequent tests, HPV testing and VIA are recom-
mended, either in combination or alone. If a screening 
program is not in place, VIA alone is recommended. For 
programs that are able to provide colposcopy and cytol-
ogy, cytology, or HPV testing followed by colposcopy 
is recommended [44]. Although a small dip in cervical 
cancer screening rates was observed between 2000 and 
2010, approximately 83% of eligible American women 
(21–65 years old) reported getting the recommended Pap 
screening within 3 years according to the 2010 National 
Health Interview Survey (NHIS). Consistent with vari-
ability among demographic groups observed in mam-
mography screening, Pap rates were lowest among 
Asian women (75.4%), uninsured women (63.8%), and 
women without usual source of care (64.9%) [39].

7.3.4 Colorectal Screening

Randomized controlled trials have demonstrated a 
benefit of colorectal cancer screening [45–47]. Flexible 
sigmoidoscopy, colonoscopy, and fecal occult blood test-
ing (FOBT) have been shown to be effective tools at 
detecting both precancerous and cancerous polyps [48]. 
The USPSTF recommends colorectal screening with high 
sensitivity FOBT annually, sigmoidoscopy every 5 years 
with FOBT every 3 years, or screening with colonoscopy 
every 10 years for individuals aged 50–75. The USPSTF 
does not recommend routine screening for individu-
als aged 76–85 but it does recommend shared decision 
making in this age group, and it does not recommend 
screening for individuals older than 85 years of age 
[10]. Colorectal cancer screening varies globally. Many 
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high- and middle-income countries have established 
guidelines for population-based screenings, whereas chal-
lenges still remain in low-income regions. The European 
Union currently only recommends FOBT for men and 
women aged 50–74, with screening intervals no more 
than 2 years apart; sigmoidoscopy no less than every 10 
years and no more than 20 years only if performed in an 
organized program [49]. In the United States, colorectal 
screening rates significantly increased between 2000 and 
2010. In 2010, 58.6% of adults reported having received 
one of the recommended colorectal screening tests. There 
was significant demographic variability in screening; 
Whites (59.8%), non-Hispanics (59.9%), individuals who 
are US born (60.5%), college graduates (67.3%), individu-
als with usual source of care (62.4%), and adults 67–74 
years of age were more likely to be up to date [39].

7.3.5 Lung Cancer Screening

Lung cancer screening has only recently been 
approved as an effective method of screening in high-
risk populations [9]. Early randomized controlled trials 
showed no mortality benefit of lung cancer screening 
using X-ray and sputum cytology [50]. However, more 
recent studies using low-dose computed tomography 
(CT) have shown it to be an effective method of identi-
fying lung cancer at an early stage [51,52] and superior 
to radiography in reducing mortality [53]. The USPSTF 
recommends annual lung screening with low-dose CT 
for individuals 55–80 years of age who have a 30 pack-
year smoking history and who currently smoke or have 
quit smoking within the past 15 years. Screening should 
be suspended for individuals who have not smoked for 
at least 15 years [9]. Although low-dose CT is currently 
in use in many low-, middle-, and high-income coun-
tries, there are currently no lung cancer screening recom-
mendations by the WHO. This is based on the WHO’s 
interpretation that for the global population, where 
resource use is also an important consideration, there is 
insufficient evidence that the benefits of using low-dose 
CT for lung cancer screening outweigh the harms [54]. 
Lung cancer screening rates are unavailable as the test 
was recently approved for population-level screening  
in the United States, but rates are expected to increase 
as the test is recommended to those at highest risk and 
the screening is now covered by insurance.

7.3.6 High-Risk Individuals

High-risk individuals; those who carry a genetic 
mutation (eg, BRCA, lynch syndrome); cancer survivors; 
individuals with HIV/AIDS or those who are immuno-
suppressed; or individuals who are at particular risk due 
to behavioral or environmental factors (eg, exposure to 
certain chemicals and radiation) need to consult with a 

physician to determine appropriate screening initiation 
and intervals [25,55–59].

7.4 THE PROCESS OF CARE

In order to better address challenges associated with  
screening, it is helpful to think of it as a process  
with multiple interacting players and pieces rather than 
simply a test. In this section we elaborate on the process 
of cancer screening and the ways that IT may be used to 
address failures in this process.

7.4.1 Screening Is a Process Not a Test

Screening entails a complex set of interactions within 
the multilevel context of care [60]. That context includes 
(1) the national policy and guidelines; (2) the community 
culture and expectations; (3) the organizational struc-
ture and culture where the screening is occurring; and  
(4) the individual patient culture, knowledge, and expec-
tations [61]. The screening process includes multiple 
steps: offering screening, performing screening, and man-
aging the follow-up after the screening test is performed. 
The latter must assure that those with abnormalities are 
evaluated and those with negative results are reassured 
while remaining appropriately vigilant for symptoms 
that should be evaluated. Interactions between patients 
and providers may vary within each step of testing, eval-
uation, and follow-up. All of these interactions may be 
further complicated by organizational and/or practice 
characteristics and system-level policies (Fig. 7.1).

Patient-Provider Interactions: An individual patient’s 
desire to participate in the decision-making process 
during screening varies and can be influenced by indi-
vidual characteristics such as age, education, and health 
knowledge [62]. Patient engagement is often affected 
by time constraints and providers are often faced with 
competing priorities such as managing chronic illnesses 
like hypertension, or cardiovascular disease. This may 
result in screening initiation either being delayed or 
never being initiated. It may also mean that patients are 
not able to make an informed choice.

Provider and Organizational Interactions: Characteristics 
of an organization including (1) culture, (2) organizational 
policies, including incentives, and (3) clinical information 
system may facilitate or inhibit a provider’s screening 
patterns [63]. A study by Zapka et al. of 761 primary care 
providers in three different health organizations found 
that providers’ perceptions of their organizations’ poli-
cies and culture surrounding screening influenced their 
efforts to screen [64]. Although, there is some recent evi-
dence for the effectiveness of incentive programs spe-
cifically in Pap screening, there has been insufficient 
evidence for their overall effectiveness [65,66].
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Organizational and State/Federal Policies: The ability of 
an individual to be screened may also be influenced by 
the interactions between organizations and larger sectors 
of influence such as federal or state policy. An analysis of 
Medicaid data from 46 states and the District of Columbia 
by Halpern and colleagues found that although there were 
mixed associations between increasing Medicaid reim-
bursements for screening tests and screening rates, there 
was a positive association between increasing Medicaid 
reimbursements for office visits and screening rates. 
Increasing reimbursements for office visits increased the 
odds of screening for breast, cervical, and colorectal can-
cers by 2–9% [67]. In addition, organizational policies that 
reduce the number of times that patients need to move 
between providers, that promote organized communica-
tion with patients, and that generally support continuity 
of care facilitate screening in practice [63].

7.4.2 Organized Versus Opportunistic 
Screening Programs

Because of the complexity of the screening pro-
cess, there is a spectrum of implementation strategies 
from organized programs to opportunistic screening. 
Many high- and middle-income countries including 
the Netherlands, United Kingdom, Canada, Republic 
of Korea, and Argentina have organized screening pro-
grams. Organized programs are defined as those that 
actively invite eligible individuals from a target popula-
tion usually based on age and geographical area. There 

is usually a centralized management structure with 
responsibility for implementation of the steps of the 
screening process, and evaluation of its overall quality. 
They use systematic recall to provide follow-up care to 
individuals who are found to have an abnormal screen-
ing. They consistently provide quality assurance, and 
link their database with other systems, such as cancer 
registries and death registration systems, to monitor 
the effectiveness of their programs. The main goal of 
organized screening is to increase screening participa-
tion, and assure that test performance and treatment 
are achieving the expected outcomes. Services are usu-
ally provided for free and programs work to assure 
that participants all receive the same quality of care. On 
the contrary, many high-income countries such as the 
United States, France, Germany, and Japan have oppor-
tunistic screening programs. Screenings are provided on 
a patient request basis or are recommended by providers 
during routine care. Comparably organized screening 
programs have been shown to be more accurate and 
more cost-effective than unorganized programs [68,69].

7.5 THE CHALLENGE OF EARLY 
DETECTION

There are many ways in which a patient may enter the  
cancer detection process, and many factors that affect 
that entry and the progression to diagnosis. To evaluate 
these factors we use a multilevel ecological framework 

State and federal
policy

Organization/practice

Providers

Individual

Care-
reimbursements

Organizational 
policies

Organization and 
practice incentives

How leadership 
communicates with  
providers

Practice cultureShared Decision Making

Practice organization and 
management of patient 
flow

Management approach to 
multiple chronic 
conditions

FIGURE 7.1 Multiple levels of interaction that occur during the process of early detection.
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that examines how the individual, provider, and envi-
ronment each influence early detection and cancer 
screening service utilization [70]. The problem of early 
detection, whether by screening or symptomatic presen-
tation, is that it requires coordination across multiple 
steps of care and involves multiple providers [71]. An 
individual who needs to be screened must first have the 
opportunity to discuss their test options and preferences 
with their provider and then they must be provided the 
tests they choose. Ensuring that patients access appro-
priate tests could prove to be challenging under certain 
circumstances. For example, screening for cervical can-
cer may be initiated and completed in a primary care 
physician’s office but mammography requires referral to 
a radiologist. Once an individual is screened they must 
be notified of any abnormalities, referred for additional 
evaluation when it is indicated, and then referred to the 
appropriate provider to initiate therapy if a cancer is 
detected. Across these multiple steps in care there are 
many opportunities for confusion among individuals 
seeking care and those that provide care thus leading 
to breakdowns in the screening process. Failure at any 

point of the process limits the impact of early detec-
tion to reduce morbidity and mortality in persons with 
disease (Fig. 7.2). Organized screening programs are an 
attempt to prevent failures in the process by establish-
ing an infrastructure to assure the steps occur. However, 
in the setting of heterogeneous models of care delivery, 
like the United States, a centrally organized national 
program is impossible. The closest the United States has 
come to an organized program is the National Breast 
and Cervical Early Detection Program, and even in this 
program delivery is organized through state centers [72]. 
Another common model of organized programs within 
the United States is managed care. Managed care orga-
nizations are able to centralize screening and outreach 
efforts, and monitor quality of care [73]. However, even 
under such a system, breakdowns still occur [74,75]. For 
example, in a population of women enrolled in a man-
aged care plan for at least 3 years, more than half of the 
late-stage breast and invasive cervical cancers occurred 
among women who had not been screened (52% of late 
stage breast and 56% of invasive cervical cancers). Of 
those that initially screened negative, 39.5% and 32% 

Linking the steps of care in early cancer detection: opportunities for informatics
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were later to be found to have late stage breast and inva-
sive cervical cancers, respectively. In addition, between 
8.8% and 13% screened positive but waited more than a 
year to get a diagnostic mammogram [73,75]. The ques-
tions then become, what contributes to these failures and 
can the causes be addressed by HIT?

7.5.1 Failure to Screen

To assess whether or not IT can remedy the problem, 
we must first look at the patient-level, provider-level, 
and system-level factors that lead to screening failures. 
The breakdowns associated with late-stage cancers can 
occur during the initiation of screening, during detec-
tion, or during follow-up of abnormal screening results. 
Several patient-level factors can impact whether they 
decide to participate in cancer screening. Some of these 
factors may be amenable to interventions including an 
individual’s confidence in the test to detect an abnormal-
ity, how important they perceive screening to be in the 
absence of clinical symptoms, fear that an abnormality 
may be found, lack of knowledge of the test, and concerns 
over discomfort of the test [76,77]. Health care provider 
behavior may have screening promoting or inhibiting 
effects. Behaviors such as communication about family 
history and encouraging screening have been shown to 
be predictors of screening uptake [78]. Several studies 
have also shown that system-level factors are impor-
tant to increasing screening [79]. One such factor is the 
electronic health record (EHR) system with provider 
reminders/provider prompts. This has been shown to 
encourage providers to offer screening during the course 
of care (inreach), and can impact their ability to send 
letters to patients’ homes to remind them when they are 
due for screening (outreach). Both inreach and outreach 
reminders have been demonstrated to increase screen-
ing rates [80]. For the initiation of screening, HIT that 
educates and informs patients during decision making 
may be helpful. If patients are knowledgeable about the 
recommended screening and their risks for cancer, then 
they are better positioned to make an informed decision. 
Similarly, decision support tools that promote providers’  
knowledge and interaction with patients about the 
screening choices that exist could also be helpful. Finally, 
HIT may be useful to organizations by helping them 
aggregate the data of the patient population they serve 
in order to assess screening rates and to help cue them to 
screen patients through automated inreach or outreach 
reminders.

7.5.2 Failure to Detect

Assuming that screening occurs, there are still chal-
lenges associated with how the screening tests are per-
formed [31,54]. There are several performance measures 

of the screening tests that must be considered and which 
have been associated with overdiagnosis and missed 
cases. A test’s ability to identify cancer when it is pres-
ent (sensitivity) and be negative when cancer is absent 
(specificity) has implications for false positive and false 
negative rates. The higher the sensitivity of a test, the 
fewer cancers are missed. Often a test can be made to 
be very sensitive. If radiologists called every screening 
mammogram abnormal they would find most cancers. 
But that is clearly not a successful strategy because 
many people without cancer would be referred for fur-
ther evaluation and biopsy. Under these circumstances 
the test would have a low specificity. There is almost 
always a tradeoff between sensitivity and specificity so 
it is important to monitor each.

This tradeoff in sensitivity and specificity is driven 
by the fundamental characteristics of the test as well as 
the human factors associated with performing and inter-
preting it. There may be differences in how cells are col-
lected and preserved at the time of Pap test or, how the 
technicians position a woman during a mammogram. 
Both affect the quality of the test. There may also be dif-
ferences in the providers’ ability to correctly interpret a 
test. Cytologists must review thousands of cells submit-
ted in PAP tests and recognize those that are abnormal. 
Radiologists must recognize the 4–6 cancers in every 
thousand set of mammograms. Furthermore, that rec-
ognition is affected by patient characteristics like the 
density of the breast tissue, and the time since previous 
mammogram, which in turn affects the size of any tumor 
present [81,82]. There has been substantial hope that 
software installed in digital mammography machines, 
computer-assisted detection (CAD), would address the 
challenge of optimizing sensitivity and specificity, but 
the hope has not been realized. Sensitivity and speci-
ficity have not improved despite these efforts, though 
reimbursement for the service continues [83,84]. While 
the challenge is clear in mammography, variability in 
detection also exists for interpreting fecal immunochem-
ical testing for evidence of blood in stool, performance of 
colonoscopy to identify polyps and cancers, or finding 
abnormal cells in a Pap smear [85–87]. CAD has been 
proposed for both Pap and colonoscopy interpretation 
but remains experimental [88,89].

7.5.3 Failure During the Follow-Up

Even if an abnormality is found during the screen-
ing process there may be failures that occur during the 
follow-up of abnormal test and during the diagnos-
tic evaluation. These failures may be associated with 
individual-level factors including being low-income, 
perceptions of discrimination, the ability of the patient 
to understand and interpret the test results, and access 
to facilities that provide screening and evaluation 
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services [90]. Failures may also be due to provider-
level factors such as whether they perform the diag-
nostic evaluation correctly, and whether the results of 
the evaluation are communicated to the patient [90,91]. 
Communication, whether it be between the patient and 
provider, within an organization, or between organiza-
tions, appears to be a continuing thread in the failures 
observed in early detection and may be a point of inter-
vention [92]. This is further explored in the chapter by 
Hesse, “Communication Science: Connecting Systems 
for Health.” Here again, HIT offers an opportunity to 
improve the process by helping to ensure that providers 
are informed of which patients had an abnormal test 
result, which patients received a follow-up evaluation, 
and which patients need referral for cancer treatment. 
One challenge, however, is that the information that a  
primary care physician needs to assess the status of a 
patient in the screening process depends upon data that 
may be in multiple provider systems. For example, if a 
patient has an abnormal mammogram, the result is found 
in the radiology system. Easy transfer of that data to the 
referring physician depends upon having interoperable 
information systems. Interoperability of HIT is therefore 
fundamental to bridging the steps of the screening pro-
cess that cross institutions and provider groups.

7.6 COMMUNICATION CHALLENGES

Challenges remain in linking all of the players and 
processes involved in early detection [63]. Much of 
the screening process depends on shared knowledge 
and interdependent activities that need to be executed 
with minimal confusion and anxiety for patients. HIT 
continues to hold promise for assisting in the process, 
but to fully achieve this promise more must be done 
to resolve institutional and human challenges [93]. For 
example, there is the fundamental human challenge of 
communication triangulation that must be addressed 
when managing the steps of screening or diagnosis 
(Fig. 7.3). Generally, a patient has at least two providers 
involved in screening, and almost always involved in 
the diagnosis of cancer. Once a screening test is ordered 
or an abnormality is found, the information must be 
shared in a manner that is easily understood by the 
patient and providers involved in executing the next 
step in care. If the patient is responsible for acting as 
liaison between their primary care physician and the 
provider responsible for the next step in the care pro-
cess, there is potential for confusion. Similarly, if the 
providers communicate with each other and not the 
patient, there is also room for confusion. Care is more 
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FIGURE 7.3 Communication between patients and providers during early detection.
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supportive of the patient if there is joint understanding 
of the issues [94]. If individuals managing the work of 
early detection do not recognize their interdependence, 
they do not manage it well. Team researchers study-
ing teamwork have recognized this for some time, and 
that recognition is now dawning in medical care [94,95]. 
As might be expected, some of the necessary work to 
understand the human factors involved in shared work 
is occurring outside of the technical world of HIT. The 
field of relational coordination, defined as a “mutually 
reinforcing process of communicating and relating for 
the purpose of task integration” is growing and pro-
viding evidence that the ways in which people interact 
greatly affects the quality and outcomes of their work 
[96]. The Agency for Healthcare Research and Quality 
(AHRQ) has developed a training program for teams 
in hospitals and has demonstrated reductions in med-
ication errors when providers are trained to work in 
teams [97]. Metrics of relational coordination now exist 
to evaluate teamwork within and across organizations 
[96]. To further our knowledge in the field of relational 
coordination, we need to begin exploring how technol-
ogy can support these human interactions.

A key strategy to support human interaction is mini-
mizing information overload [93]. It is not sufficient to 
just remind physicians of their daily tasks; there is now 
strong evidence that information overload contributes 
to mistakes in health care settings [93]. HIT can be used 
to help track where individuals are positioned in the 
screening process (eg, due for screening, considering 
options, scheduling the screening test, due for follow-
up) and identify the tasks the physician must complete. 
Ideally, HIT would only provide the most pertinent 
information and reminders at the appropriate times in 
the process while distributing the work among the team 
thereby reducing workload [93]. For example, if the pro-
viders within a practice discussed screening and came 
to a consensus on a practice-level policy regarding how 
they will implement screenings, the information system 
could help them accomplish this. Once a practice agrees 
on how they want to manage abnormal screening tests, 
the practice could clarify responsibilities of each team 
member. The team members could then jointly manage 
the steps in the screening process for multiple individu-
als under their care. The patient needs to be informed 
as to whether or not they are responsible for making 
the appointment to see the next provider in the pro-
cess; if HIT could automatically generate appointments 
it would help alleviate patient responsibility and reduce 
failures in initiating follow-up. A key goal of HIT must 
be to sort information and reduce burden on practicing 
clinicians so they can concentrate on supporting their 
patients and their patients’ families who are attending 
to abnormalities and/or treatments.

There is great deal of concern that HIT is not achiev-
ing this end and may in fact be contributing to workload. 
Primary care providers on average spend an extra hour 
in clinic after their scheduled work hours to complete 
medical records; few are satisfied with reminders for 
cancer screening (38% for breast, 37% for colorectal, 
and 31% for cervical); and most (54%) continue to use 
free text to document patient history [98]. One way to 
help address these provider challenges with using HIT 
is to have HIT developers spend time in clinical set-
tings in order to help them understand the work that 
is being carried out before they begin to conceptualize 
and develop these tools [93]. When new tools are devel-
oped they need iterative, longitudinal testing to ensure  
that they facilitate work that is needed prospectively 
rather than retrospectively. Identifying potential barri-
ers in the clinical setting may not be intuitive for HIT 
developers and others involved in the engineering of 
HIT, therefore it is imperative that physicians and other 
members of their team become more actively involved 
in the development of these tools.

Early detection is not an independent process but 
rather a process that it is nested within the overall deliv-
ery of care. Screening may take place as part of, or in con-
junction with, preventive care services such as physical 
activity and diet counseling, or during the treatment of 
morbid conditions like hypertension or cardiovascular 
disease. While reminders can increase compliance with 
guidelines and reduce errors in recommending unneces-
sary testing or failing to recommend necessary testing, 
there is also evidence they are ignored 49–96% of the 
time [99]. Although HIT may offer solutions to help phy-
sicians prioritize tasks, simply alerting physicians that 
a patient is due for screening based on criteria such as 
age may create problems. Physicians may learn to ignore 
the reminders in the face of competing tasks. To rectify 
this issue, providers need to get input from patients to 
determine shared priorities, and then use HIT to help 
them realize those priorities.

Information systems could be used to document and 
remind both the physician and patient of their roles and 
responsibilities based on the priorities they set together. 
For example, in the short term, controlling hypertension is 
more important than providing information about screen-
ing; therefore reminders for patients to receive a checkup 
for hypertension could be sent prior to a reminder to 
obtain cancer screening. In addition to reinforcing shared 
established priorities for care, HIT could also reinforce 
guidelines. Providers need simple methods to establish 
and renew their guidelines to reflect the latest science and 
up-to-date options for an individual. When controversies 
regarding screening guidelines arise it should be easy to 
document the source of the controversy for physician 
reference without interrupting the course of care.
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7.6.1 Use of IT in Early Detection

Screening is clearly a complicated process. Despite 
the push for HIT as a tool to improve the quality of 
health care delivery and to enable meaningful use of 
data at the patient and population levels [100], IT use in 
early detection has been quite limited and variable. The 
most common use of IT has been to gather data about 
the screening process. Using IT in this manner allows 
for the identification of factors that impact screening at 
the population-level that may not be readily apparent at 
the individual or organizational level. The Breast Cancer 
Surveillance Consortium (BCSC) has a 20-year history of 
using data collected in the course of screening mammog-
raphy to evaluate how mammography works in clinical 
practice [101]. The BCSC has produced more than 400 
articles that demonstrate the variation in performance, 
as well as improvement in mammography over time, 
and has become a major source of data for policy mak-
ers (www.breastscreening.cancer.gov consulted March 
28, 2015). The BCSC is a good example of the poten-
tial for data collected in the course of clinical care to 
help generate insights that can improve clinical prac-
tice. Similarly, Population-based Research Optimizing 
Screening through Personalized Regimens (PROSPR) is 
a set of research organizations and health care provid-
ers that are collaborating and building several networks 
to capture data relevant to the screening process for 
breast, colorectal, and cervical cancers across the United 
States (www.Healthcaredelivery.cancer.gov/PROSPR, 
consulted March 28, 2015). There have also been com-
prehensive programs that have helped to: (1) identify 
who is due for screening among the thousands eligible; 
(2) mail reminders when an individual is due for screen-
ing; and (3) track those with abnormalities to be sure 
they are evaluated and treated [73]. However, these are 
the exceptions to the norm. Automated reminders that 
notify the physician in the course of a visit are more com-
monly used [80]. But these systems do not allow physi-
cians to identify patients who did not receive follow-up 
care after an abnormal result. In 2007, about 16% of 
primary care physicians reported use of reminders for 
mammography, 16% for PAP tests, and 21% for colorec-
tal cancer screening during the course of care [80]. More 
providers received a report regarding their screening 
level (30% mammography, 31% Pap testing, 12% colorec-
tal cancer screening) but few receive information about 
failures in follow-up testing [80,90]. To fully support the 
entire screening process information systems must help 
identify the people who are due for screening and track 
them through the entire process [102].

Below are examples of how IT has been used to not 
only better understand failures in early detection but to 
address failures in the process. Cowburn and colleagues 
used electronic health record (EHR) data from Oregon 

and California community health centers to understand 
the association between cervical cancer screening and 
insurance status [103]. Others have used IT to assess 
quality measures of cancer screening within organiza-
tions. Friedberg and colleagues assessed structural fac-
tors at primary care practices and found that the use 
of EHRs were associated with higher performance out-
comes including increased screening for breast and cer-
vical cancers [104].

Green et al. found that participants who were tracked 
via EHR-linked mailings were two times more likely 
to be current on their colorectal cancer screening. The 
effects were more pronounced in participants who were 
contacted by an individual and guided through the steps 
in the screening process in addition to being tracked 
via EHR [105]. Interventions have also shown that IT 
can be used to help providers comply with screening 
guidelines [106,107].

The examples above have provided hints of the 
potential of IT to improve screening. The advent of fund-
ing for IT implementation in primary care has opened 
the door to more comprehensive approaches that may 
build on these examples. In 2009, the Health Information 
Technology for Economic and Clinical Health (HITECH) 
Act provided incentives for the adoption of EHRs. By 
December 2014, nearly 71% of primary care physicians 
had adopted some type of EHR (www.healthit.gov con-
sulted March 28, 2015). The next section reveals four 
examples of exciting approaches to using IT to improve 
cancer screening in clinical practice.

7.7 EVIDENCE-BASED SOLUTIONS

7.7.1 Oregon Community Health  
Information Network

The Oregon Community Health Information Network 
(OCHIN) was constructed to support the implemen-
tation of EHRs in Federally Qualified Health Centers 
(FQHCs) and community clinics. They have central serv-
ers that support the use of a single commercial system 
(Epic) in more than 70 clinics that spread from California 
to Massachusetts. In this example, a research team is 
building and testing an intervention on the foundation 
of the Epic system supported by OCHIN.

The Strategies and Opportunities to Stop Colorectal 
Cancer (STOP CRC) study is a pragmatic trial to assess 
the effectiveness of EHR clinical decision support tools to 
improve rates of colorectal cancer screening in FQHCs. 
The STOP CRC intervention uses EHR-embedded 
reports to identify patients due for colorectal screen-
ing and mails them fecal FIT kits. The base program 
has three main steps: (1) mail an introductory and edu-
cational letter to patients meeting the correct criteria;  

http://www.breastscreening.cancer.gov
http://www.Healthcaredelivery.cancer.gov/PROSPR
http://www.healthit.gov
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(2) mail FIT kits to patients due for screening; and (3) mail 
a reminder letter to anyone who has not returned a kit.

The primary analysis follows a cluster-randomized 
design that involves 26 clinics affiliated with 8 FQHCs, 
all of which use Epic© [108]. The project adapts the tools 
in All scripts© [109] and tests their implementation in 
four additional clinics affiliated with a single health cen-
ter. Investigators sought to design user-friendly, adapt-
able, and scalable tools. The pragmatic study was based 
on a pilot showing a 38 percentage point increase in 
colorectal cancer screening when reminders were mailed 
directly to patients associated with one health center 
[110].

The investigators worked with OCHIN to build EHR 
tools that could perform key functions: (1) using real-
time EHR data, identify patients due for colorectal can-
cer screening; (2) enable clinic workflow to support the 
mailing of reminders to patients (eg, lab ordering and 
address correction); and (3) track patients due for sub-
sequent intervention steps or follow-up care of patients 
with abnormal test results [111].

While performing these functions, the software also 
supports new work processes. For example, it supports 
removing patients with invalid contact information or 
who are ineligible for screening, and allowing for lab 
orders to be placed outside of the typical workflow of in-
clinic visits. The tools rely on direct electronic interface 
with the laboratory that processes the fecal tests, thus 
allowing for real-time updates to the registry.

In addition to customizing software that could do the 
above functions, this team also worked with the interven-
tion clinics to develop the human activities that would 

use the IT functionality to augment, rather than replace, 
their care. Examples of the human functions were:

1. Clinic staff running reports that list all patients due 
for colorectal cancer screening based on specific 
criteria (eg, age and time since previous screening). 
The EHR identifies eligible patients at different time 
points (ie, when initially overdue, when a reminder 
is due weeks later).

2. Clinic staff reading reports and removing patients 
from the mailings when they contained invalid 
addresses or when flagged by clinicians as ineligible 
(Fig. 7.4).

The STOP CRC team used a participatory process 
to develop the software and engaged clinical staff to 
enhance the usability and acceptance of the tools. They 
gathered information in three ways: (1) One-on-one 
meetings with EHR site specialists to gather information 
on the current use of the EHR for documenting colorec-
tal screening events; (2) 1- to 2-hour biweekly meetings 
with EHR tool developers, clinic staff (operations direc-
tors and EHR site specialists), and research staff, and 
three 4-hour work sessions to define the tool specifica-
tions; (3) monthly meetings with EHR site specialists 
and clinicians from each site to identify and prioritize 
needed refinements after the tools were implemented.

The program adds reporting and workflow capabili-
ties to an existing EHR that tracks receipt of preventive 
care services (eg, Health Maintenance in Epic). Providers 
can therefore identify patients who are poor candidates 
for colorectal cancer screening and postpone Health 
Maintenance alerts; this removes ineligible patients 

FIGURE 7.4 Schematic of OCHIN workflow.
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from the list of those who need to get reminders for 
screening. Investigators identified additional function-
ality that would improve the program’s efficiency, such 
as batch ordering FIT tests for a large group of patients 
at one time. They also modified the tools to be able to 
remind patients regardless of how they received their 
FIT, whether through the mail or during a clinic visit.

The team encountered several challenges that deserve 
mention. First, the inconsistent capture of historical colo-
noscopy limited their ability to identify patients due for 
screening. Primary care EHRs that link to claims data 
can confirm receipt of a colorectal procedure but pro-
vide no information on clinical findings. Clinically rel-
evant information can often be found in scanned reports, 
rather than in discrete fields. Technological solutions are 
still needed to facilitate the transfer of clinically relevant 
data from specialty care to primary care.

In addition, programs delivered in safety net clin-
ics face unique challenges identifying patient status. 
For example, the date of the most recent clinic visit  
is often used as proxy to determine whether a patient is 
established at a given clinic. STOP CRC faced additional 
challenges when ongoing changes in patients’ insurance 
status and income levels complicated billing for tests 
performed outside of clinical encounters. To address 
this challenge, investigators limited eligibility to patients 
who had a clinic visit within the previous year. Ongoing 
quality assurance is imperative to ensure that program-
ming scripts and algorithms function as intended.

Clinical decision support tools enable a direct-mail 
intervention to improve rates of colorectal cancer screen-
ing. The tools also provide opportunities for clinical teams 
to track and monitor their progress. Delivering colorec-
tal cancer screening outside of the clinical encounter is 
thought to save time and reach a broader population as 
compared to delivering it during an in-person visit. Also, 
the ordering of a lab test for a group of patients identified 
as eligible deserves further exploration across EHR plat-
forms. Refinements to the tools may be needed to deliver 
the right level of intervention; for example, patients who 
have been screened in the past are more likely to com-
plete future screening, whereas those who have not may 
need further prompting. Well-designed decision support 
tools can enhance the sustainability of an intervention 
over the long run. Sustainability can be enhanced if the 
tools are amenable to being easily adapted to local con-
texts, for example, leveraging existing patient portals. 
Finally, engaging staff in tool development may aid in 
further refinement and adherence to the program.

7.7.2 New York State Department of Health

In the next example, the New York State Department of 
Health (NYSDOH) has designed an innovative model to 
increase screening across New York State (NYS) FQHCs 

by linking FQHC data into a platform that FQHCs can 
use to compare screening across the state and within 
their practice; this database acts as a clinical informa-
tion system, commonly referred to as a cancer screening 
registry, for connected FQHCs within the state.

With funding from the Centers for Disease Control 
and Prevention (CDC), the NYSDOH, in collabora-
tion with the Community Health Care Association of 
New York State (CHCANYS), the state’s Primary Care 
Association, and IPRO-Improving Healthcare for the 
Common Good, the Quality Improvement Organization 
for NYS, is implementing a 5-year demonstration project 
to evaluate the use of HIT and quality measurement to 
increase breast, cervical, and colorectal cancer screening 
rates among participating FQHCs. The project focuses 
on the development and use of a cancer screening reg-
istry within the CHCANYS Center for Primary Care 
Informatics (CPCI), a data warehouse and analytics and 
reporting solution that extracts information nightly from 
FQHC EHRs, calculates performance measures using 
uniform specifications, and features a dashboard with 
expanded functionality where FQHC staff can compare 
performance internally and to other connected FQHCs. 
The data warehouse also provides clinical workflow 
tools such as patient visit planning and referral manage-
ment reports. Key project goals are to interface at least 
75% of NYS’s FQHCs to the CPCI, work through all of 
the project’s phases with at least 36 FQHCs and their 
practice sites, and increase cancer screening rates across 
FQHCs by a minimum relative increase of 5–10% over 
baseline by June 2017.

As of January 2015, 35 FQHCs and their affiliated 
sites representing every region of the state, and 7 EHR 
products, are interfaced with the CPCI. Three cohorts 
are enrolled for targeted interventions. The first cohort 
of 12 FQHCs completed all initial phases of the proj-
ect by December 2014. The first cohort represents 62 
practice sites and a nearly 400,000 patient population 
eligible for cancer screening. Based on a baseline for-
mal assessment in 2013, this cohort is high functioning 
in terms of HIT and Patient Centered Medical Home 
(PCMH)-recognition status; 56% had reached National 
Committee for Quality Assurance Level 3 PCMH status 
(an additional 23% reported working on achieving Level 
3 status) and 75% have at least a half time equivalent 
person dedicated to meaningful use adoption. For base-
line data validation, reviewers compared CPCI registry 
data with data available within EHRs. Of the total ran-
dom sample of nearly 5700 EHR records reviewed in 
comparison to CPCI registry data, the rate of agreement 
between the two sources ranged from 78.5% to 83.2%, 
with the CPCI reporting screening rates that were 3–18% 
lower than manual review of the EHR.

Three categories of data quality errors leading to the 
inability to calculate accurate metrics were identified and 
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became a focus of data quality improvement efforts: erro-
neous inclusion/exclusions (eg, inclusion of dental clinics in 
the count of practice sites); inappropriate use of codes/data 
mapping (eg, urine occult blood counting as a FOBT), and 
inconsistent workflow processes (eg, entering results in free 
text fields). Key findings of a precollaborative workflow 
survey completed by FQHC staff include the existence 
of cancer screening policies/protocols in each FQHC 
but variability in, or lack of, clear and consistent can-
cer screening recommendations, follow-up management 
protocols, and data documentation guidance. Common 
improvements by cohort 1 during the collaborative were:

1. Establishing policies and procedures to record data 
in EHR structured fields

2. Developing a center-wide comprehensive cancer 
screening policy

3. Offering fecal screening tests as an option for 
colorectal cancer screening

4. Utilizing additional CPCI functionality to 
establish workflows for patient visit planning and 
implementing use of brief previsit team huddles.

Over the course of the 12-month learning collabora-
tive, aggregate screening rates, as reported by the Center 
for Primary Care Informatics (CPCI) across the first 12 
FQHCs involved in this effort, increased respectively 
for breast, cervical, and colon cancer from 38.8 to 42.6%, 
48.4 to 52.4%, and 28.0 to 43.5%. These absolute changes 
represent relative increases of 9.7, 8.3, and 55.4 percent-
age points. These improvements are likely the result of 
a combination of mapping fixes to the CPCI made based 
on data validation findings as well as data capture and 
clinical quality improvements implemented during the 
12-month learning collaborative. Additional analyses are 
seeking to determine improvements that are attributable 
to the mapping fixes versus the learning collaborative 
quality improvement work that was instituted.

Challenges arising thus far include competing priori-
ties at the FQHCs and maintaining workflow and data 
quality improvements long-term. These challenges are 
exacerbated by staff turnover, limited staff time, and 
EHR-related obstacles such as needing to continuously 
identify and correct mapping errors that arise as a result 
of EHR product or metric specification/payment code 
updates.

Preliminary data from an ongoing evaluation demon-
strate the promise that the establishment of a planned 
approach to cancer screening across FQHCs can be sup-
ported by an EHR-based registry with additional focus 
on data quality as well as quality improvement coach-
ing to improve clinical workflow. Initial results are con-
sistent with previous studies [112,113]. Acknowledging 
that practice transformation requires more than a time-
limited quality improvement intervention [113], future 
directions for this project include training and technical 

assistance to FQHCs in the use of CPCI/registry-based 
referral management and patient visit planning report 
tools, as well as development and training in the use 
of data self-validation tools. Sustainability of project 
outcomes will be dependent on a number of factors, 
including the provision of additional quality improve-
ment coaching via the current project, other resources 
where possible, and assisting FQHCs to normalize new 
ways of working that were shown during the collabora-
tive to improve outcomes and were deemed of value by 
clinical care teams and FQHC leadership.

7.7.3 Parkland Health and Hospital System

In this third example, the Parkland-UT Southwestern 
PROSPR Center, funded by the National Cancer Institute, 
has done a great deal of work around user-centered 
EHR design in order to follow a cohort of more than 
70,000 primary care patients eligible for colorectal cancer 
screening.

In this urban, safety-net system, investigators devel-
oped and implemented the Parkland-UT Southwestern 
Colonoscopy Reporting System (CoRS), an EHR-based 
system that uses the NoteWriter feature in Epic (EHR, 
Epicare, Madison, WI) to match colonoscopic findings 
with guideline-consistent surveillance recommenda-
tions. This allows for the generation of tailored colo-
noscopy results and recommendation letters for both 
patients and referring physicians. CoRS was developed 
with input from a varied group of stakeholders includ-
ing gastroenterology (GI) faculty, fellows, and laboratory 
staff; institutional leadership; primary-care providers; IT 
staff; and English- and Spanish-speaking patients.

Using features built into the system, colonoscopists 
are able to answer questions about the clinical encoun-
ters and pathology findings to determine appropriate 
follow up. Pathology results can be accessed through 
the Epic In Basket feature. Examples of questions include  
(1) the reason for the colonoscopy (screening, surveil-
lance, or diagnostic); (2) whether the cecum was success-
fully intubated; (3) quality of the bowel prep; (4) family 
history of colorectal cancer; (5) number of polyps; and 
(6) the “worst” finding on the pathology report. The sys-
tem then generates guideline-based follow-up [114,115]. 
To facilitate easy and accurate data collection, a “toggle 
bar” allows simultaneous access to the endoscopy and 
pathology reports while clinicians answer questions.

Once completed, CoRS generates a progress note 
documenting colonoscopy findings and surveillance 
recommendations in the EHR. This information is then 
available to all specialty providers as well as the refer-
ring physician and colonoscopist. In addition, tailoring 
algorithms in the Epic NoteWriter function generate a 
plain-language English and Spanish letter for both the 
referring provider and patient that contains the findings 
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and recommendations for repeat screening or surveil-
lance based on national guidelines [114,115]. When there 
is flexibility, users choose from several guideline-based 
intervals. For example, because current US Multi-Society 
Task Force on Colorectal Cancer guidelines recommend 
repeat colonoscopy any time within 3 years for 10 or 
more adenomatous polyps, users have an option of 
repeat colonoscopy in 3–6 months, 1, 2, or 3 years (but 
not 5 or 10 years). Patient letters are printed by adminis-
trative staff and sent via US mail and providers’ versions 
of the letter are routed to their electronic in-boxes.

Colonoscopists quickly adopted CoRS. CoRS “went 
live” in December 2013 and in June 2014 investigators 
assessed its usability by surveying the 18 colonoscopists 
in the safety-net’s GI practice (100% response) [116]. More 
than three-quarters agreed or strongly agreed that CoRS 
is easy to use (83%), provides guideline-based follow-up 
recommendations (89%), improves quality of Spanish-
language letters (94%), and is something they would rec-
ommend for adoption at other institutions (78%). More 
than half agreed that the system led to improvement in 
the colorectal cancer screening practice (56%) and made 
their work easier (61%), with most of those who did not 
agree being neutral. Utilization was 84% during the first 
6 months and increased to nearly 99% over the next 6 
months. Most cases in which colonoscopists did not use 
it were within the first 60 days of implementation. Based 
on feedback from users, investigators worked to make 
slight amendments to CoRS during the first few months.

The Parkland-UT Southwestern CoRS is a novel 
EHR-based tool that is well-accepted by clinicians and 
provides guideline-based recommendations and stan-
dardized results communications to patients and pro-
viders. Continued stakeholder engagement of GI faculty 
and fellows during development and the early imple-
mentation period, along with live technical assistance, 
were crucial to improving acceptance and adoption for 
CoRS. Because of the overwhelmingly positive response, 
the University of Texas Southwestern is considering 
expanding CoRS for use with standard colonoscopies, 
rather than only those with polyps, and to implement it 
in the University practice, not just the safety-net system 
in which it was created.

7.7.4 Nebraska Department of Health  
and Human Services

In this final example, the Nebraska Department of 
Health and Human Services Women’s and Men’s Health 
Program has recently leveraged financial resources and 
talents from three CDC grants to support a new model of 
change within the state’s health care system to increase 
breast, cervical, and colorectal cancers screenings rates. 
Data from 2013 for Nebraska’s FQHCs show that screen-
ing rates vary widely between each facility, but are 

generally lower than comparable statewide estimates. 
Colorectal cancer screening rates at the FQHCs ranged 
from 5% to 42% compared to the state rate of 65%; cervi-
cal cancer screening rates ranged from 36% to 71% com-
pared to the state rate of 77%; and breast cancer screening 
rates at the FQHCs ranged from 19% to 46% compared 
to state rate of 73%. This new model (referred to as the 
Community Health Hub (CHH) model) focuses on the 
state’s FQHCs with some input from local health depart-
ments; all seven of Nebraska’s FQHCs are participating.

Teams at each FQHC utilize three documents: (1) the 
Clinic-Based Environmental Scan; (2) the Clinic-Community 
Resource Scan; and (3) the Evidence-Based Strategies. These 
documents will help the teams capture information 
from their EHRs in order to establish baseline screening 
rates, describe the demographics of the clinic’s client 
population, and set goals for improvements in screen-
ing rates and patient outcomes. These three documents 
were designed to work together to guide the process of 
change within each FQHC.

The Environmental Scan is an assessment of how 
each clinic environment supports screening utilization, 
follow-up, and referral as appropriate for abnormal 
findings. To complete the document, each FQHC must 
utilize its EHR, review clinic policies and standing orders 
around preventive screenings, review patient pathways 
to care within the clinic, and review education provided 
to patients concerning preventive screenings and their 
results. The Clinic-Community Resource Scan is designed 
for the FQHCs to perform a needs assessment of the 
resources and supports for healthy behaviors provided 
at the community level, including linkages between the 
community and the FQHC through existing referral 
mechanisms. This provides each FQHC with the oppor-
tunity to enumerate and evaluate existing resources and 
supports within the community and suggests possibili-
ties for building new partnerships within the commu-
nity. The Evidence-Based Strategies document provides 
the specific framework for systems change within each 
FQHC. Based on the summaries of the Clinic-Based 
Environmental Scan and the Clinic-Community Resource 
Scan documents, each FQHC identifies screening priori-
ties and goals for the next phase of the project.

Utilizing the EHR is essential for implementing the 
strategies chosen—identifying clinic patients eligible for 
screening; documenting recalls, reminders, follow-up, 
and referrals for specialized care; documenting sources 
of referral to the clinic through community linkages; and 
quality improvement and evaluation.

Since the initiation of the project, two FQHCs are now 
in their second year of the CHH project. These two facili-
ties have shown one-year gains from baseline across all 
three cancer screening tests. Cervical cancer screening 
rates increased an average of 13%, while the improve-
ments in colorectal cancer screening rates were less 
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impressive, averaging just 5%. Improvements in breast 
cancer screening rates showed the most variability, with 
an increase of 7% at one facility and 28% at the other.

Despite some initial successes, several challenges have 
caused delays in initiation of the process and in meeting 
deadlines for the required deliverables. Challenges have 
included staff turnover and shortages, and the availabil-
ity of resources across the clinic sites. For example, three 
of the FQHCs serve large urban areas and these facilities 
have the largest staff and capacity to devote to the CHH 
project. The other four FQHCs serve rural populations 
and have a smaller number of staff, thereby making it 
difficult for them to split time between clinic duties and 
the CHH project.

Throughout the implementation process, the FQHCs 
have raised the issue of initiative fatigue. One potential 
solution may be the hiring of personnel to assist FQHCs 
on-site. Assistance could include providing expertise in 
areas such as data analysis, policy development, train-
ing, and quality improvement. For those FQHCs that 
are unable to fully utilize their EHR, technical assistance 
including instruction on the full range of features avail-
able within their EHR to monitor trends in screening 
within their clinic, and to evaluate the effect of the evi-
dence-based strategies they introduce into their practice.

The interventions described above are great exam-
ples of ways that organizations are currently using IT 
to address the myriad of challenges in early detection. 
Using IT, OCHIN has developed an approach to help 
clinicians identify patients who have failed to screen. By 
engaging stakeholders, UT Southwestern is simplifying 
the process of follow-up and notifications for both physi-
cians and patients. The Nebraska Department of Health 
and Human Services is using IT for process improve-
ment and surveillance purposes. Finally, the NYSDOH is 
using IT to essentially create a cancer screening registry 
for the whole state. These are all great examples of how 
organizations at the local or state level can identify their 
own unique challenges associated with early detection 
and can address those challenges through IT.

7.8 CHALLENGES WITH USING IT

Although the examples above demonstrate ways that 
HIT is currently being used to reduce failures within the  
system, there are many challenges associated with the 
use of HIT. HIT may be used to improve follow-up of 
abnormal cancer screening, but if errors within the tech-
nology exist it may be rendered useless. Singh et al. con-
ducted a mixed methods study to determine whether 
workflow-related or technical factors were associated 
with the lack of physician follow-up of 40% of positive 
FOBTs. They identified a technical error in the configura-
tion of the EHR used by the facility in their study. After 

correcting this technical problem, the lack of follow-up 
decreased nearly sixfold (29.9–5.4%) [117].

For example, EHR as a standalone may not impact 
quality of care; the context in which care is taking place 
needs to be evaluated. A study by Kern et al. assessed 
the effects of EHRs within PCMHs and found that the 
quality of care provided by physicians in PCMH groups 
was 6% higher than in the EHR group alone [118]. This 
suggests that other factors, such as organizational poli-
cies and practices in conjunction with EHR, may have 
synergistic effects on the quality of care. Although HIT 
in some ways was intended to improve physician work-
load, in many instances the use of EHR has been deemed 
burdensome. A study by Makam et al. found that 51% 
of providers surveyed in 11 internal medicine and fam-
ily practices in Texas found the reminders generated by 
EHRs to be unreliable and inaccurate [98]. The issue of 
technology inhibiting workflow has also been raised. 
Although a sample of medical care providers consid-
ered a web-based decision aid for colorectal cancer as 
promising, there was concern about how to integrate 
this type of technology into the daily workflow [119]. 
Unexpected outcomes of using EHRs have also been 
observed in medical settings; this includes facilitating 
medical errors [120], unintentionally diverting resources 
from average-risk patients to high-risk or symptomatic 
patients [121], and despite attempts to improve racial/
ethnic disparities, there is some evidence that the use of 
EHR alone may not reduce cancer screening disparities 
between White and non-White patients [122].

7.9 OVERCOMING DISPARITIES

While IT offers hope for addressing health dispari-
ties, there are limitations to what it can do. As noted in 
the examples above, OCHIN and Nebraska are working 
with FQHCs to address screening failures. Although the 
Affordable Care Act has increased access to screening 
exams for low-income populations, many low-income 
populations who do not have citizenship will be unable 
to access these services. Other ways that IT may not help 
to reduce disparities include organizational or personal 
resistance to the use of IT, and social and behavioral fac-
tors that create barriers to screening in general.

7.10 LOOKING TO THE FUTURE

There are large gaps between the potential and the 
realization of IT in practice. Some of those gaps are 
amenable to insights gained through research on how 
people work, what people want, and how shared knowl-
edge is achieved. We need clinicians and health services 
researchers to identify what work needs to be done to 
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address failures in the care process and to envision inno-
vative ways that IT can help to address these failures. 
We also need a better understanding of the limitations of 
IT. Human-to-human communication (whether between 
two or more providers or between patients and provid-
ers) is paramount to ensuring that patients get quality 
care; therefore, it is important that we identify when 
communication is necessary across the trajectory of care, 
and move toward optimizing these interactions (using IT 
when strategic and/or appropriate) instead of assuming 
or expecting that IT will do this for us. Consideration of 
what is needed in the future benefits from a multilevel 
perspective: individuals, teams, and organizations. We 
need more information about how individuals access 
and use information efficiently in the course of care. This 
work needs to also examine how that access supports 
rather than hinders the relationships between provider 
and patients. How IT supports or hinders teamwork also 
needs closer examination so that shared work becomes 
easier. How organizations create physical structures that 
support the use of IT and link their IT to other organi-
zations involved in care all need examination. Finally, 
we need more information about how IT can routinely 
aggregate the experience of patients in a care process and 
provide meaningful analysis and reporting so that the 
providers and organization continually improve care.

The use and benefits of IT in early detection is still 
in its infancy. A total of 71% of primary care providers 
now have EHR and that means we can begin to identify 
new problems and solutions. The next 20 years need 
to be devoted to reducing information burden, linking 
patients to the information they want, and to connecting 
all the providers involved in care to a common narrative 
about that care. Realizing the potential of IT will depend 
upon the active articulation of health care needs by the 
groups of people involved, active listening by the people 
developing the tools, and the recognition where IT can 
help and where humans need to use their unique abilities 
unencumbered by technology. We have only just begun.

LIST OF ACRONYMS  
AND ABBREVIATIONS

AHRQ Agency for Healthcare Research and Quality
BCSC Breast Cancer Surveillance Consortium
CAD Computer-assisted detection
CDC Centers for Disease Control and Prevention
CHCANYS Community Health Care Association of New York State
CHH Community Health Hub
CoRS Colonoscopy Reporting System
CPCI Center for Primary Care Informatics
CT Computed tomography
EHR Electronic health record
FQHC Federally Qualified Health Center
ER Estrogen positive

FIT Fecal immunochemical test
FOBT Fecal occult blood testing
FQHC Federally Qualified Health Center
GI Gastroenterology
HER2 Human epidermal growth factor receptor 2
HIT Health information technology
HITECH Health Information Technology for Economic and Clinical 

Health
HPV Human papillomavirus
IARC International Agency for Research on Cancer
IT Information technology
MRI Magnetic resonance imaging
NHIS National Health Interview Survey
NYS New York State
NYSDOH New York State Department of Health
OCHIN Oregon Community Health Information Network
PCMH Patient Centered Medical Home
PR Progesterone positive
PROSPR Population-based Research Optimizing Screening through 

Personalized Regimens
STOP CRC Strategies and Opportunities to Stop Colorectal Cancer
USPSTF United States Preventive Services Task Force
VIA Visual inspection with acetic acid
WHO World Health Organization
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8.1 OVERVIEW

Oncology is at a turning point in the treatment of dis-
ease. We are transitioning from a time in which few treat-
ments are available for a given cancer type to one with 
numerous options. For instance, there have been six new 
treatments approved for the treatment of kidney cancer  
between 2005 and 2012 [1], and all but one of these are 
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recommended as a first line treatment option in the kid-
ney cancer treatment guidelines published by the National 
Comprehensive Cancer Network (NCCN) [2]. Most of 
these new agents were only compared against placebo in 
their pivotal clinical trials, so their comparative effective-
ness is unknown. And, the impact of treatment in later lines 
of therapy is also unknown, despite the fact that kidney 
cancer patients are receiving up to eight lines of therapy 
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[3]. At the end of the day, the answer to a core question in 
oncology is largely unknown for many common cancer 
types: What is the appropriate sequence of therapies, and 
what is their impact on disease and patient outcomes?

To date, clinicians have relied on randomized con-
trolled trials (RCTs) to generate the majority of the data 
supporting approaches to a given patient; however, there 
are a number of dramatic limitations to this approach. 
First, RCTs sacrifice external validity for the sake of 
internal validity, meaning that they tightly control the 
patient population and settings to make certain that the 
results of the study are reflective of those achieved by 
the included population. However, the patient popula-
tion is not necessarily representative of those seen in 
community practices, where 85% of care is delivered, 
due to strict inclusion/exclusion criteria [4–6] and the 
fact that as few as 2% of patients take part [7,8]. Second, 
as an increasing number of drugs are approved, there 
is inadequate comparative effectiveness research (CER) 
showing which agent is better for a specific patient. The 
largest driver of the paucity of data is the cost and time 
required to perform an RCT for every question that 
comes up in practice. As agents make it to market, it 
would take years to run large, head-to-head trials com-
paring them directly to others that may be available for 
the same indication. By the time the results would be 
available, the treatment options would have evolved, 
likely limiting the relevance of the results. This is not 
an efficient approach. And, third, the patient’s experi-
ence is not adequately captured today [9,10]. While RCTs 
report on the adverse events and other patient-centric 
outcomes that occur among enrolled patients, it is very 
difficult to personalize the results to a given patient.

While questions remain about the utility of real-
world data and informatics to guide therapies, the time 
has arrived for a fundamental change in how clinicians 
approach treatment in oncology. The breadth and depth 
of data being generated from care has risen dramatically. 
Health policy is helping to drive this change, including 
the passage of the Health Information Technology for 
Economic and Clinical Health (HITECH) Act in 2009, part 
of the American Recovery and Reinvestment Act, and the 
Affordable Care Act in 2010. The penetration of electronic 
health records (EHRs) in oncology clinics has increased and 
the headwinds are pushing the field yet further thanks to 
initiatives such as Meaningful Use [11] and changes from 
fee for service (FFS) models to value-based reimburse-
ment. All of these factors lead to the increasingly ubiq-
uitous availability of clinical data, which can be matched 
with claims, genomic, and other data sets to allow for the 
generation of meaningful insights in how best to care for 
a patient across multiple decision points such as treatment 
selection and avoidance of hospitalization.

The first key to improving and personalizing treatment 
is to leverage this real-world data to better understand 

the care being delivered across the entire population of 
people affected by cancer and identify opportunities for 
optimization. With millions of patients treated every day 
in the United States, capturing and analyzing data on 
even a small proportion would allow for the generation 
of meaningful insights into how to improve care. For 
example, how many lines of therapy are appropriate 
in breast cancer before the toxicity outweighs the ben-
efit? Among bladder cancer patients for which there are 
numerous second line agents included in the guidelines, 
but none that are shown to impart substantial benefit, 
can we identify subsets of patients who are more likely 
to respond to one agent versus another? With a large 
enough sample size, and continued optimization of the 
validity of the insights being generated, new findings 
could be prospectively validated over time as part of a 
process that can unfold much more quickly and inexpen-
sively than a traditional RCT.

8.1.1 Evidentiary Uncertainty

There has been an exponential increase in the volume 
of published oncology literature, much of which focuses 
on very nuanced aspects of treatment. It is hard for a 
practicing clinician to keep up with, and make sense of, 
this rapidly accruing and often contradictory informa-
tion, resulting in an information paradox in health care. 
As an example, recent studies on the use of docetaxel  
chemotherapy early in the treatment of prostate cancer 
have yielded conflicting results. The “Chemohormonal 
Therapy versus Androgen Ablation Randomized Trial 
for Extensive Disease in Prostate Cancer” (CHAARTED) 
was presented during the plenary session at the American 
Society of Clinical Oncology (ASCO) Annual Meeting in 
2014 [12]. The results showed that treating select prostate 
cancer patients with chemotherapy early in their disease 
course extended overall survival from 32.2 months in  
the control arm to 49.2 months in the experimental arm 
(p = 0.0013). A similar trial in Europe showed a dif-
ference in overall survival of only 54.2 months in the 
control arm versus 58.9 months in the experimental arm 
(hazard ratio 1.01, confidence interval 0.75–1.36) [13]. 
Despite enrolling 1175 patients in the two trials and rely-
ing on experts who know the data intimately to interpret 
the results, there is still disagreement as to how to apply 
them to clinical practice [14,15]. Some experts recom-
mend waiting for the results of the “Systemic Therapy 
in Advancing or Metastatic Prostate Cancer: Evaluation 
of Drug Efficacy” (STAMPEDE) trial [16], the results of 
which are not yet published, before changing the stan-
dard of care. Many similar examples exist where, despite 
the completion of large RCTs, nuanced differences in 
inclusion/exclusion criteria, variations in trial design 
and analysis, and conflicting results leave questions 
unanswered. Practicing clinicians are left drowning in 
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data but still unclear how to proceed with respect to a 
specific patient.

One way of dealing with this complexity is to move 
toward increased specialization within community prac-
tices wherein clinicians focus on the treatment of only 
a few subtypes of cancer. This approach has been stan-
dard practice in academic settings but it is now being 
seen in the community as well. However, specialization 
alone will not address the problem, as the contradictory 
issues of large data volume but weak clinical guidance 
exist even within very specific manifestations of can-
cer. If we do not generate the data to understand the 
nuances of care and the informatics-based support sys-
tems with which to integrate it into practice, no matter 
how specialized medical oncologists become, they will 
still struggle to provide optimal care. Furthermore, the 
nature of referral patterns do not lend themselves to 
specialization at the physician level in the community.

8.1.2 Limitations of Guidelines

Cancer care guidelines were developed as a tool to 
provide roadmaps for managing complex treatment 
decisions. Care guidelines help to overcome eviden-
tiary uncertainty by convening expert panels to provide 
consensus recommendations for the treatment of spe-
cific cancer types. However, the guidelines oversimplify 
recommendations, remain relatively nonspecific due to 
their inclusive nature, and are slow to evolve. For exam-
ple, the last time that ASCO updated its guideline on the 
use of growth hormones in supportive care was in 2006 
[17]. The NCCN is more timely in its approach, releas-
ing yearly updates on nearly all of their guidelines [18]; 
however, a great deal changes even within a year. New 
RCTs and observational studies are published. New 
agents are approved. It would be nearly impossible for 
the NCCN to convene its committees to update their 
recommendations every time a new study is published.

Because recommendations are consensus driven, 
experts must be called together to reach agreement on 
each step in the guideline. As a result, patients may be 
treated based on information that could be outdated by 
months or even years. Furthermore, many of the nuances 
of care decisions can be lost in guidelines that only include 
broad recommendations based on factors such as stage 
of disease, performance status, and genomic signature, 
stopping well short of aspects such as comorbidities or 
personal patient preference. If clinicians are truly relying 
on these sources to guide the care they deliver, a new, or 
at least reimagined, solution is needed.

8.1.3 Balancing Survival and Quality of Life

Treatment choices in oncology are meant to balance 
the desire to maximize overall survival with the need 

to ensure tolerability and maintenance of quality of life 
(QOL). Currently, the data needed to inform these deci-
sions are missing in oncology. While RCTs focus on the 
risks and benefits at the population level, even with 
“definitive” evidence of benefit, it can be exceedingly 
difficult to apply the results of a collection of clinical 
trials to a patient sitting in front of a clinician.

An example can be drawn from the treatment of 
advanced pancreatic cancer. The available options to 
control the disease have limited benefit. Per the NCCN 
guidelines, there are four options that are considered 
“category one recommendations” for patients with good 
performance status, meaning those for which the option 
has the strongest supporting evidence: single agent gem-
citabine, gemcitabine+ erlotinib, gemcitabine+ pacli-
taxel, or FOLFIRINOX (5FU+ oxaliplatin+ irinotecan) 
[19]. The final two options are identified as the “pre-
ferred” choices.

The advantage of FOLFIRINOX over single agent 
gemcitabine was demonstrated in a trial of 342 patients 
with chemotherapy naïve, metastatic pancreatic cancer 
who were randomized to one of the two treatments [20]. 
The FOLFIRINOX arm resulted in an objective response 
rate of 32% versus 9% with single agent gemcitabine and 
an overall survival of 11.1 versus 6.8 months. However, 
toxicity was much higher in the FOLFIRINOX arm 
including grade 3 or 4 neutropenia (46% vs 21%), febrile 
neutropenia (5.4% vs 1.2%), vomiting (15% vs 8%,), diar-
rhea (13% vs 2%), and peripheral neuropathy (9% vs 
0%), to name a few. There were also limitations to the 
trial that may lead to an underestimation of the differ-
ential toxicity, particularly that it included a younger, 
healthier population than that seen in the community.

Now consider an elderly woman weighing her treat-
ment options in conjunction with her doctor. Is a median 
extension of survival of 4.3 months worth the risk of the 
treatment-related morbidity? Will the potential survival 
benefit be shorter for this patient since she is elderly? 
Will she suffer from a higher rate of toxic effects? Will 
toxicity limit fundamental components of her QOL, such 
as her ability to get around, make meals for herself, or 
visit her grandchildren? No one knows. How can her 
doctor confidently conduct that conversation, particu-
larly in the absence of adequate supporting evidence 
or a clear mechanism with which to personalize the 
recommendations?

Yet, the expectation that clinicians will provide 
personalized cancer treatment recommendations is 
expanding. There is strong conviction that oncologists 
should be matching drugs to biomarkers that predict 
response and tolerability, and that the patient’s specific 
characteristics should be matched to those agents with 
the optimal balance of benefits and toxicity. In other 
words, there is the expectation of multivariable tailor-
ing of treatment decisions, incorporating a multitude 
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of details including patient, disease, financial, social, 
and health delivery related factors. However, evidence-
based decision-making based upon a traditional RCT 
paradigm can only partially solve this need. We must 
devise systems to support such approaches.

8.1.4 Market Evolution

These concerns about evidentiary uncertainty, lack of 
timely guidelines, and limited integration of QOL data 
are not new; however, changes in reimbursement and 
payer expectations are providing incentives to address 
them in real-world practice. Prior to the integration of 
EHRs into the clinic and the wide availability of second-
ary data sources, there was very little transparency as 
to the care being delivered. This is changing with the 
consolidation of clinical data among a core group of 
provider networks (eg, Flatiron Health, US Oncology) 
and health systems (eg, Partners Healthcare, Carolinas 
Health Care System).

To date, clinicians have been paid in a FFS model in 
which an increase in care (ie, scans ordered, treatments 
delivered) leads to an increase in revenue, providing 
conflicting incentives for providers. In February 2015, 
US Department of Health and Human Services Secretary 
Sylvia Burwell announced a plan to increase the percent-
age of value-based payments to 30% by 2016 and 50% by 
2018 [21]. The Centers for Medicare and Medicaid Services 
(CMS) also proposed that, of the remaining FFS contracts, 
85% must include quality and efficiency metrics by 2016. 
Soon thereafter, CMS introduced the Oncology Care 
Model, which they will begin piloting in conjunction with 
other payers in 2016. The stated goal is to “align financial 
incentives to improve care coordination, appropriateness 
of care, and access to care for beneficiaries undergo-
ing chemotherapy” [22]. To do so, they are providing a 
per-beneficiary-per-month payment for the duration of 
a given episode of care to pay for supportive services 
and coordination. They are also providing a performance-
based payment in which providers will share in savings 
that are generated after predefined threshold and quality 
metrics are met, which will be based on historical trends. 
Private payers have already been experimenting in the 
space, however the involvement of CMS is likely to make 
the trend far more defined [23].

Payer-driven approaches to care coordination and 
optimization will continue to be diverse (ie, pathway-
driven treatment choices, oncology medical home mod-
els, bundled payments); however, all have fundamental 
alignment in that they will require real-time decisions 
about patient treatment from across the portfolio of 
available choices, the characteristics of a given patient, 
and the underlying value of a given approach. Without 
the use of data and technology to support their imple-
mentation, it will undoubtedly be a failed experiment.

8.2 DATA AGGREGATION

Despite widespread agreement that informatics holds 
great promise in optimizing the treatments being deliv-
ered in oncology, there is a lack of clarity as to the specific 
solutions and approaches. EHRs are evolving to support 
better documentation, data capture, and the provision 
of treatment decision support; however, this is only one 
aspect of the greater issue. The key questions are (1) how 
to aggregate the data across fragmented providers and 
systems; (2) how to access critical data elements hid-
den in unstructured documents; (3) what approaches 
are available to improve the data being captured; and 
(4) what tools are available to then make data useful? In 
support of the first question, there are a few key players 
of note including provider networks, tumor registries, 
and secondary data sets; exemplar strengths and weak-
nesses are discussed next. We address the other ques-
tions subsequently.

8.2.1 Providers and Networks

There is an effort within oncology to aggregate data on 
the patients receiving care in the community. There are 
numerous groups involved, including hospitals, health 
systems, and community-based networks. A handful 
stand out in the present landscape due to the breadth of 
the market they touch, including Flatiron Health and US 
Oncology. The two organizations capture nearly half of 
all patients treated in the community setting across the 
United States.

Flatiron Health and US Oncology each offer propri-
etary EHRs (OncoEMR and iKnowMed, respectively) to 
member practices and are therefore able to both define 
data quality and ensure aggregation at scale for the 
community practices with which they have agreements. 
While they are unique in scale, they provide examples 
of the opportunities available to both understand and 
drive treatment in oncology. Their relationship with sites 
moves beyond the EHR alone, including services such as 
practice management support, clinical decision support, 
and laboratory services. These efforts further expand the 
breadth of available data, providing the opportunity to 
extract and normalize data from a variety of data sources 
(eg, EHRs, claims, practice management systems) in 
order to populate data warehouses.

8.2.2 Tumor Registries

The most widely known examples of cancer data 
aggregation across disparate sites are tumor registries. 
The registry system was formalized in 1992 as part of the 
Cancer Registries Amendment Act. Administered by 
the Centers for Disease Control and Prevention (CDC), 
the resulting National Program of Cancer Registries 
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(NPCR) is meant to “help us understand [cancer] better 
and use our resources to the best effect in prevention and 
treatment” [24]. Prior to the introduction of the legisla-
tion, there were 10 states with no registries. Registries now 
cover 96% of the US population [25]. Medical facilities, 
largely consisting of hospitals, employ cancer registrars 
whose job it is to review the records of cancer patients 
and transfer that information into a local data capture 
system. The registrars then submit data both to the NPCR 
and the National Cancer Institute’s (NCI’s) Surveillance, 
Epidemiology, and End Results (SEER) Program.

8.2.3 Secondary Data Sources

There are numerous other data sources that are 
complementary to those captured in the direct provi-
sion of care. ASCO is introducing the Cancer Learning 
Intelligence Network for Quality (CancerLinQ) [26], a 
movement in partnership with SAP to assemble data 
from practices across the country, with the intention 
of feeding the data back for performance and quality 
benchmarking, among other metrics (see Chapter  1: 
Creating a Learning Health Care System in Oncology). 
NCI’s SEER program has been aggregating cancer data 
since 1973 from population-based cancer registries to 
“provide data on cancer statistics in an effort to reduce 
the burden of cancer among the US population” [27]. 
SEER data is often matched with Medicare claims data to 
make it yet more robust, in that treatment and outcome 
data can be linked to disease characteristics. There are 
also more targeted data sets of importance such as the 
clinical trial data aggregated by the CEO Roundtable on 
Cancer as part of the Project Data Sphere Initiative [28]. 
These examples are just the tip of the iceberg, and more 
like them will exist over time.

8.2.4 Translating Data Into Action

Each of the data sources has its strengths and limi-
tations. For example, despite the best intentions with 
the tumor registries, there are significant restraints to 
their use at scale due to issues such as the delay in data 
availability, limited scope of the data due to the reliance 
on completely manual abstraction of selected elements, 
and lack of national interoperability of the local systems. 
Despite such issues, there is great promise in the ability 
to aggregate data.

8.3 DATA OPTIMIZATION

Without improving data quality and making it accessi-
ble and actionable, the promise will not be realized. Along 
these lines, there are a few key needs to drive success 
including improvements in the capture of standardized, 

codified data and the use of informatics-enabled tools 
such as natural language processing (NLP) and machine 
learning (ML) to drive accessibility and utility.

8.3.1 Addressing the Gap in Codified, 
Standardized Data

What are the deficiencies in our current process of 
data collection and aggregation? EHRs remain digital 
versions of paper charts, largely consisting of free text 
clinical notes that are difficult to parse. While there 
are codified elements, they are often limited and have 
not been carefully designed to meet the needs of var-
ied stakeholders. Key data elements are buried in the 
free text of documents such as clinical notes, radiology 
reports and pathology reports. To further complicate 
the situation, many “reports” are really just pictures—
digital images—representing medical documentation 
faxed between clinicians and scanned into the chart. 
Data are not structured in an electronic format and 
therefore cannot be easily aggregated or analyzed. This 
is a by-product of how medicine is practiced and docu-
mented (predominantly in narrative form), and the lack 
of incentives for EHRs to improve data capture facilities 
(and, when they do, it makes the doctor less efficient, 
producing backlash).

Meanwhile, harnessing data to improve treatment 
decision-making requires a spectrum of codified, con-
sistently defined elements. Examples of important 
cancer-related variables that need to be consistently 
captured, but often are not, include stage of disease, 
comorbid illnesses, biomarker results, oral therapies 
received, response to therapy, symptom profiles, and 
QOL. A number of efforts have been taken to drive 
consensus around the key variables to collect, in what 
care settings, and use of consistent definitions; however, 
uptake of these recommendations outside of the clini-
cal research setting remains limited. In a discussion of 
Data Standards, Data Quality and Interoperability by the 
American Health Information Management Association 
(AHIMA), data standards are described as “documented 
agreements on representations, formats, and definitions 
of common data. Data standards provide a method to 
codify in valid, meaningful, comprehensive, and action-
able ways, information captured in the course of doing 
business” [29]. Consistent collection of a group of core 
data elements with related data standards, beyond just 
the capture of vital signs and lab results, would repre-
sent a powerful step forward.

There are a number of standard development orga-
nizations (SDOs) that have made strides in this area 
but that has not translated into widespread uptake at 
the data element level in routine practice. For instance, 
Health Level Seven (HL7) was first developed in 1987 
to drive a framework around the retrieval and sharing 
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of health information. This has been critical for clini-
cal data to be exchanged across systems. Many others 
have been developed for specific areas of importance, 
such as the Digital Imaging and Communications in 
Medicine (DICOM) for imaging and National Council 
for Prescription Drug Programs (NCPDP) for pharmacy 
data. Within the HL7 framework, the Consolidated 
Clinical Document Architecture (C-CDA) also marks 
a step forward, which is largely a library of different 
templates that can be transferred between organiza-
tions, including such documents as a Continuity of Care 
Document (CCD), Diagnostic Imaging Report (DIR), and 
Progress Note. However, the fields within these elements 
are left open to definition.

These standards allow the transfer of data, but 
stop short of defining the elements themselves. The 
Systemized Nomenclature of Medicine—Clinical Terms 
(SNOMED-CT), and others like it, help to provide a 
framework for the relationship between concepts and 
their hierarchical structure, but also do not ensure con-
sistent definitions of individual elements. There are 
examples of the next step; however, they are limited. 
The Clinical Data Interchange Standards Consortium 
(CDISC) works to ensure data standards and interoper-
ability in medical research, based on the acknowledg-
ment that the “data content, structure, and quality of the 
data models are of paramount importance” [30]. They 
have gained traction in the research community but this 
too has not been integrated within EHRs in practice. 
Whether a group such as CDISC is able to drive stan-
dardization, and whether there is a business case for 
wider adoption, remains a point of discussion.

Regardless of the mechanism by which it is achieved, 
the key is to advance the availability of codified data. 
While other techniques will be discussed subsequently 
to augment it, the upfront capture facilitates accuracy 
and completeness. Organizations (eg, hospitals, health 
systems, and provider networks) are in a unique posi-
tion to advance this cause, as are EHR providers. By 
convening stakeholders, identifying those elements that 
are key to success, and then defining the workflow for 
their capture, one can maximize their completeness and 
utility. Leveraging standards that are being advanced by 
SDOs is a logical starting place, as compared to attempt-
ing to reinvent the wheel repeatedly.

8.3.2 NLP and ML

Even with consensus on elements of interest, and 
definitions thereof, a number of roadblocks remain. It 
is not possible to ask clinicians to enter every variable 
due to the inefficiencies it would introduce into clini-
cal care. Of those that are too time-consuming, com-
plex, or peripheral, some may reside in unstructured 
fields (ie, free text), scanned reports, and secondary data 

sources. Examples of different potential issues abound: 
(1) Pathologic reviews are often performed outside of 
a given clinical practice and the resulting reports are 
returned to clinicians via fax. They are then scanned into 
the record, but not included as codified or searchable 
elements. The most important elements of the results 
may also be summarized in the free text of a clinician’s 
note, but these too are inaccessible for analysis. (2) Oral 
chemotherapies are often prescribed for patients using 
written scripts and filled outside of the treating clini-
cian’s office. Because data are not routinely transferred 
between the varied stakeholders in the market, clinicians 
are unlikely to have access to the resulting prescribing 
data held by payers, making it very difficult to utilize 
these data to guide care. This is in comparison to infused 
agents, which are well captured because they are directly 
administered within the clinic setting. (3) Symptoms are 
not included in codified elements, but instead are buried 
in the free text of a clinician’s note, if they are captured 
at all. The decision to include a given adverse event, 
and the severity attributed to it, is reflective of the cli-
nician’s interpretation of the patient’s status during a 
hurried interview, as opposed to the direct report from 
the patient.

NLP and ML are potential tools that can help make 
data that is presently unstructured accessible. NLP was 
defined in the Journal of Oncology Practice in 2011 as 
“a sub discipline of computer science that is dedicated 
to the analysis of unstructured natural language text 
and speech. Although true understanding of natural lan-
guages by computers is an elusive goal, there have been 
great advances recently in the application of automated 
methods to extract structured information from unstruc-
tured text” [31]. There have been numerous examples of 
the application of this technology to clinical practice with 
results that have been improving over the past few years.

Attempts to extract medical problem lists from narra-
tive text using NLP have been occurring for well over a 
decade [32]. The difficulties in using NLP remain daunt-
ing, having to deal with issues such as how to handle 
abbreviations and the development of phenotypic algo-
rithms [33,34]. Success in building models becomes criti-
cal in the attempt to leverage data to better understand 
the care being delivered.

On the other hand, using ML offers a distinct, but com-
plementary functionality. It leverages computing power 
to iteratively improve on the quality of an algorithm or 
approach, without being explicitly programmed to do so. 
An oft quoted definition was supplied by Tom Mitchell, 
“A computer program is said to learn from experience 
with respect to some class of tasks and performance 
measures, if its performance at tasks, as measured by the 
performance measure, improves with experience” [35].

A prime example of the use of ML in cancer treat-
ment can be seen from a 2002 article in Nature Medicine 
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in which ML was used to develop a prediction model 
for outcomes related to diffuse large B-cell lymphoma 
[36]. In the study, researchers analyzed 6817 genes from 
patients treated with cyclophosphamide, adriamycin, 
vincristine, and prednisone (CHOP) chemotherapy 
to see if a signature could be identified that indicated 
potentially curable disease. The result was an algorithm 
that categorized patients into groups with very different 
overall survival, using the ML to iteratively hone the 
model. Since its publication, the article has been refer-
enced more than 2000 times.

8.3.3 Use Case

In oncology, the potential use cases abound where cod-
ified data, NLP, and ML could be leveraged to improve 
the treatment of patients. A basic use case applies to 
attempts to understand the ideal treatment of advanced 
kidney cancer. As referenced earlier, many new treat-
ments are being approved, with limited CER available 
with which to inform clinicians of the ideal treatments 
to use in a given setting.

Ensuring accurate capture of basic demographics, dis-
ease characteristics, pathologic markers, and outcomes 
are critically important. For instance, the definition and 
capture of “disease progression” does not presently occur 
in many systems, yet it is important. Surrogates can be 
used, if captured, such as discontinuation of a treatment, 
however the data is not always collected and, when it 
is, it doesn’t include information about the reason for 
the switch (eg, progression, toxicity, cost). This element 
is critically important to provide a data set with utility.

Despite the best efforts of stakeholders to increase the 
capture of key elements, there will always be those that 
are not captured and are buried in unstructured text 
fields such as the symptoms a patient is experiencing 
and nuances of radiology findings. The incremental 
value of these data points is high so developing NLP 
to aggregate it, if guided by stakeholders who can iden-
tify the key needs, will provide substantial benefit. By 
aggregating data with this depth and breadth at scale, 
key insights can be generated that far outstrip the capa-
bilities possible with claims data alone.

As the data sets grow to truly represent “big data,” 
defined by the three V’s of velocity (or speed of data gen-
eration), variety (or forms of data being generated), and 
volume (or scale of data), ML will become increasingly 
useful to make sense of it. As shown in the lymphoma 
example, as the complexity of genomics alone grows, it 
becomes helpful to have tools to parse and learn from 
the data in a way that explicit programming makes dif-
ficult. By applying ML to the identified data elements, 
both from codified data and those derived from NLP, 
the opportunity to drive entirely new insights into the 
treatment of kidney cancer emerges.

8.4 PATIENT INSIGHTS  
TO OPTIMIZE CARE

Regardless of the strength of codified elements, NLP, 
and ML, the voice of the patient is not captured within 
the record. Research shows that the interpretation of a 
patient’s status by a clinician is often biased, usually 
toward underreporting [37]. Clinicians have limited 
time with a patient and see them only episodically, so 
their view cannot fully encompass and represent the 
patient experience.

As an example, a clinician may see a patient imme-
diately prior to each cycle of chemotherapy, which is 
often the time at which the patient feels his or her best, 
as opposed to the point at which the chemotherapy is 
at its maximum effect. Patients often do not want to 
burden a clinician or are not as worried since they are 
out of the acute phase, further limiting the exchange of 
key data points, such as reports of symptoms or side 
effects. Finally, clinicians often choose to document cer-
tain patient characteristics more fully, such as those areas 
where they have interventions that are likely to provide 
benefit. The result is that the data do not exist within the 
record to drive insights, regardless of the complexity of 
the approach used.

Advances in technology and its penetration in soci-
ety allow for new mechanisms to directly integrate 
the patient voice. Patient-generated data is commonly 
used to describe this area. The PRO Task Force of the 
Patient-Centered Outcomes Research Institute (PCORI) 
recently defined patient generated data (see Chapter  16:  
“Crowdsourcing Advancements in Health Care Research: 
Applications for Cancer Treatment Discoveries”) to 
include “health history, symptoms, biometric data, treat-
ment history, lifestyle choices, and other information—
created, recorded, gathered, or inferred by or from 
patients or their designees (ie, care partners or those 
who assist them) to help address a health concern” [38]. 
As described, the breadth and depth of this data can be 
daunting, including everything from vital signs ascer-
tained at home via biometric sensors to simple responses 
to questionnaires. Patient-reported outcomes (PROs) 
and sensors represent low-hanging fruit in oncology that 
can be leveraged to understand the patient experience 
and guide care.

8.4.1 Patient-Reported Outcomes

PROs refer to the collection of data directly from 
patients using validated measurement instruments, 
largely consisting of surveys. The term “PRO” was intro-
duced for regulatory purposes by the US Food and Drug 
Administration (FDA) [39]; however, it is a bit confus-
ing, because PROs do not consist purely of outcomes 
metrics. They can include everything from descriptive 
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to explanatory to prognostic data points, asking ques-
tions ranging from frequency of diarrhea to work status 
[40–42]. The tools themselves span the gamut from 
highly curated and psychometrically validated tools to 
those that are introduced based on their face validity (eg, 
“Do you have nausea?”).

8.4.2 Sensors

Sensors are increasingly worn in the community 
today, meant largely to help facilitate health and well-
ness-related goals. Many commercial devices are avail-
able, such as those made by FitBit and Misfit. Various 
goals have been put forward as to the number of steps 
that a person should take in a day, often ranging from 
5000 to 10,000. With the introduction of the Apple Watch 
and the HealthKit, these areas have gained yet more 
traction. In a Forbes article, the use of these devices was 
referred to as “wellutainment” due to the limited sci-
entific validity of the metrics and the cut-points being 
used [43]. The devices largely meet wellness and enter-
tainment goals, as opposed to rigorous medical needs. 
Interestingly, the fitness device makers themselves point 
to engagement as the goal, as opposed to accuracy [44]. 
Recent studies out of the University of Pennsylvania and 
the American Council on Exercise have also shown the 
variability among commercial fitness trackers [45].

However, there is an increasing integration of sen-
sors into the clinic. Hospital systems and technology 
companies are enabling ways to use the data to drive 
care. For instance, Duke University, Stanford University, 
Mayo Clinic, and Cleveland Clinic were all early pilot 
sites for Apple’s HealthKit, assessing the use of patient-
generated data to understand the clinical experience and 
drive care decisions [46]. Companies such as Validic are 
further enabling the data to be standardized and nor-
malized across devices, before being supplied to insurers 
and large wellness programs.

In oncology, there are a number of validated metrics 
which are measured using sensor technologies and have 
been shown to be meaningful. For example, several trials 
have shown a relationship between moderate to vig-
orous physical activity (MVPA), sedentary time (SED), 
and QOL. A recent study of 199 breast cancer survivors 
demonstrated that the amount of MVPA and SED that 
patients experience is significantly related to their lev-
els of pain (p = 0.02), fatigue (p = 0.01), and dysphoria 
(p = 0.03) [47]. Another study of 177 breast cancer sur-
vivors found that patients spend an average of 78% of 
their time sedentary and that MVPA worsens over the 
12 months after therapy [48]. A study of 181 colorectal 
cancer survivors found a significant difference in health-
related quality of life (HRQOL) between the highest and 
lowest quartiles of MVPA (p = 0.014) [49]. Furthermore, 
it was found that participants who achieved 150 minutes 

of MVPA per week had 18% higher HRQOL than those 
who reported no MVPA [50] and that fatigue mediates 
the association between MVPA and HRQOL [51].

Even more nascent, yet equally important, is the 
analysis of sleep among oncology patients. The rate of 
sleep disturbance experienced by cancer patients is said 
to range from 25% to 59% [52–54]. In one study, 51% of 
women being treated for breast cancer reported sleep 
difficulties, with 19% meeting the criteria for insomnia 
syndrome [55]. This in turn was associated with impaired 
function, lower HRQOL and increased health care use. 
A randomized trial among breast cancer patients fur-
ther showed that treating insomnia led to lower levels 
of depression/anxiety and greater global HRQOL [56]. 
Insomnia is said to occur when sleep is disturbed more 
than three times per week with an impact on sleep effi-
ciency (ratio of sleep time to time spent in bed falls).

8.4.3 Use Case

The use of patient-generated data, including PROs 
and sensors, may seem abstract, but is tangible today. 
Let’s take an example of Barry, a patient recently diag-
nosed with pancreatic cancer. He is 84 years old and has 
advanced disease, but has an excellent functional status 
when seen, spending little of the day in bed, has main-
tained his weight, and states that he wants to be “as 
aggressive as possible.” He is started on FOLFIRINOX, 
an aggressive chemotherapy regimen consisting of three 
agents. In usual care, he is seen a few weeks later when 
he is next due for his second cycle of chemotherapy. While 
he struggled mightily after receiving the first treatment, 
he feels better by the time of the follow-up visit, does 
not want to burden his clinician, and does not want to 
“give up” by being taken off therapy so he minimizes his 
difficulties when speaking with the clinician. If his PRO 
and sensor data—gathered continuously between clinical 
encounters—is available for review, the clinician will see 
the reality. He went from being quite active before starting 
treatment to nearly purely sedentary. He had poor sleep 
efficiency and no MVPA. He also rated his nausea at 10/10 
after treatment and his QOL, shown in aggregate scores 
of individual PRO questions, had a dramatic decline. At 
the very least, this data would lead to discussions about 
dose reductions, but it may lead to a reevaluation about 
whether FOLFIRINOX is the right approach to his care.

The utility of the data is threefold: (1) it can be used to 
capture deep, rich data on the patient experience in the 
course of real-world clinical practice in a cost-effective 
manner; (2) the data can be used to differentiate agents 
used within routine care; and (3) it provides guidance 
for future research that will allow for personalization of 
care through better targeting of agents to specific patient 
populations and that will allow for the development of 
interventions to improve QOL, outcomes, and adherence.
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8.5 GENOMICS IN THE CARE 
CONTINUUM

Genomics represent another area of great promise, 
with limited success to date. When the human genome 
was decoded in 2003, there was great promise as to its 
use to guide care and maximize outcomes. At the 10-year 
anniversary of the completion of the first sequence, 
many opined about how expectations had not been met 
despite a decade of focus [57]. In oncology specifically, 
strides have been made, although as was discussed more 
broadly, a lot can still be done.

A number of genomic signatures are consistently 
used in oncology in the treatment of patients. Examples 
include EGFR and BRAF mutations in lung cancer and 
melanoma patients, respectively. In both cases, treat-
ments have been developed that are shown to be par-
ticularly effective in patients with these mutations, 
allowing for the targeting of drugs to those in which 
they are likely to be particularly effective, as opposed 
to the use of conventional chemotherapy in all comers, 
independent of the likelihood of impact. Unfortunately, 
there are limited examples of the successful develop-
ment of companion diagnostics to guide therapies.

To continue to advance the paradigm, genomic data 
must be captured in new ways and the annotation of 
biospecimens must be robust. Genomic data is available 
for a limited number of patients and largely captured 
in unstructured fields. Test results are often faxed to a 
clinic, the report may be scanned into the chart and the 
relevant results may be dictated into the clinical note. 
In this situation, nowhere is this data directly input 
into codified fields. The result is that it is difficult to 
drive discovery as genomic results cannot be matched 
to response to agents or patient outcomes at scale.

While little progress has been made in capturing the 
data, the amount of data being generated is growing 
exponentially. Companies like Foundation Health and 
Claris make testing available to patients for a wide vari-
ety of mutations that might drive their disease. Many 
genomic tests do not have specific drug targets today, 
but new drugs are likely to be discovered over time that 
will enable increasingly personalized treatment. Since 
the genomics tests are run outside of the clinical systems 
in which care is delivered, an opportunity is missed if 
that information is not directly tied back to the clinical 
data and biospecimens of a given patient. As the cost of 
whole genome sequencing falls and new technologies 
gain steam, the need will become yet more pressing.

8.5.1 Use Case

Barry, our 84-year-old patient with advanced pan-
creatic cancer, has his tissue sent for whole genome 
sequencing to see if any target might be apparent to 

guide therapy in later lines of treatment. Unfortunately, 
none are identified so he proceeds with chemotherapy. 
The results of his tests are scanned into the chart, but 
since no target is identified, they do not make it into his 
clinical note or any codified fields.

Two months later, a new agent is identified for which 
Barry is an excellent candidate. In a setting in which his 
clinical and genomic data were matched, a clinician 
could search across his or her pancreatic cancer patient 
population for any matches that might exist, but this 
was not available and therefore Barry did not receive the 
agent. Furthermore, the company producing the drug 
was looking for patients known to have the mutation so 
they could perform further testing on available biospeci-
mens. Unfortunately, the ability did not exist to make 
the connection to the tissue, further delaying discovery.

8.6 THE TOOLING REQUIRED

8.6.1 Analytic Approaches

Another key is the robustness of data analytics. While 
data warehouses once had significant limitations, the 
evolution of technology allows them to be quite robust, 
integrating numerous source systems into a centralized 
repository providing the opportunity to ask broad ques-
tions of the data. Aggregation alone cannot overcome the 
limitations of the data without tools such as improved 
codified capture and NLP, but being able to generate 
insights about the strengths and limitations of the data 
is a critical first step in improving its quality.

The analysis of the data is a key step toward making 
it “useful.” For instance, one would imagine that a “line 
of therapy” would be easily defined for a given patient 
as the regimen that they received at a given point in time 
and that treatment sequencing would be very straight-
forward, reported as the sequential provision of thera-
pies. In reality, the definition of a line of therapy can be 
quite complex. For instance, does treatment with a given 
agent, followed by a 6-month break, and then resump-
tion of the same agent signify a new line of therapy or 
continuation of the same? How is maintenance therapy 
captured? In a multidrug regimen, how is the discon-
tinuation or exchange of one of the agents handled? 
While these are not insurmountable issues, they require 
agreement as to the approach and clear definitions prior 
to moving forward. They also require a complete pic-
ture from the applicable data sources in order to avoid 
errors, including data on infusional agents, oral agents, 
lab results, scan results, and the input of clinicians.

It is the output of analytics such as this that become 
critically important to guide care. Physician dashboards 
are examples of a way in which analytics can be used 
to optimize treatment. After information about lines of 
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therapy is generated, it can be used to understand over-
all treatment patterns, outcomes by treatment pattern, 
reimbursement variations, guideline compliance, and 
the quality of care. When fed back to physicians, this 
can be a powerful driver of decisions and outcomes.

8.6.2 Data Visualization and Accessibility

Another key learning is the importance of visualization 
and user experience in any interface that is developed to 
support clinical decisions. In many health care applica-
tions, functionality is prioritized over design, leading to 
data being presented in nonintuitive interfaces and in 
a manner inconsistent with the workflow related to it. 
Crucial to the success of this work is the ability to translate 
it to a mechanism that clinicians and others can integrate 
into workflow and understand in real time. There is ongo-
ing work about what is most easily digested by clinicians 
and most useful (see Chapter  11: “Data Visualization 
Tools for Investigating Health Services Utilization Among 
Cancer Patients” and Chapter  15: “Extended Vision for 
Oncology: A Perceptual Science Perspective on Data 
Visualization and Medical Imaging”).

8.6.3 Clinical Decision Support as a Tool 
for Clinicians

A daunting array of data points has been discussed—
structured data, unstructured data, literature, guide-
lines, patient-generated data, genomics—each of which 
play a critical role in the treatment of a given patient. 
The reality is that a clinician cannot be expected to effi-
ciently integrate all of these data points at any given 
time. Personalized, evidence-based care delivery there-
fore necessitates the use of decision support tools in 
order to optimize care. At their most basic, these tools 
help to provide structured support for a given decision.

US Oncology uses its “Clear Value Plus” (CVP) pro-
gram to support treatment selection [58]. Through a 
partnership with the NCCN, committees within the US 
Oncology Network review key NCCN Guidelines and 
develop business rules based on key disease criteria to 
guide the choice of treatments for patients within the 
Network. In areas where there are multiple potential 
treatment choices, other aspects of decisions such as esti-
mations of value are integrated into the decision process 
to result in portfolio of treatments that are “on pathway.” 
A web-based interface is used to capture a few key clini-
cal elements (eg, diagnosis, stage, line of therapy) from 
the EHR. For those elements that are missing, the clini-
cians are asked to supply them.

CVP represents a step forward in optimizing treat-
ment, but more is possible. To truly personalize care, 
other aspects of a patient’s case should be integrated 
such as functional status as generated by sensor data, 

patient characteristics as generated by PROs, differ-
ences in patient copays using insurer/claims data, and 
genomic signatures that predict response to a given ther-
apy. The integration of many of these elements remains 
a few years from reality, but the roadmap to the new 
paradigm is being developed now.

Additional steps have been taken by groups such 
as IBM with its Watson Health initiative. The Watson 
Health team uses cognitive computing, described as an 
attempt to “provide machine-aided serendipity by wad-
ing through massive collections of diverse information 
to find patterns and then apply those patterns to respond 
to the needs of the moment” [59] to guide treatment 
selection. IBM explains that they “bring together clinical, 
research, and social data from a diverse range of health 
sources, creating a secure, cloud-based data sharing hub, 
powered by the most advanced cognitive and analytic 
technologies” [60]. As opposed to the more controlled 
approaches such as that outlined by US Oncology, this 
methodology attempts to leverage the power of comput-
ing to drive understanding. The Watson Health team 
has partnered with institutions like Memorial Sloan 
Kettering Cancer Center [61] and MD Anderson Cancer 
Center [62] over the last few years, and to date, remain 
in the discovery phase of this endeavor.

As these pilots evolve, payers can leverage tools to 
assess utilization and the value of care being delivered, 
supporting oncology medical home models, bundled 
payments, and accountable care organizations. Further 
efforts will be made in areas such as adverse event man-
agement and supportive care guidance [63]. At the end 
of the day, clinical decision support is critical for all 
aspects of personalization in cancer care.

8.6.4 Training the Workforce

A final key element in the drive to leverage infor-
matics for clinicians is that they need to be prepared 
to generate and use the tools. Many argue that comfort 
with informatics is a generational issue that will solve 
itself as new doctors join the workforce. This is partially 
true but to wait for the workforce to turn over would 
preclude the use of the tools for a few more decades. 
Further, the more tech savvy generation of clinicians 
does not necessarily understand the complexity of data 
models and evidence generation that underlies these 
tools. One of the goals mentioned in the prior section is 
to make the interfaces as intuitive as possible, but it is 
still critical that those using it know the relative strength 
of the underlying data, what they can do to optimize it, 
and how to ask questions of the data.

To begin to close this gap, certification programs 
are being established to train clinicians. One such pro-
gram is the Learning Health System Training Program 
(LHSTP) at the Duke University School of Medicine. 
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All trainees participate in classes on data generation, 
analysis, and visualization. Those with a greater inter-
est apply to a more in-depth program, which includes 
a case study wherein each participant chooses an infor-
matics topic of interest. They then spend months under-
standing how to design and execute informatics-related 
projects. Another example is Duke’s Masters in Clinical 
Informatics program, which trains clinicians, alongside 
data scientists and executives, about the nuances of 
informatics. The goal of all of these endeavors is to bring 
stakeholders together to develop a common language 
and understanding.

8.7 NOVEL ORGANIZATIONAL 
APPROACHES

Beyond traditional stakeholders such as health sys-
tems, tumor registries, and provider networks, a number 
of new organizations have been developed that attempt 
to leverage informatics and the established infrastruc-
ture to drive our understanding of care and to develop 
novel approaches to the generation of new knowledge 
with which to guide treatment. Examples include the 
National Institutes of Health (NIH) Collaboratory, FDA 
Sentinel Initiative, and PCORNet.

The NIH Collaboratory has as a mission statement the 
desire to “strengthen the national capacity to implement 
cost-effective large-scale research studies that engage 
healthcare delivery organizations as research partners” 
[64]. As an extension of this focus, a core need is to 
aggregate the data that is collected, and presently siloed, 
across integrated university health systems, such as 
Duke, Harvard, and Johns Hopkins, to enable pragmatic 
clinical trials. An example project is entitled Strategies 
and Opportunities to Stop Colorectal Cancer, which the 
Kaiser Foundation Research Institute leads [65]. More 
than 200 federally qualified health centers are banding 
together to test a culturally tailored colorectal screening 
program by leveraging systems of care.

Taking a different tack, the FDA Sentinel Initiative is 
leveraging relationships with data partners and health 
systems to perform drug safety monitoring. Established 
in May 2008, the FDA uses the initiative to investigate 
signals of adverse events that might be of concern 
for agents that are on the market. Queries are sent to 
participating institutions about a given agent and the 
occurrence of the events of concern. The execution of 
the queries is not yet automated due to governance, 
privacy, and other considerations; however, responses 
can quickly be returned and aggregated for near real-
time insights into the experience of patients on vari-
ous agents. An example publication was able to assess 
guideline adherence to glucose screening prior to treat-
ment initiation across a national cohort of patients [66].

Finally, PCORNet takes yet another different approach, 
focusing on the generation of patient-centered outcomes 
in the research that it funds. The goal of PCORNet is 
to “improve the nation’s capacity to conduct CER effi-
ciently by creating a large, highly representative net-
work for conducting clinical outcomes research” [67]. 
Interestingly, the network is made of a mixture of Clinical 
Data Research Networks, representing large institutions, 
and Patient Powered Research Networks, representing 
patient groups that propose creative ways to capture and 
aggregate data [68].

8.8 SUMMARY

The opportunity to improve and personalize care in 
oncology by leveraging informatics is dramatic. To drive 
improvement, there needs to be an optimization of the 
quality of the data through processes such as improved 
codification and standardization and the use of NLP and 
ML. There also needs to be a focus on generating and 
integrating secondary data such as patient-generated 
data. Finally, we must develop the tools to feed the data 
back to the point of care through analytics, visualiza-
tions, and decision support tools. The ideal result would 
be an entirely new body of evidence being used to opti-
mize the outcomes of vulnerable cancer patients.

LIST OF ACRONYMS 
AND ABBREVIATIONS

5FU Fluorouracil
AHIMA American Health Information Management Association
ASCO American Society of Clinical Oncology
CancerLinQ Cancer Learning Intelligence Network for Quality
CCD Continuity of Care Document
C-CDA Consolidated Clinical Document Architecture
CDC Centers for Disease Control and Prevention
CDISC Clinical Data Interchange Standards Consortium
CER Comparative effectiveness research
CHAARTED Chemohormonal Therapy versus Androgen Ablation 

Randomized Trial for Extensive Disease in Prostate Cancer
CHOP Cyclophosphamide, adriamycin, vincristine, and prednisone
CMS Centers for Medicare and Medicaid Services
CVP Clear Value Plus
DICOM Digital Imaging and Communications in Medicine
DIR Diagnostic Imaging Report
EHR Electronic health record
FDA Food and Drug Administration
FFS Fee for service
HITECH Health Information Technology for Economic and Clinical 

Health
HL7 Health Level Seven
HRQOL Health-related quality of life
LHSTP Learning Health System Training Program
ML Machine learning
MVPA Moderate to vigorous physical activity
NCCN National Comprehensive Cancer Network
NCI National Cancer Institute
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NCPDP National Council for Prescription Drug Programs
NIH National Institutes of Health
NLP Natural language processing
NPCR National Program of Cancer Registries
PCORI Patient-Centered Outcomes Research Institute
PCORNet Patient-Centered Outcomes Research Network
PRO Patient-reported outcome
QOL Quality of life
RCT Randomized controlled trial
SDO Standard development organization
SED Sedentary time
SEER Surveillance, Epidemiology, and End Results
SNOMED-CT Systemized Nomenclature of Medicine—Clinical Terms
STAMPEDE Systemic Therapy in Advancing or Metastatic Prostate 

Cancer: Evaluation of Drug Efficacy
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When I finished my last cycle of chemotherapy, in April 
2014, friends and family congratulated me on being “done.” 
What they couldn’t know was that in some ways the hard-
est part of my cancer experience began once the cancer was 
gone. Suleika Jaouad, Lost in Transition After Cancer, 
New York Times, March 2015

9.1 CANCER SURVIVORSHIP

Individuals with a personal history of cancer—referred 
to herein as “cancer survivors” or “survivors”—number 
more than 14 million Americans. Over the course of their 
lifetime, one in two men and one in three women will 
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be diagnosed with cancer [1]. In 1971, when President 
Nixon declared a “war on cancer,” average 5-year sur-
vival rates for cancer were only at 51% [2]. Today, the 
landscape is significantly different: for adults diagnosed 
with cancer between 2003 and 2009, 5-year survival rates 
are nearly 70% [1]. Survival statistics are even more 
favorable for children diagnosed with cancer, as nearly 
80% survive for 5 years or longer [3]. For some types of 
cancer, conditional survival statistics show that after a 
certain period of time, the history of a cancer diagnosis 
no longer negatively impacts life expectancy. For most 
cancers, the likelihood of survival increases with each 
year the individual survives, and for early stage breast 
and colorectal cancers, after surviving for between 3 and 
15 years, there is no evidence that the diagnosis of cancer 
contributes to excess mortality in this group compared 
to cancer-free peers [4].

9.1.1 Definitions

However, this “booming” population of cancer sur-
vivors [5] is still relatively new within the cancer com-
munity. The term “survivorship” first appeared in the 
literature in 1984, when “survivorship” was specifically 
identified as a topic of importance in nursing research 
[6]. At the founding meeting of the National Coalition of 
Cancer Survivorship (NCCS) in 1986, the term “cancer 
survivor” was defined emphatically and broadly. The 
NCCS declared “an individual is considered a cancer 
survivor from the time of diagnosis through the bal-
ance of his or her life” [7]. This definition, which has 
been widely adopted, including by the National Cancer 
Institute (NCI), also includes other individuals directly 
affected by the diagnosis, such as family, friends, and 
caregivers [7]. Here we will use the term “cancer survivor” 
or “survivor” to refer to the individual diagnosed with 
cancer, and will mostly focus on the time in survivor-
ship that occurs after primary treatment ends; however, 
other chapters in this book will specifically address 
survivorship during treatment (Chapter 8, “Informatics 
Support Across the Cancer Continuum: Treatment”) and 
the impact of cancer on family, friends, and caregivers 
(Chapter 10, “Advanced Cancer: Palliative, End of Life, 
and Bereavement Care”).

9.1.2 Population Data on Survivorship

Fig. 9.1 shows the rapid growth in the number of 
cancer survivors alive in the United States over the last 
40 years, with projections for even more accelerated 
growth in the decades to come. This growth, which is 
largely due to advances in early detection and treatment 
(please see Chapters  7, “Early Detection in the Age of 
Information Technology”; and 8, “Informatics Support 
Across the Cancer Continuum: Treatment”  in this book 

for in-depth coverage of these topics), in many ways 
represents an enormous public health success.

But the rapid growth of cancer survivors over a rela-
tively short period of time has two important implica-
tions. First, it has fundamentally challenged the notion 
of the “cancer continuum,” which, until very recently, 
was commonly depicted in a linear fashion beginning 
with primary prevention, following to secondary pre-
vention, then treatment, survivorship, and end-of-life 
(segments that are paralleled by the chapters in this sec-
tion of this book). But near the end of the first decade 
of the new millennium, the structure of this continuum 
was called into question in two ways. McCabe argued 
that if there had previously been any question about 
the appropriateness of including “survivorship” as a 
distinct portion of the cancer continuum, given the size 
of this population, there could be no question about it 
now, saying “we have before us a unique opportunity to 
assure the inclusion of survivorship … as a formal [part] 
of the health care continuum” (p. 2; [8]. And Rowland 
and Bellizzi called for “revisiting” the cancer continuum, 
suggesting that rather than depicting the continuum  
in a linear fashion, that it be represented cyclically  
(Fig. 9.2). This would be more accurate, they argued, as 
such large numbers of cancer survivors are surviving 
for such substantial lengths of time that they actually 
cycle back into the beginning of the continuum, where 
primary prevention, screening, and, if necessary, treat-
ment for recurrence or a new primary cancer diagnosis 
become important [2]. These earlier phases of the cancer 
control continuum are perhaps even more important for 
this group, as survivors are at increased risk for another 
cancer diagnosis, given their diagnosis and treatment 
histories [9].

FIGURE 9.1 The cancer control continuum (revisited). Source: 
Rowland JH, Bellizzi KM. Cancer survivors and survivorship research: a 
reflection on today’s successes and tomorrow’s challenges. Hematol Oncol 
Clin North Am 2008;22(2):181–200.



1619.1 CaNCEr SUrvIvOrShIp

II. SUPPORT ACROSS THE CONTINUUM

A second result of the rapid growth of cancer survi-
vors has been how research and practice have responded 
to this population, including informatics-related 
research and practice. When Nixon’s “war on cancer” 
commenced, research devoted to cancer survivors was 
scarce, and was almost exclusively focused on issues 
related to describing quality of life (QOL), primarily 
during treatment. This was not unreasonable, as nearly 
half of all individuals diagnosed with cancer could not 
be expected to survive for any substantial length of time, 
and so research was heavily geared toward understand-
ing how to preserve as much of a survivor’s QOL for the 
remainder of their lives. But as survival has increased, 
research and practice have evolved. Starting in the 1990s, 
survivorship research began to address interventions to 
improve QOL and health outcomes for cancer survivors, 
both during and after treatment [10].

9.1.3 Recommendations for Survivorship

In 2005, the Institute of Medicine (IOM) released a 
landmark report titled “From Cancer Patient to Cancer 
Survivor: Lost in Transition” that made a series of rec-
ommendations for research and practice devoted spe-
cifically to the period of survivorship that occurs after 
treatment ends [11]. As shown in Table 9.1, the IOM’s 
recommendations for survivorship research and practice 
cover a broad amount of territory, commensurate with 
the wide array of issues and needs that exist within 
this population. In general, in the nearly 30 years  
since the NCCS proposed a definition of “cancer survi-
vor,” the research on this population has not caught up 
to the new definition of the cancer control continuum, 
and there is a need for more research devoted to primary 

and secondary prevention among cancer survivors, as 
well as a need for continued investigations into inter-
ventions that are intended to improve survivor health-
related quality of life (HRQOL; [12]).

All of this, we will see, has implications for informat-
ics in the context of cancer survivorship. Cancer survi-
vors, like most Americans, are heavily engaged in the 
use of informatics, and even more so in some cases, 
such as use of the Internet to look for cancer informa-
tion [13]. By 2020, when the population of cancer sur-
vivors approaches 18 million (see Fig. 9.1), more than 
half (63%) of cancer survivors will be aged 65 years and 
older. This cohort, then, would have been 48 years old in 
2003, when, according to the NCI’s Health Information 
National Trends Survey (HINTS), roughly 58% of 
Americans were online, and they would have been 58 
in 2013, when HINTS suggested that Internet penetra-
tion reached nearly 80% [14]. As such, the largest age 
demographic within the growing population of cancer 
survivors were likely still part of the workforce when 
the Internet came of age in the United States, and were 
likely exposed to the Internet in the context of their 
employment. As such, this suggests that survivors, on 
the whole, are well-positioned to benefit from use of 
informatics applications.

9.1.4 Overview of the Chapter

Research and practice devoted to survivorship stands 
to benefit from informatics in a number of ways as well. 
The next section of this chapter will provide an overview 
of the most common challenges encountered by cancer 
survivors and the most significant challenges facing sur-
vivorship research and practice. The following section 

FIGURE 9.2 The number of cancer survivors alive in the United States. Source: National Cancer Institute’s Office of Cancer Survivorship (http://
cancercontrol.cancer.gov/ocs/statistics/statistics.html) which cites DeSantis C, Chunchieh L, Mariotto AB, et al. Cancer Treatment and Survivorship Statistics, 
2014. CA: A Cancer J Clin 2014. In press.

http://cancercontrol.cancer.gov/ocs/statistics/statistics.html
http://cancercontrol.cancer.gov/ocs/statistics/statistics.html
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will review informatics-based solutions to these chal-
lenges. Finally, we will end with future visioning for 
how informatics can be broadly used to support survi-
vors and survivorship research and practice.

9.2 CHALLENGES IN SURVIVORSHIP

Though the hope after a cancer diagnosis is always 
for survivorship, survivorship often comes at a high cost 

[15]. For many survivors, the sequelae of treatment and 
resulting late effects—physical, emotional, or practical 
consequences of cancer or its treatment that can occur 
years after treatment ends—create a health experience 
that is akin to living with a chronic disease [16,17]. 
However, like other chronic disease models, this is really 
the only common denominator among individuals who 
are cancer survivors. What late effects are experienced, 
for how long, and to what degree of severity are highly 
variable and a function of the cancer diagnosis, its 
treatment, and person-level biomedical and sociodemo-
graphic factors [16]. In this way, all that informatics has 
to offer health care is brought to bear in survivorship, 
as the individualized health experiences of survivors  
and the resulting need for highly coordinated care both 
lead to challenges that informatics is uniquely posi-
tioned to address.

9.2.1 Physical, Emotional, and Practical 
Sequelae and Late Effects

Although the physical and emotional late effects of 
cancer and its treatment vary across survivors, the most 
common physical late effects include cardiovascular; 
pulmonary; gastrointestinal; rheumatologic; endocrine; 
renal; sensory/neurologic [18]; neurological; lymphatic; 
genitourinary; and second malignancies [19]. Given that 
the majority of cancer survivors are age 65 or older, some 
have called for a specific conceptual model of elderly 
survivorship that would address, in addition to the 
issues previously listed, frailty, nutritional needs, and 
premorbid cognitive disruption [20].

In addition to physical clinical late effects, other 
behavioral and psychosocial significant recovery issues 
commonly encountered during survivorship include 
fatigue; emotional distress; concerns about body image; 
sexual health issues; infertility; fears of recurrence; post-
traumatic stress disorder (PTSD); and family/caregiver 
stress [21]. Estimates of how many survivors experience 
these recovery issues and to what extent vary in the lit-
erature. In two surveys of adult cancer survivors within 
5 years of diagnosis conducted by the LIVESTRONG 
Foundation in 2006 and 2010 (n = 2910), almost 90% 
of respondents reported to be dealing with at least one 
physical concern (eg, fatigue); 90% reported to be deal-
ing with at least one emotional concern (eg, emotional 
distress); and 45% reported to be dealing with at least 
one practical concern related to their cancer diagnosis 
(eg, financial issues) [22]. With respect to the degree 
to which these concerns interrupt daily life, there is  
some consistency across the literature in identify-
ing a “significant minority” of survivors (20–30%) 
whose physical, emotional, or practical concerns cause  
clinically significant levels of disruption [23].

TABLE 9.1 Ten recommendations from the IOM “Lost in 
Transition” report

 1. Health care providers, advocates, and other stakeholders should 
raise awareness of the needs of cancer survivors, establish 
cancer survivorship as a distinct phase of cancer care, and act to 
ensure the delivery of appropriate survivorship care.

 2. Patients completing primary cancer treatment should be 
provided with a comprehensive care summary and follow-up 
plan written by the health care provider(s) who provided cancer 
treatment.

 3. Systematically developed evidence-based clinical practice 
guidelines, assessment tools, and screening instruments should 
be developed to manage late effects of cancer and its treatment.

 4. Quality of survivorship care measures should be developed 
through public/private partnerships and quality assurance 
programs implemented by health systems to monitor and 
improve the care that all survivors receive.

 5. The Centers for Medicare & Medicaid Services, National Cancer 
Institute (NCI), Agency for Healthcare Research and Quality, 
the US Department of Veterans Affairs, and other quality 
organizations should support demonstration programs to test 
models of coordinated, interdisciplinary survivorship care in 
diverse communities and across systems of care.

 6. Congress should support the Centers for Disease Control and 
Prevention, the States, and other collaborating institutions 
in developing comprehensive cancer control plans that 
include survivorship care. Community-based services and 
plans generated by public health agencies or public health 
practitioners are the key to establishing successful disease 
prevention activities of relevance to cancer survivors.

 7. NCI, professional associations, and voluntary organizations 
should expand and coordinate efforts to provide educational 
opportunities to health care providers to equip them to address 
the health care and quality of life issues facing cancer survivors.

 8. Employers, legal advocates, health care providers, sponsors 
of support services, and government agencies should act to 
eliminate discrimination and minimize adverse effects of cancer 
on employment, while supporting cancer survivors with short- 
and long-term limitations in ability to work.

 9. Federal and state policy makers should act to ensure that all 
cancer survivors have access to adequate and affordable health 
insurance; insurers and payers of health care should recognize 
survivorship care as an essential part of cancer care and design 
benefits, payment policies, and reimbursement mechanisms to 
facilitate coverage for evidence-based aspects of care.

 10. The NCI and funding agencies as well as private health insurers 
should increase their support for survivorship research and 
expand mechanisms for its conduct. New research initiatives 
focused on cancer patient follow-up are urgently needed to 
guide effective survivorship care.



1639.2 ChaLLENgES IN SUrvIvOrShIp

II. SUPPORT ACROSS THE CONTINUUM

9.2.1.1 Fear of Recurrence
Perhaps the most common concern among cancer 

survivors is fear of recurrence of cancer. While this is 
understandable and manageable for most survivors who 
encounter fears of recurrence primarily around dates of 
follow-up tests and screenings, it represents an important 
target for surveillance and treatment as fear of recurrence 
is closely associated with broader issues of anxiety and 
depression [24]. A common clustering of recovery issues 
seen in survivors is the challenging “trifecta” of pain, 
depression, and fatigue [25–27]. Unfortunately, the evi-
dence suggests that recovery issues in survivorship tend 
to be enduring, rather than transitory [26,28,29], and a 
number of studies have shown that younger survivors 
experience more recovery issues than older survivors [28].

9.2.1.2 Long-Term Health Status
Additionally, these recovery issues lead to generally 

poorer health status among cancer survivors than age-
matched cancer-free peers. Compared to individuals 
without a personal history of cancer, cancer survivors 
have higher rates of problems with pain, emotional dis-
tress, insomnia, and a generally higher burden of comor-
bid conditions [30]. They are also more likely to have 
a mental health diagnosis and utilize more outpatient 
mental and physical health treatment [31]. For survivors 
of childhood cancer specifically, as adults, these survivors 
have twice the number of health conditions compared to 
their cancer-free siblings [32], and 40% experience mod-
erate to severe late-effects in adulthood [33].

9.2.1.3 Existential Issues
While there is evidence that many cancer survivors 

experience posttraumatic growth as part of their cancer 
experience (eg, [34]), for many there are also existential, 
identity-related challenges. These challenges are often a 
function of a desire on the part of the survivor to return 
to “normal” after cancer, and an expectation on the part 
of the people in their lives that they will do so. Much like 
the spirit of the quote that begins this chapter, many sur-
vivors are distressed to realize that the myriad of chal-
lenges commonly encountered in survivorship make it 
difficult to feel like a return to “normal” is possible, 
and make it very challenging to celebrate that cancer is 
“over” [17]. This can lead to feelings of guilt on the part 
of the survivor, who may struggle with trying to balance 
seeking care for late effects and enduring concerns while 
also experiencing gratitude for being alive, especially 
while others they may have encountered during their 
cancer journey succumbed to their illness [35]. Survivors 
may also experience frustration and confusion over their 
need for continued intervention to resolve survivorship 
challenges at a time when they no longer think of them-
selves as a current cancer patient [36].

9.2.2 Adopting and Maintaining Positive 
Health Behaviors

Another assumption that is often not accurate is 
that cancer survivors will use their cancer experience 
as motivation to improve health behaviors, particularly 
after treatment ends. Indeed, adopting and maintain-
ing better health behaviors is as or more important for 
cancer survivors as compared to individuals without a 
cancer history, as obesity, sedentary lifestyle, poor nutri-
tion, and smoking are all associated with increased risk 
for recurrence and mortality [37], and meeting healthy 
behavior guidelines are key to lowering the risk of 
adverse late effects [38]. But available data do not sug-
gest that survivors differ from cancer-free normative 
peers when it comes to rates of tobacco use, fruit and 
vegetable consumption, physical activity, or body mass 
index (BMI). In a study of more than 36,000 cancer sur-
vivors, the American Cancer Society (ACS) found that 
less than 20% of cancer survivors were meeting current 
fruit and vegetable consumption recommendations and 
less than 50% were meeting current physical activity 
recommendations. And these percentages were worse 
than success rates of the general population. While most 
survivors were not using tobacco, the ACS found that 
fewer than 5% of survivors in the study were simulta-
neously meeting recommendations for all three recom-
mendations (fruit and vegetable consumption; physical 
activity; smoking). At the same time, the ACS found 
that participation in health behaviors—physical activity 
specifically—was associated with better HRQOL among 
survivors ([39]; for an in-depth discussion of using infor-
matics to affect behavior in the context of cancer, please 
see Chapter 12, “Oncology Informatics: Behavioral and 
Psychological Sciences” in this book).

9.2.3 Information Seeking and Processing

Given the broad range of challenges faced by cancer 
survivors and confusing, sometimes conflicting, recom-
mendations about what they should do to achieve and 
maintain optimal health and wellness during survivor-
ship, it is not surprising that this population has a signifi-
cant number of information needs. In a population-based 
study of 1040 adult posttreatment survivors of colorectal 
or bladder cancers or non-Hodgkin lymphoma or leu-
kemia, more than 50% of survivors reported to need-
ing more information about tests and treatments they 
should receive during survivorship; health promotion 
and what health behavior recommendations to adopt; 
side effects and symptoms they could expect to encoun-
ter and what to do about them; and interpersonal and 
emotional challenges [40].

Survivors seek cancer-related information at a higher 
rate than the general population (more than 60% of 
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cancer survivors have looked for cancer information 
compared to less than 30% of Americans with no cancer 
history) and high levels of cancer information seeking 
are maintained even after more than a decade since time 
since diagnosis [13]. When survivors have significant 
information needs, it can threaten their sense of self-
efficacy in survivorship. This is particularly concerning, 
as self-efficacy appears to serve a protective effect for 
survivors in preventing clinically significant levels of 
emotional distress in survivors [41]. Though self-efficacy 
varies considerably among survivors, unfortunately, it 
tends to be lowest among survivors who are experi-
encing challenges such as fatigue, pain, and depression 
[42]. As such, promoting self-efficacy among survivors, 
including through empowering their information search 
and processing experiences, is a high priority.

9.2.4 Care Coordination and Defining  
a Model of Survivorship Care

Promoting self-efficacy among cancer survivors 
can also occur through the provision of coordinated, 
patient-centered cancer care. Using the IOM’s definition 
of patient-centered care as a foundation [43], patient-
centered cancer care has been recently defined by 
LIVESTRONG as cancer care that considers the survivor 
as a whole person, beyond their disease, from the time 
of diagnosis through the balance of their life; is respect-
ful of the survivor’s preferences, needs, and values 
related to the involvement of their family and friends in 
their care; empowers the survivor to participate in their 
care in a way that is consistent with their preferences, 
needs, and values; and requires that multiple levels of 
the cancer care delivery are designed to accommodate 
the needs of survivors and caregivers, acknowledging 
that the care delivery system must support providers to 
function effectively [44].

9.2.4.1 Care Coordination
However, given the relatively new status of this large 

and fast-growing population, models of survivorship 
care, patient-centered or otherwise, have not caught up 
to demand. One of the biggest challenges in providing 
high-quality, patient-centered care to cancer survivors 
is the degree to which survivorship care requires a high 
level of care coordination. Meyers and colleagues define 
care coordination as having two core functions: the 
transfer of information and establishing accountability 
among members of a care team [45]. Care coordination 
is central to other newer models of health care, such as 
Patient-Centered Medical Homes and Accountable Care 
Organizations, and the task of achieving high-quality 
care coordination is equally challenging in these mod-
els as it is in survivorship care. In all instances, given 

the degree to which information exchange and ease of 
identifying accountability are fundamental to care coor-
dination, informatics is a necessary, though often not 
sufficient, solution to helping care coordination occur.

Given the impending boom of cancer survivors (many 
of whom will be older and thus suffer from multiple 
comorbidities) and the relative shortage of providers, 
the care for cancer survivors will become more strained 
and will need to be restrategized. One possible solu-
tion for this relative discrepancy includes the leveraging 
into the cancer care paradigm of a more prominent role 
for primary care providers (PCPs), who often already 
provide essential care for cancer survivors [7]. Another 
health care provider with whom coordination is often  
necessary—though too often underutilized—is the pallia-
tive care provider [46] (please see Chapter 10, “Advanced 
Cancer: Palliative, End of Life, and Bereavement Care” 
in this book for an in-depth discussion of palliative care 
in cancer survivorship). A third category of health care 
providers instrumental in survivorship, though like pal-
liative care providers are often underutilized, are pro-
viders who can deliver psychosocial care [47,48]. The 
provision of psychosocial care in cancer survivorship 
was highlighted both in 2008 by the IOM report “Cancer 
Care for the Whole Patient: Meeting Psychosocial Health 
Needs” [49] and the 2012 American College of Surgeons 
standard requiring systematic distress screening for can-
cer survivors by 2015 [50]. Unfortunately, at the current 
time, there is limited to no adequate reimbursement 
for most cancer survivorship-related clinical services, 
including the necessary coordination of care; the onsite 
availability of crucial clinical services (eg, nutrition, 
physical therapy, navigators); as well as the e-mail and 
phone-mediated provision of supportive care (which 
becomes more prominent in the posttreatment-phase 
since survivors are less frequently seen in a health care 
provider’s office).

9.2.4.2 Communication Is Key
In addition to lack of reimbursement as a challenge 

to delivery of survivorship care, communication chal-
lenges exist as well. Both during and after treatment, 
health care for the cancer survivor almost inevitably 
will involve multiple specialists creating, from the start, 
some significant communication challenges [51,52]. 
These challenges are not only reserved for communica-
tion between providers in the context of care coordina-
tion; challenges also exist in provider communication 
with survivors. Patient-centered cancer communication 
is a multidimensional charge for the health care provider 
caring for a cancer survivor. In addition to keeping the 
survivor on-track with follow-up surveillance to detect 
recurrence or new disease, the provider must also deal 
with survivors’ uncertainties about recurrence; respond 
to their dynamic emotional states; promote adherence 



1659.2 ChaLLENgES IN SUrvIvOrShIp

II. SUPPORT ACROSS THE CONTINUUM

to recommended follow-up tests and treatments; and 
promote understanding of an oftentimes complex and 
evolving health care regimen [53].

While there is broad agreement that care coordination 
and communication are key to the provision of patient-
centered cancer and survivorship care, there is currently 
no standardized approach to delivering survivorship 
care [54]. Relatedly, and more concerning, is that many 
cancer survivors are not receiving care for physical, 
emotional, and practical concerns in the posttreatment 
period. Though the majority of survivors report to be 
dealing with at least one physical and/or emotional con-
cern in the posttreatment period, in a 2010 survey by the 
LIVESTRONG Foundation, only 67% of survivors said 
they received any care for their posttreatment physical 
concerns, and only 41% of survivors said they received 
any care for their posttreatment emotional concerns [22]. 
When survivors who did not receive posttreatment care 
were asked why they had not received care, most (55%) 
said they had “learned to live with” their posttreatment 
physical, emotional, and practical concerns [55]. As Dr 
Michael Feuerstein, Founder and Editor-in-Chief of the 
Journal of Cancer Survivorship described when recounting 
his own cancer journey put it: “I had many consultations 
with no single provider coordinating care. Coordination was 
left to me … my overall care was fragmented, which is illustra-
tive of how the health care system currently responds to the 
needs of cancer survivors” (p. 114; [56]). Clearly there is an 
enormous opportunity to do better.

9.2.5 Survivorship Care Plans  
and Survivorship Care Planning

Survivorship has come to be understood as a highly 
transitional time when, like other transitions in health 
care, the risk of “falling through the cracks”—whether it 
be information falling through the cracks or cancer sur-
vivors’ concerns—is high [57]. Few expect that an exclu-
sively oncologist- or PCP-led model of survivorship care 
will emerge as a solution to doing a better job of meeting 
the needs of cancer survivors [58]. As such, if care coordi-
nation will be an unavoidable challenge in survivorship 
care, solving the challenge of care coordination in survi-
vorship care requires a reliable operationalization of the 
processes for information exchange and establishment 
of accountability that are integral to care coordination. 
In the 2005 “Lost in Transition” IOM report, the sur-
vivorship care plan (SCP), which includes a treatment 
summary (TS), was first proposed as this operationaliza-
tion. The IOM report recommended that the SCP include 
multiple components addressing treatment history and 
follow-up care recommendations (Box 9.1).

Over the past decade, in the wake of the 2005 IOM 
report, two things have happened. First, SCPs became, 

in a way, a beacon of hope for solving the challenges 
in providing better care to cancer survivors and were 
identified as the most promising solution to the care 
coordination challenges in survivorship care [59]. There 
were multiple calls for specific “transition visits” at 
the end of primary treatment in which the SCP would  
be delivered to the cancer survivor, thus demarcating the 
end of primary treatment and the beginning of survivor-
ship care. The survivor, then, armed with the SCP, would 
no longer get “lost” in the transition [60].

9.2.5.1 Challenges to the Delivery of SCPs
As a result, research began to detail the results of the 

provision of SCPs to cancer survivors. This has led to 
the second event of significance in the wake of the IOM 
report: it has become clear that SCPs alone fall short 
of overcoming the challenges in survivorship care, and 
that informatics will be key to solving those challenges 
and realizing the full potential of both SCPs and sur-
vivorship care planning. In perhaps the most in-depth 
process investigation of the provision of SCPs, Dr Carrie 
Stricker and her colleagues studied the degree to which 
SCPs provided by LIVESTRONG Survivorship Centers 
of Excellence (Centers) adhered to the recommenda-
tions of the IOM regarding what SCPs should contain, 
and also how long it took to prepare and deliver the 
SCP to a survivor. The LIVESTRONG Centers involved 
multiple academic medical centers that partnered with 
community settings of cancer care [61]. These partner-
ships were funded by the LIVESTRONG Foundation, 
in part, to investigate different models of survivor-
ship care and interventions such as the provision of 
SCPs. The Survivorship Centers of Excellence were 

BOX 9.1

R E C O M M E N D E D 
C O M P O N E N T S  O F  S C P S

●	 Cancer type, treatments received, and their 
potential consequences

●	 Specific information about the timing and 
content of recommended cancer follow-up

●	 Recommendations regarding preventive practices 
and how to maintain health and well-being

●	 Information on legal protections regarding 
employment and access to health insurance

●	 The availability of psychosocial services in the 
community

Adapted from Hewitt M, Greenfield S, Stovall E, editors. From 
cancer patient to cancer survivor: lost in transition. Washington 
(DC): National Acadamies Press; 2005.
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all NCI-designated comprehensive cancer centers and  
were some of the most prestigious academic settings in 
the United States. In short, if any settings of cancer care 
were to be able to achieve a “slam dunk” when it came 
to the provision of SCPs, it would be the LIVESTRONG 
Centers.

Stricker and her colleagues [62] found that, despite the 
enormous amount of work the Centers were putting into 
SCPs, they were not reliably creating SCPs that included 
the elements recommended by the IOM (Box 9.1) and  
that the process of creating and delivering the SCP was 
not scalable or sustainable. Only 2 of 13 Centers were 
delivering SCPs that were in at least 75% concordance 
with the IOM recommendations. The average level of con-
cordance was only 59%, ranging from 38% to 83%. Over 
one-third of sites reported that it took more than 1 hour to 
prepare the SCP, and 30% said it was more than an addi-
tional hour to review the SCP with the survivor. Stricker 
and her colleagues concluded, “if a network of centers 
with dedicated funding and documented institutional 
support for survivorship care does not achieve high con-
cordance with IOM recommendations, can widespread 
concordance with these recommendations be expected?” 
(p. 366). However, of significant note is that Stricker’s 
study focused on activity in the LIVESTRONG Centers 
during 2009, during which few sites could leverage an 
electronic health record (EHR) to create, deliver, or dis-
seminate the SCP. As will be discussed in more detail in 
the next section of this chapter, the lack of an informatics-
based foundation for the SCP was likely a major barrier 
for the Centers to achieving concordance with the IOM 
recommendations and to creating and delivering SCPs in 
a more reasonable amount of time.

Research has also documented shortfalls with respect 
to the degree to which SCPs are achieving better care 
coordination. In 2009, the NCI launched the Survey 
of Physician Attitudes Regarding the Care of Cancer 
Survivors (SPARCCS) study. SPARCCS involved sur-
veys of 1100 oncologists and 1100 PCPs, with survey 
questions addressing perceived roles, knowledge, and 
care practices regarding posttreatment cancer survivors 
(SPARCCS). One component of these surveys addressed 
the provision of SCPs on the part of oncologists and 
the receipt of SCPs on the part of PCPs. In an analysis 
led by Dr Laura Forsythe, results were encouraging in  
that PCP receipt of SCPs was associated with better 
oncologist-PCP communication; better PCP perceptions 
of care coordination; and greater confidence among PCPs 
regarding their level of survivorship care knowledge [63]. 
Unfortunately, the conditions that led to these positive 
outcomes—oncologist provision of SCPs and PCP receipt 
of SCPs—were far from the norm. Oncologists reported 
to “always” or “almost always” provide a SCP to a PCP 
only 20% of the time, and PCPs reported to “always” 

or “almost always” receive SCPs only 13% of the time. 
The Stricker and Forsythe studies have three things in 
common. Both were focused on results collected in 2009; 
both found results that indicated significant problems 
with the process of creating and delivering SCPs (in the 
Stricker study, to survivors; in the Forsythe study, to 
PCPs); and both pointed to early evidence that informat-
ics is instrumental to achieving better results. In their 
analysis of the SPARCCS study, Forsythe and colleagues 
found that oncologists were significantly more likely to 
provide SCPs to PCPs when they used an EHR [63].

Finally, in 2011, Dr Eva Grunfeld and her colleagues 
published the first randomized trial designed to gage the 
impact of SCPs on survivorship health outcomes in the 
Journal of Clinical Oncology [64]. These results were pre-
sented to the cancer community at the American Society 
of Clinical Oncology meeting in 2011, and were rather 
controversial. Grunfeld and colleagues focused their 
study on 408 early-stage breast cancer survivors who 
were at least 3 months posttreatment. All participants’ 
care was transferred to their PCP upon conclusion of 
primary cancer treatment, and all underwent a transi-
tion visit with their oncology practice. Between 2007 and 
2009, women randomized to the intervention group also 
received a SCP, which was delivered during a 30-minute 
nurse-led visit. Additionally, the SCP was provided to the 
participant’s PCP. For 2 years the study tracked a number 
of outcomes, including cancer-specific distress; general 
emotional distress; HRQOL; patient satisfaction; and 
survivor-perceived continuity and coordination of care.

The only difference observed between the survivors 
who received a SCP and those who did not was that 
slightly more survivors who received a SCP could iden-
tify their PCP as being responsible for their follow-up 
care. There were no differences observed on any of the 
other outcomes, and a secondary analysis of the study 
data showed that the provision of the SCP to the interven-
tion group added $67 to the cost of care and did not result 
in a significant gain in quality-adjusted life years [65].

9.2.5.2 The Intersection of Survivorship Care 
Planning and Informatics

Needless to say, between the Stricker, Forsythe, and 
Grunfeld studies, the initial years of the new millen-
nium were not kind to SCPs. The earlier hopes that SCPs 
would be a viable solution to survivorships most press-
ing challenges—supporting surveillance and treatment 
for late effects; promoting health behaviors; alleviat-
ing survivors’ information needs; and facilitating care  
coordination—were all but dashed, and the goal of fig-
uring out how to deliver high-quality, patient-centered 
survivorship care seemed farther away than ever.

Enter informatics. In a very coincidental, but rather 
elegant way, informatics and survivorship have come of 
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age together, both gaining traction and visibility with 
particular speed and emphasis over the last 30 years. 
Today, it seems that the most promising way forward for 
survivorship care is a marriage of the two: informatics-
enabled survivorship care planning. In 2013, in her semi-
nal commentary in the Journal of Clinical Oncology, “Can’t 
See the Forest for the Care Plan: A Call to Revisit the 
Context of Care Planning,” Dr Carly Parry and colleagues 
noted that, to date, research was suggesting that SCPs 
were falling short of the potential they were assigned in 
the early 2000s [66]. But this, they argued, should not be 
taken as an indication of whether SCPs can or should  
be routinely provided to cancer survivors so much as an 
indicator of too narrow a focus on SCPs as a document. 
Parry argued that there should be less focus on SCPs in 
isolation and more on the process SCPs are designed 
to support: survivorship care planning. Parry noted that 
SCPs alone could not be expected to significantly change 
outcomes for cancer survivors; as she notes, “we cannot 
expect a document to do the work of a process” (p. 2651, 
[66]). In response, Parry proposed a conceptual frame-
work for survivorship care planning, and called for con-
tinued research on SCPs to incorporate this framework 
into their research in an effort to support the standardiza-
tion of processes and measures to more efficiently build 
the relatively nascent evidence base in survivorship care.

Of greatest interest here is the degree to which infor-
matics looms large in the conceptual framework as a 
foundational component of survivorship care planning. 
In Parry’s framework, technology is positioned as a foun-
dation to models and processes of survivorship care. In 
the next section, we will discuss ways informatics could 
be used—and, to a lesser extent, is already being used—
to support innovative solutions to survivorship’s most 
pressing challenges, and how this work, in the context of 
survivorship care planning, will ultimately offer the best 
evidence on the impact of survivorship care planning 
on survivors’ HRQOL and health outcomes and lead to 
the most innovative and impactful uses of informatics to 
support survivorship care.

9.3 OPPORTUNITIES FOR  
INFORMATICS-BASED SOLUTIONS

The enormous potential for informatics-based solu-
tions to improve survivorship and survivorship care is 
a function of two realities. First, cancer survivors are 
an online population, and are using the Internet at 
higher rates than the general population for their health. 
Second, informatics-based solutions are best positioned 
to be dynamic and personalized in ways that match the 
highly individualized nature of an individual’s journey 
through cancer survivorship [67].

9.3.1 Internet and Informatics Use  
Among Cancer Survivors

Cancer survivors look to informatics to manage their 
health in the posttreatment period, and use the Internet 
to complement and supplement the care they receive 
from health care providers. Even more than a decade 
after diagnosis, more than half of cancer survivors 
report to have recently looked for cancer information, 
and between 30% and 50% of them use the Internet as 
their information source [13]. The Internet plays an even 
greater role in the information management of longer-
term cancer survivors. In general, survivors prefer to 
use their health care provider as their source of can-
cer information, but survivors within 1 year of diag-
nosis are more likely to turn to a health care provider 
first as compared to survivors 2–10 years postdiagnosis 
who rely more heavily on the Internet. This is likely 
because survivors closer to time of diagnosis are still 
heavily engaged with the medical system and accessing  
their health care providers through regular clinical 
encounters [13]. Regular access to health care providers 
plummets in the posttreatment period, but the presence 
of cancer in the survivor’s life often remains high due 
to late effects and posttreatment concerns (Fig. 9.3). At 
this point, the Internet and informatics-based tools are 
positioned to fill the gap that opens between the pres-
ence of the medical system in the survivor’s life and the 
lingering presence of cancer.

Use of informatics in health care has grown rapidly 
over the past decade and survivors have kept pace. 
Between 2003 and 2008, there was significant growth in 
the number of cancer survivors who were online (from 
49% to nearly 60%), and during that time, survivors 
outpaced the general population with respect to the 
degree to which they used the Internet for health-related 
purposes [68]. Interestingly, while less education, older 
age, and non-White race/ethnicity were still barriers to 
Internet access among cancer survivors, these promoters 
of the “digital divide” were not barriers to use of the 
Internet for health among survivors [68].

Indeed, results of an online survey conducted by 
the LIVESTRONG Foundation in 2010 and harmonized 
with a dual-frame, nationally representative sample of 
adults collected through HINTS support the idea that 
cancer survivors see great potential in informatics for 
improving their care. The LIVESTRONG survey yielded 
a sample of 8411 respondents, including 2343 posttreat-
ment cancer survivors, and 5337 with no history of can-
cer. Comparisons revealed a strong predilection to value 
health information technology within the cancer-rele-
vant groups, especially among those living with cancer 
as a chronic disease. In comparison, only about half of 
the general population, represented in the HINTS data, 
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showed a similar degree of enthusiasm. When asked 
about specific functions for EHRs, respondents valued 
privacy and security above all, followed by improving 
care coordination and data sharing between providers 
[69]. One of the most clear ideas shared was that infor-
matics could improve care and save time. As one indi-
vidual noted, “I am tired of filling out forms each time I go 
to another doctor. I think the doctor would have faster access 
to the patients’ information. Too often it is buried in tons of 
tests, previous visits… the average doctor today doesn’t have 
the time to sift through all that paper. Things get overlooked. 
The electronic form could be organized and in an easy-to-read 
format for the doctor and the patient. Each doctor could see 
what the other specialist had suggested or prescribed” [70].

9.3.1.1 Internet Cancer Support Groups
However, one of the first and most well-studied exam-

ples of using informatics in cancer survivorship existed 
outside of the medical systems: Internet cancer support 
groups (ICSGs). ICSGs have a number of advantageous 
features, including making it possible for survivors to 
connect to one another despite geography. This can be 
particularly useful for survivors diagnosed with rarer 
cancers who may not have a peer within their health 
care system or geographical area to connect to who is 
coping with the same disease. A second advantage to 
ICSGs is that they allow survivors to give and receive 
support from anywhere, usually from home, which can 

be more convenient than traveling to a facility to attend 
a support group. This convenience is especially appeal-
ing when survivors are in active treatment and may not 
be feeling well, or when they are recovering from treat-
ments such as surgery. Despite the prevalence of ICSGs, 
they are not utilized as frequently as the Internet gener-
ally by cancer survivors [68]. Dr Eun-Ok Im proposed a 
conceptual model of the factors that influence ICSG use, 
and through a review of the literature, found support 
for the model [71]. Dr Im found that sociodemographic 
factors; cultural factors; Internet use; and level of health 
care, psychosocial, or information needs were associated 
with ICSG use. Specifically, Im found that White survi-
vors were most likely to use ICSGs, as were survivors 
with higher levels of depression; women; survivors of 
higher socioeconomic status; and survivors with higher 
levels of psychosocial needs.

Few empirical studies of ICSGs have utilized designs 
that allow for investigations of the impact of ICSG 
participation on survivor health outcomes. Those that 
have reveal mixed results; while participants generally 
report positive experiences with ICSGs, there is no sub-
stantial evidence at this time that ICSGs significantly 
improve mood, adjustment to cancer, or self-rated health 
[72]. One exception is studies of the Cancer Health 
Enhancement Support System (CHESS), developed by 
Dr David Gustafson and colleagues at the University of 
Wisconsin [73]. CHESS is not an ICSG, but does provide 

FIGURE 9.3 Relative presence of the medical system and “cancer” before and after treatment ends. Source: Ellen Beckjord, PhD, MPH.
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an online forum for the receipt and delivery of social 
support among cancer survivors. Studies of CHESS have 
suggested that it positively impacts social support, par-
ticipation in health care, and health information com-
petence (for an in-depth review of CHESS, please see 
Chapter 10, “Advanced Cancer: Palliative, End of Life, 
and Bereavement Care” in this book).

9.3.1.2 Consumer-Facing Applications
In his broad, and now dated, review of consumer 

health informatics applications commissioned by the 
Agency for Healthcare Research and Quality (AHRQ), 
Dr Christopher Gibbons went beyond ICSGs and into the 
realm of consumer-facing informatics applications [74]. 
Dr Gibbons found that informatics-based applications 
for health covered a wide variety of conditions, includ-
ing cancer, but also health promotion (eg, physical activ-
ity, smoking cessation); chronic disease management; 
and mental health. Generally, Gibbons concluded, these 
applications show considerable promise for improving 
health and wellness, but he also asserted that the real role 
of consumer health informatics is to improve the efficacy 
of health care interventions delivered by people. Striking 
this balance, and designing informatics applications that 
are useable both by the target patient population and the 
providers who care for members of the population is 
critical [75]. For example, in a study of CHESS with more 
than 400 breast cancer survivors, women randomized to 
use CHESS or randomized to have a human mentor to 
help them navigate their cancer experience had better 
information competence and emotional processing out-
comes compared to a control group. However, women 
randomized to a fourth group that received both CHESS 
and the human mentor did better than either group that 
got the single intervention alone [76].

Informatics-based interventions for cancer survivors 
of all kinds are still relatively new, and the evidence 
base to reliably estimate their impact does not yet exist. 
However, preliminary reviews support the notion that 
informatics-based interventions positively impact survi-
vors’ HRQOL [77]. But direct intervention is really only 
the tip of the iceberg. The potential of informatics to 
benefit survivors by being used as a foundation to create 
positive, proactive decisional architectures around rel-
evant “points-of-choice”—or times when survivors are 
making decisions about behavior, health care, or other 
health-relevant events—is much greater [78].

9.3.2 Informatics-Enabled Survivorship  
Care Plans and Care Planning

To this end, informatics-enabled SCPs and survivor-
ship care planning hold incredible promise to signifi-
cantly improve the survivorship landscape. Informatics 

is uniquely suited to address two significant barriers to 
allowing SCPs to reach their full potential. First, sur-
vivorship is a highly individualized experience. The 
challenges that any one individual encounters during 
survivorship are a function of their type of cancer, the 
treatments they received, any preexisting comorbid con-
ditions they may have had, and their premorbid and 
current socioeconomic statuses and sociocultural envi-
ronment. In short, one size will never fit all when it 
comes to SCPs, so using informatics to make it easy to 
personalize care plans is absolutely necessary. Second, 
and related, is that survivorship is a dynamic and het-
erogeneous journey [17,51]. What a survivor needs from 
their SCP or from the care planning process at one stage 
of their survivorship journey may be very different from 
what they need at the next. In this way, unless the SCP 
that serves as the informational foundation of good sur-
vivorship care planning is an evolving, dynamic, “living 
and breathing” set of recommendations, it will not reach 
optimal usefulness over time [56,79].

9.3.2.1 EHR-Enabled SCPs
SCPs that use EHRs as a foundation are much better 

positioned to be agile and nimble in this way. EHR-
enabled SCPs are better positioned to stay current with 
the survivor’s needs, so long as the assumption that 
their current needs are accurately documented in the 
EHR. However, there are two major challenges to this 
assumption: first, the evidence suggests that relatively 
few survivors receive care for their posttreatment physi-
cal, emotional, and practical concerns. Data from the 
LIVESTRONG Surveys of People Affected by Cancer 
found that among survivors with posttreatment physi-
cal concerns, only 67% received care for their concerns; 
among survivors with posttreatment emotional con-
cerns, only 47% received care; and among survivors 
with practical concerns, only 37% received care [22]. If 
few survivors are receiving care for their posttreatment 
concerns, then the process of using the EHR as a reli-
able foundation for a current take on their needs—which 
would involve assessment and documentation during a 
clinical encounter—is not viable. The second and related 
challenge to EHR-enabled SCPs has to do with the gen-
eral challenges of delivering survivorship care. A serious 
barrier to moving toward standardized models of sur-
vivorship care planning and care delivery is that most 
of the activities involved, including the creation and 
delivery of SCPs (EHR-enabled or otherwise), are not 
reimbursable care events, thus discouraging providers 
from engaging in these activities over and above their 
already strained schedules [80].

Despite these barriers, EHR-enabled SCPs are 
uniquely positioned to overcome them. A high priority 
for increasing the frequency with which SCPs are created, 
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delivered to a survivor, and delivered to other providers 
in the survivor’s health care ecosystem to support care 
coordination is to make the process of creating the SCP 
more efficient and work-flow aligned. Here, informatics 
and the EHR are instrumental. Not only can use of the 
EHR as a foundation for SCPs and survivorship care 
planning more broadly help the content of SCPs and 
care planning evolve and remain current with the sur-
vivor’s dynamic needs, but an informatics foundation 
can also significantly increase the efficiency with which 
SCPs are created [81]. Using the EHR as a foundation, 
much of the information in an SCP related to the details 
of the cancer diagnosis, treatment received, and follow-
up recommendations can be automatically populated 
into the EHR, saving time and effort on the part of the 
provider and clinic staff. This model was used in one of 
the only published demonstrations of SCP delivery that 
actually showed a financial return on the investment of 
the SCP creation and delivery process. Rosales and col-
leagues detailed their SCP model with descriptions of 
how the EHR was used to populate key components of 
the SCP, leading to the creation and delivery of the SCP 
occurring in less than 1 hour. In addition, they discussed 
ways of billing for the SCP process and found that after 
accounting for the time it took to create and deliver the 
EHR-enabled SCP, that there was an average 6% return 
on the investment after receiving reimbursement [82].

This likely reflects the future direction of SCP creation 
and survivorship care planning more generally—using 
the EHR and other informatics-based systems to largely 
automate the process of creating the SCP; to keep it cur-
rent and evolving in tandem with survivor needs; and 
to share it for the purposes of care coordination with 
other providers involved in the posttreatment care of 
the cancer survivor, most notably, their PCP. Achieving 
this future state will be a significant step forward in 
overcoming current challenges related to providers 
creating SCPs that adhere to the IOM’s recommenda-
tions as far as what content the SCP should include [62], 
and to providers sharing and reliably receiving SCPs 
within the survivor’s health care ecosystem [63]. Two 
studies that specifically focus on EHR-generated SCPs 
have been done at the University of Wisconsin. In [83], 
Tevaarwerk and colleagues examined the provision of 
an EHR-generated SCP to 38 breast cancer survivors 
who were between 4 months and more than 4 years 
postdiagnosis. Using the elements of SCPs outlined by 
the IOM as the standard, they found that only a minor-
ity of elements could be automatically populated in 
the EHR-generated SCP. However, the electronic infra-
structure that supported the SCP allowed for relatively  
easy manual entry of information, resulting in the  
median time for SCP creation to be 3 minutes (range 
2–12 minutes). The EHR-generated SCP was made 
available to survivors online; 95% found it to be easily 

accessible and survivors spent, on average, about 12 min-
utes reading their SCP.

The second study from this group [84] examined PCP 
(n=72) reactions to SCPs that were not only generated 
by the EHR but were delivered to the PCP via the EHR. 
PCPs responded overwhelmingly favorably to the SCPs, 
both with respect to content (88% found the information 
useful and 82% said it supported clinical decision mak-
ing) and with respect to receiving the SCP via the EHR. 
In fact, 89% of PCPs said that receiving an SCP via an 
EHR would be critical to their actually using it in care 
for cancer survivors.

Additionally, in 2013, the LIVESTRONG Foundation, 
the ACS, Baptist Memorial Cancer Center, the Abramson 
Cancer Center of the University of Pennsylvania, and 
OncoLink (powered by Penn Medicine) launched a 
2-year project to prepopulate an SCP with relevant data 
elements from the National Cancer Database cancer reg-
istry and EHRs. Using this automated tool, the study is 
evaluating the feasibility of implementing this plan with 
clinicians; patients; and survivors of prostate, colorectal, 
and breast cancer across multiple sites. Results from this 
research are forthcoming.

9.3.2.2 Internet-Enabled SCPs
To date, however, more common than EHR-enabled 

SCPs are Internet-based SCPs, which have advantages 
in terms of giving more survivors access to SCPs and to 
making the creation of them more efficient. But Internet-
based SCP creation does not achieve the goal of using the 
SCP as a dynamic and evolving document upon which 
to anchor high-quality, coordinated survivorship care 
planning, as the creation of the document occurs outside 
the context of an informatics-enabled health care system. 
Nonetheless, there are some important successes worth 
noting in what has been learned from observations of 
Internet-enabled SCPs. In one of the earliest examples 
of an Internet-based SCP, a system called OncoLife 
was made available to cancer survivors between 2007 
and 2008 [85]. More than 3300 individuals accessed 
the OncoLife tool; 63% of these individuals were sur-
vivors and 25% were health care providers. OncoLife 
users could input cancer and treatment history data into 
OncoLife, and calling upon best practice-based recom-
mendations, OncoLife would create an individualized 
SCP. Though significant challenges to this model include 
the reliance on the user to populate key elements of the 
SCP (rather than an automated, and likely more reliable, 
population by the EHR) and the lack of EHR integra-
tion to evolve or update the SCP, it is important to note 
that only 12% of survivors who made use of OncoLife 
reported to have previously received survivorship infor-
mation of any kind. In this way, the OncoLife Internet-
based SCP filled an important gap for these users.
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9.3.3 Data Liquidity and Interoperability

Scaling the creation and provision of SCPs through 
EHRs will rely heavily upon data sharing and data 
liquidity, or more generally, interoperability (for an 
in-depth review of these issues, please see Chapter  3, 
“Cancer Clinical Research: Enhancing Data Liquidity 
and Data Altruism” in this book). Interoperability has 
proven to be a stubborn and significant rate-limiting 
step in health informatics, in the context of survivor-
ship and more broadly. While the past several years 
have seen enormous growth in the degree to which the 
Internet and other informatics-based tools are being 
used to document, measure, and track health outcomes, 
the promise of this growth has largely yet to be real-
ized because of challenges in interoperability. Lack of 
interoperability limits the use of informatics in survivor-
ship care planning in two fundamental ways. First, with-
out the data liquidity required to pull clinical data from 
informatics-enabled medical systems into care planning 
tools such as SCPs, adoption of SCPs will remain low 
[86]. Second, informatics-based SCPs cannot be shared 
across settings of care if the settings do not use interop-
erable informatics systems. Unfortunately, this is not 
an uncommon scenario. Highlighting the importance 
of interoperability, the US Department of Health and 
Human Service’s Office of the National Coordinator for 
Health Information Technology (the ONC) has identified 
interoperability as a critical goal for 2015.

9.3.3.1 Privacy and Security
But the barriers to interoperability and the resulting 

data-sharing that interoperability can enable have not 
just been technical in nature. Some have been socio-
cultural, though the significance of those barriers has 
evolved rapidly. At the beginning of the millennium, 
there were robust national conversations around the pri-
vacy and security implications of informatics-enabled 
medicine. Many of these conversations pointed to con-
cerns among patients and health care consumers about 
the privacy and security of their own health information. 
But most recently, it seems that while there continues to 
be broad agreement that privacy and security are critical 
to the success of informatics-enabled health care, that 
patients are ready for it and willing to take on any risks 
informatics might pose, as these risks are less significant 
than the potential benefits that could be realized when 
informatics is more broadly and consistently leveraged 
in medicine [87]. Data from studies of the Veteran’s 
Administration’s (VA) health care system (one of the 
most mature informatics-enabled health care systems in 
the world) show that the vast majority of veterans (nearly 
80%) want others to be able to access their personal 
health record, including others who are outside of the 
VA health care system, for the purposes of coordinating  

care [88]. Data from the 2013 to 2014 administration of 
HINTS found that fewer Americans were “very con-
cerned” about the privacy or security of their health 
information being sent electronically between health 
care providers (about 19%) as compared to health infor-
mation being shared via fax (about 25%) [89]. HINTS 
also showed that 84% of Americans believed their health 
information was kept in electronic format by their health 
care providers, and that 75% of Americans were confi-
dent in the privacy and security of that information. In a 
2010 LIVESTRONG survey targeted to cancer survivors, 
more than 70% said that health care providers should be 
able to share information electronically [70].

Practice is slowly catching up to potential. In 2013, 
Jensen and colleagues reviewed 27 electronic patient-
reported outcomes (ePRO) systems used in cancer 
care [90]. ePRO systems capture patient-reported data 
electronically, such as on a computer, tablet, or mobile 
device, and are a critical part of an informatics-enabled 
cancer care system. ePRO processes in cancer care allow 
for potential integration of survivor (patient)-reported 
data with the clinical data in the EHR, and when used 
together, can create a reliable and evolving picture of 
the survivor’s current needs. Jensen’s review found that 
of the 27 cancer care ePRO systems reviewed, 12 were 
linked to an EHR and 5 were linked to a patient portal. 
Clinical integration and actionable reporting structures 
that make use of ePRO data were noted as continued 
challenges that have yet to be fully addressed.

9.3.4 mHealth and Context-Aware,  
Real-Time Intervention

One way that survivor-reported outcomes can be cap-
tured outside of clinical encounters is through use of 
a mobile device. mHealth has been referred to as the 
“killer app” in the field of informatics because of how 
ubiquitous mobile devices have become, and how inti-
mately users engage with them, uniquely positioning 
the mobile device to provide continual assessment of 
the user’s state [91]. The rise of mHealth has spawned 
work on ecological momentary interventions (EMI), or 
real-time intervention [92], sometimes informed by eco-
logical momentary assessment (EMA), real-time data 
collection [93]. In an early and important paper on the 
topic of mHealth, Dr William Riley described how the 
advent of mHealth would challenge the very foundation 
of many theories in behavioral medicine. These theories, 
Riley and his colleagues argued, were organized around 
relatively static conceptualizations of experience and 
behavior. In contrast, mHealth allows for a richer assess-
ment and appreciation of the dynamic nature of human 
experience and behavior, thus enabling a whole new 
cadre of context-aware and nimble interventions for pro-
moting health and wellness [94]; for a full discussion of 
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innovative methods in oncology informatics, please see 
Chapter 18, “A New Era of Clinical Research Methods 
in a Data-Rich Environment” in this book.

Given the dynamic and evolving nature of survivor-
ship, mHealth applications are particularly well suited 
for use among cancer survivors. Much like EHRs can be 
used to provide a dynamic foundation for SCPs and sur-
vivorship care planning by updating information about 
the survivor’s status at the point of care, mHealth offers 
a vehicle for even more fine-grained assessment and 
intervention [92]. Currently, there are no completed and 
published studies of how EMA-informed EMI can be 
used to promote health and wellness during survivor-
ship. However, this will not likely be the case for long, 
and it is easy to imagine many excellent mHealth use 
cases for addressing some key survivorship challenges. 
For example, while there is currently no evidence that 
a diagnosis of cancer on its own promotes significant 
changes in health behavior, there is reason to believe 
that if health behavior change interventions were well-
timed during survivorship that perhaps interventions 
and resulting behavior change would be more successful 
[95]. If a survivor used an mHealth application to track 
their symptoms over time, and EMI was made available 
in ways that matched intervention to current symptoms, 
survivors may be more likely to adopt behavior changes 
that would have a direct impact on their HRQOL.

9.3.4.1 OncoKompass
An example of a system that is aiming to achieve context-

aware, real-time intervention for cancer survivorship is 
OncoKompass [96]. The OncoKompass application, which 
has been funded by the Netherlands Cancer Society and 
Alpe d’HuZes Foundation, has the potential to enhance not 
only the efficiency of ePRO collection but also the provi-
sion of supportive care. The goals of OncoKompass are to 
support the growing number of cancer survivors and their 
HRQOL; their functional status; and the more efficient use 
of health care as well as support providers who may not 
have the time, resources, or expertise to engage in ongoing 
symptom management. OncoKompass allows survivors 
to assess independently their own HRQOL (physical, psy-
chological, social, and existential domains) and lifestyle 
habits, whenever they want to, in a serial manner, in the 
comfort of their home. The results are processed in real-
time and the survivor receives an immediate summary of 
their well-being scores and advice concerning supportive 
care and lifestyle (supported by evidence-based knowl-
edge and decision support algorithms). Based on the 
individual’s well-being profile and survivors’ preferences, 
users can be directed toward guided self-care approaches 
or referrals to professional care providers.

This application has been created by a team in the 
Netherlands through a rigorous development process that 
consists of three phases to optimize uptake by users and 

providers: design of the program (driven by stakeholders’ 
input), feasibility testing, and evaluation of outcomes. 
The needs assessments that served as the foundational 
information for creation of the OncoKompass system 
probed patients, providers, as well as a random sample 
from the general Dutch population about their needs and 
preferences with respect to eHealth and tiered supportive 
care [97]. The results of feasibility and outcome testing 
are to be published soon, and have led to the impend-
ing release of the next version of “OncoKompas 2.0.” 
Through further testing upon launch of the application, 
the developers hope to learn more about determinants 
of successful triage and supportive care provision and 
thereby continue to refine their system to further opti-
mize outcomes. They also will perform further research 
on the reach, cost-effectiveness, adoption, implementa-
tion, and maintenance of the application.

9.3.5 Rapid Learning Systems  
in Survivorship Care

An inevitable result of making broader use of infor-
matics in survivorship care is more data being available 
for use in cancer care. This is whether it be via use of  
the EHR as a foundation for more dynamic SCPs and care 
planning; use of ePRO systems to capture more survivor-
reported outcomes at the point-of-care; or use of mHealth 
to capture survivor-generated data outside the clinical 
context on an episodic or continual basis. Consistent with 
recommendations from the 2005 “Lost in Transition” IOM 
report, there are four ways this influx of data can be used 
to improve survivorship care: (1) the data can be used to 
create an evidence base for best practices in survivorship 
care; (2) the data can be used as a source of surveillance 
across settings of care; (3) the data can indicate when 
intervention is needed to resolve late effects; and (4) the 
data can be the communication foundation for improved 
care coordination [75]. These data uses are consistent with 
the notion of a “learning system” in cancer care [98].

The 2012 IOM report “Better Care at Lower Cost: The 
Path to Continuously Learning Health Care in America” 
identified seven characteristics of a learning health care 
system [99]: (1) provide real-time access to knowl-
edge; (2) use informatics to capture experiences of care;  
(3) engage and empower patients; (4) provide incentives 
for care delivery that are aligned with high-value care; 
(5) offer full transparency related to the provision of care 
and the data collected; (6) are supported by a leadership-
instilled culture that values continuous learning; and 
(7) are maintained by supportive system competencies. 
Learning health care systems are a wonderful example 
of a vision that is not born out of imagining how tech-
nology can be used in the context of cancer care, but of 
identifying technology as critical to realizing the critical 
components an imagined future of cancer care.
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9.3.5.1 Value Propositions of a Learning System
Informatics is central to learning health care sys-

tems because of their reliance on data liquidity and 
interoperability [98]. In the context of cancer, learning 
health care systems offer a huge value proposition. 
First, at the level of medical discovery and care deliv-
ery, cancer care is rapidly and continually evolving. As 
a result, what we know and understand about survi-
vorship and late effects today will likely not be useful 
knowledge and understanding in a decade, when the 
treatments received by people newly diagnosed with 
cancer may be significantly different than the treatments 
received by people diagnosed just 10 years before [100].  
Learning health care systems in cancer are critical to 
allowing survivorship to stay ahead of the curve on 
identifying the late effects that accompany future treat-
ments and the most efficient ways for resolving them.

A second value proposition of a learning health care 
system in cancer is that learning systems would signifi-
cantly expedite the creation of the evidence base that is 
so badly needed for identifying and disseminating best 
practices in survivorship care [101]. Long-term cancer 
survivors are still such a relatively new population, with 
even more nascent models of care delivery to support 
them, that learning systems used to continually capture 
data at the point of care would be invaluable for standard-
izing care delivery and refining best practices to provide 
the most efficient and high-impact care to cancer survi-
vors. Providing evidence-based care in survivorship will 
require the generation and accumulation of care-based 
evidence though a learning health care system.

Furthermore, learning health care systems can also 
incorporate survivor-generated data from outside of the 
clinical encounter, whether by use of mHealth, EMA, 
or passively sensed data. In this way, learning health 
care systems can specifically include the voice of the 
survivor and include their experiences in the creation of 
the evidence base that results from the continual captur-
ing and interpreting of data [98]; please see Chapter 8, 
“Informatics Support Across the Cancer Continuum: 
Treatment” in this book for a detailed overview of learn-
ing health care systems in cancer treatment.

9.3.6 Measure Standardization

A critical practice to fully realize the potential of 
learning health care systems in survivorship care is the 
standardization of measures used to capture outcomes 
[66]. Capturing more data will not necessarily expedite 
the creation of an evidence base in survivorship care if 
the data are not able to be harmonized across popula-
tions, settings of care, or other factors. Measure stan-
dardization is really the third leg of the stool in “rapid, 
responsive, and relevant research”—the kind of research 

that will lead to the efficient construction of an evidence 
base and reduce the typically lengthy time between a 
discovery in research and implementation in practice 
[102]. In addition to an informatics infrastructure that 
will support the reliable capture of high-volume data 
and the use of that infrastructure as part of a learning 
health care system, measure standardization is a neces-
sary component of ensuring that the data that are cap-
tured can be aggregated in meaningful ways to support 
more reliable inferences about the best practices leading 
to optimal outcomes.

9.3.6.1 The Grid-Enabled Measures Care  
Planning Initiative

There are challenges to the standardization of clini-
cal data in survivorship care, but perhaps even more 
challenging is standardizing the capture of outcomes 
related to survivor-reported measures of psychosocial 
outcomes or measures of processes of care delivery. For 
example, a barrier to optimizing the provision of psy-
chosocial care in survivorship is that there is limited 
comparability across studies of psychosocial interven-
tions for cancer survivors because so many measures 
are used to capture the most common intervention 
targets, such as symptoms of depression and HRQOL 
[103]. Measures of priority outcomes of survivorship 
care planning are equally widely distributed. To address 
this, in 2012, NCI conducted a large-scale initiative using 
technology-mediated social participation and their Grid-
Enabled Measures (GEM) platform [104]. The initiative, 
titled GEM-Care Planning, or GEM-CP, used a segment 
of the GEM website to capture all existing measures 
being used in studies of survivorship care planning. This 
first phase of the initiative, the “populate” phase, invited 
researchers from all over the world who were conduct-
ing or interested in conducting survivorship care plan-
ning research to upload metadata about the constructs 
and measures they thought were best for use in this area 
(and, if publicly available, the measures themselves). In 
6 months, the GEM-CP community (which was consti-
tuted of 477 user visits over the course of the initiative) 
proposed 51 constructs and 124 measures as important 
to the study of survivorship care planning.

The “rate” phase followed the “populate” phase. 
Armed with metadata about the proposed constructs and 
measures, and with the capability within the GEM-CP 
web-based workspace to offer comments on the pro-
posed constructs and measures, the user community 
rated each construct and measure. Using this rating sys-
tem, the community drove consensus toward a more nar-
row set of constructs and measures for survivorship care 
planning research. The 51 constructs and 124 measures 
initially proposed narrowed to 20 constructs and associ-
ated measures that were rated an average of four stars 
(out of a possible five). In this way, the GEM-CP initiative 
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provided guidance to the community of researchers and 
practitioners devoted to advancing survivorship care 
planning by pointing to the measures that received  
the most support for use. Over time, these results have 
the potential to help standardize measurement in sur-
vivorship care planning research, thus speeding up the 
pace at which research results can build the evidence 
base in best practices, and can point to gaps where mea-
sures still need to be developed to capture critical com-
ponents of survivorship experiences and care.

9.4 ENVISIONING A FUTURE STATE

At the 2015 meeting of the American Medical 
Informatics Association, Dr Karen DeSalvo gave a keynote 
address. She was currently serving as the lead of the ONC. 
In her remarks, she acknowledged that “big” data were 
perhaps the most popular data of the day, but encouraged 
the audience to also consider the notion of “long” data, 
or data that, independent of volume, would follow indi-
viduals and/or populations over time and across settings 
(see [105] for more details on the ONC’s vision for how 
informatics can be used to support quality in health care).

9.4.1 Leveraging “Long Data” in Survivorship

Long data are the end-game in survivorship. Long 
data are instrumental to following survivors over the 
course of their lives, whether it be from pediatric cancer 
care into adulthood; from adolescent and young adult 
cancer care into adulthood; or from adult cancer care to 
geriatric medicine [106]. Long data are also the substrate 
for better coordination across the multiple specialties that 
are not the exception but the rule in survivorship care: 
medical oncology, radiation oncology, surgical oncology, 
PCPs, and other specialties for comorbid conditions. 
And long data become central to adequately capturing 
information that is relevant to heritable forms of cancer. 
As genomics continues to change the landscape of can-
cer and more heritable factors are identified as risks for 
the family members of the individual diagnosed with 
cancer, long data will be the means by which historical 
data about family members can be made actionable for 
the care of family members in the present [107]. And 
finally, long data are the foundation of a cancer care sys-
tem that provides relational, rather than transactional, 
support, or support that is less episodic and more con-
tinual across the course of a survivor’s life [108].

Without informatics, long data and the existence of 
a learning health care system to capitalize on them in 
cancer care are impossible. Currently, in 2015, we are 
not there yet, but we can begin to envision what this 
future might look like in survivorship care, and how 
informatics-enabled, data-driven survivorship care can 

achieve the “P4” future of medicine: predictive, preven-
tive, personalized, and participatory [109]. The last “P” 
in P4, participatory, has become even more central in 
medicine in the wake of the participatory Web, or “Web 
2.0” [110,111]. When long data support a learning health 
care system and that system enables data liquidity—
including the flow of data from the system to the survi-
vor and back—survivors will be more empowered than 
ever to truly be a part of their health care team.

9.4.1.1 Health Equity in Survivorship
It is important to note in looking to a more informat-

ics-enabled survivorship care future that it will always 
be important to be mindful of disparities in informat-
ics access and use. As the Internet has become nearly 
ubiquitous in modern American life as well as the use 
of devices to access it, the “digital divide” has, to some 
extent, closed. But there will always be the information 
“haves” and “have nots” [112], and a future that looks to 
use of informatics to improve survivorship care cannot 
leave some survivors behind. Informatics has so much 
to offer to cancer survivors and to the individuals who 
devote their careers to research and practice in survivor-
ship. For survivors in particular, their HRQOL during 
survivorship has been conceptualized as a function of 
the balance between their stressors and the available 
resources to help them cope with those stressors [113]. 
As such, we must always pay attention to how survivors 
can either leverage informatics directly or how informat-
ics can be leveraged on their behalf to equip them with 
the resources they need on their survivorship journey.

9.4.2 Example Informatics-Based Solutions  
to Achieve Essential Elements of Care

The LIVESTRONG Foundation has been at the fore-
front of equipping survivors with the resources that they 
need, and in 2011, with the goal of making progress 
in building consensus in the survivorship community 
around how to best address the needs of posttreatment 
survivors, the Foundation convened 125 leaders, stake-
holders, experts, cancer survivors, and cancer survivor 
advocates to build consensus on identifying the essential 
elements of survivorship care delivery [114]. An “ele-
ment” of survivorship care was defined as a descrip-
tor of some component of health care that is discrete 
enough to be actionable (ie, provides enough informa-
tion to communicate how the element might function as 
part of survivorship care) but not overly prescriptive (ie, 
does not include specific directions on implementation, 
since specific needs will vary significantly across survi-
vor populations and survivorship care settings).

Through multiple consensus-building exercises, 
meeting attendees created a list of 20 essential ele-
ments of survivorship care delivery (Table 9.2). These 
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TABLE 9.2 Essential Elements of Survivorship Care and Informatics-Based Strategies for Implementation

Essential elements of survivorship care Informatics-based implementation strategy

CONSENSUS ELEMENTS

Survivorship care plan (SCP), psychosocial  
care plan, and treatment summary

Informatics-enabled SCPs that evolve with the survivors’ changing needs and are accessible 
online by the survivor and any providers on the survivor’s care team.

Screening for new cancers and  
surveillance for recurrence

Reminder systems through the electronic health record (EHR) and consumer health informatics 
applications to keep survivors and their providers on track with personalized screening 
recommendations. Use of mobile applications and wearable devices to track symptoms and 
prompt screening when necessary.

Care coordination strategy that addresses  
care coordination with primary care  
providers (PCPs) and primary oncologists

Use of informatics-enabled, interoperable SCPs that serve as an actionable foundation for 
communication between oncologists and PCPs.

Health promotion education Engaging, multimedia content accessible on a variety of platforms on a number of topics 
addressing health promotion topics relevant to survivorship.

Symptom management and  
palliative care

Use of mobile application and wearable devices to track symptoms (with resulting data 
available for import into the EHR) for proactive symptom management in collaboration with the 
care team, including via telehealth. Use informatics-enabled EHRs to coordinate care at an early 
stage with palliative care providers to help decrease the probability of symptom escalation.

HIGH-NEED ELEMENTS

Late-effects education Engaging, multimedia content accessible on a variety of platforms on a number of topics 
addressing topics relevant to late effects.

Psychosocial assessment Screening for distress and other psychosocial outcomes on a regular basis both in-clinic and 
outside of clinical encounters via web-based and/or mobile assessments.

Comprehensive medical assessment Comprehensive medical assessments are enabled by interoperability between electronic records 
maintained across settings of care for the cancer survivor, as well as between the clinical 
informatics infrastructure and any data that survivors themselves are capturing and tracking 
using consumer health informatics tools.

Nutrition services, physical activity  
services, and weight management

Health promotion and positive health behaviors are supported by consumer health informatics 
systems. Engagement in health promotion and health behavior change is prompted in timely 
ways through use of informatics-enabled sensing of relevant changes in the survivor’s lifestyle 
or health status.

Transition visit and cancer-specific  
transition visit

Transition visits can be held virtually with the survivor and representatives from oncology and 
primary care. The informatics-enabled SCP serves as the evolving foundation for the transition 
and subsequent follow-up care.

Psychosocial care Distress screening prompts electronic referral to psychosocial care when necessary. Receipt of 
care is tracked by interoperable EHR systems across physical and behavioral health.

Rehabilitation for late effects Referral for rehabilitation is sent through the EHR and the survivors’ progress is shared with 
their PCP and oncologist.

Family and caregiver support Families and caregivers can, with the survivor’s permission, access relevant electronic health 
information to maintain situational awareness. Online communities are available where family 
members and caregivers can receive and provide social support.

Patient navigation Survivors can access navigators telephonically, online, or use virtual navigators to answer their 
questions about processes of care.

Educational information about  
survivorship and program offerings

Online education about a variety of topics in survivorship is available in multiple formats 
(text, video) and accessible on any device.

STRIVE ELEMENTS

Self-advocacy skills training Online skills training makes use of peer support with virtual communities of survivors who 
have completed training made available to new trainees to share experiences and provide 
support.

Counseling for practical issues Informatics-enabled SCPs link survivors to available sources of practical support, such as the 
Patient Advocacy Foundation (www.patientadvocate.org)

(Continued)

http://www.patientadvocate.org
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20 elements were organized into tiers, the definitions of 
which were intended to provide guidance on the way 
in which medical settings might consider each in their 
design and delivery of survivorship care. Elements were 
placed in tiers in the order which most closely reflects 
their rank order based on the results of the consensus-
building exercises. The five Tier 1 “consensus” elements 
were ranked consistently high in every consensus build-
ing exercise. The 10 Tier 2 “high need” elements were not 
identified as “essential” with the same degree of consen-
sus as those in Tier 1, but multiple analyses of the data 
from the consensus-building exercises identified these 
elements as having strong and distinguishing support as 
essential elements of survivorship care delivery. Finally, 
the five Tier 3 “strive” elements had less consensus than 
those in Tiers 1 and 2, but still received substantial sup-
port from a significant minority of meeting attendees as 
worthy of inclusion as “essential.”

Based on a vision for the future that projects ways 
in which informatics will be used in survivorship care, 
Table 9.2 lists the essential elements of survivorship care 
with examples of how informatics could be—and in 
some cases, is already being—used to implement them 
as part of survivorship care delivery.

9.5 CONCLUSIONS

In every way, the future of survivorship looks bright. 
Survivors will continue to live longer past their time 
of diagnosis; models of survivorship care will continue 
to evolve and become more robust and available; and 
SCPs and survivorship care planning will move closer 
to achieving their full potential in helping survivors to 
live well and healthy. Informatics, at every level from 
the health care system to the survivor, will be instru-
mental to achieving this future. For the large population 
of cancer survivors that will only continue to grow over 
time, informatics will be key to optimizing their care and 
health outcomes.

LIST OF ACRONYMS  
AND ABBREVIATIONS

ACS American Cancer Society
AHRQ Agency for Healthcare Research and Quality
BMI Body mass index
CHESS Cancer Health Enhancement Support System
EHR Electronic health record
EMA Ecological momentary assessment
EMI Ecological momentary interventions
ePRO Electronic patient-reported outcomes
GEM Grid-Enabled Measures
GEM-CP GEM-Care Planning
HINTS Health Information National Trends Survey
HRQOL Health-related quality of life
ICSGs Internet cancer support groups
IOM Institute of Medicine
NCCS National Coalition of Cancer Survivorship
NCI National Cancer Institute
ONC Office of the National Coordinator for Health Information 

Technology
PCP Primary care provider
PTSD Posttraumatic stress disorder
QOL Quality of life
SCP Survivorship care plan
SPARCCS Survey of Physician Attitudes Regarding the Care of 

Cancer Survivors
TS Treatment summary
VA Veterans Administration
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10.1 INTRODUCTION

Today, one in every four deaths in America is due to 
cancer and in 2016 about 595,690 Americans, or about 
1630 people per day, are expected to die of cancer [1]. 
The diagnosis of advanced cancer often inflicts fear, 
despair, and hopelessness on patients and loved ones. 
Advanced stage disease may be diagnosed at the onset, 
may culminate due to disease progression despite treat-
ment, or manifest from recurrence after a period of 
remission. While the former is often an abrupt entry 
into mortality salience and issues of end of life, the later 
may require an additional psychological shift from prior 
focus on treatments with intent for cure and extend-
ing survival to acceptance of incurable disease with 
increased palliative care efforts and preparing for end 
of life. The challenges facing advanced disease include 
symptom management and the reduction of both physi-
cal and psychological suffering, complex decision mak-
ing regarding treatment and the weighing of quality of 
life versus chances for life extension, and the inclusion 
of family members who are central to patient support 
and care. Throughout advanced disease, critical ques-
tions arise: What do patients want at the end of life? 
Where do they prefer to die? What measures do they 
want taken to extend life? What personal activities or 
events do they want to prioritize? The personal process 
of acceptance and understanding of the transition to end 
of life is unique for each individual who faces it. Patients 
deserve personalized care.

Yet, research suggests that patients are not receiving 
the end-of-life care that they desire. This significant gap 
between what people say they want and what actually 
happens has been documented in a number of studies 
[2,3]. For example, in a large-scale study funded by the 
Robert Wood Johnson Foundation, most patients with 
serious illness said they would prefer to die at home; 
however, the majority (55%) actually died in hospitals 
[3]. Furthermore, they showed that care was rarely 
aligned with patients’ reported preferences, despite 
extensive nursing efforts to align their care with their 
wishes. They concluded that patients often prefer a more 
conservative pattern of end-of-life care than they receive. 
Accordingly, the practice patterns of the hospital may 
override patient’s wishes in care delivered at end of life. 
These findings call for innovative approaches to care 
that help ensure that patients and their families identify 
their preferences and values, communicate these clearly 
with each other and the treatment teams, and assist pro-
viders in directing care that aligns with their patients’ 
intentions for care.

Another gap exists between what people would like 
to share about their end-of-life wishes and what actu-
ally occurs with their family members or health care 

providers [2]. Understanding patient and family prefer-
ences and values can guide efforts for symptom man-
agement, facilitate decision making, and to the extent 
care aligns with these preferences and values, ease 
family bereavement. This chapter aims to identify the 
opportunities for informatics in addressing the chal-
lenges of advanced disease, end of life, and bereavement 
through discussion of critical care issues, examples of 
existing eHealth applications, and discussion of future 
directions.

10.1.1 Symptom Management

Palliation is about physical and psychosocial symp-
tom management and supportive care at any stage of 
the cancer journey but is especially important as the 
disease progresses [4]. With advanced cancer, the focus 
of treatment often shifts to symptom management and 
palliative care, with the potential extension of life, rather 
than cure. The most common symptoms with advanced 
cancer include pain, fatigue, and depression [5]. Pain 
management is one of the most important aspects of 
advanced cancer care, and is addressed best through 
aggressive therapy and rigorous assessment. Despite 
studies suggesting pain control can be achieved for 80% 
of cancer patients, pain remains a significant problem for 
two-thirds of those with advanced stage or metastatic 
disease [6]. Pain is often underassessed, underreported, 
and undertreated [7] and is associated with significant 
impairment in overall quality of life [8]. Patients and 
families alike report that pain is the most worrisome 
aspect of cancer and they have a high need for infor-
mation regarding pain management [8–10]. Although 
pain is a critical symptom for focus in and of itself, pain 
also serves as a prototype example with applications for 
addressing numerous other cancer-related symptoms.

Early treatment of pain leads to better pain control. 
Rigorous assessment of pain is necessary at all stages 
of treatment. One study found that nearly one-third of 
patients who reported mild pain after receiving their 
initial treatment had pain that progressed to moderate 
to severe pain by the time of their first follow-up visit, 
suggesting more frequent monitoring and reporting of 
pain is necessary to optimize pain control [11]. This may 
be even more critical for advanced stage disease when 
time between appointments may be longer and disease 
is progressing rather than improving.

In addition to physical distress, The Institute of 
Medicine (IOM) [12] called for greater efforts to decrease 
psychosocial distress among cancer patients. In 2012, 
the Commission on Cancer of the American College 
of Surgeons released new accreditation standards to 
include the screening of all cancer patients for psycho-
social distress [13]. However, these general guidelines 
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leave room for much variance in the timing, frequency, 
or mechanism of such assessment. Depressed mood is 
the most common psychological symptom in patients 
with cancer [14]. Depressive symptoms range in severity 
from sadness and crying, to clinical syndromes includ-
ing hopelessness, helplessness, lack of motivation and 
withdrawal, and even suicidal thinking, and are associ-
ated with marked distress and disability. More severe 
symptoms of depression are associated with more pro-
longed hospital stays, physical distress, poorer treat-
ment adherence, lower quality of life, increased desire 
to hasten death, and completed suicide. Furthermore, 
the suicide rate for cancer patients is over twice the rate 
of the general population [15]. Oncologists miss many 
cases of depression [16]. Improvements are needed in 
identifying depression along with providing treatment. 
Educating patients of their risk for depression and the 
availability of help combined with improved targeted 
assessment may increase use of resources and follow-up 
in clinic.

Management of pain, fatigue, and depression rely on 
the patient’s subjective report of symptom burden. Thus, 
interventions addressing communication about such 
subjective symptoms between patients and the clinical 
care team are crucial to quality of life. Patient beliefs that 
“complaining” about pain, being tired, and mood issues 
are not appropriate topics for clinic discussion or may 
be embarrassing to report in front of family can compro-
mise information exchange between the patient and cli-
nician, resulting in less-than-ideal care. Furthermore, the 
patient’s symptom distress and progressive disease can 
also interfere with information exchange, often requiring 
a family caregiver to provide information to the clinical 
team on the patient’s behalf.

While oncology clinicians could provide needed 
symptom management and psychological support, bar-
riers include: (1) time constraints within clinic visits that 
limit the scope of symptoms that are assessed; (2) avoid-
ance of discussions of psychosocial issues, whether from 
clinician discomfort or concern for time; and (3) clini-
cians may underestimate the needs of patients/families 
[6,17,18]. In attempting to overcome these barriers, one 
study had nurses repeatedly communicate caregivers’  
and patients’ concerns, including pain control, to  
physicians—yet patient symptoms did not improve 
[19]. A similar study found improved patient symptoms 
only for those patients who reported greater symptom 
severity initially [20]. Prescheduled, clinician-initiated 
communication may not impact symptom manage-
ment because it does not occur when patients or fam-
ily may most need help. A more proactive intervention 
that ensures timely communication initiated by patients 
and/or their family outside of scheduled appointments 
may better overcome these barriers.

While cancer invades the body of an individual, its 
impact ripples throughout the social network of the indi-
vidual with cancer. Most cancer care is provided in the 
outpatient setting, leaving patients and their caregivers 
responsible for implementing pain management regi-
mens [21]. Patients at all stages of cancer often rely on 
support from family and friends. Dependence on such 
support increases as disease progresses: care demands 
increase with regard to symptom management while 
simultaneously the patient’s physical and mental abil-
ity to care for and advocate for oneself may diminish 
[100]. In meeting such demands while facing the end of 
life for a loved one, these informal caregivers are at risk 
for caregiving burden, depression, and anxiety [17,22].

As mentioned previously, pain and other symptom 
management is a significant concern involving family 
caregivers in advanced cancer care. Caregivers need 
symptom management information throughout the 
cancer care trajectory, including advanced stage disease 
and end of life [9]. As cancer progresses, effective pain 
management depends on the caregiver’s knowledge, 
attitudes, and skills in implementing and supervis-
ing prescribed regimens, safeguarding the medication 
supply at home, and the ability to solve complex and 
ever-changing problems [20,23]. Similar challenges arise 
with other symptoms and side effects. The caregiver’s 
interaction with the clinician at the clinic visit is the 
conduit between the caregiver’s ability to understand 
health information and having their needs met [24]. 
Accordingly, pain information (eg, knowledge of medi-
cations) is not enough and may not be mutable within 
the clinic visit. This is supported by research demonstrat-
ing educational interventions have had limited effect on 
patient pain [25]. But interventions that facilitate care-
giver interactions about pain (ie, assessing/reporting 
pain, discussing concerns) may bridge the gap between 
pain knowledge and pain management.

10.1.2 Decision Making

There are many decision making points along the 
cancer journey and include decisions about continuing 
treatment (or not) in the face of progressive disease and 
other aspects of care. Talking about and making deci-
sions can be difficult for all involved (including patient, 
caregiver, and providers), and may or may not occur in 
a timely manner. Failure to plan for end of life increases 
the risk of a “bad” death—one that is inconsistent with 
one’s preferences and values and extends unnecessary 
physical or psychological suffering for the dying indi-
vidual and/or their loved ones. Yet, decisions regard-
ing end-of-life care are becoming more complex. With 
increasing cancer treatment options and clinical trials of 
experimental treatments, patients may receive multiple 
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medical trials for hope of extended life. These treatments 
often come at some cost, including physical side effects, 
time and effort to return to the clinic for appointments, 
or delay in seeking other supportive care such as hos-
pice. Furthermore, patients always face the decision 
to continue treatment or not, although many patients 
do not think that is a decision. Other decisions include 
options for receiving second opinions and choices of 
where to receive care. All of these decisions occur within 
the context of the individual’s cultural, religious, legal, 
and ethical considerations [26,27]. Each transition along 
the cancer journey offers the opportunity to make deci-
sions that are consistent with a patient’s values and pref-
erences for care, some with consequences that impact the 
nature of end-of-life care, for better or for worse.

Family members are frequently involved in end-of-
life decisions, either jointly with the patient or as a sur-
rogate for the patient [27]. Advance care planning allows 
patients to document their plans and preferences to 
guide surrogate decision making when illness or injury 
impedes the patient’s ability to think or communicate 
about health decisions. However, fewer than 50% of seri-
ously or terminally ill people have an advance directive 
filed in their medical record [28]. Furthermore, even with 
an advance directive, surrogate decision makers may 
not be able to predict their loved one’s wishes amongst  
the complex physical and psychological symptoms of 
the disease [29]. The establishment of effective end-of-
life care and decision making supports is dependent 
upon consideration of family system dynamics and the 
needs of a variety of configurations of potential users.

At varying points patients may face the decision 
between aggressive, potentially (although low probabil-
ity) life extending treatment versus forgoing aggressive 
treatment and focusing solely on supportive care. For 
some patients with metastatic disease, they may live 
for years receiving one form of treatment after another. 
Depending on the type of cancer, it can be difficult to 
determine when it is best to stop treatment. For example, 
certain chemotherapy treatments can cause heart dam-
age, and judgments between whether survival would 
be extended or shortened through additional chemo-
therapy are difficult. Further, the decision to forgo an 
offered treatment may be resisted from either one’s own 
or social perceptions of “giving up.”

Hospice provides an alternative for end-of-life care. 
Hospice offers comprehensive interdisciplinary end-of-
life care that addresses the physical, psychosocial, and 
spiritual needs of terminally ill individuals and their 
families and provides bereavement support to families 
after an individual’s death. Depending on the facility, 
hospice services may be offered in an inpatient setting, 
or more often, through outpatient services provided at 
the patient’s home. Hospice was initially established in 
the United States in the 1970s and has since evolved 

into an integrated part of US health care [30], with 
improved symptom management, quality of life, and 
patient and family satisfaction over standard care. While 
less than 25% of US deaths are caused by cancer, people 
with cancer make up 36.9% of hospice admissions [31]. 
Percentages of cancer patients who receive hospice care 
at end of life vary across studies and by treatment loca-
tion, with reports as low as 31% to reportedly as high 
as 74% by state in 2010 [32]. While hospice may not be 
preferred or appropriate for everyone, currently many 
terminally ill cancer patients who may benefit from 
hospice care do not receive it. Furthermore, admissions 
to hospice are often too late for patients to fully ben-
efit from the comprehensive services available. Despite 
being designed for lengthier supportive care, in 2010 
the average length of stay in hospice for patients with 
cancer was 9.1 days [33]. Inordinately short length of 
stay at hospice can create organizational, clinical, and/
or emotional problems for all involved (patient, family, 
provider, payers) [34].

10.1.3 Caregiving and Bereavement

For family members and loved ones, the trajectory 
of cancer includes adjustment after their loved one has 
died. End-of-life caregiving and decision making dif-
ficulty can have a lasting impact on the family [35]. 
Unresolved questions of treatment decision making, 
decision regret, and questioning the quality of their deliv-
ery of care and support puts these informal caregivers 
at risk for unresolved or complicated grief. Caregivers 
also experience many of their own physical and psycho-
social issues while caring for a loved one with cancer, 
especially toward the end of life. For bereaved caregiv-
ers, poor quality of life and increased psychiatric illness 
has been associated with their loved one dying in the 
hospital [36].

Bereaved loved ones commonly review and con-
tinue to have questions about the cancer care process. 
However, when the patient dies, the family is suddenly 
extracted from the support system of the oncology clinic 
where they have turned for answers throughout the can-
cer journey. There is a need for continuity of support for 
family caregivers across the bridge from active caregiv-
ing to grief resolution.

10.2 OPPORTUNITIES FOR EHEALTH 
TO ADDRESS NEEDS IN ADVANCED 

CANCER CARE

Dramatic changes in the experience of death have 
occurred over the past century in America [37]. 
Previously, death commonly occurred in the home with 
family present and active in supportive care. The gradual 
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shift toward institutionalization of medical care and hos-
pital deaths removed the family from the dying experi-
ence. Today, economic trends toward shorter hospital 
stays and greater home delivery of care, combined with 
medical advances that extend length of life with termi-
nal disease, creates a situation of greater home-based 
care for extended time, as well as returning the dying 
process to home. However, this is not simply a return 
to the “old way.” End of life has changed in America 
in several critical ways. The family make-up is smaller, 
spousal availability is lower due to high divorce rates, 
and geographic distance minimizes extended family 
care. Likewise, advances in medicine have significantly 
extended the length of time of care, as well as com-
plexity of home care regimens. Together there are more 
competing demands between family caregiving and 
other life stressors, including the need for caregivers to 
maintain employment for insurance, and multiple gen-
erations of care recipients as adult children balance care  
for their offspring as well as their dying parents. 
Economic demands drive home care away from direct 
supervision of medical providers. At the same time, the 
complexity of care regimens leaves caregivers feeling 
less competent and more dependent on communica-
tion and guidance from clinicians. In addition, shifts 
to patient-centered care guide the inclusion of patients 

and their families in medical decision making and set-
ting priorities; however, this role may be intimidating 
to some who feel unprepared or underinformed to take 
such responsibility when facing the high stakes of can-
cer care. Accordingly, families today are often unpre-
pared to face the physical, functional, and psychological 
demands of caring for the dying at home.

Informatics and communication technology can meet 
some of these modern challenges and may offer proac-
tive solutions to support patients and families through-
out the cancer trajectory, even when facing end of life 
and bereavement. One of the key components in pal-
liative care is communication [27]. eHealth systems can 
facilitate communication in many critical areas, between 
patients, providers, family caregivers, social networks, 
and organizations (see Fig. 10.1). Greater health care 
need has been associated with greater use of eHealth 
systems. The degree of disease burden and complex-
ity of cancer care lends itself to higher care needs, as 
well as needs that extend beyond the scheduled clinic 
visit. Thus, the oncology setting is a ripe environment 
for the application of such eHealth systems. Studies 
have shown that cancer patient use of these systems 
exceeds that reported in other populations, both by a 
greater proportion of the population and also greater 
intensity of use [38]. These technologies can help extend 

FIGURE 10.1 Channels of communication that offer opportunities for informatics in advanced cancer.
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and enhance the care the patient and caregiver receive 
and may improve the quality of care delivered but are 
underdeveloped and underutilized in these settings [26]. 
For an in-depth discussion of communication technol-
ogy, please see Chapter  13, “Communication Science: 
Connecting Systems for Health” in this book.

10.2.1 Opportunity for Symptom Management

There is a tremendous opportunity for technology 
solutions that facilitate communication for improved 
symptom management both within and beyond the 
clinical encounter. Technology is increasingly being 
used within the clinic setting for obtaining electronic 
self-report measures of patient symptom severity. Tablet 
devices allow patients to complete questionnaires such 
as symptom ratings or the distress thermometer, and 
can instantly translate item responses into scale scores 
or graphic representation for ease of clinician identifica-
tion of critical issues for follow-up. Such technology was 
demonstrated in the Electronic Self-Report Assessment–
Cancer (ESRA-C) [39] to assess quality of life issues in 
the oncology outpatient clinic visit. While in the clinic 
waiting room, patients completed questionnaires on 
touch screen notebook computers. Upon completion, the 
ESRA-C automatically generated a color graphical sum-
mary that flagged any issues reported above a set thresh-
old of distress. While these summaries were printed and 
provided to the clinician immediately before the clinic 
visit, technology exists that would allow such data to 
be delivered via the electronic health record (EHR). Use 
of ESRA-C increased discussion of quality of life issues 
without extending the length of the clinical encounter. 
This example demonstrated the potential of informatics 
to be used as an extension of the face-to-face clinical 
encounter to increase symptom reporting and facilitate 
communication regarding symptom management.

Family caregivers of people with cancer specifically 
desire increased communication with the treatment 
team. Problems often arise between clinic visits, requir-
ing patients and family caregivers to make decisions of 
triage, medication adjustments, or decisions regarding 
need for emergency room visits or waiting symptoms 
out until the clinic opens. The need for guidance out-
side of clinic hours and willingness to seek this through 
eHealth technologies is demonstrated by the finding that 
one-third of cancer-related eHealth system use occurred 
outside of oncology clinic hours [38]. While communica-
tion technology is often used to gather information, its 
promise of symptom management lies in yielding the 
ability to connect with the clinical team between visits for 
symptom reporting and management. Project ENABLE 
(Educate, Nurture, Advise Before Life Ends) [40], a tele-
phone-based, nurse-led palliative care intervention that 
addressed patients’ physical and psychosocial needs as 

well as the need for care coordination, improved quality 
of life in patients with advanced cancer. Another inter-
vention, The Assessing Caregivers for Team Intervention 
through Videophone Encounters (ACTIVE) [41], uses 
videophone technology; family caregivers of home- 
hospice patients participated remotely in interdisciplin-
ary team meetings. This study revealed that caregiv-
ers readily participated primarily by asking questions 
related to pain management. These examples yield 
evidence for the roles of distant rather than in-person 
interventions.

Beyond direct clinician contact, caregivers seek skills 
training and advice in delivering practical aspects of 
home-based care [42]. One-on-one training is costly and 
has limitations in the timeliness of its delivery. Many 
needs arise unexpectedly. Likewise, providing the exten-
sive education and training necessary to prepare care-
givers for numerous possibilities would be impractical 
and unnecessarily burdensome to caregivers and medi-
cal staff. Technology holds the potential to offer any-
time access to tailored instruction and remote advisors. 
Additional pilot work from the ACTIVE intervention has 
demonstrated the utility of videophone technology for 
delivering problem-solving therapy to family caregivers 
of hospice patients [41]. In addition to such professional 
resources, opportunities exist for caregivers to benefit 
from connecting with other caregivers to share informa-
tion, learning from each other care strategies that are 
often learned through trial and error in critical moments 
of home care. The Canadian Virtual Hospice [43] offers 
online palliative care and end-of-life information, along 
with personal stories of those who experienced hospice 
care, but without direct clinician–patient contact.

Building on these information interventions, novel 
educational interventions may include a library of 
instructional videos that could offer needed techni-
cal guidance in the delivery of care as situations arise. 
Interactive instruction may offer assessment points and 
opportunities for tailored feedback to guide subsequent 
instruction. Furthermore, the system could build in 
thresholds or system alerts that would trigger contact 
with a live health professional. Any or all of these services 
could be driven by predictive analytics. Such systems 
are capable of monitoring data and using algorithms to 
predict important events that require intervention, and 
subsequently either deliver the intervention directly (eg, 
show an instructional video) or trigger an intervention 
from an outside source (eg, alert the oncology triage 
nurse of a particular patient’s need). The combination 
of automated services with the availability of remote 
nursing consultant or a caregiver case manager could 
prove powerful. This idea has been implemented in the 
Comprehensive Health Enhancement Support System 
(CHESS) module for addiction treatment [44]. CHESS 
is delivered through a web-enabled mobile device and 
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collects data (eg, sleeplessness and relationships quality) 
on a weekly basis to assess the patient’s relative risk of 
relapse by weighing risk and protective factors in their 
lives. This information is processed through a Bayesian 
statistical model and if the risk of relapse exceeds a pre-
defined level, an alert is sent (according to a plan devel-
oped by the patient and providers) to key supporters 
and to the patient themselves [44].

Even when avenues for clinic contact are available, 
patients and families may be reluctant to report symptom 
distress out of fear of being a burden to the clinical team. 
Clinical staff encouragement to call may be perceived as a 
gesture of kindness rather than as truly desired or permis-
sive. However, technology can overcome such resistance. 
Research has demonstrated that people may be more 
willing to disclose concerns or symptoms online rather 
than in direct contact [45,46]. In addition, the nature of 
offering a communication channel that is explicitly for 
symptom reporting may be more permissive, in a sense 
justifying contact by the very nature that a mechanism 
for such contact was developed and administered by the 
treatment team. Such indirect validation may prove quite 
powerful to increase reporting, both electronically and 
within the interpersonal clinic encounter.

Informatics systems may also solicit reporting from an 
identified family caregiver, offering them access to the 
treatment team as well as a mechanism to offer their per-
ceptions and concerns independent of the patient. This can 
be a critical gateway for caregiver support, particularly in 
situations when patients may put their best foot forward 
during contact with the clinical team, and then suffer at 
home. When the team understanding of the patient’s situ-
ation is discordant from how it is actually experienced at 
home, support for the caregiver is reduced and caregiver 
burden is heightened. Box 10.1 provides a quote from a 
bereaved caregiver reflecting on her experience of strug-
gling to communicate the nature of her husband’s suffer-
ing from advanced cancer. A direct communication line to 
the clinical team to share observations in the moment of 

patient suffering may offer insight that is difficult to con-
front directly with the patient at the time of the office visit. 
Beyond assessing symptom status, informatics systems 
can track and convey trends in symptom distress over 
time. This information can improve care decisions over 
retrospective reports or the single appointment’s focus 
on current distress. For example, trends in a patient’s 
pain level may be evaluated within the context of other 
symptoms, treatments, or medications to inform changes 
in medication regimen or other care strategies (eg, adjust-
ing timing of short-acting vs long-acting narcotics around 
the treatment cycle). Later in this chapter, we illustrate 
such services through our case example of CHESS for 
advanced stage cancer.

10.2.2 Opportunity for Decision Making

Cancer patients now have multiple choices in how 
they approach death [47]. The medical system’s shift 
from a patriarchal to a shared decision-making frame-
work calls for health decisions to result from a collab-
orative, fully informed decision-making process that 
includes the patient, family, and health care profession-
als. However, patients and family members often do not 
feel competent or empowered to make these complex 
decisions. Further, some prefer to defer decision making 
to experts. To help increase comfort in the decision pro-
cess, shared decision-making skills may be improved by 
providing structure and guidance in deliberating about 
decision-related preferences and values [48,49]. Patient 
and family members often have vast differences in opin-
ion regarding treatment decisions and care, with hos-
pice use among the most common areas of disagreement 
[50]. Decision conflict can create tension in the patient– 
family relationship and impair decision making and care 
planning [51]. There is a need for services that facilitate 
family communication and improve patients’ and fam-
ily satisfaction with treatment decisions, particularly at 
end of life [27].

Computer-assisted interventions represent an addi-
tional approach to patient education and support 
that may extend, enhance, or offer advantages over  
professionally directed interventions in their capacity 
to provide widespread dissemination and contain costs. 
A patient’s and/or family member’s decision is often 
strongly influenced by personal values, beliefs, and emo-
tions, unlike a clinician’s decision that is usually based 
on symptoms and diagnosis [48,52]. Decision aids allow 
users to consider their options in light of their own val-
ues and weigh preferences based on impact on life fac-
tors that are most important for them [53]. This is critical 
for end-of-life choices where there are poor prognostics, 
no clear “right” choice, and personal meaning to life 
is most sacred. For example, for some, the devastating 
effects of further treatment on their physical functioning, 

BOX 10.1

I was with my husband on a daily basis and could 
see the decline in his health, physical abilities, and 
emotional state, but when I tried to relay this to the 
[clinical team] it was seemingly ignored. They chose 
to focus on test, scans, and bloodwork… they only 
saw him for a very short time and he always wanted 
to put his best foot forward. When he was at home 
he would cry in my arms… When I could no longer 
“rah-rah-rah” I shut down and went through his last 
few months feeling unsupported.
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mobility, and energy may be too much of a burden on 
quality of life for their remaining time and that is more 
important than extending life. Whereas for others, the 
opportunity to be involved in research that may impact 
others may give their life and their death more mean-
ing and motivate them to continue with experimental 
treatment at the potential cost of side effects that impact 
quality of life. Decision aids have the potential to help 
people assess the potential impact of their options selec-
tively on issues most important to them. Systems that 
facilitate patient and family understanding of treatment 
choices, potential risks and benefits, and survival rates 
and prognostics may facilitate informed decisions to fur-
ther seek treatment or to end active treatment for focus 
solely on palliative efforts.

Decision aids have been developed as adjuncts to 
counseling so patients can learn about the benefits and 
risks, consider personal values, and participate with 
their clinician in shared decision making. Studies of 
decision aids have shown that treatment choices become 
more reflective of personal values when patients use 
decision aids to deliberate about personal probabilities 
and values for each outcome [48]. In addition, cancer-
related decision aids have been shown to be acceptable 
to patients and to increase patient knowledge and deci-
sion involvement, realistic expectations of outcomes, 
and decision satisfaction while they reduce decisional 
conflict [48,54]. However, while many decision supports 
exist for early-stage cancer, very few address advanced 
cancer. And while there are growing numbers of deci-
sion aids for end-of-life choices, many are proprietary 
and privately accessible, with limited research support 
of their efficacy [28].

Historically, decision aids have treated patients as 
isolated decision makers, where the patient is the sole 
user of the decision aid [51]. However, increasing under-
standing of family involvement in treatment decisions, 
particularly at end of life, necessitates that we expand 
models of decision aids to assist family members in the 
decision process as well. While individual values clari-
fication is an essential step toward informed decision 
making, understanding the values and preferences of 
other decision participants is also important [49]. In a 
prostate cancer decision aid study, patients and part-
ners were shown to have different values for treatment 
outcomes [55]. This points to the as yet undeveloped 
potential of decision aids to be used to improve com-
munication through identifying value discordance, in 
turn facilitating joint decision making when desired or 
preferred.

Informatics applications show promise in the abil-
ity to develop algorithms from large patient data sets 
to establish reasonable probabilities and pathways for 
the end-of-life experience, potentially more accurately 
than clinician prognostics. People with terminal illness 

commonly question and can even fear the process of 
dying. They wonder how the disease will progress and 
what the last phases of life will entail. Often patients 
may have assumptions of how they will die that can 
create death anxiety. Systems that can map out the most 
likely courses of illness and the final dying experience 
have the potential to mitigate this anxiety. However, 
with that also comes the risk of presenting anxiety-pro-
voking information to some. Therefore, systems need to 
address the complexity of this information delivery by 
balancing it with actions for care directives that offer 
hope for management of suffering through preparation.

People with cancer face many decisions through-
out their journey; some are obvious decisions (Do  
I take treatment?) and some less obvious (Should I get 
another opinion?). Patients with advanced cancer are 
trying to balance the quantity and quality of their lives 
and the decisions that will foster both. But as the dis-
ease progresses, a shift occurs that directs the emphasis 
on quality of life more than quantity of life. That shift 
may be explicit or implicit based on the preferences of 
the patient, their family, and their health care provider. 
Patients may interpret the information they are given 
and not realize they are being given choices about their 
care [56]. And the discussions are more nuanced than 
asking if patients have advanced directives, are consid-
ered “Do Not Resuscitate” (DNR) or if power of attorney 
(POA) documents are in place.

Similarly, end-of-life planning in the form of POA 
or advanced directives may be delayed by belief or  
pressure to “think positive” [29] or superstition or 
cultural taboo that talking about death may hasten it. 
Alternatively, emotions evoked from thinking about end 
of life are difficult for some to face and may lead to 
avoidance. Patients, their families, and their providers 
may all have different preferences for information shar-
ing and in making decisions about treatment and care 
toward the end of life [57]. Much work has gone into 
educating health care professionals about having dif-
ficult conversations but more needs to be done to align 
patient understanding and preferences with others [58].

Decision making regarding hospice exemplifies sev-
eral of the communication issues that complicate end-
of-life decision making. The decision of whether and 
when hospice is right for the individual is a dynamic 
and multidimensional process involving a range of 
personal, medical, social, financial, and psychological 
factors. This decision is complicated by several specific 
factors. As hospice requires patients forgo further life-
sustaining treatment (ie, experimental chemotherapy), 
patients must consider large amounts of complex infor-
mation about treatment options and services available, 
often weighing quality versus quantity of life and facing 
uncertainty [54,59,60]. The circumstances surrounding 
hospice referral are challenging, as patients are typically 
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referred to hospice near end of life, often within days of 
death, when symptoms may be severe [59,61]. Hospice 
referrals are often delayed due to misconceptions by 
patients, families, or clinical staff [54,101]. While the 
majority of those enrolled in hospice were first told of 
hospice by their health care provider [62], many patients 
are never informed of hospice. Common reasons for post-
poning or rejecting hospice include perceptions of hos-
pice as medical failure, denial by patient, family, and/or 
the clinician, poor communication regarding the hospice 
option, and patient values [47]. Studies show clinicians 
frequently wait until patients are very ill before initiat-
ing discussions regarding preferences for end of life, 
and many times the patient is unable to participate in 
the decision-making process [63]. Clinicians often have 
incomplete understanding of hospice or are uncomfort-
able with discussing hospice [64]. Often patients and 
families are frustrated with the lack of end-of-life con-
versation, but are reluctant to initiate them.

The period following diagnosis of terminal illness is 
a critical time for making decisions about care. If infor-
mation about hospice services is provided during this 
period, chances are greatly increased that hospice care 
will be considered [65]. eHealth may be able to facilitate 
hospice education sooner by circumventing the clini-
cian as the sole gateway to such information. Casarett 
et al. [59] demonstrated that a simple nontech interven-
tion to improve communication about hospice care can 
increase hospice enrollment and improve quality of care 
for nursing home residents at end of life. Initiatives to 
better support patients and families regarding hospice 
understanding and decision making are needed to help 
patients and families who desire hospice care to benefit 
more fully from hospice [66].

One mechanism for preparing people to address 
and minimize potential suffering at end of life may be 
through the virtual exposure to situations they may 
face. This offers opportunities to make decisions based 
on values that present themselves when one is able to 
fully consider realistic possibilities. Technologies such 
as interactive video or virtual reality simulators may 
be useful for aiding people to vividly and realistically 
imagine themselves facing the physical and psychologi-
cal effects of advanced cancer [29]. Decision aids could 
walk people through potential paths of end of life, offer-
ing probable outcomes to treatment options based on 
algorithms that leverage large patient data sets of end-
of-life experiences.

Decision making is a critical issue in end-of-life plan-
ning; alternatively, complications can arise in decision 
implementation despite best intentions and preparation. 
The successful implementation of advanced directives 
and POA rely on access to that documentation at critical 
times of disease progression. Hard copies may be dif-
ficult to access if needs arise outside of the clinic setting 

where they are filed or patients and families may not 
bring copies when hospitalized.

EHR data bridges this gap some; however, EHRs 
are still often accessed only within the organization 
where they are entered and not shared across medi-
cal systems or jurisdictions that utilize different EHR 
servers. Informatics systems offer potential for impor-
tant documentation to easily transmit across medical 
centers, increasing likelihood of accessing and imple-
menting advance directives and POA decisions at criti-
cal moments of time sensitivity. For example, universal 
EHRs would offer access to this documentation at any 
medical facility. Alternatively, wearable documentation, 
such as an electronic health bracelet, may allow the 
patient to carry this information with them in a scan-
nable format that emergency medical providers can 
instantly access.

On the other hand, discussions around end-of-life 
decision making are virtually always carried out in the 
abstract. Before the events begin to unravel, it may be 
easy to say that heroics should be avoided or that DNR 
orders should be followed. But when the time comes, 
positions can change dramatically in either direction (to 
pursue aggressive efforts to sustain life or take steps to 
facilitate death). It is a complicated process with no right 
answer. Personal stories of struggles by other families 
and how they were resolved may help and can be pro-
vided through electronic support systems. Inherently, 
the value of early decision-making activities may not 
be so much in having a confirmed decision and pat 
answer to all end-of-life circumstances, but rather to 
have had the opportunity to have thought through and 
identified personal values to serve as guidelines when 
faced with difficult and often unpredictable situations. 
Then when faced with critical events, decision makers, 
whether the patient or family, may be more mentally 
prepared with the knowledge of the potential types of 
treatment options, their risks, and likelihood of result-
ing in desired outcomes and more open to discuss them 
with their health care providers [27]. This mental pre-
paredness, rather than a fixed decision, may facilitate 
more value-based decision making, even in crises when 
decisions may be based on gut instinct rather than calcu-
lated risk–benefit evaluation. Further, this preparedness 
may buffer against later decision regret. The potential for 
informatics to be able to address more complicated edu-
cation and decision making around end-of-life choices is 
there, but currently highly underdeveloped and under-
utilized [28].

10.2.3 Opportunity for Bereavement

As described before, the questioning of medical deci-
sions and the quality of caregiving and support is a risk 
factor for complicated bereavement. As such, resources 
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that minimize decision regret and caregiver burden can 
reduce this risk. Accordingly, much can be done during 
the caregiving experience to buffer later bereavement 
difficulty. Informatics has strong potential in this area 
through the facilitation of family–patient–clinician com-
munication and decision making.

Acceptance of hospice service provides a framework 
for understanding such potential. While patients and 
family members feel at the time of hospice enrollment 
that enrollment is not too late, a significant number 
of family members change their perception after the 
patient’s death, retrospectively feeling that they had in 
fact enrolled too late [67]. Caregivers of patients with 
shorter length of stay are less satisfied with hospice care 
[51,68], and are at greater risk for a major depressive 
disorder within the first 6–8 months of bereavement [69]. 
This is alarming in light of median hospice stay for can-
cer patients being a mere 9.1 days [33]. Alternatively, the 
opportunity exists for electronic decision aids to facili-
tate hospice decision making and yield earlier, more 
timely referral based on hospice education, evaluation 
of values, and presentation of probabilities of disease 
trajectory. However, access to and use of available deci-
sion aids about end of life are limited [28]. The hope lies 
in the potential to not only improve the effectiveness of 
hospice care for the patient during end of life, but also to 
reduce retrospective regret for delay of services, in turn 
reducing depression during bereavement.

Informatics also hold the potential to bridge the  
gap caregivers experience in losing the support of the 
cancer community after their loved one dies. Electronic 
communication can create viable channels of continu-
ous support with peers and other supportive services 
over caregiving and through bereavement. Such peer 
support can be a crucial and often single line of valida-
tion for caregiver and family reactions and emotional 
experiences that may feel taboo to express publicly, and 
particularly in the presence of their loved one. Many 
caregivers report feelings of anger and resentment for 
the disease, the demands of caregiving, and being left 
behind after patient death. However, they also feel 
guilty for having such feelings, at best editing such 
expressions with statements that “I shouldn’t feel that 
way, at least I don’t have cancer,” and at worst holding 
feelings inside which can create greater psychological 
burden and morbidity. Connecting caregivers to each 
other for support offers a safe place, free of judgment, 
with others who are walking the same unimaginable 
yet inevitable path. These connections offer validation 
that can help relieve the unnecessary layer of suffering 
that is created by negative attributions made about the 
natural feelings of anger and resentment that might 
emerge. Addressing caregiver emotional burden during 
caregiving has the indirect benefit of easing bereave-
ment adjustment [70].

Support can also be extended into bereavement by 
connecting with others who have lost a loved one to 
cancer, who faced difficult decisions, witnessed similar 
human suffering, and face similar despair in their grief. 
Similarly, these connections continue to offer a place for 
validation of and expressing feelings of loss, and offer 
reassurance that one’s grief is normal and expected. This 
is critical in our society that shies away from death, is 
uncomfortable with grief, and focuses on moving for-
ward. People often feel societal pressures to “get over 
it,” have “closure” and move on. Lay opinion that grief 
should take 12 months, or one should move through the 
“stages of grief” offers little solace to those facing diffi-
cult loss that do not match these notions. Further, social 
networks without similar grief experience may directly 
or indirectly convey their discomfort with addressing 
grief, either withdrawing from the bereaved or indicat-
ing they should move on. These social cues can send 
the message to the bereaved that they are grieving too 
long or “wrong,” again adding an unnecessary layer 
of judgment and guilt to an already difficult situation. 
Connection with others who share their experience can 
allow the opportunity to express and explore their grief 
openly, without fear of judgment of burdening others, 
and to lessen self-judgment. While in-person support 
groups can offer this experience, barriers to attendance 
include limited availability, access, and an individual’s 
comfort with meeting strangers. Online chat rooms or 
discussion boards can overcome these barriers through 
their anytime/anywhere availability, and freedom of 
expression via online anonymity.

10.3 A CASE EXAMPLE: CHESS—
THE COMPREHENSIVE HEALTH 

ENHANCEMENT SUPPORT SYSTEM

Online interventions that include palliative care and 
psychosocial support, among other elements, have rarely 
been studied; even less studied are online interventions 
aimed at family caregivers [14]. In the mid-1980s, we 
began developing and testing the effectiveness of an 
online information, communication, and coaching sys-
tem called CHESS [71]. CHESS is a website created by 
clinical, communication, and systems scientists at the 
University of Wisconsin. Previous CHESS modules have 
addressed early stage breast and prostate cancer, and 
other medical conditions. In 2002, we developed two 
CHESS modules that broadened CHESS applications in 
two critical directions. First, they specifically targeted 
advanced stage disease for breast, prostate, and lung 
cancer. The shift to advanced stage disease necessitated 
the inclusion of family caregivers, and in turn the deci-
sion to focus the module toward a caregiver audience 
with attention to both end of life and bereavement.
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CHESS provided focused and reliable content, 
arranged for ease of use, with many types of help in one 
place. CHESS was designed to: (1) provide well-orga-
nized cancer, care-giving, and bereavement information; 
(2) serve as a channel for communication with and sup-
port from peers, experts, clinicians, and the users’ social 
networks; and (3) act as a coach by gathering information 
from users and providing feedback based on algorithms. 
CHESS services are listed in Table 10.1 and described in 
more detail in DuBenske et al. [72]. The efficacy of these 
modules were tested through two randomized control 
trials, one for lung cancer and the other for both breast 
and prostate cancers. Initially the trials called for three 
study groups: Internet control (no access to CHESS), 
CHESS, and CHESS with the Clinician Report. Due to 
low study attrition, we removed one study group in 
each trial. The lung cancer study retained the Internet  

in comparison to CHESS with Clinician Report; the 
breast and prostate cancers study retained CHESS in 
comparison to CHESS with the Clinician Report. Details 
of the study procedures, including participants and 
study design are reported in DuBenske et  al. [73] and 
Chih et al. [74], respectively. Findings from these studies 
are reviewed below to demonstrate the potential of such 
comprehensive eHealth systems.

10.3.1 CHESS and Symptom Management

CHESS addressed symptom management in several 
ways. It provided disease specific didactic information 
about treatments and side effects. It included brief tips 
developed by experts as well as allowed users to post 
their own tips to share from their learned experience. 
Online discussion boards allowed users to anonymously 

TABLE 10.1 CHEss services

CHESS service Description

INFORMATION SERVICES

Frequently asked questions 
(FAQs)

Brief answers to common and important questions about the physical and psychosocial aspects of cancer 
and caregiving; organized by topic.

Library articles Links to relevant full text articles from scientific and popular press, vetted by CHESS staff for merit

Web links Links to other high-quality relevant web sites.

Cancer news Provides summaries of recent cancer-related news and research

Personal stories First-person narratives of patient and caregiver experiences with cancer.

Caregiver tips Brief tips organized by topics developed by experts or added by CHESS users.

COMMUNICATION SERVICES

Discussion groups Limited access bulletin boards for posting messages to other CHESS users; patient, caregiver, and 
bereavement groups were separated.

Ask and expert One-on-one confidential question and answer service with a cancer information specialist.

Personal webpage Personal bulletin board and interactive calendar. CHESS users could give access to their family and friends. 
Patient and caregiver users could to share updates, messages, and use a menu to request helpful tasks. 
Family and friends could post messages and sign up to help.

Clinician report Provided the oncology clinic team with information from the patient and the caregiver, including symptom 
distress ratings, questions for the clinic visit, and caregiver ratings of perceived competence in providing 
care. Alerts were sent to the clinic team to read the report when a symptom distress rating exceeded the 
threshold, and 2 days prior to a scheduled clinic visit.

COACHING/TRAINING SERVICES

Health status Prompts weekly completion of symptom and need assessment. Charts updates of the patient’s health status 
for review. This assessment provides information for the Clinician Report.

Decision aids Guided decision analysis to help learn about options, clarify values, understand decision consequences, and 
implement decisions. Included a Treatment Decision Aid for patients and caregivers and a Respite Decision 
Aid designed for caregivers.

Easing distress Uses cognitive behavioral therapy principles to help identify emotional distress and apply coping techniques.

Healthy relating Teaches techniques to increase closeness and decrease conflict in interpersonal relationships.

Action plan Guides users in planning behavior changes by identifying goals, resources, and ways to overcome barriers.
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connect with each other to ask questions and share expe-
riences in managing symptoms and care needs. Overall, 
we found that in the lung cancer study, the CHESS with 
Clinician Report group had lower symptom distress 
than the Internet group across follow-up for months 2–8 
while having access to CHESS [75].

The Clinician Report service in CHESS was specifi-
cally designed as a channel for assessing and reporting 
symptoms distress to the clinical team. The Clinician 
Report appeared as a weekly check-in for both patients 
and caregivers using CHESS, assessing the physical and 
psychosocial distress of the patient and caregiver. Ten 
symptoms of patient physical and psychological distress 
were assessed using a modification of the Edmonton 
Symptom Assessment Scale (ESAS) [76]: pain, short-
ness of breath, nausea, appetite, diarrhea, constipation, 
fatigue, depression, anxiety, and distress. Symptoms 
were rated on a 0 (minimal distress) to 10 (maximum dis-
tress) Likert-type scale. Any time a patient or caregiver 
reported that the patient had significant distress on any 
one symptom (as rated as 7 or higher), CHESS imme-
diately sent an email alert to the clinical team. These 
alerts afforded clinicians the opportunity to address seri-
ous problems that may have gone unnoticed or address 
them sooner [77], possibly improving symptom manage-
ment in the CHESS group. The Clinician Report may 
also have enabled clinicians to better address patient and 
caregiver concerns at clinic visits. In interviews, some 
clinicians reported that caregivers using CHESS were 
more engaged during the clinic visit and better able to 
describe their concerns and the patient’s symptoms [77].

Communicating symptom concerns to the clinician 
plays a critical role in reducing suffering and optimiz-
ing patient outcomes. To examine whether symptom 
distress was reduced after clinician reports were sent, 
we conducted a pooled analysis of the two trials com-
paring the CHESS group to the CHESS with Clinician 
Report group for lung, breast, and prostate cancers. We 
examined symptom ratings of 7 or higher (the level an 
alert email is triggered). For those who had alerts sent to 
the treatment team, their symptoms improved 53.1% of 
the time, whereas for the CHESS group without alerts, 
improvement was reported only 26.2% of the time [78]. 
By sharing caregiver ratings of patient’s symptoms (eg, 
pain) with their clinician via the Clinician Report, symp-
tom distress was significantly reduced compared to 
patients whose symptoms were tracked but not shared 
[21]. In another pooled analysis of these two trials, we 
noted a benefit of the Clinician Report for caregiver out-
comes. At both 6 and 12 months of access to the CHESS 
system, those with the Clinician Report reported lower 
levels of negative mood (a composite of depression, anx-
iety and anger) than those caregivers who had access to 
CHESS without the Clinician Report [74]. Such findings 
support the notion that communication of symptoms 

to the clinical team, particularly outside the context of 
scheduled clinic visits, can not only improve symptom 
management, but can also ease caregiver distress in the 
process.

During the course of the lung cancer study, it became 
apparent that caregivers from the Internet group were 
transitioning to bereavement status more frequently than 
caregivers in the CHESS with Clinician Report group. 
We conducted an exploratory survival analysis to inves-
tigate this issue. While 2-year survival rates did not dif-
fer significantly between groups, median survival was 
3.8 months longer for the CHESS with Clinician Report 
group than the Internet group [75]. This is particularly 
striking for two reasons. First, 3.8 months of extended life 
is clinically meaningful for a disease with a median sur-
vival of only 8 months. Second, the advantage is similar 
to the 2.7 month improvement in survival documented 
in Temel et al.’s [79] work on the benefit if there is early 
palliative care. Like palliative care, CHESS is designed to 
promote patient and caregiver engagement in healthcare 
by providing information and encouraging communi-
cation. Unlike palliative care, patients and caregivers 
using CHESS have anytime access to narratives about 
and communication with peers who share their treat-
ment and decision-making experiences. They also have 
an extension of communication via the Clinician Report. 
As such, CHESS demonstrates the promise for eHealth 
interventions to reduce suffering for advanced stage and 
terminal cancer patients, and even lengthen survival.

10.3.2 CHESS for Caregiving and Bereavement

Cancer patients depend on family caregivers for 
physical and emotional support throughout their dis-
ease, especially with disease progression and end of life. 
Supporting a loved one through the journey of cancer 
and the trials of end of life can be physically and psy-
chologically demanding on caregivers, who in turn then 
face bereavement in the aftermath of such intense care-
giving. CHESS allocated a variety of resources specifi-
cally intended to support caregivers in the instrumental 
and emotional roles of caregiving. The lung cancer study 
demonstrated that the CHESS system benefited care-
givers. In comparison to the Internet group, caregivers 
with access to CHESS with the Clinician Report had 
significantly less burden and negative mood, despite 
having equal levels of disruptiveness [73]. CHESS was 
likely unable to reduce the amount of practical tasks 
with which caregivers needed to engage. However, it 
is likely that the potential reduction in patient’s suf-
fering, opportunities for support and validation from 
other caregivers, and services to increase caregiver com-
petence in addressing the patient’s and their own needs 
may contribute to lowered perception of burden and 
negative emotional reactions.
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The impact of caregiver burden can be extensive, even 
complicating later bereavement. In most cases, caregiver 
support ends when the patient dies. CHESS’s advanced 
breast, prostate, and lung cancer websites represent an 
innovation in offering caregiver support across the con-
tinuum from caregiving through bereavement. Specific 
resources for bereavement included didactic informa-
tion and tips related to grief and bereavement, and the 
additional access to a bereaved caregiver discussion 
group. Furthermore, bereaved caregivers continued to 
have access to the entirety of CHESS content, allowing a 
review of information as they may have questions about 
care received or decisions made. In fact, when bereaved 
caregivers sought information services on CHESS, 44% 
of the time it was related to cancer and current caregiving 
information rather than bereavement information. They 
also continued to participate in current caregiver discus-
sion groups if they wanted, and with 41% of bereaved 
caregiver discussion group activity being in the current 
caregiver group. This offered an opportunity to extend 
help to others, which may have been a meaningful outlet 
and positive opportunity from their bereavement.

Not only was CHESS found to lower caregiver bur-
den during active phases of patient care, caregivers with 
CHESS also saw continued benefit after their loved one 
died. In our study, mood was measured in caregiving 
and bereavement surveys with the Profile of Mood 
States depression, anxiety, and anger subscales. We 
looked at predictors of caregiver mood at 3 and 5 months 
after the patient died. For the Internet group, higher 
levels of depression and anger prior to patient death 
predicted higher levels in bereavement. Caregivers with 
access to CHESS had lower levels of depression and 
anger in bereavement regardless of levels of depression 
and anger prior to their loved one’s death. Accordingly, 
CHESS demonstrated that informatics systems can play 
a continued role in supporting caregivers in adjusting to 
loss and “reentry” after caregiving.

10.3.3 Lessons From CHESS Development  
and Implementation

The CHESS advanced cancer websites were a depar-
ture from previous CHESS expertise in two critical ways: 
the focus on end of life and the focus on caregivers. 
This shift in attention illuminated critical challenges for 
development and implementation.

One concern regarding web-based support for an 
advanced cancer population is whether this popula-
tion would use such a system. Earlier CHESS studies 
that targeted early stage breast cancer had on aver-
age 75% accrual rates. Recruitment of advanced can-
cer populations to similar CHESS intervention studies 
proved much more challenging. On average, we had 
50% accrual, as low as 42% for prostate cancer and up 

to 56% for lung cancer [80]. The leading reasons people 
declined study participation included factors related 
to the clinical trial itself (eg, survey burden, consent 
form wording, time commitment, lack of interest in the 
study), the technology (eg, lack of familiarity or interest 
in computers, already having access to online or other 
trusted resources, privacy concerns) or personal char-
acteristics (eg, patient doing well so no need, timing is 
difficult, feeling overwhelmed, poor caregiver health, 
individual coping styles). Lung cancer patients, more 
than breast or prostate cancers, patients cited the use of 
a computer as the reason for refusal. However, for those 
enrolled in the CHESS arm of the lung cancer study, 75% 
of caregivers accessed the CHESS website for an aver-
age of 15 sessions, and 50% of patients for an average 
of 24 sessions. Patient use is particularly positive given 
patient involvement was optional as the study specifi-
cally targeted caregiver involvement.

Reasons for CHESS study decline provide insight into 
barriers to informatics adoption by patients and families. 
A detailed discussion of these lessons is provided in Buss 
et al. [80]. Briefly, however, is the issue of when to present 
such resources and incorporate them into care. Our expe-
rience suggests that disease burden can be a barrier. When 
compounded with issues of unfamiliar technology, and 
demands of clinical trial participation, target users may 
be less willing to set aside time to learn something new 
when they are already overburdened by their cancer situ-
ation or at end of life when time is an especially precious 
commodity. However, separation of triggering factors (eg, 
trial-, technology-, or person-related) can guide devel-
opment and implementation initiatives. For example, 
people who were resistant because of trial-related factors 
may still be willing adapters to system implementation. 
Those with personal factors may or may not adapt, but 
they highlight the importance of recognizing individual 
differences and identifying effective timing to embed elec-
tronic resources within the care framework. If presented 
too early or too late, the risk is missing the point of need, 
or alternatively hitting a time of being overwhelmed 
(essentially too much need), either of which lends to the 
rejection of what otherwise may have been a valuable 
resource. Greater understanding of the critical element of 
timing is essential for successful implementation.

As many people with advanced cancer are older, con-
cerns for older patient’s interest or ability to use comput-
ers were raised. However, such concerns are reduced 
by growing evidence that elderly people successfully 
use computers [81,82]. 2012 Internet and American Life 
Project findings illustrate that 59% of those age 65 years 
or older go online; however, this drops off at around 
age 75. The average age of our lung cancer participants 
was 62 years. Seventy-five percent of patients tried the 
CHESS website, demonstrating the potential for greater 
motivation and uptake of such systems when facing a 
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health crisis. This is also illustrated in Box 10.2 by the 
story of one CHESS participant’s change in attitude 
about using the computer. This reiterates findings that 
cancer patients have the highest rates of eHealth system 
use compared to other medical populations, potentially 
because of greater level of need [38]. Our experience 
with Medicare patients matches these findings and has 
demonstrated that elderly people will use computers, 
and while training and technical support is crucial it 
need not be time-consuming, and that lack of computer 
experience is not a barrier to use [83].

We decided to focus the intervention for cancer caregiv-
ers, but also provide support to patients. In doing so, we 
had to decide how to deliver information and services for 
the appropriate perspective of the user (patient or care-
giver) and whether access to information should be shared 
or separated between members of a given patient-care-
giver dyad. User login IDs were associated with user char-
acteristics (eg, patient or caregiver status). This allowed 
us to tailor content to the specific audience. Accordingly, 
we could use a sensitive voice in conveying caregiver or 
patient information. In many instances the information 
was the same regardless of the user. However, in cases 
when the perspective may be different (eg, issues of self-
care, role changes), we pushed user-specific content. Yet, 
there seemed to be some value in being able to see the oth-
er’s perspective. So, in instances when messages changed 
depending on the user, we offered a link to see the content 
as delivered from the alternative perspective.

Still, decisions about sharing user-provided content, 
particularly discussion group messages and Health 
Tracking data, were more complex. Discussion boards 
allow users to post messages on a board viewable by 
other users. Should patients and caregivers participate 
in the same boards? In some cancer circles, patients 
and caregivers attend joint support groups. In other 
circles, these are clearly separated, specifically to allow 

participants to express feelings or problems that they 
might not otherwise share openly with their loved ones. 
Accordingly, based on feedback from patient and care-
giver focus groups, we developed separate and specific 
discussion groups for patients and caregivers, while 
leaving one board open to all—the spirituality discus-
sion board for conveying religious or spiritual based 
messages of hope, faith, and the like.

Patients and caregivers were both assessed about 
patient symptom status for Health Tracking and, if 
available, the Clinician Report. Based on professional 
discussion and focus groups, we felt it important again 
to allow a place of private messaging, where patient 
and caregiver did not see each other’s reports. However, 
early considerations overlooked the potential problem 
of how clinicians may address this information within 
the clinical encounter. A caregiver brought this to our 
attention when they questioned how the patient may 
have heard about concerns they indicated during Health 
Tracking Check-in. Clinicians also reported concern that 
the shared viewing of patient and caregiver concerns 
might prevent honest disclosure [77]. Because we had no 
way to restrict the clinician from divulging information 
received in the Clinician Report, our response was to 
relabel the Check-in assessment to indicate clearly that 
ratings and other information provided could poten-
tially be learned by their partnered user via the oncolo-
gist. These examples highlight considerations for future 
system design to be aware of sensitivities and expecta-
tions for privacy, shared information, and use of the 
information on the end of the clinical team.

One option we considered was the development of 
patient controls for setting privacy, allowing the patient 
to decide whether a caregiver can report privately or in 
shared space, if at all. Given CHESS was an initial test 
of such a system and many users were unfamiliar with 
the technology, we opted to simplify system start up 
by establishing set privacy rules. However, in our cur-
rent testing of Elder Tree, an online module to enhance 
quality of life for elderly who are aging in place, we 
have experimented with private messaging as a means 
of allowing elders to decide the degree to which their 
postings are viewed by the mass of system users versus 
sending to selected users. Private messaging is actively 
used between elders on the site, as well as a means 
of elders contacting the research staff. We have also 
tested the use of anonymous postings, allowing elders 
to post comments on discussion boards that are signed 
“anonymous” rather than with their codename. We 
have needed to restrict this feature because elders often 
used it as a safe way to aggressively criticize others. 
For example, one anonymous post in the spirituality/ 
religious discussion stated “I don’t think some of you 
are literate enough to have read the bible!” Now, all 
anonymous postings are screened by research staff for 

BOX 10.2

An elderly woman decided to join the CHESS 
study as the designated caregiver for her husband 
who had lung cancer. When assessing her access to a 
computer, she stated she had never used one. She had 
used a typewriter some many years ago but explained 
that her husband had a computer set up in the base-
ment. She had severe arthritis and was unable to go 
down stairs. Her husband had offered many times 
to bring the computer upstairs, but she had always 
declined having no interest or need. When she joined 
the study she remarked optimistically, “I guess now 
it’s time to bring it [the computer] upstairs.”
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approval or moderating before they are posted to the 
website. Additionally, friends and family can communi-
cate through private messaging with the elder but can-
not see what the elder posts in the discussion group. 
Friends and family have access to a separate discus-
sion group for caregivers. The nature of communication 
channels and access to friends and family is an impor-
tant consideration when designing such systems and 
will likely vary in appropriateness depending on the 
nature of the intervention and scope of data collected 
and for what intention.

Another challenge we faced was the difficulty of 
addressing the topic of dying. Dying is not easily dis-
cussed in modern culture and at the least can be a sensi-
tive topic for some, whereas even taboo for others. We set 
out to design a system that would take people through 
the trajectory of advanced stage disease, including end 
of life and caregiver bereavement. We wanted to be 
proactive in having people consider end of life issues 
and be prepared. However, we also wanted to balance 
this with hope. We feared the consequences that being 
too blunt about dying could deter users. We considered 
models of expanding available information as patients 
hit milestones that might make information more rel-
evant; however, without evidence-based milestones,  
we were uncomfortable serving as the gatekeepers for 
such information. At a minimum risk the information 
might come too late. Even more daunting, informa-
tion might come too early and send someone a mes-
sage that is misconstrued as diagnostic, with the risk 
of instilling anxiety or other psychological reactions in 
the absence of personal contact with the opportunity 
for clarification and support. In-person conversations 
have the ability to gage the receiver’s reaction to infor-
mation, and provide support or corrective messaging 
as needed. But online interventions delivered without 
personal connection are limited and run greater risk. 
In the end, we took a more conservative approach of 
offering end-of-life information to all from the start, 
clearly labeled on the table of contents, but listed last. 
Paper prototyping of the web page design and content 
demonstrated this to be acceptable by many. But it also 
meant sacrificing the opportunity to guide people to 
end of life content (eg, hospice, financial, and legal con-
siderations) earlier in the disease process.

The newly developed Clinician Report brought the 
challenge of how to implement CHESS within medical 
systems, whereas previous modules had been delivered 
solely to patient users. This study involved multiple can-
cer centers that utilized a variety of EHR systems and 
clinic team configurations. One consideration was who 
within the clinic should receive the email alerts which 
were triggered by ratings of high symptom distress of 
an upcoming scheduled clinic visit (patients entered 
appointment dates as part of Check-in). We were able 

to tailor the recipient based on clinic desires. Most clin-
ics opted to have the triage nurse receive these notifi-
cations. Some oncologists preferred to receive them as 
well. While some oncologists opted not to receive the 
alerts, entrusting them exclusively with their staff, no 
oncologists elected to be the sole receiver of the alert 
notifications for concerns about delay in addressing con-
cerns. In addition to email alerts, the Clinician Report 
was an interactive report that provided oncologists with 
trend data of each symptom, indicators of the types of 
information the patient and caregiver had been need-
ing in the CHESS system, a listing of their questions 
for the scheduled clinic visits, along with assessment of 
the caregiver’s competence in addressing the patient’s 
needs. To be most useful, this information needed to be 
available at the time of the clinical encounter between 
the oncologist, patient, and caregiver. Given the early 
stage of development, we were not able to integrate 
CHESS within the existing EHRs. Therefore, it required 
clinic staff to login to a separate website to access this. 
This proved to be a significant barrier to the use of the 
interactive report. However, the emailed message of the 
significant symptom distress still yielded the benefits, 
as discussed previously. In addition, some triage nurses 
would print the report to attach to the paper chart for 
the oncologist to see at the time of the clinic visit. From 
this, clinic teams requested a redesign of the Clinician 
Report content to fit into a print format for ease of use. 
While trend data was not available in this format, the 
willingness to go through the extra steps to log into 
CHESS and print the Clinician Report demonstrated a 
perceived value of the information even in static for-
mat. Organizational structure is a critical component 
for dissemination and implementation of systems like 
CHESS. Understanding of stakeholder needs, including 
patients, caregivers, a multidisciplinary team of clini-
cians, and organizations, is imperative. For successful 
uptake, systems need to be imbedded within existing 
infrastructure, including the organizations EHR and the 
clinic workflow.

In summary, eHealth offers the ability to facilitate 
communication between multiple users via multi-
ple channels within a single system. This very asset 
drives complexity. The integration of systems and mul-
tiple care providers (eg, oncologists, nurses, primary 
care providers, surgeons) and care organizations (eg, 
oncology clinics, home health, hospice) compounds 
this issue. Throughout all stages of development it is 
critical to solicit the values, needs, and reactions from 
the key stakeholders, including patients, families, clini-
cians, and organizations [41]. Furthermore, there is an 
increasing role for big data in the development of more 
accurate predictive analytics to help determine effective 
timing of system delivery, the delivery of content, and 
potentially even the content itself [84].
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10.3.4 Lessons From CHESS Evaluation

Evaluating effectiveness of systems such as CHESS 
raises a number of complex issues, especially in the con-
text of end of life. One such issue is deciding what we 
wish to achieve and therefore what to measure. Are we 
measuring: symptom distress, survival, quality of life, 
participation in clinical trials, caregiver burden, anxiety, 
depression, and family engagement?

As with any research study we need to ensure that 
what we are measuring is consistent with what the sys-
tem is designed to do. While this is easy to say, our expe-
rience as designers, evaluators, and grant reviewers is 
that there are often big differences between what is being 
evaluated and what the system was designed to accom-
plish. Often we use data, collected for other purposes, to 
test a system whose intended outcomes are different. A 
classic situation is related to medication adherence. We 
can try to use self-report but we know that people over-
state their adherence. We could use sensors on the medi-
cation bottles but we know that we are really measuring 
whether the bottle has been opened and not whether the 
medication has been taken. We could measure refill rates 
but a patient could doctor shop to obtain more than the 
prescribed amount of medication. Recognition of those 
facts early on may force us to reexamine what we are try-
ing to do. If we are trying to reduce medication-related 
admissions, we might decide that all we really care 
about is overdose of high-risk medications and could 
then choose to collect physical symptoms of overdose. 
The relation between goals and measures often requires 
more intensive thought than might be expected.

As a comprehensive eHealth tool, CHESS was 
designed to address a variety of needs that may arise 
across the advanced cancer trajectory. It included a host 
of means for providing information, decision aids, sup-
port, distress management, and symptom management 
across a variety of formats. While primary research 
aims were to test CHESS effectiveness at improving 
quality of life for patients and caregivers, the system 
could potentially affect many outcomes of interest. 
Furthermore, the complexity of the system by design 
meant that users would seek to meet their individual 
needs through preferred formats, such that user experi-
ences differed. Accordingly, not all users would ben-
efit equally. Furthermore, we did not select users based 
on psychological distress, but rather wanted a sample 
that resembled the general advanced cancer audience 
to which such a system would someday be broadly dis-
seminated. In doing so, not all users had the specific 
need that the research aims addressed. Some caregiv-
ers had low burden and distress. Some patients were 
relatively symptom free. Having a sample with high 
baseline functioning on critical outcome measures can 
dilute the ability to detect the effectiveness for those in 

need for the population at large. Is a system designed to 
support patients and caregivers during cancer and end 
of life effective even for those who are coping well? The 
answer is a resounding “Absolutely!”—for some. But 
this is difficult to assess.

More so, distress is a moving target, with cycles of 
distress corresponding to treatment effects and disease 
progression. Caregiver roles and burden are equally 
dynamic. Therefore, not only is the timing of the inter-
vention critical for motivating system use and offering 
benefits, but so is the timing of outcome assessments. Is 
a system designed for symptom management effective? 
Some times more than others, but if you miss the oppor-
tune time in the assessment, you miss the opportunity to 
detect the system’s effectiveness. This was most appar-
ent in the CHESS lung cancer study when we aimed to 
examine bereavement adjustment at months 1, 2, 3, 5, 7, 
10, and 13 after the patient died. However, it was com-
mon for us to learn of patient deaths when patient sur-
veys were returned. This commonly meant not knowing 
of the death until 2–3 months after the fact, delaying 
the implementation of bereavement support services on 
CHESS and missing assessment of early bereavement 
reactions. Other assessment considerations required 
balancing the burden of surveys for already burdened 
participants. Regular interval assessments allowed us to 
project the participant burden, however we likely missed 
opportunities when difficult situations may have arisen 
or resolved between surveys. Innovations in methodol-
ogy that allows for assessment that is event-based rather 
than interval-based may facilitate data gathering at criti-
cal points for understanding dynamic patterns of system 
use and real effects. Critical targets of cancer interven-
tions, such as patient symptoms reduction and quality 
of life, are constantly in flux. Here, informatics-based 
assessment and delivery systems have an advantage. 
Rather than being dependent on a predetermined sched-
ule, these systems can identify individual changes and 
events to trigger the delivery of personalized assess-
ments or interventions at critical moments.

The Reach Effectiveness Adoption Implementation 
Maintenance (RE-AIM) framework [85] is appealing in 
the sense that it helps direct system evaluation toward 
elements that will be essential in the eventual imple-
mentation and dissemination of the technology. Often 
research focuses almost exclusively on system impact or 
effectiveness. RE-AIM reminds us of the importance of 
issues such the extent to which the patients involved are 
representative of the patients that might be expected to 
use the system or the extent to which the clinicians who 
implement the system are representative of that popula-
tion. It calls us to focus not only on short-term effects but 
also what it will take to maintain or sustain a system over 
the long run and to examine not only what was imple-
mented but also how the implementation took place.
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10.4 FUTURE DIRECTIONS  
FOR RESEARCH

A recent review of eHealth interventions [10] specifi-
cally for palliative care demonstrated three critical short-
comings in this field of research: (1) there is a dearth of 
randomized controlled trials; (2) there is a lack of atten-
tion to patient-related clinical outcomes; and (3) family 
caregivers, despite the critical role they play in patient 
care, are infrequently included in studies. These issues 
are common in most areas of health services research, 
but they are particularly important in palliative care.

Patients’ involvement in research is compromised 
because of their illness progression or active dying. 
Family can serve as surrogates for data collection; how-
ever, many face their own priorities and challenges 
that limit their desire or availability to participate. 
Nonetheless, there are ways to conduct ethical research 
that are minimally invasive. Yet, with our own research, 
and others, accrual is challenging.

10.4.1 Research Design

While randomized trials are very important, the 
complexity of research with technology and focus on 
end of life necessitates understanding that alternative 
designs can be appropriate under certain circumstances. 
Examples of such designs include time series, nonequiv-
alent control group, stepped wedge, counterbalancing, 
among others. One needs to keep in mind that eHealth 
systems development will not wait for evaluations that 
take several years. As much as we might wish for time 
to conduct randomized trials, the literature is rife with 
warnings that in many cases it is not going to be there [86–
88]. A paradigm shift is needed. Opportunities for such 
alternative research designs are explored in Chapter 18, 
“A New Era of clinical Trial research Methods in a Data-
Rich Environment” by Riley et al. in this book.

We also need to recognize and celebrate the differences 
between science and engineering. Both are important. 
Science seeks to understand. It seeks highly controlled 
situations with very careful use of validated measures. 
Engineering seeks to solve problems. It operates under 
time constraints that require efficient use of resources and 
rapid responses to critical questions. “Good enough” is 
a fundamental principle of engineering while it may be 
an anathema to scientists. Both perspectives are impor-
tant. Both have costs and both have benefits. Given the 
pressures of progress in eHealth, we may be forced to 
adopt additional principles of engineering. In fact, that 
is already happening. One example is the use of factorial 
designs (a staple of engineering for years) that is being 
adopted in health services research [89]. Additionally, 
principles of rapid cycle improvement are being adapted 
for rapid cycle research.

10.4.2 Patient Outcomes

As Capurro [10] articulates, attention to research out-
comes for palliative care interventions is also critical. 
Quality of life research is plentiful in cancer populations. 
There is growing awareness of the need for focus on 
both physical and psychological outcomes to measure 
quality of life. Even with advanced cancer, much can be 
done to manage physical symptoms and address psy-
chological reactions to minimize depression and anxi-
ety. However, this requires the patient and caregiver 
reporting their subjective experience to the treatment 
team, and, in turn, the treatment team responding to 
these needs. Research continues to examine barriers to 
such communication and implementation of eHealth 
solutions. Examples include the previously described 
CHESS’s Clinician Report and ESRA-C [39]. As such, we 
continue to need to find systems that facilitate effective 
communication regarding patient and caregiver needs 
for symptom management. The evidence base for these 
communication systems needs to not only demonstrate 
improved communication, but also that the communi-
cation is leading to reduced patient and family suffer-
ing. Much clinical communication research focuses on 
patient’s satisfaction. However, satisfaction is not neces-
sarily tied to clinically relevant experience, as patients 
have biases to hold their oncologist in a positive light, 
even when suffering.

In the advanced cancer continuum, death is inevi-
table and the quality of death needs to be evaluated as 
a critical outcome for patient care initiatives. The IOM 
defines a good death as “one that is free from avoidable 
death and suffering for patients, families and caregivers 
in general accordance with the patients’ and families’ 
wishes [90], and reasonably consistent with clinical, cul-
tural, and ethical standards.” Throughout cancer treat-
ment, many patients fear suffering at the end of life. 
And for bereaved family members, the period of active 
dying serves as a lasting memory of their time caregiv-
ing. Although the period of active dying is critical, less 
research attention has focused on the quality of death. 
Specifically, very little has examined the role of technol-
ogy in facilitating this process. One challenge for such 
research is identifying important outcomes for this. The 
definition of “good” varies by individual, and despite 
IOM’s definition, patients and providers have their own 
conceptualizations of what a good death means.

Emmanuel and Emmanuel [91] have identified six 
domains for measuring and modifying a good death. 
These include: physical symptoms, psychological and 
cognitive symptoms, economic and caregiving needs, 
social relationships and support, spiritual and existen-
tial beliefs, and hopes and expectations [91]. Informatics 
holds the promise to directly and indirectly impact any 
of these areas by facilitating information exchange. We 
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have discussed some opportunities for physical and 
psychological symptoms management, as well as map-
ping expectations for end-of-life planning and decision 
making. These domains serve as a guide for selecting 
broader outcomes in consideration of a good death.

10.4.3 Decision-Making Research

Many decision theory models are based on principles 
of disaggregation and logic. They address the following 
kinds of concerns: What are the factors involved in the 
decision? What is the relative importance of these fac-
tors? What options are available and how well do these 
options satisfy these factors. Some disease related events 
are known but others might occur or might not. What are  
the probabilities that these events will occur? How 
should rare events be factored into decision making? 
Beyond the factors related to a perceived single deci-
sion, it is important to recognize that decisions are not 
isolated incidences. They often create new decisions that 
must be made. Therefore, there is a need to understand 
decision making as such a sequence and develop the 
means to optimize those sequences of decisions rather 
than optimizing one decision at a time. Research has 
told us that humans are not particularly good at mak-
ing complex decisions. Concepts such as anchoring and 
adjustment, as well as conservatism in probability esti-
mation have demonstrated human frailties [92]. But on 
the other hand there is evidence that humans do not 
think about or make decisions in a disaggregated way. 
But humans will decide.

However, when decisions are too complicated or too 
emotional, people may avoid decision making or find 
themselves paralyzed by the process. There are often 
numerous potential trajectories of advanced cancer that 
are difficult to predict. Furthermore, facing one’s own 
mortality or that of a loved one can trigger anxiety or 
sorrow. In an effort to manage these difficult emotions, 
decision making with regard to end of life planning is 
often avoided. However, such procrastination or indeci-
sion can lead to consequences of care that are incongru-
ent with one’s values or desires for a good death.

Decision aids have strong potential to facilitate deci-
sion making and implementation with regard to com-
plicated decisions of end of life. Yet the clinical uptake 
of decision aid implementation has been limited. A gen-
eral need exists in decision aid research to identify the 
optimal strategies and the appropriate timing for imple-
menting decision aids [93]. A critical issue for patients 
with terminal diagnosis is consideration of end of life, 
most notably the decisions of whether to continue with 
aggressive treatments and whether and when to enter 
hospice. As discussed earlier, patients often enter hos-
pice at the very end of life during the phase of active 
dying. While most patients learn of hospice through 

their clinician, such referrals often come too late to opti-
mize hospice benefits [63]. We know little about patients’ 
willingness to consider hospice prior to receiving this 
referral and the majority of hospice research has been 
conducted after hospice referral or enrollment. Critics 
of the late referrals often site clinician difficulties in 
prognosing patient life span or accepting their patient 
is dying, or the belief that the patient is not ready for 
hospice as key barriers to earlier referral and hospice 
enrollment [94,95]. However, patients may be willing to 
consider such alternatives earlier than clinicians assume 
[96]. The conditions under which cancer patients and 
families are open to hospice decision support prior to 
clinician referral have not been empirically evaluated. 
While Casarett [51] demonstrated improvements in hos-
pice enrollment by implementing a hospice readiness 
assessment prior to referral and notifying the clinician 
when hospice seemed appropriate, there is no research 
that has used similar methods within a clinic setting, 
or specifically with cancer patients. Further, this assess-
ment was conducted by hand, rather than implementing 
technology. Understanding when and under what con-
ditions patients and family members are open to educa-
tion about end-of-life choices and decision support is 
essential for the successful adoption of end-of-life deci-
sion support that informatics can deliver.

Another crucial area of informatics related to shared 
decision making is the development of decision aids that 
allow patients and families to integrate their combined 
beliefs, perspectives, values, and preferences. The deci-
sions of whether or not to continue aggressive treatment 
or whether to enroll in hospice are often fueled with 
emotions and rooted in values. It is not uncommon for 
patients, family, and even clinicians to have discordant 
preferences in this regard [97]. While decision aids exist 
that can allow the patient to reflect on the impact of 
each potential option on their own values and aid in 
value-concordant decision making, these have not yet 
blended the decision preferences of other people who 
may be critical to the decision-making process. Research 
is needed in the design, operation and impact of decision 
aids that include multiple decision makers. How can this 
more complex data be presented to facilitate rather than 
complicate decision making? What support is needed 
when decision makers are discordant? What can tech-
nology deliver with regard to helping people resolve 
discordance versus what in-person support infrastruc-
ture is required? Furthermore, one barrier patients can 
experience in terminating aggressive treatment is con-
cern for “letting down” their oncologist. It is critical that 
decision aids support honest and open conversations 
between patients and clinicians, and that they empower 
patients and family members to express their needs even 
in the face of real or perceived disagreement with clini-
cian recommendations or preferences.
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While quality decision aids yield the potential to facil-
itate complex decisions, limited literature exists regard-
ing the hospice decision-making process [27,47], and 
particularly the role decision aids may play in improv-
ing this process for patients, their families, and health 
practitioners. Accordingly, development of hospice deci-
sion aids and research that establishes an evidence base 
for their effectiveness is needed. Critical research out-
comes should include acceptance of utilizing the deci-
sion aid, rates of hospice acceptance, timing of hospice 
enrollment, patient and family satisfaction with decision 
making, and assessment of the quality of death [28].

10.4.4 Economic Outcomes

Making the economic case for informatics interven-
tions at end of life is critical to support widespread 
implementation that will be dependent on organizations 
to buy in and maintain services. Costs of cancer care can 
become enormous, especially during the latter part of 
life. Chemotherapy, for instance, can be very expensive 
with very little hope of making a difference. Moreover, 
it can cause enormous, and useless, suffering. No one 
is at fault here and yet everyone is. Patients often are 
not ready to give up. They need to make it to the next 
birthday, graduation, or holiday. Family members often 
are not ready either. Clinicians hate to lose a fight and 
therefore can be inclined to keep going, especially when 
it is so hard to say that it is time to move in a new direc-
tion. So the cards are stacked in favor of keeping on 
when keeping on only leads to pain and suffering and 
rising costs. We hate to raise this issue, but costs are a 
critical issue. America cannot afford to cover such costs. 
No other country can either, but we appear to be alone 
in being unwilling to come face to face with these issues. 
eHealth systems have the potential to help our country 
to come to terms with this issue. For example, registry 
systems allow us to examine population management 
issues that may demonstrate the impact of clinical deci-
sions on costs. Simulations can help examine the relative 
costs of different kind of strategies. Decision models can 
help us face the values that do or could drive decisions. 
Much more work is needed to find ways to use eHealth 
systems to support clinical and patient/family end-of-
life decision making in ways that appreciate the full 
spectrum of issues at hand.

For implementation, finding economic rationale 
for use of informatics is also critical. The case of cost- 
effectiveness will drive the medical system and insurers 
to put forth the cost to develop and implement such 
systems. However, determining the impact of eHealth 
systems is complicated in advanced disease when the 
outcome will eventually be death. Popular belief might 
suggest that the extension of life with cancer, a disease 
treated by costly treatments, would necessarily exacerbate 

costs. Accordingly, interventions that extend life might 
overtax an already financial threatened health care sys-
tem. On the contrary, not only has palliative care been 
shown to increase length of survival for cancer patients, 
but has done so with less aggressive treatments. More 
demonstrations of such cost-effectiveness will provide 
fuel for organization uptake of informatics solutions.

10.4.5 Family Involvement

As discussed, families play a particularly impor-
tant role in this stage of life and they are affected very 
extensively as well. Yet cancer care (like health care in 
general) is missing a very important opportunity, and 
that is supporting families so that they can play a more 
effective role in caring for the patient. Research involv-
ing family members and or examining family-related 
clinical outcomes is disproportionately lacking. Cancer 
patients, especially toward the end of life, are often 
unable to make decisions, understand clinicians, or to 
effectively advocate for themselves. Family caregivers 
can feel like they are alone in their efforts to support 
the patient. Clinicians may often ignore family members 
even though they are in a position to know more about 
the patient than anyone else. With proper training and 
support the family member can be a very powerful clini-
cian extender. At the same time, family (especially near a 
patient’s end of life) can suffer from burnout, anger, frus-
tration, depression, anxiety, and physical illness. This 
not only compounds the difficulty of playing an effective 
caregiver role, but also leads to health care demands that 
go beyond but are caused by the cancer itself. As we 
have demonstrated in our lung cancer study, there are 
numerous ways in which eHealth can support family 
caregivers and more research is needed on that subject.

CHESS also demonstrated the potential for an 
eHealth system to have a positive impact on bereave-
ment. However, further research in areas of minimizing 
the impact on bereavement is needed. It is anticipated 
that the effective implementation of end of life and hos-
pice decision aids could minimize decision regret, but 
this needs to be demonstrated through evidenced-based 
development and implementation of such decision aids. 
Further, online support services offer the opportunity 
for caregivers to connect across geographic distance 
that may allow finding connections to others who share 
similar circumstances (even for those caregiving for  
rare diseases). The degree of anonymity may allow for 
more open sharing of emotional experience that can be 
difficult for many to express due to concerns for social 
stigma. In doing so, they can be validated and have 
potential to be relieved of that unnecessary layer of suf-
fering during their care that can cause guilt and compli-
cated bereavement. Again, the specific mechanisms of 
such support and these outcomes need to be examined 
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in larger scale studies. Further, such online discus-
sion boards afford the bereaved a platform for offering 
something back during their bereavement. The ability 
to channel grief feelings into meaningful work can be 
helpful in moving forward after loss and making posi-
tive meaning of one’s experience. The ability to reflect 
back may also inform big data that can then help others 
in mapping likely paths of the end-of-life experience, in 
turn affording others guidance and more informed and 
potentially more value-directed decisions.

10.5 FUTURE DIRECTIONS  
FOR DEVELOPMENT AND 

IMPLEMENTATION

Cancer informatics has the potential to extend life. 
One concern is that this extension of life with terminal ill-
ness might necessarily extend suffering, either with treat-
ment side effects or disease progression. However, initial 
exploratory evidence suggests otherwise [77,81]. More 
definitive support of this will build the evidence base for 
broad-based adoption of such resources to be built into 
the care continuum as standard practice for meeting end 
of life needs. Ideally, such systems would be an inherent 
component of the infrastructure of cancer care from the 
earliest point of the cancer trajectory, as an essential and 
ever-present extension of the clinical team. Then their 
use is not in itself a marker of a transition to death, but 
rather part of a continuum of support that is comfortable  
and trusted, and therefore turned to for trusted care 
delivery to support the hope for a good death in a simi-
lar fashion to the support offered when hoping for cure.

Cancer treatment is often a series of highs and lows. 
Patients have good days and bad days. Similarly patients 
and families may need different things at different points 
in time. eHealth systems need to be designed to respond 
to the rapidly changing aspects of cancer. We need to 
design eHealth systems that bring in different content 
or services at different times.

Specifically related to palliative care, we need to begin 
creating eHealth modules that integrate the concepts of 
palliative care as soon as cancer is diagnosed, not at the 
end. For the sake of this book, palliative care and end of 
life is a separate chapter from treatment and survivor-
ship. However, these are artificial divides for the sake of 
organizational simplicity. In reality, these are not sepa-
rable segments but part of a continuum of the cancer 
experience. Likewise, development and implementation 
of informatics systems need to embrace this continuum 
to provide seamless nonfragmented support from ini-
tiatives of early detection, diagnosis, and treatment to 
survivorship, end of life, and family bereavement. Many 
of the concepts of palliative care apply to any stage of 
cancer, and eHealth systems may make it possible to 

advance their use. For instance, goal clarification is a 
process that can be beneficial at any stage of life. Cancer 
can be that “whack on the side of the head” that can initi-
ate such thinking. eHealth can help to make it happen.

Yet it is a classic failing of science to say that humans 
should meet facts and technology where facts and tech-
nology are, not the other way around. We call for people 
to get better at health care literacy, or learn how to live 
with standards adopted by computer programmers. But 
why should people coping with impending loss of a 
spouse or daughter be expected to adapt to anything 
at this critical point in time? Technology needs to meet 
people where they are, not the other way around. Voice 
navigation and interfaces that are stimulus response 
compatible (for instance) are not unreasonable things to 
expect from eHealth systems (refer to Chapter 11, “Data 
Visualization Tools for Investigating Health Services 
Utilization Among Cancer Patients,” by Onukwugha 
et al. in this book for further discussion). One could 
reasonably expect that they would be there. Yes, these 
are hard things to do; so is dying.

10.6 CONCLUSION

Informatics offers much promise for advanced cancer 
care by addressing gaps in palliative care, end-of-life care, 
and bereavement. We have highlighted areas for oppor-
tunity in symptom management, decision making and 
implementation, and family bereavement. Most notably 
such systems need to be implemented in the very founda-
tion of care, addressing needs as early as possible to be 
familiar and supportive as needs arise across the contin-
uum of cancer and including multiple vital stakeholders, 
including informal caregivers. In addition, considerations 
for the implementation of informatics in end-of-life care 
must remain critically aware of the sensitive nature of 
this context and the people involved. End of life is a 
sacred time and deserving of “high touch,” not just “hi 
tech” solutions [98]. In medical encounters, patients have 
simultaneous needs to “know and understand and to feel 
known and understood” [99]. The need to know is satis-
fied with information; the need to feel known is satisfied 
by empathic behavior. Informatics clearly speaks to the 
information end, but cannot leave behind the simultane-
ous need for empathy and compassion. If delivered cold, 
it will be rejected and its promise unfulfilled. Informatics 
offers the opportunity to expand communication, allow-
ing an increased sense of being known by offering per-
sonal lines of communication to clinical support around 
the clock and across geographic distance. The ability to 
connect with patient or caregiver peers who understand 
what you are going through can reduce the sense of iso-
lation and increase competence. Decision aids that can 
facilitate difficult and complicated discussions between 
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decision makers are needed to increase interpersonal 
understanding, resolve decision discord, and likely yield 
more informed and more value-consistent decisions. 
Further, decision aids need to embrace more humanistic 
decision processes, such as those through narrative rather 
than logistics. By meeting patients’ and family members’ 
information and emotional needs simultaneously, tech-
nology is not a substitute for human care at end of life, 
but rather a lifeline that connects the dying, their family, 
and their clinical teams to increase human connection and 
facilitate a good death.

LIST OF ACRONYMS  
AND ABBREVIATIONS

ACTIVE Assessing Caregivers for Team Intervention through 
Videophone Encounters

CHESS Comprehensive Health Enhancement Support System
DNR Do Not Resuscitate
EHR Electronic health record
ESAS Edmonton Symptom Assessment Scale
ESRA-C Electronic Self Report Assessment–Cancer
IOM Institute of Medicine
POA Power of attorney
RE-AIM Reach Effectiveness Adoption Implementation Maintenance
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11.1 INTRODUCTION

11.1.1 Background

One of the promises of an informatics-infused health 
care system is the ability to extract meaning from large 
volumes of data for the purposes of improving the qual-
ity of care delivery and for generating new knowledge. 
Schilsky and Miller illustrate this case aptly in Chapter 1: 
”Creating a Learning Health Care System in Oncology” 
as they described a vision for how to leverage infor-
matics data from oncology practices into focused feed-
back for quality improvement. Likewise, Penberthy, 
Winn, and Scott presented a vision in Chapter 14: 
“Cancer Surveillance Informatics” for how electronic 
health record (EHR) data could be used to complement 
electronic pathology reports and other types of cancer 
registry data to offer a more complete view of cancer 
incidence and progression in the general population.

Unlocking the knowledge embedded within these 
massively distributed data streams in cancer; however, 
will require continual progress within the interdisciplin-
ary scientific area of data visualization. Specialists in 
oncology informatics can benefit from advances in data 
visualization to make decision making more efficient, 
to improve systemic outcomes within hospitals and 
their communities, to engage patients more effectively 
in their own care, and to facilitate exploration of pat-
terns and trends for hypothesis generation in research. 
Fortunately, advances in our understanding of how 
the human perceptual system works (see Chapter 15: 
“Extended Vision for Oncology: A Perceptual Science 
Perspective on Data Visualization and Medical Imaging” 
Horowitz and Rensink), combined with advances in 
our understanding of how to construct more efficient 
computer interfaces to support those processes, will put 
informaticists in good stead as we prepare for active 
participation in the “learning oncology system” [2].

11.1.2 Purpose of This Chapter

This chapter investigates the possibilities for generat-
ing insight and evidence from the strategic application 
of data visualization tools. While the era of “big data” 
promises more information for practitioners, patients, 
researchers, and policy makers, there is limited guid-
ance for analysts about how to leverage the availability 
of such data. A few key questions must be addressed in 
order to turn the data into evidence: “How well do we 
extract insights from the information that is currently 

available?” “Are we prepared to gain insight directly 
from the information that is available in massive data 
sets?” “How well do we leverage longitudinal informa-
tion that is available?” For big data resources to be more 
than larger haystacks in which to find precious nee-
dles, stakeholders will have to aim higher than increas-
ing computing power and producing faster, nimbler 
machines. We will have to develop tools for visualizing 
information; generating insight; and creating actionable, 
on-demand knowledge for clinical decision making.

The White House press release (March 29, 2012) on the 
national Big Data Initiative identified two challenges, one 
of which we address directly in this chapter: (1) develop 
algorithms for processing massive, but imperfect data and 
(2) create effective human–computer interaction tools for 
visual reasoning. These well-crafted challenges position 
data visualization solidly on the national agenda. Three 
roles of data visualization address the White House chal-
lenges and clarify human participation:

1. Cleaning the often error-laden data. Consider the 
case in which statistical analyses of 6300 emergency 
room admission records had failed to account 
for the eight patients who were entered into the 
EHR system as being 999 years old. Information 
specialists will recognize this as a code for “age 
unknown,” but the programs that calculated ages of 
admitted and discharged patients accepted this as a 
normal value, thereby distorting the results. A simple 
bar chart of the ages would have led any viewer to 
gasp with surprise. This example illustrates a proof 
of concept and there are an unlimited number of 
errors that may be missed by algorithms but spotted 
by experts, such as the patient who was admitted 
to the emergency room 14 times but discharged 
only twice. A quick glance at an appropriate visual 
display enables analysts to confirm the expected and 
detect the unexpected, especially errors.

2. Supporting exploration and discovery. Analysts 
typically begin with questions about their 
data, leading them to choose a particular 
visualization, such as line charts, size and color-
coded scattergrams, maps, networks, and more 
sophisticated strategies. These analysts may 
immediately spot surprises or errors, but typically 
they split a data set to see men or women in 
separate displays, then group by age or race, and 
may be focus on patients diagnosed at a later 
stage of cancer. Insights can lead to bold decisions 
regarding cancer-directed treatment receipt, 
treatment initiation, treatment continuation, and 
management of comorbid conditions.

3. Presenting results. In many cases, the results will 
be of interest to national leaders, health industry 
decision makers, and news media viewers. The more 

The greatest value of a picture is when it forces us to 
notice what we never expected to see.—John Tukey, 
American Mathematician [1].
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critical challenge with big data is to distill millions of 
health care data into a few cogent visualizations to 
guide proximal decision makers including clinicians, 
patients, and the patients’ caregivers.

11.1.3 Human-Systems Integration

The perspectives and work presented in this chap-
ter are guided by a collaborative working relation-
ship between the University of Maryland School of 
Pharmacy’s Department of Pharmaceutical Health 
Services Research and the Human Computer Interaction 
Laboratory (HCIL). Work in the HCIL, in turn, represents 
an interdisciplinary approach to system development 
based on contributions from the College of Computer, 
Mathematical, and Natural Sciences and the College of 
Information Studies at University of Maryland, College 
Park. The purpose of this overall collaborative relation-
ship is to bring a “human-systems integration” approach 
to the practice of informatics-supported medicine [3,4]. 
That is, the purpose is to design systems—in the case 
of this chapter, data visualization tools—that use com-
puting power to augment and enhance the highly 
trained expertise of cancer epidemiologists, oncology 
care teams, health services researchers, and biomedi-
cal scientists. It builds on one of the core principles of 
the National Research Council’s (NRC) 2009 report on 
“Computational Technology for Effective Health Care,” 
which was to design systems that provide improved 
cognitive support to care teams, administrators, patients, 
and their caregivers for the purpose of enhancing out-
comes. Within the context of this chapter, the human-
system integration approach facilitates the development 
of tools designed for parsing data to generate insight 
and actionable knowledge, particularly when paired 
with well-articulated, clinically motivated questions. 
As data availability grows, it becomes more important 
to develop methods and approaches for connecting 
humans with these data sources and systems.

The current Health Information Technology (HIT) 
systems are ill-suited to establish and maintain these 
connections and continuously inform patient and pro-
vider decision making. As noted by Dimitropoulos [5], 
health care systems should be data-driven, patient-
centered, and continuously improving. For health care 
systems to effectively inform, influence, and interact 
with patients, it will require integrating systems that 
are not currently or widely blended such as hospital, 
outpatient, pharmacy, and dental systems. As research 
highlights the importance of holistic cancer care, the role 
of psychosocial cancer care, a link between comorbidity 
(chronic disease) and cancer outcomes, as well as a link 
between dental health and chronic disease, we can no 
longer afford to deliver cancer care using fragmented 
care systems. Throughout this section, we emphasize 

the importance of leveraging big data and making full 
use of the longitudinal information available in these 
data to develop actionable evidence based on human 
interactions with these data based on review, analysis, 
synthesis, and discussion.

11.1.4 Chapter Objectives

This chapter section has three objectives: (1) to review 
the data visualization tools that are currently available 
and their use in oncology; (2) to discuss implications for 
research, practice, and decision making in the field of 
oncology; and (3) to illustrate the possibilities for gener-
ating insight and actionable evidence using targeted case 
studies. The case studies investigated here illustrate the 
possibilities for research and clinical decision making in 
situations where the interoperability problem is solved.

11.2 METHODS AND DATA 
VISUALIZATION TOOLS

There are several different techniques and tools that 
may be applied to visualizing various types of data sets. 
This section reviews available techniques and discusses 
their strengths, weaknesses, and applications to cancer 
research and practice. The case studies in Section 11.4 
focus on the use of two different prototypes of control 
panels [6] as visualization tools for generating insights 
from observational data sets including information 
about individuals diagnosed with cancer.

11.2.1 Techniques

One of the most common techniques for visualizing 
statistical data within the cancer epidemiological con-
text is the use of Geographic Information Systems (GIS) 
to portray the distribution of a measured variable on 
top of an identifiable map, and one of the most com-
mon uses of GIS is to create choropleth maps. Brewer 
[7] described choropleth mapping as a way to visual-
ize data relating to regional geographical locations and 
divisions, such as state lines and zip codes. Choropleth 
maps provide policy makers and health officials with a 
situational awareness of the disease processes that may 
be at play within their jurisdictions. In some cases, a 
high incidence of certain types of cancer among a group 
of people within an identifiable geographical area may 
signal a public health emergency, known as a “cancer 
cluster,” and might therefore require immediate envi-
ronmental investigation. In other cases, a high incidence 
of late-stage disease within certain areas may imply that 
vulnerable populations are falling outside of the reach 
of recommended public health primary and secondary 
prevention measures. Choropleth mapping can also give 
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cancer control planners insight into how certain policies, 
such as cigarette taxes or indoor smoking prohibitions, 
may be associated with decreases in preventable disease, 
such as decreases in lung and bronchus cancers.

Symbols, colors, proportional symbols, icons, and 
text boxes are all commonly used elements within cho-
ropleth mapping. Basic cartographic symbols, such as 
solid lines depicting geopolitical boundaries or icons 
depicting identifiable landmarks, can provide a sense of 
consistency for analysts and an anchor for interpreting 
the underlying data patterns. Patterns or colors within 
the geographic units portray levels of the mapped data, 
which may represent an epidemiologic variable such as 
prevalence or mortality, or it may portray some type of 
demographic characteristic. Colors may be utilized to 
represent data and hierarchy based on hues or light-
ness [7], or they may also be used to stress extremes in 
data, drawing attention away from more average results 
colored in white [8]. For example, darker hues gener-
ally suggest a higher frequency, percentage, or magni-
tude of the underlying variable in a choropleth map. 
Looking at the mortality maps presented at the National 
Cancer Institute’s (NCI) Surveillance, Epidemiology, 
and End Results (SEER) website, readers can see how 
darker hues depict higher incidences of cancer-related 
mortality across cancer sites. When considering color 
choices, however, investigators must keep the medium 
of their visualization in mind as the color’s appear-
ance and impact may vary between print, Internet, or 
presentations [8].

An alternative to using colors or patterns within a cho-
ropleth map is to use proportional symbols. Proportional 
symbols are usually geometric shapes, such as circles or 
triangles, which vary in size according to the magni-
tude of the underlying variable. Symbols of a larger 
size generally depict a greater underlying quantity than 
symbols of a smaller proportion. Proportional symbols 
may also be used outside of the context of GIS display to 
juxtapose magnitudes in more of a categorical sense. Fig. 
11.1 illustrates how the National Cancer Institute (NCI) 
uses icons and animation to represent individualized 
colorectal cancer risk estimates. Appropriately crafted 
legends and text boxes are often needed to complete 
the reader’s interpretation of the visual representation 
and to facilitate general sense-making when working 
with interactive graphs. Because a user’s gaze generally 
orients to the center of a graphic, it is often useful to 
place icons and text boxes in a central location [9].

For some purposes, choropleth maps and other data 
visualization tools may need to portray values from 
more than one variable. To represent multiple variables, 
Brewer suggested using one or a combination of the 
following techniques: overlaying symbols, overlaying 
patterns, creating series, or combining variables [7]. 
Colors, bands, and customizable icons are often used 

to represent categorical data, while numerical data are 
often shown with line plots, point plots, and bar charts. 
Other visualization techniques may also be applied to 
data to allow investigators to see trends more clearly, 
such as pan and zoom; animation; filtering; brushing; 
and linking of different views of the same data, matrices 
[10], and rate smoothing [11].

Another technique that is commonly used in data visu-
alization is data stream clustering; that is, using a clus-
tering algorithm to reduce the dimensionality or noise 
associated with high frequency data streams. Chauhan 
et al. [12] explained how data clustering may be applied 
to identify and explore data patterns. Hierarchical algo-
rithms are often employed, with either an agglomerative 
(ie, bottom-up, starting with data points and building 
clusters) or divisive (ie, top down, beginning with one 
overarching cluster and then dividing) approach, and 
clusters may either be density-based or grid-based. 
Density-based clustering techniques, such as Density 
Based Spatial Clustering of Applications with Noise 
(DBSCAN), Ordering Points to Identify the Clustering 
Structure (OPTICS), and Clustering Based on Density 
Distribution Function (DENCLUE), form clusters from 
density distributions directly on databases. On the other 
hand, grid-based techniques, such as Sting, Wave Cluster, 
and Clique, cluster statistical data on a uniform grid. 
Data classing, or use of class breaks, is another common 
method used for developing choropleth or GIS maps [7]. 
Data are typically grouped by quantiles, standard devia-
tion, size, equal intervals, or natural breaks [8].

There are several other techniques that may be uti-
lized for data visualization. Vellido et  al. [13] touched 
upon the use of directed graphs, which allow for the 
visualization of covariates and their relationships, and 
hierarchical visualizations, which provide detailed 
information about relationships between and for differ-
ent hierarchical levels. Map projections are utilized to 
represent a given geographical area, taking into account 
the spherical curve of the earth [7]. Neural networks, 
such as Self-Organizing Map (SOM), may be used for 
nonlinear projects to “project high dimensional, time-
varying information in 2D maps that correlate with 
diagnostic features” [13], while proximity networks 
form links between molecular information, pathways, 
and graphs. Community Health Map allows researchers 
to easily explore and visualize state and county health 
patterns [14]. GIS maps are important data visualization 
tools, as they allow participants’ behaviors or character-
istics to be linked with particular geographic factors [15].

11.2.2 Software Systems

Incorporating various combinations of the techniques 
above, many systems have been developed to visualize 
data. The Hierarchical Clustering Explorer (HCE) has 
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FIGURE 11.1 Using visualization to inform the public. This graphic utilizes icons and animation to present individualized colorectal cancer 
risk estimates calculated based on the answers to a series of questions collected through a web questionnaire (http://www.cancer.gov/colorec-
talcancerrisk/), This visualization appear after users review the results and click on a button labeled “Does this mean I will get colorectal cancer?” 
The position of the darker icons is changed every two seconds to represent randomness [62].

a rank-by-feature framework that allows researchers 
to choose ranking criteria and visualize results in one-
dimensional (histograms) or two-dimensional (scatter 
plots) projections [16]. A software system called Caregiver 
is a tool that assists with therapy-related decisions through 
visualizations of general patient overview, patient cohorts, 
and individual patients [10]. InfoZoom is a system that 
ensures displays of data sets will always fit on the selected 
screen in the form of compressed tables [10,17]. VisPap 
incorporates both medical images and laboratory data 

into its scatter plots and parallel coordinate plots, and the 
Cube uses EHRs to interactively identify and analyze of 
patterns with two-dimensional parallel planes in a three-
dimensional cube display [10,17].

Many systems have been developed to generate and/
or base analyses on temporal abstractions. Moskovitch 
and Shahar [18] described the KarmaLegoSification 
(KLS) framework that allows for the analyses of mul-
tivariate time-series through temporal abstraction, 
time intervals mining, and pattern classifications. The 

http://www.cancer.gov/colorectalcancerrisk/
http://www.cancer.gov/colorectalcancerrisk/
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Medical Information Visualization Assistant (MIVA) 
provides a visualization of the numerical value progres-
sion of point plots over a period of time [10]. Interactive 
Parallel Bar Charts (IPBC) is an interactive system that 
simultaneously analyzes time-series and its associated 
values from multiple patients as well as sessions [10,17]. 
Lifelines is a system that illustrates historical data and 
events from EHRS and allows for aggregation of sets 
of events [10]. Lifelines2 allows researchers to specify 
queries with event operators and align records by events 
[10,19]. The Similan system can also align records, but 
uses a similarity measure to take into account “addi-
tion, removal transposition of events and temporal dif-
ferences” [10]. Building upon these point-event data 
projects, EventFlow allows researchers and clinicians to 
interactively visualize and analyze patterns of medica-
tion use from health systems’ EHRs [19].

Another type of system is KNAVE II, which utilizes 
knowledge-based temporal abstraction and allows 
researchers to interactively visualize and explore tem-
poral abstractions and patterns for single or small sets of 
electronic health data [10,17]. Building upon KNAVE II, 
Klimov et al. [17] developed the VISualization of Time-
Oriented RecordS (VISITORS) system used for the visu-
alization of multiple patient records. It is able to search 
and aggregate numerical and categorical data from both 
raw and abstracted data.

Several proposed systems are currently being devel-
oped. Goovaerts [20] described a geostatistical simula-
tion that uses Poisson kriging, p-field simulation, and 
local clustering to generate risk maps that are more real-
istic than those formed using solely smoothing methods. 
West et al. [21] developed two additional prototypes to 
explore and analyze large data sets through visualiza-
tion: (1) the radial-coordinates visualization tool incorpo-
rates many techniques including colors, lines spreading, 
parallel and radial coordinates, histograms, and scatter 
plots, to allow investigators to visualize clusters, data 
distributions, and individual data sets and (2) the force-
directed network visualization tool uses proportional 
symbols, links, and nodes to explore queries made from 
particular elements of EHRs.

Harford et  al. [22] described a “cancer atlas” system 
derived from India’s Internet-based registry that brings 
many of the techniques discussed at the beginning of this 
section into use within a global cancer control context. 
The system, referred to as GBD Compare, allows interna-
tional users to make comparisons between countries on 
the global disease burden. As illustrated in Fig. 11.2, the 
system allows international users to select filtering options 
on the left side of the screen for two coordinated visual-
izations. The treemap at the top of the screen represents 
a type of hierarchical clustering technique while the map 
at the bottom represents a choropleth mapping technique 
based on countries as geographical units. The treemap 

clusters based on all causes of death, with the size of 
the rectangle corresponding to the number of deaths and 
the color hue signifying change over time. Darker hues 
signify a worsening changing for the cause while lighter 
hues suggest an improving condition. The overarching 
color palette for the treemap breaks causes into chronic 
conditions (blue), infectious disease (brown), and injury 
(green). The color spectrum used for the choropleth map 
at the bottom of the screen ranges from dark blue to dark 
red, with blue signifying low numbers of death and red 
signifying high numbers.

11.2.3 Strengths and Weaknesses  
of Available Tools

11.2.3.1 Strengths of Available Tools
The methods described above have varying advan-

tages. Similar to how different hues allow observers 
to easily distinguish variance, map series allow users 
to recognize patterns more easily through contrasts 
between maps. Overlay allows observers to readily iden-
tify unreliable data in a particular region, while map 
projections provide appropriate views of the geographic 
distributions of diseases [7]. The rate smoothing tech-
nique Kafadar [11] described not only mitigates prob-
lems that come with utilizing multiple sources, but it 
also allows investigators to temporarily overlook certain 
patient characteristics to better visualize patterns. When 
considering the advantages of density-based cluster-
ing, DBSCAN does not require significant information 
to identify inputs, and OPTICS is able to automatically 
determine the necessary number of clusters from data 
sets. On the other hand, grid-based clustering allows for 
fast processing time [12].

Furthermore, temporal abstractions overcome chal-
lenges such as varied frequencies, gaps in data, and 
working with both time points and intervals [18]. 
EventFlow allows for easy-to-use interactive visual-
ization, event overlapping, and pattern identification 
[19]. InfoZoom enables researchers to identify hidden 
knowledge, and the Lifelines system provides ease of 
use and access, along with the ability to zoom in and 
out [10]. The VISITORS system has several strengths. 
First, it captures data for multiple patients and allows 
for time and value analysis of clinical data. VISITORS 
also allows researchers to quickly and accurately answer 
clinical questions utilizing these temporal abstractions 
and clinical information [17].

One of the strengths of the radial visualization sys-
tem prototype designed by West et al. [21] is its ability 
to utilize numerous techniques to clearly organize data 
and clusters without muddling the visualization. It is 
also able to display many different data distributions 
through multiple axes.



FIGURE 11.2 GBD Compare, based on the Global Burden of Disease. At the top, a treemap shows all the causes of deaths. The size of the box is proportional to the number of 
deaths, and the color indicates the change over time (light for improving, dark for worsening). Neoplasms are selected, and the map below shows where the disease is most prevalent 
(http://viz.healthmetricsandevaluation.org/gbd-compare/).

http://viz.healthmetricsandevaluation.org/gbd-compare/
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11.2.3.2 Weaknesses of Available Tools
It is also important to recognize the weaknesses 

that visualization methods may have. Utilizing colors 
becomes a disadvantage when considering individuals 
with color blindness or color distinguishing deficiencies. 
Brewer [7] also explained that maps, in general, have 
several weaknesses such as misleading titles, technologi-
cal difficulties with sharing maps, and skewed judgment 
of densities on map projections. Bhowmick et  al. [23] 
found that cancer researchers often face limited data, 
difficulty in merging data, time-consuming steps, and 
overly complex software when employing GIS or other 
spatial analysis software.

Additionally, West et  al. [21] explained that differ-
ent patterns and interpretations may be concluded from 
alternate views of the same forced-directed network 
visualization. Likewise, James et al. [8] pointed out that 
analyses and spatial outcomes may vary greatly, depend-
ing on the different techniques investigators may choose 
to adopt. For example, there are several approaches to 
establishing cut points; applying Jenks algorithm [24] 
would cluster data based on their natural breaks, while 
standard deviations would result in clusters that may 
be more sparsely dispersed. Clustering techniques have 
several other disadvantages. It may not take into account 
the uncertainty associated with predicted risk [20], and 
different approaches to organizing clusters may result in 
varied interpretations [13]. Density-based clustering sys-
tems are flawed as well. For example, DBSCAN may not 
be entirely sensitive to all inputs, making it difficult to 
recognize clusters that are closely related. On the other 
hand, grid-based clustering is not ideal for irregularly 
distributed data, as it may not be able to fully capture 
the cluster quality or time [12].

There are drawbacks to other systems as well. The 
Caregiver system does not follow patients’ development 
over time [10]. Users need a degree of statistical knowl-
edge to easily and successfully use the HCE system [16]. 
Vellido et al. [13] discerned that a disadvantage with the 
Growing Hierarchical Self-Organizing Map (GHSOM) 
is that investigators would not be able to visualize infor-
mation from each hierarchal level at the same time. 
Other techniques, such as directed graphs and proxim-
ity networks, have not been well developed. Similarly, 
several visualization tools are still just developing pro-
totypes [21] or theoretical systems [13,23].

Of the remaining systems previously discussed, 
Klimov et al. [17] noted that KNAVE II is not an ideal 
system for large data sets. Because the TimeFinder sys-
tem is based on time-oriented data, it is not able to focus 
on a specific set of subjects. Contrarily, Spotfire, SimVis, 
and Lifelines lack the ability to incorporate or produce 
high level abstractions such as those focused on time 
[25]. Lifelines2 and Similan are based on point events 
rather than time intervals; do not distinguish between 

data from tests, diagnoses, or treatments; and are not 
able to display individual record details [10].

11.3 APPLICATIONS OF DATA 
VISUALIZATION IN THE CANCER 

SETTING

11.3.1 Basic Cancer Science

Visualization has long been used to complement algo-
rithmic analysis in the basic sciences underlying cancer 
research. This has been especially true in areas such as 
genomics in which the amount of raw data to explore 
for hypothesis generation is simply too large and cum-
bersome to portray through individual vectors of raw 
values. The expansive genomic data space lends itself 
to an exploration of relationships through data visual-
ization. Fig. 11.3, for example, depicts a visualization of 
whole-genome rearrangements using the Circos software 
package for visualizing data relationships in a circu-
lar layout. Circos was developed to give scientists the 
ability to explore relationships between objects, such as 
chromosomes and other genomic elements, their size, 
and orientation in relationship to each other [26]. In Fig. 
11.3, the outer ring of the circular graph depicts chro-
mosomes arranged in sequential order from end to end, 
while the inner ring displays copy-number data in green 
and interchromosomal translocations in purple for two 
different tumors. The Circos data visualization pack-
age can produce charts with high “data to ink” ratios 
[28], making the format a highly efficient mechanism to 
explore relationships in a big data context.

11.3.2 Population Statistics

Aside from using advanced techniques for research 
purposes, another compelling reason to create data 
visualization tools is to make the complex incidence and 
prevalence statistics associated with the national sur-
veillance of cancer trends accessible to journalists, policy 
makers, and the public [9]. For example, the American 
Cancer Society (ACS) collaborates with the CDC and 
NCI to publish an annual compilation of “Cancer Facts 
and Figures” [29] as a report card on the nation’s col-
lective progress against cancer. The report breaks out 
data from the cancer registries and other surveillance 
mechanisms to enumerate trends over time, to explore 
prevalence and mortality as broken out by sociodemo-
graphic groupings, and to make distinctions in progress 
between variants of the disease. These visualizations 
have employed some of the standard variants of charts 
and graphs already familiar to most audiences—such as 
the elements associated with line charts, bar graphs, and 



FIGURE 11.3 Visualization of whole-genome rearrangement. Two different tumors are being compared using Circos plots [26] of whole-genome sequence data, showing gene 
duplications and chromosome rearrangements. The outer ring depicts chromosomes arranged end to end. The inner ring displays copy-number data in green and interchromosomal 
translocations in purple. Source: Imielinski M, Berger AH, Hammerman PS, Hernandez B, Pugh TJ, Hodis E, et al. Mapping the hallmarks of lung adenocarcinoma with massively parallel sequencing. 
Cell 2012;150(6):1107–20 [27].
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pie charts—but more recently have employed new inno-
vations such as the graphical depiction of quantities and 
numerical trends.

A more recent innovation in communicating to 
the public, made feasible by diffusion of dynamic 
HyperText Markup Language (HTML)/web technolo-
gies, is the use of publicly facing informatics tools to 
present interactive data displays for local customiza-
tion and exploration. Fig. 11.4 presents an image of the 
US Cancer Statistics Interactive Atlas website hosted by 
the CDC. This data visualization tool allows analysts 
to interact with the control box on the left to filter data 
based on cancer event (eg, incident rate, death rate); 
cancer site (eg, lung and bronchus, colon and rectum); 
gender; race/ethnicity; year; and classifying statistic 
(eg, quintiles). Results are portrayed on a choropleth 
map at the top center of the screen. A choropleth map 
uses shading or patterning to fill in geographic areas 
on a map (eg, states or counties) according to levels of 
an analytic variable. In this case, the absence of col-
oring within states indicates an absence of reportable 
data. Lighter shading indicates a lower value on the 
outcome variable, while darker shades indicate higher 
values. Clicking on a state will indicate the ranking of 
its values within the context of all states’ values por-
trayed graphically within the box at the bottom of the 
page. The precise numeric values with accompanying 
confidence intervals are listed in a table on the right, 
while a player bar in the upper right allows the user to 
explore trends over time.

More generally, GIS systems are used in the cancer 
setting to examine data quality [23] and to investigate 
the association of cancer with socioeconomic, genetic, 
or environmental factors [7], as they may play a role 
in the development of cancer. For example, Finney 
Rutten et  al. [30] explored the use of isopleth maps 
to investigate the distribution of cultural norms and 
behaviors related to smoking cessation using nationally 
available data from NCI’s Health Information National 
Trends Survey (HINTS) [31]. Unlike choropleth maps, 
which display data by filling in geographic units, such 
as states or counties, with the same shade of color or 
patterning, isopleth maps portray gradual patterns of 
change across predefined borders. Weather maps and 
topographic maps are good examples of isopleth map-
ping techniques. The isopleth maps for the behaviorally 
oriented HINTS data illustrated for cancer control plan-
ners how beliefs and their concomitant actions can clus-
ter in geographic communities. These maps illustrated 
how beliefs in the scientific linkage between smoking 
and cancer were weakest along the Appalachian ridge, 
which when juxtaposed against the SEER choropleth 
maps for cancer incidence and mortality corresponded 
to high cancer mortality rates from lung and bronchus 
cancer.

Similarly, Chauhan et  al. [12] describe the use of 
DBSCAN, OPTICS, and DENCLUE to visualize can-
cer clusters using data from two large databases: 
GLOBOCAN from the International Agency for Research 
on Cancer and SEER from NCI. SimVis interactively clas-
sifies and clusters data from clinical trials and examina-
tions, and visualizations such as caMATCH have been 
used to identify potential clinical trial patients [14,15]. 
Spurred by examples such as these, the White House 
initiated a government-wide effort to make health data 
from all of the national surveillance programs available 
to data scientists for the development of usable, trans-
parent interfaces for community planning. On July 10, 
2014, the US Department of Health and Human Services 
included open access to large-scale, health-related data-
bases as an integral part of its Open Government Plan. 
Examples of open-access data sets, and the data visual-
ization tools being created to access them, can be found 
at HealthData.gov.

To understand how these new data visualization tools 
are being utilized in the cancer space, Bhowmick et al. 
[23] interviewed cancer researchers to identify what 
aspects of spatial analysis they often employ or consider 
most useful and suggest features useful for cancer data 
visualization. The authors observed that cancer control 
researchers proceed methodically through three phases: 
(1) a preanalytic phase in exploring and repairing attri-
butes of a given data set; (2) a conceptually exploratory 
stage, in which scientists explore the nature of prelimi-
nary associations; and (3) an analytic phase, in which 
population estimates are generated, spurious associa-
tions are appropriately controlled statistically, and spe-
cific conclusions are drawn. What is produced in the 
analysis phase is then readied for publication. From 
their interviews, the authors noted that tables and maps 
are used both in the early exploratory phases of cancer 
research as well as in the later publication process.

11.3.3 Clinical Applications

As EHR systems become more powerful and greater 
attention is given to optimizing the use of data for pre-
dictive, preemptive, personalized, and participative care 
[32], then the use of data visualizations within the EHR 
interface will become more important for allowing ana-
lysts to quickly assimilate large amounts of data for clini-
cal purposes. Fig. 11.5 shows a sample screen of a urology 
EHR system, summarizing the record of a patient with 
prostate cancer, and using a design similar to early 
research on Lifelines [33]. In this example, the attend-
ing clinical team is given the ability to view the rise and 
fall of prostate-specific antigen (PSA) levels before and 
after treatment. The approach typifies an area of human-
system integration research aimed at using informatics 
tools to create better visualizations of temporal patterns 



FIGURE 11.4 US Cancer Statistics Interactive Atlas of the CDC (http://nccd.cdc.gov/DCPC_INCA/).

http://nccd.cdc.gov/DCPC_INCA/


FIGURE 11.5 Visualization of a patient EHR for clinical urology care from IntrinsiQ.
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to track the course of treatment over time [34,35], and 
to reduce discontinuities in care from missed prescrip-
tions [19] or laboratory results [36]. Visualization tech-
niques can also be used at the individual patient level to 
improve the effectiveness and efficiency of medication 
reconciliation tasks [37].

When large collections of cancer patient records 
are available, looking for temporal patterns of treat-
ment, side effects, or outcomes become possible, and 
visualization can reveal possible linkage to population 
attributes such as age or gender (Fig. 11.6). Systems 
such as EventFlow (see case study of Section 11.4) or 
VISITORS [17] may be used to quickly answer clini-
cal questions. The program VisCareTrails has been to 
analyze cancer case studies using EHR data. The Cube 
extracts data from EHR, and VisPap utilizes medical 
images and laboratory data to interactively visualize 
patterns [10]. Simpao et al. [39] demonstrated how a 
visual analytics dashboard in a pediatric hospital’s 
EHR system can be used to optimize drug–drug inter-
action alerts.

Looking at systems that are currently in place to 
extract cancer data from EHR and pathology reports, 
Forman et al. [15] discussed E-path, caBIG’s Cancer Text 
Information Extraction System (caTIES), and MediClass. 
Information from these databases, in conjunction with 
data visualization tools described in Section 11.1 may 
then be used to explore and analyze cancer trends.

Several approaches may not have been applied in 
the cancer setting yet, but have been effectively used 
to visualize data in other similarly complex situations. 
Augmented Interactive Starfield Display uses point 
plots to display blood glucose readings, while the Web-
based interactive visualization system uses data from 
home monitoring systems to display lung transplant 
patients’ data. Used in intensive care settings, Midgaard 
“integrates the display of numerical data with graphical 
representations of medical treatment plans” [10].

Moving forward, visualization systems and programs 
continue to be developed and incorporated into the can-
cer setting.

11.4 CASE STUDIES

Case studies provide an ideal framework for illustrat-
ing the insights that are possible with these tools. Via 
targeted case studies, we investigate the utility of two 
tools, EventFlow and Cohort Comparison (CoCo) that 
are ideal for investigating longitudinal event sequences. 
The case studies illustrate the purposeful integration 
of data visualization and observational data to address 
questions that are relevant for clinical practice. Using 
linked cancer registry and health care claims data, we 

investigate the timing of treatment initiation and health 
services utilization following the diagnosis of late-stage 
cancer.

11.4.1 Introduction to EventFlow and CoCo

EventFlow (Fig. 11.7) allows analysts to understand 
the temporal features and prevalence of the patterns 
found in a cohort of patients. Fig. 11.7 illustrates dummy 
data representing 29 men diagnosed with cancer. We use 
a small sample for clarity of presentation. On the right the 
timeline shows details of individual records. Triangles 
represent events. The records have been aligned by the 
cancer diagnosis date (green event). Users would need 
to scroll to see all 29 records. In the center, the overview 
aggregates groups of records with the same sequence of 
events into horizontal (gray) block stripes that include 
colored vertical bars representing each event. Within 
each horizontal block stripe, the height of the verti-
cal bar is determined by the number of patients in the 
group and the horizontal gap between events is propor-
tional to the average time between events. Reading from 
the left we can see that all records start with a cancer 
diagnosis. We can then see the different sequences of 
treatment with luteinizing hormone-releasing hormone 
(LHRH) (purple) and radiation therapy (brown). The 
most common first treatment is the LHRH. The second 
most common is radiation therapy and we can see that 
it occurs earlier on average than LHRH as the distance 
from green to brown is shorter than the distance from 
green to purple.

The two views (overview and timeline) are coordi-
nated so that when users select records in one view they 
are highlighted in the other view. The timeline shows 
the sequencing and timing of therapy for individual 
patients. EventFlow also includes two separate search 
interfaces including an advanced graphical user inter-
face that makes it possible for analysts to specify com-
plex temporal queries including temporal constraints 
and the absence of events [40] (eg, men who did not 
receive LHRH within 6 months of diagnosis), or search 
and replace [25]. The combination of those techniques 
[41] allows analysts to sharpen the focus of an analy-
sis on records exhibiting particular event sequences of 
interest, for example, considering skeletal complications, 
analysts could investigate the occurrence of pathological 
fracture followed by bone surgery then palliative radia-
tion to the bone (RtB).

The second tool, CoCo (see Fig. 11.8), facilitates the 
identification of salient differences between the tem-
poral patterns found in two separate cohorts of men 
diagnosed with prostate cancer and identified from the 
SEER registry data linked with Medicare claims data. 
In Fig. 11.8, we compare a cohort of 474 stage IV M0 
prostate cancer records to a cohort of 2470 stage IV 



FIGURE 11.6 A visualization of prostate cancer patient records. At the center, the overview of three main stages of the disease are color coded green, yellow, and red. On the side, the 
distributions of static patient attributes are shown allowing for the selection of subsets of the population and providing insight into differences between groups [38].



FIGURE 11.7 Illustration of temporal patterns in health care claims data using EventFlow.



FIGURE 11.8 A screenshot of an early prototype of CoCo, comparing two prostate cancer cohorts: AJCC stage M0 and AJCC stage M1b.
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M1b (bone metastatic) prostate cancer records in the 3 
months following diagnosis. In pilot work, we proposed 
an initial taxonomy of metrics (such as differences in 
the prevalence of events, sequences or subsequences of 
consecutive events, co-occurrence of events, duration 
of gaps between events, event attributes—to be refined 
during the study) [42]. For each metric, CoCo com-
putes a series of statistical tests and presents the results  
using an interactive user interface. This is a novel 
approach that combines both statistical methods and 
a visual representation of the results and encourages 
rapid hypothesis generation. Users are provided with 
a set of metrics they can choose from (bottom left), and 
then review the results of the visualization in the bot-
tom right. Based on our early user tests we find that 
analysts can usefully incorporate insights from CoCo 
and EventFlow [43].

11.4.2 Application 1: Algorithm  
Development Using Claims Data

This case study illustrates an approach that combines 
the billing information found in claims data with key 
longitudinal information regarding the timing of health 
services utilization to isolate probable RtB. Clinical pro-
viders and researchers need reliable measures in order to 
identify treatment receipt and its consequences. Claims 
data are used to identify treatment and associated con-
sequences in large populations. However, claims-based 
algorithms used to infer conditions and treatments are 
error-prone, unless validated, and better algorithms 
are needed. Research on the development of claims-
based algorithms relies on the ability to unlock the rich 
but incomplete data found in the temporal sequences 
of events that are available in claims data. However, 
research on algorithm development has been limited 
by the lack of a clearly defined approach for unlock-
ing the rich data in temporal patterns and sequences 
that are available in claims data. These patterns can be 
first order (eg, interval between events) or second order 
(eg, patterns of intervals over time for each patient and 
across patients) in nature. The first-order events are eas-
ily summarized and analyzed using standard statistical 
methods while the second-order events, as we found 
out when using standard statistical analysis software, 
cannot be summarized using standard statistical tools. 
Another challenge is selecting from competing alterna-
tives to identify the temporal components that are most 
useful in the algorithms.

Studies using claims data have documented increased 
mortality and costs associated with bone metastasis 
(BM) and BM-related complications [44–48]. However, 
their utility is limited by the fact that the claims algo-
rithms are not validated, are differential [49] (eg, mis-
classification of metastasis using claims data varies with 

patient characteristics that also associate with survival), 
inaccurate [50–52], and can lead to biased conclusions 
regarding survival [49]. Cooper et al. [53] examined the 
use of Medicare claims data for identifying the stage of 
prostate cancer, and found that billing codes had a 78.2% 
and 72.8% positive predictive value (PPV) for regional 
and distant prostate cancer, respectively, when com-
pared to medical records. Hassett et al. [50] studied bill-
ing codes as indicators for recurrence of prostate cancer 
after definitive local therapy and reported a maximum 
PPV of 31%. Results are not unique to prostate cancer. 
Chawla et al. [49] reported that claims data had a PPV of 
65.8% for identifying a diagnosis of distant breast cancer 
compared to SEER registry data.

Previous studies have identified patients with BM 
based on the presence of a diagnosis of “secondary malig-
nant neoplasm of bone and bone marrow” [International 
Classification of Diseases, Ninth Revision, Clinical 
Modification (ICD-9-CM) 198.5] in claims data. These 
claims-based algorithms differ in their use of the ICD-
9-CM codes. Several studies have defined BM patients as 
persons with two or more claims encounters including 
198.5 anytime on or after the date of the first claim with a 
diagnosis of cancer [47,48,54]. Other studies have defined 
BM patients as persons with at least one inpatient claim 
with the 198.5 code, at least one outpatient claim with 
the 198.5 code paired with a code for procedures used 
to diagnose/treat BM, or at least one outpatient physi-
cian evaluation and management claim with the 198.5 
code [45,46]. Our published results [55] indicate that the 
approach to measuring BM can impact validity.

Reliable identification of BM is critical for identifica-
tion of the appropriate clinical subpopulation to study 
BM complications including RtB. Billing codes available 
in claims data do not provide information regarding the 
anatomic site that was treated with radiation therapy. In 
the absence of these codes, researchers use the BM ICD-9 
diagnosis code to identify a BM diagnosis based on claims 
and then define RtB based on radiation claims occurring 
after the BM claim [45–47]. The validity of this approach 
depends on the validity of using BM ICD-9 diagnosis 
codes to identify a BM diagnosis, a practice which is likely 
to be unreliable given prior results [50–52] regarding the 
low sensitivity and PPV of claims-based algorithms to 
identifying metastasis. In our work, we have found that 
the duration of radiation therapy can be useful for dis-
tinguishing between RtB and radiation to other sites for 
cancer treatment. As part of the Choosing Wisely cam-
paign, the American Society for Radiation Oncology dis-
couraged routine use of extended fractionation schemes 
(>10 fractions) for palliation of BM [56], since single 
fractionation schemes are more convenient for patients 
and provide comparable pain relief for uncomplicated 
BM, further indicating the potential utility of duration of 
radiation therapy for identifying RtB. We investigate the 
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length of therapy and the presence of BM coding on the 
radiation claim using EventFlow and CoCo.

In Fig. 11.8, the selected metric is the most differentiat-
ing event and we could use this information to identify 
components of an algorithm for identifying RtB sepa-
rately from radiation to the prostate gland. For example, 
we see that “Bmv2” (blue rectangle) representing a BM 
diagnosis code on the health care claim, is found in 40.9% 
of the M0 records, and 88.2% of the M1b (bone metastatic) 
records, with a difference of 47%. We also see a difference 
in the next two most differentiating events: Death and 
“Rad_b_a3.” The former variable, Death, represents all-
cause mortality while the latter variable, Rad_b_a3, rep-
resents health care claims for short-course (ie, less than 
4 weeks) radiation therapy. We expect that all-cause death 
and short-course radiation therapy (likely RtB) will be 
more common in the incident M1b compared to the M0 
group within 3 months following diagnosis of prostate 
cancer. Via this case study using EventFlow output, we 
illustrate that the presence of a BM code on the radiation 
claim and the length of radiation therapy may be impor-
tant for identifying RtB (separately from radiation to the 
prostate gland) using health care claims data.

11.4.3 Application 2: Patient Comorbidity and 
Health Services Utilization

Among men diagnosed with prostate cancer, it is 
commonly stated that they are more likely to die from 
underlying comorbid conditions (eg, heart failure) than 
they are to die from the prostate cancer. Much of the 
research on comorbidity has been conducted among 
men diagnosed with low or intermediate risk disease 
[57–60]. Compared to men diagnosed with nonmeta-
static cancer, men diagnosed with metastatic prostate 
cancer are more likely to die from the prostate cancer. 
It is important that these men receive cancer-directed 
therapy as soon as possible following diagnosis of late-
stage disease. In this application, we investigate whether 
patient comorbidity status impacts the timing of receipt 
of cancer-directed therapy and use of other health ser-
vices including hospital, skilled nursing facility (SNF), 
and hospice services. We focus on a particularly vul-
nerable group of cases: men diagnosed with incident 
bone metastatic disease as identified by the American 
Joint Committee on Cancer (AJCC) staging information 
available from the SEER registry. Categories that rep-
resented too few patients (ie, N < 11) were suppressed 
in the EventFlow graphic, per the requirements of the 
SEER-Medicare Data Use Agreement. Specifically, we 
suppressed the category of Charlson Comorbidity Index 
(CCI) = 0 in Fig. 11.9 and suppressed the indicator for a 
hospice admission in Fig. 11.10.

The time to receipt of cancer-directed treatment is 
plotted in Fig. 11.9 for four groups of men, defined based 

on their CCI score at the time of diagnosis with bone 
metastatic disease. The data represented in Fig. 11.9 are 
based on a stratified random sample of 200 men diag-
nosed with stage IV M1b (incident BM) prostate cancer 
between 2005 and 2009 and with at least 1 year of fol-
low-up information following prostate cancer diagnosis. 
Fifty men were randomly selected from each of the CCI 
subgroups. We grouped patients based on information 
in the Medicare claims data from the 12 months prior to 
the diagnosis of incident M1b prostate cancer. Patients 
were categorized into groups: missing, 0, 1, and ≥ 2. Of 
note, the CCI score was categorized as “missing” when 
no claims were observed during the time 12 months 
prior to cancer diagnosis.

Given that the patients in this data set were diagnosed 
with incident M1b prostate cancer, the group with miss-
ing CCI score is of particular interest because there were 
no observed claims for receipt of health services for 12 
months prior to the diagnosis of M1b disease and for use 
in calculating the CCI score. In our prior work [61], we 
found that these patients are less likely to visit an urolo-
gist for a follow-up visit following diagnosis. We found 
that patients with CCI score coded as “missing” should be 
studied as a separate group as opposed to combining the 
“missing” group with the group with CCI score = 0. Our 
results here are consistent in that we find that the propor-
tion of men who receive treatment is lowest (60%) among 
the group with CCI coded as “missing,” suggesting that 
the absence of engagement with the health care system 
prior to diagnosis persists following diagnosis, despite 
the diagnosis of severe disease (ie, M1b prostate cancer). 
By comparison, the proportion of men who received treat-
ment was 68% among men with CCI score greater than or 
equal 2, 76% in the men with CCI score = 1 and greater 
than 76% in the men with CCI score = 0.

The EventFlow graphic in Fig. 11.9 plots time to 
receipt of any of the following: orchiectomy, radical 
prostatectomy, radiation therapy, LHRH agonist, anti-
androgen, chemotherapy, and radiopharmaceutical. 
Fig. 11.9 provides information that is immediately use-
ful for understanding treatment receipt in this sample 
of men diagnosed with incident M1b prostate cancer. 
Reading along the y-axis, the height of the light gray 
panels is informative (or, alternatively, the height of the 
negative space) for providing information on the pro-
portion of men (not) receiving treatment in a given sub-
group. Within each stratum, the height of the light gray 
panel provides information on the proportion receiving 
cancer-directed treatment, which can then be compared 
across strata. The height of the white (ie, negative) space 
provides information on the proportion who did not 
receive cancer-directed treatment within the timeframe 
of the follow-up. From Fig. 11.9, we can see that the 
height of the gray panel is largest among those with CCI 
score = 0, that is, the healthiest subgroup. The height 



FIGURE 11.9 Time from prostate cancer diagnosis to first treatment in the year following cancer diagnosis, stratified by prediagnosis CCI score (1, ≥ 2, or missing) (CCI= zero was 
suppressed due to a small sample size, per the Data Use Agreement).



FIGURE 11.10 Time from prostate cancer diagnosis to first hospitalization (green) or SNF stay (blue), stratified by prediagnosis CCI score (0, 1, ≥ 2, or missing) (The indicator for a 
hospice admission was suppressed due to the small sample size, per the Data Use Agreement).
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of the gray panel is smallest among those with CCI = 
“missing” (those with no health claims for calculating 
the CCI score during the 12 months prior to their cancer 
diagnosis). EventFlow also provides information regard-
ing the timing of treatment receipt, via the length of the 
light gray panel. Comparing across the CCI strata, we 
see that the time to treatment initiation is shortest among 
those with CCI score = 0 and longest among those with 
CCI score = “missing.”

The ordering of the light gray and white space is also 
informative since EventFlow plots the most common 
events first. Thus, within a given stratum, if treatment 
receipt is more common than no treatment, the light gray 
panel will be ordered first (reading top to bottom along 
the y-axis), followed by the white space. If “no treat-
ment” is more common, the negative space will appear 
first. In Fig. 11.9, we immediately see that the light gray 
panel (representing treatment receipt) occurs first among 
the individuals with few or no comorbidities (CCI = 1 
or CCI = 0), indicating that the probability of treatment 
receipt is higher among the healthier subgroups.

Together, the results from Fig. 11.9 regarding the prob-
ability of treatment receipt and timing of treatment ini-
tiation suggest that:

1. The group of men with CCI = 2+  are the most 
vulnerable group among those with nonmissing 
CCI scores. Compared to individuals with CCI = 0, 
they are less likely to receive treatment and more 
likely to receive it in a delayed fashion. The 
results indicate that comorbidity impacts disease 
management among those with late-stage prostate 
cancer, in this case, in terms of their likelihood of 
receiving critical cancer-directed therapies.

2. The group of men with CCI= missing is also a 
vulnerable group, and may be more vulnerable than 
the group with the highest comorbidity burden. They 
are least likely to receive treatment and, when they 
do receive treatment, exhibit the longest delay in 
initiating treatment.

Fig. 11.10 provides information regarding time from 
prostate cancer diagnosis to first hospitalization or SNF 
stay, stratified by prediagnosis CCI score (0, 1, ≥2, or 
missing). The figure is based on 200 men diagnosed with 
stage IV M1b (incident BM) prostate cancer between 
2005 and 2009 and with at least 1 year of follow-up 
information following prostate cancer diagnosis. Fifty 
men were selected from each of the CCI subgroups. The 
events of interest included time to: all-cause hospital-
ization and SNF admission. The absence of a shaded 
light gray area (ie, negative space) indicates that none 
of the events of interest were observed during the 1 
year follow-up period postdiagnosis of incident bone 
metastatic prostate cancer.

The figure reflecting the proportion and timing of 
hospitalizations and SNF admissions (Fig. 11.10) indi-
cates that:

1. Hospitalizations (green) are more common than 
SNF admissions (blue) in the year postdiagnosis in 
this stratified random sample of 200 men.

2. SNF admissions are most likely in the group with 
CCI score = 2+.

3. Hospitalizations are more common in the group 
with CCI = missing and CCI = 2+. The group 
of patients with a hospitalization is ordered 
first, followed by the group of patients with no 
hospitalization events.

4. Hospitalizations are less common in the group with 
CCI = 0 and CCI = 1. The group of patients with no 
hospitalization events appears first, followed by the 
group with hospitalization events.

Note that we have not examined characteristics of 
the hospitalizations. These characteristics (urgent vs 
routine admission, length of stay, disease severity  
index at admission, clinical diagnosis at admission)  
can be incorporated in Eventflow as attributes in 
order to provide additional information regarding the 
hospitalization. As illustrated in these targeted case 
studies, visualization provides an efficient and intui-
tive approach to conduct exploratory data analysis 
of timing and sequencing of events. When supported 
by a population-based sample of men, these insights 
from EventFlow can be used to develop formal test-
able hypotheses (eg, a higher comorbidity index score 
is associated with a lower probability of treatment 
receipt) and determine what variables to investigate 
(eg, an indicator for treatment receipt, time to treat-
ment receipt). The information provided regarding 
event sequences for patient groups can assist with 
refining measures, answering questions, and formulat-
ing hypotheses for the investigation of cancer-related 
clinical outcomes.

11.5 CONCLUSION

The easier production of high-quality static graph-
ics, animated weather maps, video presentations, and  
interactive websites has lowered the barriers to entry into 
the data visualization product market. However, we are 
just at the early stages of broadening visual literacy and 
training a new generation of researchers and decision 
makers. If data visualization tools that integrate power-
ful statistical techniques are made commonly available, 
the benefits could be as potent as the use of graphical 
user interfaces.
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LIST OF ACRONYMS  
AND ABBREVIATIONS

ACS American Cancer Society
AJCC American Joint Committee on Cancer
BM Bone metastasis
CCI Charlson Comorbidity Index
CDC Centers for Disease Control and Prevention
EHR Electronic health record
GIS Geographic Information Systems
HCIL Human Computer Interaction Laboratory
HINTS Health Information National Trends Survey
HIT Health Information Technology
HTML HyperText Markup Language
ICD-9-CM International Classification of Diseases, Ninth Revision, 

Clinical Modification
LHRH Luteinizing hormone-releasing hormone
NCI National Cancer Institute
NRC National Research Council
PCAST President’s Council of Advisors on Science and  

Technology
PPV Positive predictive value
PSA Prostate-specific antigen
RtB Radiation to the bone
SEER Surveillance, Epidemiology, and End Results system
SNF Skilled nursing facility
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12.1 INTRODUCTION

12.1.1 Why Is Behavioral Informatics 
Relevant to Cancer Now?

According to the American Society of Clinical Oncology 
(ASCO), there is a crisis in cancer care with gaps in care 
and discontinuities in information sharing both among 
providers and with patients. One reason for this crisis is 
the paucity of informatics approaches and solutions that 
connect disparate and disconnected oncology practices 
and which support a learning system, such as the Cancer 
Learning Intelligence Network for Quality (CancerLinQ) 
described in Chapter  1, “Creating a Learning Health 
Care System in Oncology” by Schilsky et al., to enable 
and support provider decision support and patient self-
management. Another reason is that current solutions 
do not typically draw from the evidence base of behav-
ioral science in their design or deployment. A major 
premise for this chapter is that behavioral informatics 
will contribute to the development, implementation, 
and ongoing evaluation of usable, effective, and effi-
cient informatics solutions for providers (eg, advanced 
clinical decision support, CDS), patients (eg, actionable 
personal health records and mHealth apps), and health 
systems (eg, CancerLinQ) alike.

In this chapter, we address this integration oppor-
tunity and illustrate how cancer care, in particular, can 
benefit from behaviorally based, informatics solutions. 
We also contend that informatics solutions that do not 
take into account the knowledge base about behavior 
and its controlling factors, no matter how well designed 
or implemented, are likely to fail in adequately address-
ing the complexity of challenges facing the health care 
system today.

12.1.2 Background

The potential for informatics platforms and solutions 
to improve cancer care is well delineated in the previ-
ous section of this book Informatics Support Across the 
Cancer Continuum. In this section of the chapter we pres-
ent the case for the critical role that behavioral, psycho-
logical, and cognitive sciences, hereafter condensed to 
behavioral sciences, play in realizing the future success 
of informatics in improving cancer care. Fundamental 
principles of the behavioral sciences, prevailing theories 
and models, and core elements of behavior change are 
described and illuminated. Informatics platforms and 
resources that draw from the behavioral sciences in the 
areas of tobacco control, physical activity promotion, 
and emotional distress screening are provided as exem-
plars in applied and clinical settings.

Behavioral science as applied to health and disease 
has a rich history and robust portfolio of evidence [1].  

The discipline of behavioral medicine emerged in the 
mid-1970s and spawned the Society of Behavioral 
Medicine as the dominant national organization promot-
ing research and clinical practice at the intersection of 
behavior, disease, and health [2]. The growth of behav-
ioral medicine as a professional specialty of behavioral 
science applied to the study of behavior, health, and dis-
ease coincided with the evolution of the personal com-
puter and technology revolution of the last 40 years. In 
many ways, both behavioral medicine and technology 
have matured to a point where there is a unique oppor-
tunity to integrate these two domains to help solve the 
complex and intractable societal problems, including the 
crisis in cancer care, that adversely impact the health of 
our nation.

12.2 ROLE OF BEHAVIORAL/
PSYCHOLOGICAL SCIENCE IN 
ADVANCING INFORMATICS

Researchers in the behavioral sciences have a long 
tradition of studying the effects of technology-mediated, 
eHealth interventions [3], with a particular interest in 
the computerization of messaging and the benefits of 
tailoring [4,5]. Over the last decade substantial attention 
and resources have been allocated to advancing the sci-
ence of eHealth and technology-enabled, health behav-
ior change interventions through funding from the 
Robert Wood Johnson Foundation [6], and the National 
Institutes of Health (NIH), with the National Cancer 
Institute (NCI) assuming a prominent role in fostering 
a broad portfolio of communication and informatics 
research initiatives [7].

12.2.1 Theories and Models  
of Behavior Change

Fundamental to the application of behavioral science 
principles to informatics is the formulation of theo-
retical models and approaches to behavior change that 
are incumbent to technology-mediated interventions. 
Theories and models are useful in predicting outcomes 
and explaining behavior changes from these interven-
tions. They also can guide and enhance development 
through the selection of intervention components and 
aid in the evaluation process.

Pingree, et  al. [8] explicate the value of theory for 
enhancing and understanding eHealth interventions. 
Theory can address the putative underlying causal 
mechanisms for observed changes in behavior and help 
determine the likely behavioral and psychological pro-
cesses involved. Theory-based mediational analyses can 
help explain the “why” and “how” of intervention effec-
tiveness. Self-Determination Theory (SDT) is proffered 
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as a plausible and comprehensive theoretic approach 
to explaining the effects of complex, multilayered 
eHealth interventions. They use their well-established, 
evidence-based eHealth intervention, Comprehensive 
Health Enhancement Support System (CHESS) as an 
example and describe how, through mediation analy-
sis [8], SDT aids in deconstructing the impact of its 
multiple, interactive components (see DuBenske et  al., 
Chapter 10, “Advanced Cancer: Palliative, End of Life, 
and Bereavement Care” for further explication of CHESS 
and its impact in cancer). Pingree and colleagues con-
clude by arguing that having an explicit theoretic model 
provides a clear framework for the initial development 
process, and importantly the adaptation of an interven-
tion over time. This latter point is crucial to the challenge 
of staying current with the rapid and iterative evolution 
of technology-mediated interventions.

Similarly, Hesse [9] provides a useful classification 
scheme for linking the key components of eHealth inter-
ventions to the three major constructs of SDT: (1) auton-
omy, (2) competence, and (3) relatedness. With respect to 
autonomy, the range of eHealth and informatics resources 
such as self-help apps, personal health records, and 
patient portals provide support. Competence is enabled 
by functional health literacy, tailored information pre-
scriptions, and engagement techniques. Relatedness 
is engendered by social networks, shared knowledge 
repositories, and advocacy groups.

Historically, in addition to SDT, other prominent 
behavioral and psychological models such as the 
Transtheoretical Model (stages of change) [10], Social 
Cognitive Theory [11], and The Behavior Change Wheel 
for characterizing and designing behavior change inter-
ventions [12], among others, have served as the underly-
ing foundation for technology-mediated, health behavior 
change interventions. Although useful for guiding over-
all design and informing selection of intervention com-
ponents to facilitate and explain behavior change, these 
traditional models have been viewed as insufficient in 
accounting for rapidly evolving technology-mediated 
interventions [13]. This limitation is especially salient 
to the emergence of interventions delivered through 
mobile devices that require more flexible theories and 
models which can accommodate the dynamic and adap-
tive nature of real-time usage. Moreover, mobile tech-
nologies expand the range of inputs beyond self-report 
to include time/location parameters, psychophysiologi-
cal state, activity level, history of behavior patterns, and 
social context [13]. Relevant to cancer prevention, stud-
ies of context-sensitive mobile technologies and apps 
targeting tobacco use and cessation are underway cur-
rently and promise greater adoption and use [14].

In response to the call for more flexible and con-
temporary models of health behavior change for the 
digital era, Mohr et  al. [15] delineate the Behavioral 

Intervention Technologies (BITs) Model for eHealth and 
mHealth interventions. BITs are defined as subsets of 
eHealth and mHealth applications that employ a broad 
range of technologies including the web, mobile, and 
smartphones, and sensors to enable behavioral and cog-
nitive modification across physical and mental health 
and wellness domains. According to the authors, the 
BIT Model represents a “broad hybrid framework” that 
includes both core behavioral principles with techno-
logical features that can serve as a bridge between the 
two disciplines of behavioral science and technology. In 
many ways the BIT Model provides a roadmap for con-
veying evidence-based behavioral science principles, in 
combination with human system design and engineering 
requirements, into technology-mediated interventions. 
One strength of this approach is the ability to generate 
testable hypotheses that can be subjected to multilevel 
analysis and evaluation.

The BIT Model is explicated by considering the areas 
of focus for development and deployment of BITs, 
namely (1) Why, (2) How (subdivided into conceptual 
and technical), (3) What, and (4) When. In their classifica-
tion scheme, the “Why” refers to the primary intention 
of the developer of the BIT with respect to a clinical or 
usage goal. In most cases the BIT is created to achieve 
a clinical aim of health behavior change, such as pro-
moting weight reduction, increased physical activity, or 
tobacco cessation. The intent of the developer in some 
instances may be more focused on the use of intervention 
or level of engagement. The “How” at the conceptual 
level is where the core evidence-based behavioral inter-
vention strategies are delineated and incorporated into 
the intervention. Here the strategies include education/
knowledge dissemination, goal setting, self-monitoring/
tracking, feedback, and motivation enhancements. The 
technical “How” characteristics include the medium 
(text, audio, video); complexity of task requirements; 
esthetics; and degree of personalization and extent of 
machine learning. The “What” includes the core ele-
ments such as information delivery, notifications, logs, 
passive data sensing and collection, messaging elements, 
and end-user reports. Finally, the “When” represents the 
workflow or manner and timeframe for when and under 
what conditions BIT interventions are delivered in vari-
ous settings or environments. Frequency, timing, and 
event-driven features are commonly part of the work-
flow design. Personalization can be achieved not only 
through initial tailoring to end-user characteristics and 
preferences but also through machine learning methods 
that can automatically adapt over time to meet changes 
in user needs and capabilities.

Taken together, features of the BIT Model extend 
other more current models for technology-enabled 
behavior change [3,16] and provide a useful map that 
can translate clinical goals into behavioral strategies for 
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application development and evaluation. Furthermore, 
Mohr et al. [17] offer a novel methodological framework 
for the continuous evaluation of BITs given rapid itera-
tion of technology-mediated solutions often not suitable 
for evaluation via traditional research designs and ana-
lytic methods.

Pagoto and Bennett [18] provide a compelling ratio-
nale for the critical role for behavioral/psychological 
science and behavioral medicine in advancing digital 
health and informatics. They propose five key areas 
in which behavioral/psychological science can impact 
digital health technologies: (1) research to determine 
which health technologies actually impact behavior and 
health outcomes; (2) evaluation studies to understand 
how evolving online social networks can be applied to 
health behavior change on a large scale; (3) emphasis on 
a team science approach to the developmental process 
of health technologies; (4) achieving a desirable balance 
between the fast pace of innovation and the slower pace 
of research; and (5) promoting the role of behavioral 
scientists as integral in informing the development of 
digital health technologies and their inclusion into the 
health care system. Central to their argument is that 
behavioral/psychological science adds value through 
demonstrating the most effective feedback strategies for 
tailoring, methods to improve participant engagement 
and utilization, creation of scientifically sound applica-
tion rating systems, and enhancing the impact of digital 
health technologies through inclusion of evidence-based, 
behavioral strategies.

The evidence base from behavioral medicine pro-
vides an important resource to achieve “meaningful 
use” of Health Information Technology (HIT) within the 
health sector as promulgated by the Health Information 
Technology for Economic and Clinical Health Act of 
2009 (HITECH). Hesse et  al. [19] offer a rationale for 
leveraging behavioral medicine given the focus on user’s 
behavior as the essential component to achieving mean-
ingful use of HIT. The authors offer several ways that 
behavioral medicine can inform the necessary system 
redesign to support patients and providers including: 
(1) crafting a health services environment that opti-
mizes communication among stakeholders, for example, 
building and evaluating a web-based interdisciplinary 
patient-centered plan of care [20]; (2) assisting providers 
and policy makers in the creation of “decisional architec-
tures” for “nudging” desirable behavior change through 
the use of incentives; (3) promoting creation of under-
standable patient educational materials; (4) making the 
default decision the healthiest choice; (5) constructing 
positive feedback loops; and (6) enabling structured 
decision making.

Similarly, Ahern et  al. [21] provide a framework for 
organizing patient-facing technologies into categories 
of meaningful use, and how these technologies can 

improve health care quality, safety, and population 
health. Growing patient demands for information and 
“convenience services” has stimulated a variety of HIT-
enabled functions designed to maximize patient partici-
pation, including services that allow patients to conduct 
health-related transactions, increase access to profession-
als and electronic health record (EHR) information, and 
support self-care management. As predicted by behav-
ioral theory, those technologies that patients perceive 
as useful and which are effective in terms of sustained 
health behavior change in their target domain are likely 
to be adopted and used.

Although showing great promise, the design, devel-
opment, and implementation of these patient-facing 
technologies require careful attention to myriad factors 
that impact their effectiveness, efficiency and patient-
centeredness. Valdez et  al. [22] offer an expanded 
framework for patient-facing technologies. They pro-
pose a multilevel analysis and approach that accommo-
dates a broad array of patient, family, and environmental 
factors in design and deployment of these technologies, 
which they refer to as consumer health informatics (CHI) 
applications. The authors refer to “patient work” as the 
conceptual framework for organizing the various health-
related activities that must be considered in formulating 
a full and accurate representation of the context for which 
a CHI is designed, developed, and deployed. Drawing 
from human factors engineering and medical social sci-
ence as well as biomedical informatics, the authors con-
tend that the “patient work” framework can help guide 
the user-centered design process in the creation of CHIs.

The authors recognize that existing behavioral theo-
retical models, such as the Transtheoretical Model and 
SDT, that are commonly used in the design and evalu-
ation of CHI’s need to be accommodated in the larger 
context of the patient work perspective. Clearly, further 
research on this framework is necessary and called for 
by the authors but their approach holds promise for sup-
porting patients’ self-management efforts.

Fortunately, research in behavioral science and behav-
ioral medicine over the last two decades has contributed 
to a fundamental understanding of behavior, context, 
and its controlling factors [1]; and can help inform mul-
tilevel approaches to the creation of robust behavioral 
informatics platforms, tools, and resources.

There are strong multilayered connections between 
behavior, health, and disease. Table 12.1 illustrates the 
broad range of behavior-health linkages among major 
causes of death and in relation to cancer risk and devel-
opment of the disease. As shown in the table, the three 
major risk factors (tobacco use, poor diet, and physical 
inactivity) both influence the development of cancers, 
and when addressed through behavior change interven-
tions, can alter the onset and course of the disease. As 
an example, increasing evidence indicates that obesity 
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TABLE 12.1 Behavior-health Linkages among major “actual causes” of death and cancer

Cause of death/disease Behavior-health linkage

LINKAGE 1: BEHAVIORAL, ENVIRONMENTAL, AND GENETIC INFLUENCES MODERATE ONE ANOTHER

Tobacco use Both environmental and genetic factors influence onset and persistence of smoking

Poor diet Environmental factors are more important than genetic influences in food preferences among older adults

Cancer Nutrition and lifestyle intervention reduces prostate gene expression and tumorigenesis in men

LINKAGE 2: BEHAVIOR INFLUENCES HEALTH

Tobacco use Numerous Surgeon General’s reports have concluded that smoking is a leading cause of cancer, cardiovascular and 
pulmonary disease, and premature death

Poor diet Systematic reviews conclude that obesity contributes to hypertension, hyperlipidemia, diabetes, cardiovascular 
disease, and some cancers

Physical activity Randomized trials and systematic reviews conclude that physical activity is associated with decreased all-cause 
mortality reduced risk for chronic diseases, and reduced risk of breast cancer

Cancer Findings from systematic reviews, meta-analyses, large prospective studies, and randomized trials link risk for 
cancer with poor diet, physical inactivity, smoking, stress, and social involvement

LINKAGE 3: BEHAVIOR CHANGE INTERVENTIONS PREVENT DISEASE

Tobacco use A major multisite trial demonstrated that smoking-cessation programs substantially reduce mortality even when 
only a minority of patients stop smoking

Poor diet Systematic reviews and randomized trials of interventions for childhood obesity show positive impacts on diet, 
weight gain trajectory, and weight loss maintenance, and on insulin resistance

Physical activity Among overweight, previously inactive women at risk for type 2 diabetes, accumulating 10,000 steps/day for 8 
weeks improved glucose tolerance and reduced both systolic and diastolic blood pressure

Cancer In a number of large prospective longitudinal studies and meta-analyses, physical activity has been linked to 
reduced risk of colon cancer

LINKAGE 4: BEHAVIOR CHANGE INTERVENTIONS IMPROVE DISEASE MANAGEMENT

Tobacco use Self-management skills (eg, setting quit date, planning for coping with temptations to relapse) help individuals 
quit smoking

Poor diet Randomized behavioral interventions show that peer nutrition education positively influences diabetes self-
management in Latinos

Physical activity Randomized clinical trials show that exercise training reduces HbA1c among those with diabetes

Cancer Randomized trials of patients with cancer indicate that physical activity increases functional capacity during 
chemotherapy, improves marrow recovery and decreases complications during peripheral blood stem 
transplantation, and decreases fatigue and other symptoms associated with radiation therapy and chemotherapy

LINKAGE 5: PSYCHOSOCIAL AND BEHAVIORAL INTERVENTIONS IMPROVE QOL

Tobacco use Improved health-related QOL is a significant health outcome for ex-smokers compared to current smokers

Poor diet In randomized trials, lifestyle interventions show improved nutritional status and QOL and less depressive 
symptoms and improved physical functioning

Physical activity Randomized trials show physical activity improves QOL in older adults and improves QOL and fatigue in breast 
cancer survivors

Cancer Randomized psychosocial interventions show decreased psychological distress, pain, and nausea secondary to 
treatment and improve QOL and immune system modulation

LINKAGE 6: HEALTH-PROMOTION PROGRAMS IMPROVE HEALTH OF POPULATION

Tobacco use Antismoking campaign in California that includes counter-media, youth prevention programs, cessation services, 
and tax increases reduced smoking and accompanying rates of cardiovascular disease and death rates from lung 
cancer

(Continued)
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is a major determinant of colorectal and breast cancer 
risk, among others. Given the substantial link between 
behavior and cancer, there are a number of effective 
interventions that focus on prevention, treatment, and 
survivorship. Interventions that incorporate behavioral 
components are both efficacious and cost-effective in 
terms of relative cost per Quality Adjusted Life Year 
(QALY) when compared to alternative treatments.

Behavioral and psychological research in cancer 
prevention and control has addressed a variety of key 
processes and outcomes across the cancer care contin-
uum from prevention to end-of-life care [23]. Research 
designs and methods have been refined and evolved to 
evaluate the underlying behavioral, psychological, and 
cognitive processes that contribute to the persistence of 
adverse health behaviors, for example, tobacco use, as 
well as to promote positive outcomes in cancer control. 
Findings from this body of research have informed the 
importance of taking a multilevel approach to under-
standing the complex interplay among the biobehavioral 
and psychological, social and organizational, and envi-
ronmental levels of influence.

12.2.2 Cognitive Processes and CDS

Behavioral and psychological research on cognitive 
processes of decision making is particularly salient to 
the development, impact, and evaluation of CDS tools 
and informatics resources. Fundamental cognitive 
processes, such as memory, language, attention, and 
motivation, are critical determinants of how the infor-
mation delivered via CDS will be received, processed, 
and acted upon by patients [23]. In 2010, The Office 
of the National Coordinator for Health Information 
Technology (ONC) funded the Strategic HIT Advanced 
Research Projects (SHARP). SHARP addressed 
strategic cross-cutting themes, including patient- 
centered cognitive-support that is essential to promot-
ing and optimizing the meaningful use of HIT (http://
www.healthit.gov/policy-researchers-implementers/ 
strategic-health-it-advanced-research-projects-sharp). 

Three areas of investigation were pursued by the  
National Center for Cognitive Informatics & Decision 
Making in Healthcare funded under SHARP: (1) stud-
ies that examine the cognitive foundations for decision 
making, drawing from multiple disciplines, including 
cognitive and psychological sciences; (2) studies of meth-
odologies that improve the efficacy and applicability of 
CDS by integrating patient and environmental-specific 
factors; and (3) construction of an interface that optimizes 
cognitive information design and visualization and that 
supports the integration of clinical understanding, deci-
sion making, and problem solving (http://www.healthit.
gov/policy-researchers-implementers/national-center-
cognitive-informatics-and-decision-making-healthcare).

One recent study from this work that illustrates 
the role of cognitive factors in CDS utilized qualita-
tive and quantitative approaches to examine medical 
information-seeking among eight critical care physi-
cians [24]. The physicians provided a verbal report of 
their cognitive processes as they performed a clinical 
diagnosis task. Measures included verbal descriptions of 
physician’s activities, sources of information they used 
including electronic and paper records, time spent on 
each information source, and recordings of interactions 
with other clinicians. Results indicated that information-
seeking behavior was both exploratory and iterative, 
and characterized by the contextual organization of the 
information. Information obtained by electronic records 
was classified into a higher level of knowledge structure 
as compared to information gleaned from paper records. 
In contrast, paper records provided an overall gestalt 
of the patient’s condition and were easier to review the 
annotated written narrative than on electronic notes. 
The authors concluded that a process of local optimi-
zation, that is, the conventional approach for that set-
ting and culture, drove information-seeking behavior 
and physicians’ utilized information that maximized 
their gain even if it required greater cognitive effort. 
The authors recommend that enriching aspects of the 
electronic record to highlight key concepts may improve 
clinical reasoning and lead to quicker and more accurate 

TABLE 12.1 Behavior-health Linkages among major “actual causes” of death and cancer

Cause of death/disease Behavior-health linkage

Poor diet Mass-media health education campaigns and policy and environmental supports can lead to substantial 
improvements in fruit, vegetable, and fat consumption in general populations

Physical activity Community-wide walk-to-school programs increase walking and biking to school and walking and fitness trails 
increased physical activity in a rural African-American population

Cancer In 2006, overall cancer death rates declined because of a 50% reduction in male smoking from 47% in the 1960s to 
less than 23%

Source: Adapted from Fisher E, Fitzgibbon M, Glasgow R, Haire-Joshu D, Hayman L, Kaplan R, et al. Behavior matters. Am J Prevent Med 2011;40(5):e15–e30,  
with permission.

TABLE 12.1 Behavior-health Linkages among major “actual causes” of death and cancer (continued)

Cause of death/disease Behavior-health linkage

http://www.healthit.gov/policy-researchers-implementers/strategic-health-it-advanced-research-projects-sharp
http://www.healthit.gov/policy-researchers-implementers/strategic-health-it-advanced-research-projects-sharp
http://www.healthit.gov/policy-researchers-implementers/strategic-health-it-advanced-research-projects-sharp
http://www.healthit.gov/policy-researchers-implementers/national-center-cognitive-informatics-and-decision-making-healthcare
http://www.healthit.gov/policy-researchers-implementers/national-center-cognitive-informatics-and-decision-making-healthcare
http://www.healthit.gov/policy-researchers-implementers/national-center-cognitive-informatics-and-decision-making-healthcare
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decisions. Here behavioral research on key attentional 
processes, such as cognitive load and stimuli satura-
tion, can provide guidance in enhancing informatics 
platforms, tools, and resources [23].

In the cancer care literature, Reyna et al. [25] review the 
prevailing theoretical models and practical implications 
for optimizing decision making in the context of cancer 
prevention and screening, treatment, survivorship, and 
end-of-life care. They critique theoretical approaches 
to decision making that explain the roles of cognition 
and emotion, and their interaction. Historically, theoreti-
cal models of decision making have highlighted cogni-
tion while deemphasizing emotion as more disruptive 
than facilitative. In contrast, the authors contend that 
modern theoretical models, such as fuzzy-trace theory 
[26], are dual process: that is the models attempt to 
accommodate how cognition and emotion interact by 
emphasizing the bottom line or “gist” of options that 
can also incorporate relevant social and moral values in 
decision making. The types of evidence which support 
fuzzy-trace theory and examples of gist representations 
and retrieved values are shown in Tables 12.2 and 12.3.

The challenge facing decision making in cancer care 
is to translate and deliver evidence-based, behavioral 
interventions at population level that draw from the 
most current and rapidly advancing scientific evidence. 
The application of informatics is one potential solution 
to this challenge. With respect to cancer, examples are 
provided later in this chapter that illustrate how infor-
matics approaches, applied to the prevalent and vexing 
problems of distress screening and health illiteracy, can 
be addressed and remediated.

12.2.3 Behavioral Measures in EHRs

One major challenge that has begun to be addressed 
is standardization of measurement of environmental, 
behavioral, and psychosocial factors which can be col-
lected in the clinical encounter and documented within 
the electronic medical record (EMR) [27]. Recently, the 
Institute of Medicine (IOM) published a report entitled 
Capturing Social and Behavioral Domains and Measures in 
Electronic Health Records—Phase 2 that represented the 
outcome of a two-phase study to identify social and 
behavioral domains that most strongly determine health, 
and then to evaluate the measures of those domains that 
can be used in EHRs [28]. This IOM report drew heav-
ily from the recent work of behavioral scientists who 
conducted a systematic review and consensus process 
about identifying candidate measures that can be reli-
ably measured, are feasible, and represent relevant socio-
economic and behavioral determinants of health [27]. 
Through this effort, 12 measures were identified and vet-
ted for consideration to be included in EHRs. Combining 
these measures with other elements of the medical 
record will allow for a more comprehensive evaluation 
of risk status and greater precision in addressing health 
conditions and predicting future adverse health events. 
Further, incorporating these behavioral and psychosocial 
measures in the medical record supports the movement 
toward precision medicine whereby treatments can be 
targeted and tailored to individual genetic, biological, 
behavioral, and psychosocial characteristics (http://nih.
gov/precisionmedicine).

Within the behavioral/psychological science and 
behavioral medicine community, considerable effort is 
underway to develop a behavioral ontology or struc-
tured vocabulary that enables consistent and reliable 

TABLE 12.2 Types of Evidence for fuzzy-Trace Theory

Evidence for gist and verbatim representations

Encoded, stored, and retrieved independently

Data from many tasks, groups, countries, and different laboratories

Experiments: Counterintuitive hypotheses tested

Manipulation of causal factors (eg, representations) to observe 
whether predicted behavior change occurs

Modeled mathematically and tested for fit to real data

Estimates of independent contributions of gist and verbatim 
representations, as well as judgment processes, in a variety of tasks

Mathematical models combined with experiments

Individual gist and verbatim parameters are tested for fit with data 
and to see if they respond to experimental factors as predicted by 
theory

Neuroimaging and neuropsychological evidence

Different brain regions are activated when gist and verbatim 
representations are encoded and retrieved, and different patient 
populations show selective impairments for such representations

TABLE 12.3 Examples of gist representation and retrieved 
values Used in medical decision making and health

Representation Value Decision

Chemotherapy is 
poison

Poison is bad Do not choose 
chemotherapy

Surgery removes 
the lump

The lump is bad Choose surgery

Condom blocks 
fluids

Exchange of fluids 
is bad

Use condoms

Feel okay or take a 
chance on feeling 
okay or not okay

Better to feel okay Do not screen

Screening detects 
disease early

Early is better Choose screening

Source: From Reyna, VF. A theory of medical decision making and health: fuzzy trace 
theory. Med Decis Making 2008;28:850-65., with permission.

http://nih.gov/precisionmedicine
http://nih.gov/precisionmedicine
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use of terms within the medical record and for support-
ing research evaluation [29]. A comprehensive behav-
ioral ontology will complement the ontologies created 
within the biomedical informatics domain that support 
advanced CDS. With respect to research, ontology is crit-
ical for determining active components of effective inter-
ventions. Ontologies are described in more detail below.

12.2.4 HIT Infrastructure

The last 20 years has witnessed an explosion of health 
information resources attributable to the Internet and 
evolution of technology to deliver targeted communica-
tions. HITECH set in motion the rapid uptake in HIT 
infrastructures of EHRs/personal health records, has 
led to advances in connected health (telemedicine and 
telehealth), and created the architecture to enable behavior 
change on a large scale [19]. The deployment of EHRs in 
physician practices and hospitals, despite their widely 
recognized limitations, has contributed to advances in 
CDS at the point of care; improved health care quality; 
and reduced medical errors. Patient portals have begun 
to be offered by physician groups, albeit slowly, as part 
of electronic record systems to engage patients in their 
own care and provide them access to certain aspects 
of their medical record. Health Information Exchanges 
(HIEs) have sprung up in most states and regions to 
address the lack of interoperability of many of the 
current EHR systems and with the goal of seamlessly 
transmitting data across disparate health settings and to 
improve community health.

12.2.5 Contribution to mHealth

More recently there has been a rapid growth of 
mHealth tools and resources, leveraging the smartphone 
and tablet computer, and including a plethora of apps 
designed to address a wide range of health behaviors 
and conditions. Mobile phone messaging interventions 
for preventive health care is receiving increasing atten-
tion as well, although a Cochrane systematic review of 
randomized controlled trials (RCTs), and quasi-RCTs 
found only limited evidence of demonstrable impact 
across a range of health behaviors [30]. The evidence for 
smoking-cessation interventions, however, was deemed 
of high quality. Advances in sensor technology and the 
emergence of “wearable” devices has enabled the “quan-
tified self” movement—groups of individuals interested 
in understanding their own personal health data and the 
role it can play in improving health. Collectively, these 
developments in mobile computing hold great promise in 
improving the health and well-being of individuals and 
populations if harnessed and implemented effectively.

With respect to cancer, there have been notable efforts 
to support cancer patients using mobile apps. Mirkovic 

et al. [31] describe the usability design process and devel-
opment approach for creating the Connect Mobile app, 
which enables remote access to the Connect system that is 
an online portal that supports cancer patients in manag-
ing health-related issues. Through this iterative evalua-
tion of a high fidelity prototype, the authors tested seven 
patients with cancer on nine functional tasks of varying 
levels of complexity. From this observational study, the 
authors identified 27 design considerations and issues 
(13 for mobile apps and 14 for tablet apps) for map-
ping to source events, such as navigation, requests for 
assistance, and patient feedback. From these issues, the 
authors defined a set of general design recommendations 
that can be used when developing mobile apps for can-
cer. Useful design features that were highlighted include 
easy input and navigation prompts, good ergonomic and 

T H E  Y O U N G  A D U LT 
P R O G R A M  AT  T H E 

D A N A - F A R B E R  C A N C E R 
I N S T I T U T E  ( YA P @ D F C I )

S. Julie is a 22-year-old, single recent college grad-
uate. At a time when her classmates all seemed to be 
moving to big cities and starting their careers, Julie 
found herself confronting a breast cancer diagnosis, 
forgoing her first job opportunity, and moving back 
into her parents’ suburban home. Socially isolated, 
she began treatment at the Dana-Farber Cancer 
Institute. “Everyone in the waiting room seemed so 
much older than me... I felt like a fish out of water,” 
she recalls. A social worker who met with her during 
her first chemotherapy infusion supplied her with a 
leaflet about YAP@DFCI, the young adult program at 
her hospital. That night, she signed up through the 
patient portal and was rewarded with a wealth of 
offerings: educational materials, from self-help mod-
ules on managing anxiety to advice around fertility 
preservation in the setting of cancer; feature articles 
written by patients facing similar developmental chal-
lenges; and, perhaps even more cathartic, a rich and 
supportive online community. Through frequent chat 
room exchanges, Julie befriended several other young 
adult cancer patients. At an annual YAP@DFCI con-
ference, she connected in person with some of these 
online friends. In addition, she relished the many 
technological capabilities harnessed by the confer-
ence. In a nod to being age appropriate, the conference 
designers had Twitter feeds and Spotify playlists that 
conference attendees could contribute to through the 
day. “I’m in a technology-proficient generation and 
YAP@DFCI meets us where we are and where we 
need it most.”
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minimalistic design approaches (to avoid overengineer-
ing by including functions that are superfluous), and 
options to customize features and content placement.

The mHealth movement also has fostered an ecologi-
cal monitoring approach to collecting patient-reported 
outcome (PRO) data more frequently, unobtrusively, and 
in near real time. Moreover, advances in sensor tech-
nologies embedded within mobile devices can index 
dynamical changes in context and behavior that are 
more consistent with current behavioral models that 
rely on intensive longitudinal data [32]. As one exam-
ple, Min et  al. [33] report on a feasibility study of an 
app for sleep disturbance-related data collection from 
patients with breast cancer undergoing chemotherapy. 
Thirty patients were given access to a smartphone app 
prior to their start of chemotherapy and queried via the 
app for self-report of sleep patterns, anxiety level, and 
mood changes on a daily basis for 3 months. A total of 
2700 daily push notifications were sent to the 30 partici-
pants over the 3-month period. As a result, 1215 data 
elements on sleep disturbance were collected achieving 
an overall compliance rate of 45%, and the median value 
of individual compliance of 41.1%. Compliance dropped 
steadily over the trial with the low point of 13.3% at 
the end of 3 months. Despite the decline over time in 
compliance, these results indicate that use of a smart-
phone for behavior sampling in real-world settings is 
feasible even over a long period of time. Combined with 
a dynamical systems modeling approach, such data can 
provide greater understanding of changes in behavior 
patterns and can inform the development of more effec-
tive interventions in the future.

12.3 DEFINITION AND ROLE 
OF BEHAVIORAL INFORMATICS

Behavioral informatics is a subfocus of biomedical 
informatics which the American Medical Informatics 
Association (AMIA) defines as “the interdisciplinary 
field that studies and pursues the effective uses of bio-
medical data, information, and knowledge for scientific 
inquiry, problem solving, and decision making, driven 
by efforts to improve human health.” Bernstam et  al. 
[34] provide a higher level definition of biomedical infor-
matics as the science of information as applied to or 
examined in the context of biomedicine. As a subdo-
main of biomedical informatics, behavioral informatics 
integrates behavioral/psychological science with com-
puter science, engineering, cognitive science, and data 
science to quantify and interpret human behavior and 
communications. In this section, we explicate the core 
behavioral/psychological science principles underly-
ing the design, development, deployment, and evalua-
tion of HIT and informatics solutions. We begin with a 

discussion of ontologies, which provide a methodology 
for codifying and representing knowledge from the field 
of behavioral medicine.

12.3.1 Behavioral Ontologies

An ontology is a description of the concepts in an 
application domain and the relationships among them. 
Ontologies are similar to, but more powerful than, termi-
nologies, nomenclatures, or taxonomies. Terminologies 
and nomenclatures (also “controlled vocabularies”) 
simply list the set of terms that are used to refer to 
the concepts in a given domain, similar to a dictionary 
[35]. Example terminologies include the International 
Classification of Diseases (ICD), currently maintained 
by the World Health Organization (WHO) for reporting 
mortality statistics, and the Diagnostic and Statistical 
Manual of Mental Disorders (DSM-5), maintained by 
the American Psychiatric Association, used by mental 
health professionals as a standard classification of men-
tal disorders.

Taxonomies add classification hierarchies to “flat” 
terminologies, by introducing “is-a” relationships 
among concepts. For example, the process of consider-
ing behavior “pros and cons” is a kind of “comparison 
of outcomes” behavior change technique in which an 
individual is advised to identify and compare reasons 
for wanting (pros) and not wanting (cons) to change 
their behavior [36]. An example taxonomy is the Behavior 
Change Taxonomy developed by Michie et  al. [36], in 
which 85 health behavior change techniques were clus-
tered into a taxonomy of 16 categories by a group of 
experts. Fig. 12.1 shows an excerpt from this taxonomy.

Full ontologies further extend taxonomies by adding 
arbitrary relations among concepts, as well as a vari-
ety of additional information, such as allowed value 
ranges and relationship cardinality (the number of val-
ues a relationship may take on, for example “number 
of spouses” is generally constrained to zero or one). An 
example ontology of health behavior change concepts 
is shown in Fig. 12.2 [37]. In this ontology, constructs 
from the Transtheoretical Model (introduced above) of 
health behavior change as applied to exercise promo-
tion are represented. This ontology not only has “is-a” 
taxonomic relationships (eg, “stage of change” is a kind 
of “therapeutic mental state”), but other kinds of rela-
tionships among concepts as well (eg, there is a “next” 
relation expressing the standard sequence of stages an 
individual goes through as they change their behavior).

Ontologies have three primary uses in behavioral 
informatics [37]: (1) they provide a formalism that can 
facilitate clarification and description of the concepts in 
behavioral medicine through consensus of experts (as 
in Michie’s work [36]); (2) they can facilitate interchange 
of information among diverse systems by describing, at 
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various levels of detail, the kinds of data entities that 
can be exchanged, independent of the particular names 
the entities are given in each system (the motivation for 
many of the terminologies in medicine, such as ICD and 
DSM-5); and (3) they can promote reuse of software com-
ponents through the development of ontologies of the 
components themselves (descriptions of what the com-
ponents do) and the data entities they operate on [37].

Facilitating interchange of information among dispa-
rate information systems will become increasingly impor-
tant as behavioral informatics systems are developed to 
integrate into other parts of the medical infrastructure, 
for example, by integrating behavioral measures into 
EMRs, as noted above in the recent IOM report [28]. 
Ontologies are used in these exchanges to disambigu-
ate different terms that are used in these systems to 
refer to the same underlying concepts. This disambigu-
ation allows many people and institutions to share the 
work done by others [38], and is the motivation behind 

standard interchange languages such as Health Level 
Seven International (HL7).

Just as importantly, ontologies can support reuse of 
software and knowledge in computerized health behav-
ior change interventions in several ways. For example, 
many kinds of knowledge can be reused across interven-
tions, such as which constructs are important to assess 
for a given health behavior change theory, which mea-
sures can be used to assess the constructs, and the spe-
cific actions the system should take to modify a given 
health behavior. Fig. 12.3 shows the kinds of knowl-
edge that can be abstracted and reused in automated 
health behavior change interventions that interact with 
a user through dialog (simulated counseling conversa-
tions). Here, a Theory Model contains knowledge of the 
behavioral medicine theory the intervention is based on; 
a Behavior or BIT Model contains knowledge of how 
health behavior change theories are applied to a specific 
health behavior; a Protocol Model contains knowledge 

FIGURE 12.2 Excerpt from Behavior Change Ontology.

FIGURE 12.1 Excerpt from Behavior Change Taxonomy.
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about a particular behavior change intervention, includ-
ing parameters such as duration of the intervention and 
expected number of user contacts per week, and ulti-
mate behavioral criteria to be achieved; a User Model 
contains knowledge about a particular user, including 
fixed “tailoring” parameters that affect the intervention 
and messages, information about the user’s medical 
condition, construct measures, and information that is 
dynamically updated over the course of an interven-
tion; an External Data Model describes data inputs and 
outputs from the system; and finally a Task Model con-
tains knowledge about how a health behavior change 
counseling system enacts the intervention, taking all of 
the other knowledge into account.

In one project in which a computational ontology 
was explicitly used to support software and knowledge 
reuse, an automated intervention to promote physi-
cal activity was designed using an ontology of health 
behavior change concepts and a suite of open-source 
software development tools [37]. Following a prelimi-
nary usability evaluation, the system was modified to 
promote fruit and vegetable consumption using only 
9% of the calendar time and 4% of the person hours 
required to develop the initial physical activity promo-
tion system, and demonstrated 98% reuse of the high-
level software representations.

The resulting systems were evaluated in a four-arm 
randomized trial of a 2-month daily contact interven-
tion comparing: (a) ACT—physical activity promotion 
intervention; (b) DIET—fruit and vegetable promotion 
intervention; (c) ACT+ DIET—both interventions; and 
(d) CONTROL—nonintervention control (both physical 
activity and fruit and vegetable consumption are asso-
ciated with decreased cancer risk). A total of 122 par-
ticipants were enrolled into the study and randomized 
among the four study arms, of which 113 (93%) com-
pleted the final 2-month assessment. Physical activity 
was assessed using daily pedometer steps (Omron) and 
the International Physical Activity Questionnaire (IPAQ) 
was administered at the start and end of the 2 months. 

Daily servings of fruit and vegetables were assessed 
using the NIH/NCI self-report Fruit and Vegetable Scan 
(FVS). A linear mixed-effect model including effect of 
study day (time), study condition, and an interaction 
was fit to daily pedometer steps and indicated that par-
ticipants in ACT increased their walking by 9.3 steps/
day on average compared to CONTROL, while those in 
DIET decreased by 16.1 steps/day and those in ACT+ 
DIET decreased by 7.6 steps/day. There were no sig-
nificant differences on IPAQ scores.  At the end of the 
2-month intervention participants in the DIET group 
consumed significantly more servings per day (+3.4, 
p = 0.003) of fruit and vegetables compared to those in 
the CONTROL group, and those in the ACT+ DIET con-
sumed more servings per day (+2.2) compared to those 
in the CONTROL group (nearing significance, p = 0.1).

To conclude, as behavioral science matures, the archi-
tectures and ontologies for translation of the existing 
evidence base into the digital domain is well underway 
and promises to expand the reach and impact of behav-
iorally based interventions to improve health and health 
care [29,36,37].

12.4 APPLICATIONS OF BEHAVIORAL 
INFORMATICS RESOURCES AND  

TOOLS IN CANCER CARE

12.4.1 Tobacco Use and Informatics-Based 
Interventions

Smoking cessation enhances patient outcomes after 
cancer diagnosis. The most recent Surgeon’s General 
Report on the Health Consequences of Smoking, “50 years 
of Progress,” determined that there is sufficient evidence 
to conclude that continued smoking after the diagnosis 
of cancer is associated with adverse outcomes such as 
decreased survival and increased risk of second primary 
cancers [39]. Moreover, evidence suggests that continued 
smoking is associated with inferior response and increased 

FIGURE 12.3 Reusable Knowledge in Health Counseling Dialog System.
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toxicity from cancer treatments. This landmark report has 
shifted the paradigm of cancer care so that tobacco treat-
ment is a necessary part of comprehensive cancer care. 
Unfortunately, tobacco treatment is rarely integrated into 
routine care despite the existence of evidence-based treat-
ments. A US Public Health Service clinical practice guide-
line for tobacco dependence identifies combined use of 
pharmacotherapy and behavioral interventions as the best 
treatment for smoking cessation [40]. The effectiveness of 
physician counseling alone has an odds ratio (OR) for 
quitting of 2.2 [1.5–3.2] (95% CI) and a quit rate of 19.9% 
[13.7–26.2]; quit lines alone show an OR of 1.6 [1.4–1.8] and 
a quit rate of 12.7% [11.3–14.2]; and combination nicotine 
replacement therapies had an OR of 3.6 [2.5–5.2] and a quit 
rate of 36.5% [26.6–45.3]. Moreover, combining these thera-
pies is more effective than individual components alone. 
Despite the fact that use of these interventions more than 
doubles cessation, there has been low uptake by clinicians 
and patients [41–43]. Common barriers include lack of a 
systematic approach to tobacco assessment and lack of 
knowledge related to the delivery and effectiveness of 
tobacco treatments [44,45].

Recent population-based analyses found that the preva-
lence of smoking among cancer survivors was 16–27% and 
40% among those aged 18–44 years (as compared to 20.4% 
of the general population) [46]. Although cessation rates 
are high at the time of diagnosis, relapse back to smoking 
is common [47]. Thus, standardized and ongoing assess-
ment is necessary to identify smokers who require assis-
tance with their quit attempts. Systems-level interventions 
that use informatics resources have the potential to greatly 
enhance the reach and uptake of cessation interventions. 
Surprisingly, to our knowledge, there have only been two 
studies that have examined tobacco treatment interven-
tions for patients with cancer using an informatics-based 
approach. Emmons et  al. [48–50] developed and tested 
one of the only evidence-based informatics-based inter-
ventions, called the Partnership for Health (PFH) Study, 
that has shown efficacy to improve smoking-cessation 
rates among cancer survivors.

PFH is a theory-based, tailored peer-peer tobacco treat-
ment intervention and consists of (1) print or web-based 
materials that provide information about the health risks 
of smoking in the context of cancer survivorship; (2) a 
report that provides feedback tailored to the interaction 
of smoking with risk perception, self-efficacy, motivation 
to quit smoking, and other topics of interest based on 
participant responses to an initial survey; (3) four phone 
calls from a peer counselor assigned to provide support 
during the cessation process; and (4) use of pharmaco-
therapy cessation aides. PFH led to a doubling in quit 
rates compared with usual care, and the intervention 
effect was sustained at 2–5 years. A second RCT was 
conducted to increase PFH’s dissemination potential. 
The second PFH study compared a web and a print 

format of the intervention and provided access to free 
pharmacotherapy. A key goal was to determine if the 
intervention outcomes in self-guided, scalable formats 
approximated those found with peer counseling. There 
were equivalent rates of cessation in the two PFH arms; 
the quit rates were equivalent to that found with peer 
counseling; and there were high rates of satisfaction with 
all of the conditions. These findings suggest that any of 
the PFH intervention formats could be recommended 
for use in practice to enhance cessation rates.

Warren et al. [51] evaluated an EMR-based intervention 
to determine whether automated assessment and referral 
could increase enrollment in a tobacco treatment pro-
gram among patients being seen in a cancer care setting. 
The goal of this study was to design an evidence-based 
system that could be administered in an efficient and 
reproducible manner to large numbers of cancer patients. 
The intervention consisted of four components: (1) nurses 
asked patients specific standardized questions at the ini-
tial visit, during treatment and during follow-up after 
cancer and entered the answers into the EMR; (2) patients 
who reported tobacco use within the last 30 days and/
or were using a pharmacotherapy cessation aide were 
automatically referred to an institutional tobacco treat-
ment program for cessation support that was generated 
by the EMR; (3) half of the participants received a mailing 
sent to their homes that discussed the benefits of cessa-
tion with an invitation to contact the tobacco treatment 
program; and (4) half of the participants received a tele-
phone contact by the tobacco cessation program. Results 
from the study revealed that of the 1381 patients that 
received a mailed invitation, only 16 (1.2%) contacted the 
tobacco treatment program for assistance; whereas in the 
group that received telephone contact by the tobacco treat-
ment program 1126 (81.4%) were contacted and of these 51 
(4.5%) reported no current use of tobacco; 35 (3.1%) were 
medically unable to participate; and 30 (2.7%) declined 
participation. An important finding of the study was that 
three questions generated more than 98% of the referrals 
and 4 weeks appeared to be the optimal time for repeat 
tobacco assessment as this timeframe delayed referral 
in less than 1% of patients. Taken together, these find-
ings suggest that tobacco treatment can be delivered to a 
large number of cancer patients using structured tobacco 
assessment and automated cessation referrals. However, 
contact through mail alone is insufficient for patients to 
engage in a tobacco treatment program.

12.4.2 Physical Activity Promotion

A number of automated interventions promote physi-
cal activity. There is clear evidence of an inverse, linear 
dose–response relationship between volume of physical 
activity and all-cause mortality rates for both men and 
women [52–55]. Epidemiological studies have found 
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reduced risk of breast, colon, and other cancers in more 
physically active or fit individuals [56–61]; as well as 
reduced mortality in individuals with cancer [62,63]. In 
one series of studies, “virtual coaches” have been suc-
cessfully used to increase physical activity in sedentary 
adults, in which individuals have simulated counseling 
sessions with an animated counselor. In one effort, a vir-
tual coach was linguistically and culturally tailored for 
a population of older, bilingual, Latino adults in either 
English or Spanish [64] (see Fig. 12.4). The interven-
tion incorporated behavior change strategies based on 
Social Cognitive Theory and the Transtheoretical Model 
including self-assessment, motivationally tailored goal-
setting, individualized feedback, positive reinforcement 
and support, and knowledge enhancement related to 
benefits of a physically active lifestyle. A two-arm, ran-
domized, wait-list-control pilot evaluation study was 
completed. Forty participants (92.5% Latino) aged 55 
and over were enrolled, half in each arm of the study. 
Those in the intervention group were asked to wear 
pedometers daily and check in three times a week for 
4 months with an exercise promotion virtual coach set 
upon a touch screen computer in the computer room 
of a community center. Half of intervention group par-
ticipants chose to conduct their counseling sessions in 
Spanish (selected by participants at enrollment time). 
Retention in the intervention group over the 4 months 
was 100%. Four-month increases in reported minutes 
of walking/week were greater in the virtual coach arm 

(mean increase = 253.5 + 248.7 minutes/week) relative to 
health education (mean increase = 26.8 + 67.0 minutes/
week; p = 0.0008). Walking increases in the virtual coach 
arm were substantiated via objectively measured daily 
steps (slope analysis p = 0.002).

12.4.3 Screening and Intervention for Adverse 
Health Behaviors and Emotional Distress

12.4.3.1 Screening for Emotional Distress 
and Unmet Needs

In 2008, the IOM published a report, “Cancer Care for 
the Whole Patient: Meeting Psychosocial Health Needs” 
[65]. Its authors argue that oncology’s focus on extend-
ing life often comes at the expense of quality of life, and 
call for greater attention to patients’ emotional distress, 
for instance, depression and anxiety, and unmet needs, 
for example, lack of resources or knowledge to manage 
illness. The IOM document fueled a then nascent psy-
chosocial screening movement, which has since rapidly 
expanded, frequently on an electronic platform. In 2015, 
as a new requirement for accreditation, the American 
College of Surgeons (ACoS) Commission on Cancer 
(CoC) began requiring cancer centers to implement 
comprehensive screening programs for psychosocial 
distress, leaving many institutions unprepared to insti-
tute and universalize psychosocial screening, as well as 
the triage processes that follow from it.

FIGURE 12.4 Virtual Exercise Coach.
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At this time, clear consensus does not exist around the 
ideal screening instruments to use. Longer screens tend 
to maximize on comprehensiveness but add to patient 
burden. Shorter screens protect against survey fatigue 
but tend to lack diagnostic sensitivity and specificity [66].

In general, instruments querying emotional symp-
toms focus on the domains of anxiety and depression. 
Table 12.4 describes the most common instruments used 
in screening for emotional distress. Such tools include the 
Generalized Anxiety Disorder Symptom 7-item (GAD-7) 
with cutoff scores for general anxiety disorder as defined 
by the DSM-5; the Patient Health Questionnaire-9 
(PHQ-9) with cutoff scores for major depressive disorder 
as defined by the DSM-5; and the Hospital Anxiety and 
Depression Scale (HADS) and Psychosocial Screen for 
Cancer (PSSCAN) in which case finds for both depres-
sion and general anxiety. By contrast, other instruments 
are designed to identify nonspecific “distress” rather 
than a DSM-5 psychiatric diagnosis. The most well-
known is the one-item National Comprehensive Cancer 
Network (NCCN) Distress Thermometer. When such 
a screen is employed, additional evaluation to clarify 
diagnosis is warranted.

Because social stressors—financial, family, or work 
pressures—and physical symptoms, such as pain or dys-
pnea, often mediate emotional symptoms, other screens 
or components of screens query unmet needs. Perhaps 
the best known of these is the NCCN Problem List, which 
is a companion to the NCCN Distress Thermometer and 
covers family, practical, and spiritual concerns along 
with psychological and physical symptoms.

A variety of strategies to meet the psychosocial screen-
ing mandates and best serve the “whole patient” have 
been pursued. Some institutions rely on health provid-
ers to interview patients directly; others employ pen-
and-pencil self-reports. However, because staffing is at 

a premium and timely review of screens can be criti-
cal for the addressing of severe psychiatric distress or 
urgent unmet needs, electronic screen administration 
with instantaneous scoring is likely preferable to both 
options, particularly since several electronic systems now 
boast flagging of worrisome scores; tracking over time; 
automated triage capabilities; and provision of educa-
tional materials to providers and patients [66]. In recent 
years, several homegrown systems have been developed 
and a few commercial entities, for instance Polaris Health 
Solutions, have developed both screening platforms and 
applications.

12.4.4 Implementing Psychosocial Screening: 
An Informatics-Based Approach

As the mandate for psychosocial screening is imple-
mented in centers throughout the country, it will be 
essential to have a plan in place to evaluate and treat dis-
tress. Studies have indicated that screening alone is not 
adequate for addressing sources of distress and improv-
ing patient outcomes [67,68]. Psychosocial screening 
needs to be part of a more comprehensive approach 
that includes further assessment and identification of the 
source of distress, referral to appropriate services, and 
initiation of evidence-based treatment [69,70].

Forsythe et  al. [71] conducted a population-based 
study to identify how many cancer survivors discussed 
their psychosocial concerns with their health care pro-
viders and whether the survivors received psychoso-
cial care services (defined as professional counseling or 
use of support groups). Results from this study identi-
fied that only 40% of patients reported discussion with 
their health care providers about their psychosocial 
concerns, 4.4% received psychosocial services only, and 
8.9% reported both discussion with their health care 

TABLE 12.4 common Screens for Emotional distress in Oncology

Measure
Dimensions 
measured

Number of 
items

Permission 
needed to use Available languages

Case 
finding 
capabilities

Distress 
Thermometer

*Distress 1 Yes English, Bahasa Indonesian, Chinese, Greek, 
Korean, Polish, Spanish, Romanian, Swedish

No

GAD-7 *Anxiety 7 No All major European; many Asian languages Yes

HADS *Anxiety
*Depression

14 Yes All major European languages; Arabic;  
Hebrew; Chinese; Japanese; Urdu; Farci

Yes

PHQ-9 *Depression 9 No All major European languages; Mandarin; Oriya; 
Punjabi; Swahili; Tamil; Telugu; Thai; Turkish

Yes

PSSCAN *Anxiety
*Depression
*Social support
*Quality of life

21 No English Yes

Note: GAD-7, General Anxiety and Depression Scale 7-item; HADS, Hospital Anxiety and Depression Scale; PHQ-9, Patient Health Questionnaire-9;  
PSSCAN, Psychosocial Screen for Cancer.
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providers and use of psychosocial services. Thus, this 
study provided important information about the imple-
mentation of psychosocial care on a population level.

As these services are implemented on a larger scale, 
a potential problem may be lack of an adequate number 
of qualified professionals to address patient psychoso-
cial needs. Although most cancer care settings offer a 
range of psychosocial services to patients, many centers 
have fewer than three psychosocial providers [72] avail-
able to provide these services. Thus, innovative solu-
tions are needed to prepare for the anticipated demand 
for services and to deliver high-quality, evidence-based 
psychosocial care to cancer patients. One potential par-
tial solution is the use of evidence-based algorithms for 
nonbehavioral health providers to choose appropriate 
psychotropic medication for treatment of depression 
and anxiety in the oncology setting. Passik et  al. [73] 
conducted a pilot study and demonstrated that oncolo-
gists can be empowered to recognize and treat depres-
sion with a “screen and intervene” approach using a 
paper-based algorithm for choosing an antidepressant 
treatment. Moreover, patients experienced improved 
mood and health-related quality of life.

Informatics-based approaches have a high potential to 
help fill the gap and create population-based approaches 
to augment delivery of psychosocial care. One example 
of an informatics-based system that has potential to 
enhance psychosocial and palliative care through CDS 
is the SAMI program. Cooley et al. [74] created comput-
able algorithms for management of multiple symptoms, 
which included depression, anxiety, pain, fatigue, and 
dyspnea, based on national guidelines for use in an out-
patient thoracic oncology setting. These algorithms were 
part of a web-based program that provided point-of-
care CDS to health care providers to enhance symptom 
assessment and management.

The SAMI system comprises four components: 
(1) collection of patient-based symptom assessment 
data [PROs (depression, anxiety, pain, fatigue, dyspnea, 
comorbidities, laboratory values, prescribed medication) 
that were actually taken and their dose and frequency]; 
(2) guidelines in the form of algorithms that provide 
CDS for symptom management; (3) a web-service deci-
sion engine known as the System for Evidence-Based 
Advice through Simultaneous Transaction with an 
Intelligent Agent Across a Network (SEBASTIAN); and 
(4) a summary report for health care providers.

The symptom assessment component uses a web-based 
survey platform developed by Dana-Farber Cancer 
Institute for collecting PROs using validated instruments 
such as the PHQ-9. This application delivers question-
naires with the capacity for scoring weights and skip logic 
and stores the answers in a MySQL database. In the pro-
totype, laboratory, medication, and comorbidity data are 
manually entered in a graphical user interface, but may 

be imported from an EMR in the future. The clinical deci-
sion logic is derived from guideline-based algorithms for 
symptom management that were adapted from national 
guidelines and then programmed into SEBASTIAN.

Decision rules were implemented in SEBASTIAN 
using an object-oriented computer programming lan-
guage (Java). SEBASTIAN’s web-services framework 
provides a scalable, system-agnostic approach to inte-
grating knowledge into clinical practice. SEBASTIAN 
can receive requests for CDS capabilities from remote 
systems. In these requests, patient data are represented 
in eXtensible Markup Language (XML) format and 
encoded using standard terminologies. As a result, deci-
sion logic can be centralized in SEBASTIAN for use by 
many systems at different sites, which enables the shar-
ing of computable knowledge across remote locations.

S Y M P T O M  A S S E S S M E N T  A N D 
M A N A G E M E N T  ( S A M I )  C A S E 

E X A M P L E
Mr Paul is a 58-year-old man diagnosed with stage 

III lung cancer. He currently smokes one pack of ciga-
rettes per day and has smoked since age 12. He quit 
once about 5 years ago, and was able to maintain absti-
nence for about 6 months, but relapsed when his father 
died. He received chemotherapy and was scheduled 
to undergo surgical resection. He met with his oncolo-
gist and surgeon who both recommended that he quit 
smoking to improve his prognosis. Mr Paul agreed 
to pick a quit date, meet with a tobacco treatment 
counselor, and begin treatment with a 21 mg nicotine 
transdermal patch and 4 mg nicotine lozenge. He was 
scheduled to return for a follow-up visit in 3 weeks. 
Upon his return follow-up visit, Mr Paul completes the 
SAMI symptom tool and is found to have moderately 
severe anxiety. He quit smoking about 10 days before 
the visit and reported experiencing severe withdrawal 
symptoms. He was using the 21 mg nicotine transder-
mal patch but not using the lozenge related to taste 
aversion. He continued to smoke 2–3 cigarettes/day. 
He agreed to select another quit date and add bupro-
pion to the combination nicotine replacement treat-
ment and continue to meet with the tobacco treatment 
counselor to manage the nicotine withdrawal symp-
toms. Mr Paul’s next follow-up appointment was in 
3 weeks. Upon his return visit, SAMI reveals that he 
no longer has significant anxiety and his assessment 
scores were within normal range. Upon further assess-
ment he reported that he has been tobacco free for the 
past 2 weeks and that his withdrawal symptoms have 
improved with the current pharmacotherapy regimen 
for tobacco control.
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To generate care recommendations, four main steps 
are followed: (1) upon the clinician’s request the SAMI 
client application retrieves the patient’s symptoms, 
medications, and laboratory values from the patient 
database; (2) the patient data are transformed into the 
SEBASTIAN XML format [75]; (3) the client application 
submits a web-service request to a server that hosts an 
instance of SEBASTIAN; (4) SEBASTIAN executes a 

series of symptom management rules over the provided 
data and responds back to the client application with a 
set of recommendations also in XML format; and (5) the 
client application parses the XML recommendations and 
presents them to the clinicians in the SAMI user interface 
as a summary report consisting of text and graphics (see 
Fig. 12.5). As the figures show, SAMI provides tailored 
suggestions for evidence-based symptom management 

FIGURE 12.5 Lung Cancer Symptom Assessment and Management Intervention (SAMI) Report.
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and a longitudinal summary of symptoms experienced 
over time.

SAMI was tested in a feasibility study in patients 
with advanced lung cancer and their clinicians and was 
found to be feasible [76]. Patients completed the symp-
tom assessment at each clinic visit for 6 months and their 
clinicians received tailored suggestions for symptom 
management. Completion of assessment and delivery 
of reports were evaluated to assess feasibility. Patient 
completion of the symptom assessment was 84% (95% 

CI, 81–87%) over time and delivery of the reports to clini-
cians was 90% (95% CI, 86–93%). Clinician adherence to 
the recommendations was 57% (95% CI, 52–62%). Cancer 
symptom management was assessed in 20 clinicians and 
their patients who were randomized to SAMI or usual 
care. A medical chart review was done to assess clinical 
management, defined as pharmacological management 
of the target symptom or use of supportive care refer-
rals such as social work or palliative care consults, of the 
target symptoms [76]. Results of the study revealed that 

FIGURE 12.5 Continued.
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the odds for clinical management of depression (1.6, 90% 
CI, 1.0–2.5); anxiety (1.7, 90% CI, 1.0–3.0); and fatigue 
(1.6, 90% CI, 1.1–2.5) were higher in the SAMI arm as 
compared to the usual care arm. Similarly, the odds of 
palliative care consults for pain (3.2, 90% CI, 0.7–13.4) 
appear to be higher in the SAMI arm as compared to 
usual care. Taken together, SAMI appeared to positively 
influence clinical management and increased palliative 
consults for pain.

12.4.5 Low Literacy Support

Oncology clinical trial protocols can be very com-
plex, and their description, for example, in informed 
consent documents, can be very difficult for laypersons 
to understand, and almost impossible for individuals 
with low health literacy to fully comprehend and follow. 
Conversational agents—animated computer characters 
that simulate face-to-face conversation with a health 
provider—have been used to provide a medium that 
can be successfully deployed to help patients across the 
literacy spectrum understand these documents. In one 
series of studies, nurse–patient interactions were mod-
eled in a conversational agent that could explain research 
informed consent documents to patients. In these studies, 
participants with inadequate health literacy had signifi-
cantly higher levels of satisfaction with the agent com-
pared to either a human research assistant explaining the 
document to them or a self-study condition (F(1,14) = 5.0, 
p<0.05) [77]. Follow-up studies characterized more 
details of nurse and research assistant behavior when 
explaining documents to individuals with different lev-
els of health literacy, describing explanation strategies, 
hand gestures, and gaze behavior used, and how these 
varied for patients of varying health literacy levels [78].

A later study evaluated these mediums, demon-
strating that study participants who had received an 
automated explanation of a research informed consent 
document by an agent had the same level of comprehen-
sion of the document compared to a group who received 
explanation by a human research assistant (F(2,23) = 
4.41, p<0.05), regardless of health literacy level, and that 
all participants were more satisfied with the agent-based 
explanation (F(2,23) = 4.78, p<0.05) [79]. Qualitative 
interviews indicated that the increased satisfaction was 
due to participants feeling less pressured and less infe-
rior in their interactions with the agent compared to 
those with a human.

Another series of studies evaluated a web-based con-
versational agent that helped cancer patients with low-
literacy find cancer-related clinical trials of interest to 
them. Most cancer patients are unaware that there are 
clinical trials they can participate in [80], and other studies 
have demonstrated numerous barriers individuals face in 

finding trials they are eligible for Ref. [81]. Several web-
based search engines have been developed to increase 
participation in clinical trials by allowing users to more 
easily find trials. However, these search engines may be 
difficult for individuals with low health and computer 
literacy to navigate. One study found that a state-of-the-
art web-based search engine (NCI [82]) was unusable by 
participants with inadequate health literacy, who were 
only able to complete 0.43 of the three standardized tasks 
given on average (participants with adequate health lit-
eracy completed 1.17 tasks on average) [83].

To address these issues, a conversational agent inter-
face was designed to interview cancer patients about their 
preferences and present candidate clinical trials to them in 
an incremental way, with numerous features to enhance 
understandability of the trial protocols. An evaluation 
study involving 87 cancer patients (26% inadequate health 
literacy) found that all participants were significantly 
more satisfied with the conversational agent-based search 
interface compared to the conventional search interface, 
and that low literacy participants exhibited better search 
performance and felt less pressure to enroll for studies 
when using the conversational agent [84].

12.5 CONCLUSIONS

The behavioral sciences offer a treasure-trove of 
systematic evidence that can be leveraged to advance 
oncology informatics and improve cancer prevention 
and control. The continued development of behavioral 
ontologies holds great promise in harmonizing disparate 
theories and models of behavior change with respect to 
determining the active components of interventions; reus-
ing representations and resources in programming new 
applications; and promoting collaboration across disci-
plines of biomedical informatics, behavioral medicine, 
and computation linguistics [37]. One direct benefit of cre-
ating robust ontologies is the potential for embedding the 
formalisms as core elements of behavioral measures and 
metrics within EHRs. With respect to cancer prevention 
and treatment, health counseling dialog and symptom 
assessment and management systems can benefit from 
this integration and enable advanced decision support at 
the point of care. Sophisticated ontologies can represent 
actionable knowledge within the electronic record, sup-
port personalization processes at multiple levels, detect 
anomalous circumstances, such as missed diagnoses or 
comorbidities, that would require adjustment to standard 
interventions, and enhance health outcomes [85].

The emergence of more innovative research methods 
and designs is important for accommodating the rap-
idly evolving mHealth movement and approaches like 
the BIT Model offer a way to address major societal 
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issues like tobacco cessation, obesity, and medication 
and treatment adherence for cancer control. A more 
“agile science” approach that is iterative and personal-
ized is likely to meet the clarion call today for “preci-
sion medicine” that enables interventions that can be 
individualized and adapt to context, circumstances, and 
preferences (www.agilscience.org).

Consumer and patient-facing technologies that are 
built upon solid behavioral/psychological science prin-
ciples and that take advantage of the burgeoning pres-
ence of mobile devices can go a long way to support 
informed and shared decision making [21]. The uptake 
of mobile technologies has accelerated in the last few 
years to where an estimated 64% of the US population 
owns a smartphone (http://www.pewinternet.org/
fact-sheets/mobile-technology-fact-sheet/). This mobile 
platform is ideally suited for developing and deploying 
targeted apps with specific functionalities that address 
the challenges faced by patients with cancer. Recently, 
Apple announced the release of ResearchKit (https://
www.apple.com/researchkit/) as an open-source plat-
form and ecosystem for implementation of research 
studies that could revolutionize the ability to recruit 
and enroll patients into clinical trials at a rate and scale 
that is unprecedented. One such app that was included 
in the initial six released focuses on the recruitment 
of women who have survived breast cancer (http://
sharethejourneyapp.org/). The Share the Journey: Mind, 
Body and Wellness After Breast Cancer app tracks five com-
mon issues related to breast cancer treatment: fatigue, 
cognitive difficulties, sleep disturbances, mood changes, 
and reduction in exercise performance. The overall pur-
pose is to collect longitudinal information from these 
patients about variations in their symptoms over time 
to better understand the long-term effects of the disease. 
ResearchKit and other open-source platforms like it are 
the vanguard of new frameworks for hosting patient-
centered tools and resources that enable participatory 
research, self-management, and decision support on a 
massive scale.

We have provided exemplars of informatics platforms 
and tools for tobacco cessation among cancer survivors, 
distress screening, physical activity promotion, and an 
automated approach for low literacy support. These 
are but a few examples of the promising application 
of behavioral/psychological science principles to the 
design, development, and evaluation of informatics 
solutions in oncology. The convergence of behavioral/
psychological science and technology affords enormous 
opportunities to address the increasing burden of cancer 
prevention and control. The future success of oncology 
informatics is predicated on drawing from the best avail-
able scientific evidence from biomedicine and behav-
ioral sciences as complementary resources.

LIST OF ACRONYMS 
AND ABBREVIATIONS

AMIA The American Medical Informatics Association
CHI Consumer health informatics
EHR Electronic health record
EMR Electronic medical record
HIE Health Information Exchange
HIT Health Information Technology
HITECH Health Information Technology for Economic and Clinical 

Health Act
IOM Institute of Medicine
NCI National Cancer Institute
NIH National Institutes of Health
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13.1 THE COMMUNICATION 
REVOLUTION

In this chapter, we explore the intricacies of an infor-
matics infused care system that is itself becoming a rede-
signed architecture for new patterns of communication 
in an era when oncology care is becoming more complex, 
integrated, demanding, and precise. We engage in this 
review at a time when a revolution in communication 
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Those of us with multiple chronic conditions may consult 
many physicians in the course of a year. Last year, I saw 
11. Not one of my doctors has ever communicated directly 
with another, despite the fact that some of them work in the 
same health system and have offices in the same building. 
I am the sole arbiter of who gets what information in what 
format and when. [1] Jessie C. Gruman, President and 
Founder, Center for Advancing Health.
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technologies has been resculpting the foundations of a 
global economy [2], with new roles and communica-
tion patterns emerging across multiple industries as part 
of the digitally mediated information environment. We 
have watched as, one-by-one, these new communica-
tion technologies have augmented and enhanced social 
systems across many sectors of the economy. It is hard 
now to imagine what a global marketplace might look 
like without a global infrastructure for communications; 
or to picture a modern multinational airline industry 
that did not support users with individual access to 
electronic ticketing systems, reservation tools, and flight 
status information. It is hard to think of what a financial 
system might look like without quick and easy access to 
an interoperable network of automated teller machines 
and online account access, or how a restaurant might 
survive in this connected era without online advertising 
and computer-mediated reservation systems. These new 
capabilities have become the new normal in American 
life [3]. They also offer to revolutionize cancer oncology 
care [4].

At the same time, we recognize that any significant 
change in social processes and technology will most cer-
tainly bring with it a whole new spate of unexpected 
consequences [5]. The ease with which people can now 
communicate with each other using email, text-messaging, 
social media, and a host of other channels has led to an 
inundation of information through unwanted email (ie, 
spam), bewildering “friend requests,” and a cacophony 
of mixed news messages. Not surprisingly, we’ve seen 
medical departments struggle with these same changes 
as email and electronic reminders clog the system before 
a new, compensated workflow is devised [6].

In 2001, at the height of the “dot.com” boom, we 
watched as the tech-heavy NASDAQ plunged and com-
pany after company fell by the wayside as their poten-
tially innovative technologies failed to produce a viable 
business plan. Out of the ashes of the “dot.com implo-
sion” we watched as a new slate of very successful com-
panies began to thrive. What we saw was a transition 
from a Web 1.0 first version of the online economy based 
on traditional publishing and transactional models, to a 
new Web 2.0 version of online service centered on mass 
participation cultivated around norms of social trust. We 
have also watched the emergence of a Health 2.0 culture 
in which patient-engagement has become the new foun-
dation upon which to base consumer-facing services [7], 
and we are watching as medical informaticists work dil-
igently to bring health information technologies from 
their status as a “Gen 1” technology to “Gen 2” [6].

Our purpose throughout this review will be to identify 
the commensurate opportunities available to practitio-
ners, insurers, policy makers, informaticists, and patients 
for improving the efficacy and reliability of their com-
munication channels through informatics applications to 

serve the needs of a 21st-century oncology care system. 
Communication errors, as we will discover, are at the 
heart of many of the medical mishaps that cause nega-
tive consequences in care delivery for patients and the 
medical teams who care for them. Moreover, the sheer 
complexity of care in the new oncology environment 
coupled with the projected increases in volume means 
that it will be impossible to rely solely on traditional 
means of communication to cover the demands of the 
new oncology system. Anachronistic communication 
protocols, many of which are responsible for the current 
raft of error experienced throughout the system any-
way, will likely fail to realize the Institute of Medicine’s 
(IOM’s) vision for safe, effective care [8]. In fact, under 
assumptions of increased demand, status quo habits 
may only compound the problem by perpetuating more 
errors, alienating patients, and demoralizing care teams. 
As with other topics covered by this book, the trick will 
be to create a new mix of technologies, people, and pro-
cesses that as a whole achieve sustainable gains. This 
will take experimentation in new health care practices, 
informed by an awareness of how the science of com-
munication can inform design.

13.1.1 Communication Science

Communication science, as it is used in this chapter, 
refers to the interdisciplinary mix of theory and empirical 
evidence that contributes to a more informed understand-
ing of how humans convey information to each other 
across multiple channels, in multiple contexts, and in dif-
fering timeframes to achieve desired goals. In the context 
of health, communication assumes a vital role in “inform-
ing, influencing, and motivating individual, institutional, 
and public audiences about important health issues” 
[9]. Early models of health communication emphasized 
the role of mass media as a unidirectional channel for 
elevating awareness and motivating action. With the 
diffusion of Internet technologies, those models have 
expanded to encompass the one-to-one, one-to-many, 
many-to-many, and cognitively augmented capacities 
of computer-mediated communication channels [10,11]. 
Indeed, because of its centrality to health the US Office 
of Disease Prevention and Health Promotion included a 
separate objective within its Healthy People 2020 initia-
tive on the topic of “health communication and health 
information technology.”

One way to think about the process of communica-
tion in the context of an informatics-enabled health care 
system is to consider the interdefining attributes that 
comprise any instance of communication activity [12]. 
We illustrate this conceptualization in Fig. 13.1. From 
the figure, communication processes can be viewed 
as occurring within and across specific environments, 
as occurring between specific people or actors, and as 
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having identifiable temporal qualities. We consider each 
of those dimensions below.

●	 The environments in which cancer communication 
may unfold can include face-to-face conversations 
within the clinic or, in a mediated sense, can occur 
over a telephone or smartphone as one party 
engages in a virtual consultation with the other. An 
informatics intervention will usually allow health 
systems designers to reengineer the communication 
environment to achieve more effective care, or to 
save time and money by economizing on the use of 
expensive clinical settings. For some applications, 
the informatics structures may serve as the medium 
through which interaction occurs. In others, they 
may serve as a prompting mechanism to trigger 
face-to-face interactions as needed by the patient or 
patient’s family.

●	 The people component of the communication may 
be restricted to the patient and oncologist, or the 
interaction could be broadened to include members 
of an interdisciplinary care team on the health 
care provider’s side, or significant others and 
caregivers on the patient’s side. We have included 
the psychological processes that govern behavior 
and decision making as an integral aspect of this 
people-related aspect of communication. As we 
shall see, many eHealth applications were designed 
using behavioral theory to augment the cognitive 
processes underlying effective decision making or to 
nudge behavior toward a desired, healthier goal.

●	 The temporal attribute of the framework is included 
to acknowledge that all communications unfold 
over time, and that time matters when it comes to 
thinking about disease processes and preemptive 
care. Temporal qualities include the scale of the 
interaction, expressed as a duration for interactions 
that occur over a short (eg, acute) or longer 
(chronic) timeframe; the sequencing of interactions 
over time, or the order in which events can or 
should unfold; the pace of the interaction, that is the 
slowness or rapidity of events; and the salience of 
past, present, or future activities embedded within 
the communication.

Informatics innovations support improvements to 
health care processes by offering solutions that recon-
figure the profile of these interdefining facets in safer, 
more efficient, and effective ways [13]. For example, tra-
ditional medicine required providers and patients to be 
in the same space with each other to monitor vital signs 
or to examine a physical condition first hand. That would 
either necessitate a trip by the patient to a clinical facility 
for examination, an expensive proposition for someone 
living in a remote area, or it would require medical per-
sonnel to visit the patient onsite through a house call or 
emergency field visit. In the 1970s the carrying capacity of 
telecommunications expanded broadly enough to carry 
video signals, acoustically modulated computer signals, 
facsimile signals, and electronic messaging so that health 
care designers could begin experimenting with tech-
niques for connecting patients in isolated, rural environ-
ments to medical practitioners living miles away [14].

Using the augmented capacities of the new telecom-
munications infrastructures, medical staff found that it 
was possible to obtain consults for remotely practicing 
physicians by linking their rural offices to urban facilities 
through video conferencing, faxing, and long-distance 
conversation. The innovation would serve to shorten 
the scale of communications by connecting the right peo-
ple together across geographic distances without requir-
ing either party to travel physically. It would save money, 
reduce the risks of a delayed diagnosis, and would extend 
capacity into otherwise underserved environments [15]. 
Of course, virtual visits would never be sufficient to 
support all of a patient’s needs. Many of the patients’ 
interpersonal trust and psycho-oncological needs would 
warrant face-to-face interactions. Programmatic research 
began emphasizing a balance, rather than a supplanta-
tion, of face-to-face and virtual visits as needed to meet 
patients’ needs. Research on telemedicine was born.

13.1.2 An Inventory of Informatics Tools 
for Improving Communication

Much has been added to the armamentarium of oncol-
ogy since the early days of telemedicine. The eHealth 
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revolution of the 1990s placed an emphasis on exploiting 
Internet-related technologies to serve consumers’ needs 
directly through web applications and computer apps. 
The mHealth revolution of the mid-2000s expanded 
geophysical access to information from home desk-top 
computers to the always-on, always-present ubiquity 
of mobile devices. Wireless sensors expanded support 
even further by offering the ability to transmit data 
from implanted medical devices (eg, implanted cardiac 
defibrillators) and at-home equipment (eg, blood glu-
cose monitors) to support collaborative monitoring of 
patients’ conditions remotely.

Meanwhile, the price of personal videoconferenc-
ing through smartphones and webcams has fallen. The 
meaningful use incentives from the Health Information 
Technology for Economic and Clinical Health Act 
(HITECH Act) have pushed for the adoption of health 
information technologies that would improve continu-
ity of care and patient engagement, both of which have 
substantial communication components. In Table 13.1, 
we provide a list of just some of the types of informatics 

application that have begun to emerge in the market-
place. We consider each in terms of the environment in 
which they are commonly deployed; the supports they 
put in place for people; and the ways in which they alter 
the temporal fabric of communications.

Communication management systems. We begin at the 
top of the table with the notion of “communication man-
agement systems” as the first broad category afforded 
by fully functional informatics systems. As we introduce 
this concept, we refer to the capacities built into many 
fully functional electronic health record (EHR) platforms 
to keep track of the messages and required commu-
nications needed to ensure the efficient flow of infor-
mation across the enterprise. Management systems are 
distinct, not because they host communications directly 
(though they may be responsible for issuing prompts 
and reminders), but because they offer the capability to 
assure preemptively that unsafe communication gaps do 
not occur.

Take as an example the use of administrative “dash-
boards”—the executive display systems that allow 

TABLE 13.1 Informatics Enabled Communication Tools Expressed in Terms of Environment, People, and Temporal attributes

Informatics application

Mechanism of action

Environment People Temporal

Communication 
management systems

●	 Multilevel tracking through 
reminders, dashboards, EHRs

●	 Physician ordering systems 
assure electronic synchronization 
and error checking for orders

●	 Management support for patient 
navigators, physicians, hospitals

●	 External memory aids—akin to 
“checklists”—for monitoring 
handoffs, communications

●	 Tracking algorithms enforce 
sequencing: eg, age-triggered or 
risk-triggered prompts

●	 Emphasis is on effective 
workflow

Secure messaging ●	 Protected email
●	 Virtual consultations
●	 Text messages

●	 Patients, caregivers, & providers
●	 Confidentiality promotes candor
●	 Texts can be saved for reference

●	 Asynchronous, message 
anytime

●	 Pace slower than face-to-face, 
but faster than phone tag

Patient portals ●	 Personal health information 
accessible by patients

●	 Educational materials accessible 
in multiple formats

●	 Tool for patient empowerment
●	 Relationship support for personal 

management of health care
●	 Promotes self-determination

●	 Shortens scale for waiting; eg, 
lab reports, medication ordering

●	 Life-spanning records allow for 
longitudinal tracking

Multiuser notes ●	 Health Systems: offers an  
editable record across providers

●	 Open Notes for Patients

●	 Accessible by multiple users
●	 Improves situational awareness
●	 Improves quality control

●	 Asynchronous access to record
●	 Record grows over time, 

preserving historical change

Medication adherence 
& remote physiological 
monitoring

●	 Cyberphysical support tools
●	 Wearable technology
●	 Interconnected, personal data  

can contribute to discovery

●	 Personal support tools for patients 
promote personal safety

●	 Adaptive interventions conform to 
user responses

●	 Sequence-appropriate prompts 
support evidence-based timing

●	 Real-time monitoring 
promotes prompt attention to 
abnormalities

Self-management & 
coaching tools

●	 Delivered through web,  
personal software, or mobile 
platforms

●	 Decision architectures  
promote value congruence, 
personalization

●	 For use by health conscious 
consumers, patients, survivors

●	 Adaptive interventions improve  
self-regulation skills

●	 Just in time support tools can 
be used as needed by patient

●	 Automated customization 
reduces person-hour labor costs

Interactive conferencing ●	 Enables remote access for 
underserved environments

●	 Saves money on office visits

●	 Makes optimal use of scarce  
medical personnel

●	 Broad spectrum of personal cues

●	 Synchronous communications 
promote responsiveness

●	 Allows for point-of-need care
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health plan administrators to monitor outcomes across 
whole populations of patients. In the mid-2000s, Kaiser 
Permanente went through the meticulous process of inte-
grating their health information technology (HIT) infra-
structure to identify, and then address, gaps in care for 
every individual in their health plan across all popula-
tion subgroups. System engineers coordinated the com-
munication management systems with online Personal 
Action Plans for their patients. The online plans used 
health alerts, data visualizations, reminders, personal-
ized content, and email to alert members when action 
was needed. Within 90 days of identifying a care gap, 
the system registered a 6-fold increase in completed pap 
screens, a 6-fold increase in completed mammograms, 
and a 10-fold increase in completed colorectal cancer 
screens. An academic review of this integrated approach 
revealed that the system was extremely effective in pro-
moting equitable access to services across patient sub-
populations when compared to a nonintegrated system 
in the same region [16].

In designing the attributes of a communications man-
agement system, the emphasis should be on creating an 
easy way to be sure that critical communications occur 
as needed across multiple levels of decision making 
and action—and that no vitally important communica-
tions are left uninitiated. Design follows much of the 
substantiated work from human factors psychology, 
made popular through the “checklist manifesto” [17] 
in medicine, noting that human decision makers are 
often blind to missing elements in their perceptual field 
(a phenomenon referred to as “inattentional blindness” 
by Horowitz and Rensink elsewhere in this book). Quite 
simply, human perception is guided neurologically 
through organizing frameworks, referred to as cognitive 
schemata. Schemata add meaning to incoming stimuli 
making it possible to act quickly on the myriad signals 
confronting the perceptual system in any moment. The 
problem is that these frameworks tend to fill in gaps 
with expectations of what might normally be present, 
which creates a blind spot for missing elements. The 
human factors solution is to structure decision support 
technologies to bring attention to those gaps preemp-
tively, thus protecting the system from error. This is the 
reason why checklists have been shown to be effective in 
high-stakes fields such as aviation, and now in medicine; 
and is the way in which reminder systems or error-
check routines within an informatics system can ensure 
thoroughness.

Secure messaging. We list secure messaging as the 
second broad class of utilities designed to support 
improved communication in health care settings. By 
secure messaging, we refer to protected email between 
patients and their care teams, virtual consults between 
patients and concierge providers, and text messaging. 
Data from the National Cancer Institute’s (NCI) Health 

Information National Trends Survey (HINTS) have 
shown a slow but steady increase in the use of email 
by the general public for communicating with doctors 
or doctors’ offices. In 2003, the first year of the survey, 
an estimated 7% of the adult population in the United 
States reported using the Internet to communicate with 
their physicians. That percentage rose to 9.6% in 2005, 
to 13.6% in 2007, to 18.9% in 2011, and up to 29.6% in 
2013. GroupHealth, a health maintenance organization 
(HMO) headquartered in Washington State, reported 
hosting 2,264,761 email exchanges between members 
and clinical staff in 2014, compared to hosting 118,403 
telephone visits and 351,690 calls to consulting nursing 
staff. The HMO reported hosting 28,633 virtual consul-
tations, in which electronic images were exchanged and 
examined remotely by practitioners, for the same year.

For patients, secure messaging can be desirable because 
it can reduce barriers due to geography or incompatible 
work schedules. Because the exchanges are asynchro-
nous, the patient or caregiver can send an email mes-
sage ahead of—or instead of—a clinical visit. If a health 
plan can benefit from delivering patient-centered and 
value-driven care, as is the case in systems qualifying as 
“Accountable Care Organizations (ACOs)” for Medicare 
reimbursement, then these electronic exchanges can save 
money while improving patient satisfaction. Kaiser 
Permanente, for example, reported a 26.2% reduction 
in expensive office visits with support for patient access 
to messaging capabilities through an implementation of 
EHRs [18]. For physicians, the number of electronic mes-
sages will likely increase as EHRs with secure messag-
ing features are deployed. Data covering a 10-year span 
of EHR implementation at a large academic hospital in 
Boston, MA showed a tripling of volume in electronic 
messages from patients to their physicians as enrollment 
in the systems’ EHR portal climbed [19]. The increasing 
volume of electronic messages can be problematic for 
systems in which payment models have not been altered 
to support time consulting with patients online [20].

Patient portals. A patient portal is a secure online web-
site that serves as a convenient 24-hour access to per-
sonal health information as well as to the administrative 
resources of the medical practice, such as scheduling, 
online ordering for medications, immunization records, 
secure messaging, and discharge summaries. In many 
respects, the patient portal can serve the same function 
on the patient side as communication management sys-
tems can serve on the provider side; that is, it can serve 
as a one-stop shop for patients to go to if they have any 
questions, or actions to perform, related to their care. If a 
health plan’s member is experiencing a symptom or has 
set a resolution to live a healthier lifestyle, then the mem-
ber can go to the plan’s site to explore educational infor-
mation or to pose a question through secure messaging 
to a provider. If the patient wants to explore information 
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related to their condition, they can browse through a set 
of vetted educational materials as a type of “informa-
tion prescription” [21]. The NCI’s Physician Data Query 
(PDQ) database is an example resource containing up-
to-date information on cancer that can be linked to from 
portal sites, or can be ingested electronically for delivery 
through the portal to cancer patients and their caregivers.

Portals have evolved to include functionality for set-
ting up and checking on appointments, for ordering and 
checking on prescriptions, for viewing laboratory results, 
and for reviewing coverage and costs. All of these func-
tions can put patients in the driver’s seat for monitoring 
progress on their own conditions and for participating 
actively with service providers to ensure the best out-
comes for their health and the health of loved ones [22]. 
Research from the behavioral sciences can be brought 
to bear on the design of these consumer-facing portals. 
In their work on a Comprehensive Health Enhancement 
Support System (CHESS) for cancer patients at the 
University of Wisconsin, for example, DuBenske and col-
leagues found utility in applying principles from self-
determination theory to the design of an informatics 
system aimed at encouraging patient engagement [23]. 
We will explain more about how to use communication 
tools to support patients’ sense of self-determination later 
in this chapter.

Multiuser notes. Experiments in portal functional-
ity have produced observations of what may happen 
if barriers to information were removed through elec-
tronic means. One of the vanguard developments in this 
sense came from the “Open Notes” experiment funded 
through the Robert Wood Johnson Foundation’s Pioneer 
Portfolio. In the initial study, conducted over three medi-
cal systems, 100 primary care physicians (PCPs) volun-
teered to open up their visitation notes to patients so 
they could review the content for accuracy, share it with 
others, and even contribute comments back for clarifica-
tion. As might be expected, PCPs’ initial reactions to this 
disruptive innovation were those of anxiety about dis-
rupting workflow and causing undue worry to patients. 
Once the study was completed, though, most of the 
providers reported that their worries about workflow 
did not materialize. Granted, about 42% of PCPs still 
expressed concern over patients’ worry at the end of the 
study, but data showed that only 7% of patients reported 
any concerns. Overall, a large majority of PCPs across 
the three systems (85%, 91%, and 88%, respectively) 
endorsed the idea of making notes available to patients 
after the visit as a good idea, citing improved patient 
relationships, trust, transparency, communication and 
shared decision making as positive outcomes [24].

Conceptually, the way in which the Open Notes plat-
form worked was by providing a design that would 
improve the “collective intelligence” [25] of those directly 
involved in the patient’s care. Research in the emerging 

area of “social computing,” a priority for scientific 
research in the digital age according to the President’s 
Council of Advisors on Science and Technology (PCAST) 
[26,27], describes the goal of system design as creating 
effective supports for “social” or “distributed” cogni-
tion. The idea is that shared decision making is necessar-
ily a product of multiple perspectives and a combined, 
relevant knowledge base. The goal of system design 
in this regard is literally and figuratively to help put 
team members on the same page. In terms of patient  
safety, the goal is often discussed in terms of enhanc-
ing “situational awareness.” Situational awareness can 
be thought of as giving team members knowledge of 
“what must be known to complete a particular task” 
[28]. This idea of creating a transparent space for imme-
diate access to, and shared editing of, information is one 
of the more notable temporal innovations in computer 
science research. The temporal efficiency is embodied 
in the now common term “wiki,” which takes its name 
from the “wiki-wiki” bus in Honolulu and is Hawaiian 
for “quick.” Human factors experts have theorized that 
an EHR can serve in the same role as a wiki for complex 
patients; that is, it will represent a rapid, self-correcting 
repository of combined facts and knowledge about a 
patient’s care to enhance situational awareness among 
stakeholders [29].

Medication adherence and remote physiological monitor-
ing. When considering the role of communication sci-
ence in oncology it is easy to restrict the discussion to 
instances involving direct or mediated communications 
between people. An expanded vision of communication 
is emerging, though, as scientists take into account the 
additive influence of wireless sensors, automated knowl-
edge navigators (eg, Siri from Apple, and Watson from 
International Business Machines (IBM)), implanted bio-
chips, and smart objects. This is a new class of applica-
tion built on what many have referred to as the “Internet 
of Things”; that is, the network of connections enabled 
by embedding a computer chip and wireless signaling 
capability into objects. For example, a cancer survivor 
suffering from late term side effects from chemotherapy 
may suffer cardiac problems later in life and would 
then be required to receive an implantable defibrilla-
tor. New defibrillators customarily come with a built-in 
wireless capacity to send a constant stream of data. The 
data can in turn be read by the clinical team using a 
mobile visualization app on their smartphone or tablet 
computer. The shared signal could inherently become 
an electronic prosthesis for enhanced communications 
between patients and their care teams; unfortunately, 
that does not always happen. Arcane “data blocking” 
policies have sometimes prevented patients from getting 
access to their own data in meaningful ways [30].

Fortunately, the tide may be shifting in empower-
ing patients with access to their own patient-generated 
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data to enhance self-monitoring and to foster a collab-
orative, communicative spirit with health care provid-
ers and even researchers. Large consumer electronics 
companies, such as Apple, Garmin, Samsung, Fitbit, 
and others are entering the market with health and fit-
ness apps and may be starting to fill that niche with 
consumer-facing displays. The “Share My Journey” app, 
for example, will allow breast cancer survivors to con-
tribute data on the effects of their treatment through 
self-report combined with passive sensing [31]. Other 
applications should follow as an ecosystem of develop-
ers takes advantage of interoperable API’s (Application 
Programming Interfaces) to enhance the flow between 
patient-generated data, patients, and the care team.

One way in which these new, automated communica-
tion aids can be utilized to improve results from cancer 
therapies is by serving as a clinical extender for oncolo-
gists and researchers. As we noted earlier, a movement 
toward oral chemotherapy regimens administered out-
side of the clinic may mean more risk for patients who 
are instructed to self-medicate at a time when stamina 
and vigilance are low, training is slim, and distractions 
abound [32]. The problem of medication nonadherence 
is pervasive across the entire health care system [33] 
with estimates by the New England Healthcare Institute 
that nonadherence accounts for $300 billion in avoidable 
costs annually [34]. David Rose, in his book “Enchanted 
Objects,” illustrates how the use of a “smart object” can 
be used to enhance connections between the care team 
and patient and ultimately to improve adherence to treat-
ment guidelines. In one particular illustration, he related 
his success in modifying the cap on a pill bottle with an 
embedded wireless chip and light emitting diode (LED) 
light. The cap would sense when the pill bottle had been 
opened and the patient had taken the prescribed medi-
cation. If the patient missed a dose, then the cap would 
respond by triggering a set of communications by phone, 
text, and an increasing glow in the cap to let the patient 
know it was time to take their next pill. The cap could 
also sense when supplies are near depletion and would 
send an automatic request for refill to the local pharmacy. 
Rose reported adherence rates up to 94% through use of 
the device, a rate that dramatically improves on rates of 
noncompliance reported in the safety literature [34].

Self-management and coaching tools. The field of health 
communication has produced a number of applica-
tions designed to support patients in achieving healthy 
behavior change, or in taking an active role in managing 
the many facets of their own care. Categorized under 
the general rubric of “eHealth,” these applications typi-
cally take health communication theories and translate 
them into actionable behavioral supports for patients 
and their caregivers. They can include prevention tools, 
such as motivationally tailored applications to assist in 
smoking cessation, to control diet, or to guide an exercise 

regimen; and they can include condition management 
tools, such as applications designed to help patients 
monitor and control their pain or interventions designed 
to support informed decision making. The applications 
can extend the expertise of scarce, highly trained pro-
fessionals to a broader group of individuals who can 
benefit from self-management, while reserving more 
expensive consultation times for those patients who 
need greater personal attention [35,36]. The approach is 
especially important as the biomedical enterprise shifts 
to a more proactive stance in keeping patients healthier 
longer, and will be an essential plank in public health 
policy as health systems around the world cope with 
extended needs of aging populations and the spread of 
chronic conditions [37,38].

Several behavioral theories underlie the construction 
of these eHealth applications—as described by Ahern, 
Braun, Cooley, and Bickmore elsewhere in the book—
depending on the problems to which the applications 
are oriented to solve. The point in which communication 
science overlaps with a broader view of behavioral infor-
matics is the point in which the application is intended 
to simulate or enhance communications. The University 
of Michigan, for example, experimented with techniques 
under funding from the NCI to simulate the commu-
nicative process of “motivational interviewing” within 
a computerized platform. Motivational interviewing 
is a counseling technique introduced in part by Miller 
and Rollnick [39] that works by reinforcing the intrinsic 
motivation of clients as they strive to make substantial 
changes in their health behaviors. The tailored coaching 
applications constructed by researchers at the University 
of Michigan mimicked the therapeutic process by help-
ing patients engage in a behavioral change plan that is 
consistent with their values and goals, while identifying 
and avoiding environmental triggers [40–43].

Other applications have been designed to help 
patients gain a better understanding, or mental model, 
of the biologic processes underway with their particu-
lar cancer, and then to help them as they engage in the 
parallel work of coping emotionally with the disease 
while engaging in the precautionary behaviors needed 
to ensure compliance with evidence-based therapeutic 
recommendations. With the diffusion of smartphones 
and mobile devices, new theories are under develop-
ment to strengthen the temporal responsiveness of the 
supportive application to the patient’s dynamically 
changing internal motivations and contextual surround-
ings. Termed “adaptive interventions,” these computa-
tionally sophisticated techniques are similar to precision 
therapeutics in that they utilize data models to person-
alize the coaching experience for patients relative to a 
targeted behavior [44].

Interactive conferencing. Once considered to be a high-
end application of telemedicine, interactive conferencing 
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is becoming a much more common and less expensive 
way to extend the reach of a limited number of profes-
sionals to patients in remote locations [45]. These capa-
bilities are being made possible for a broader swath of 
patients through advances in the personal computer 
and mobile device markets. Personal computers are 
routinely shipped with a camera and microphone to 
make medium-fidelity videoconferencing readily avail-
able for little or no cost. Smartphones and tablets are 
similarly shipped with a camera, which at the very least 
can be used to send photographs but can also be used 
to support videoconferencing as needed (see Fig. 13.2 
for an example). At the very least, the broad diffusion 
of cell phones both domestically and internationally 
is making it possible for more people in remote areas 
to connect with medical experts through voice-based 
teleconferencing.

What this broadening palette of interactive conferenc-
ing capabilities offers is the ability to broker communica-
tions in real-time with qualified professionals regardless 
of place. For example, medical ethicists have expressed 
concern over communicating genetic risk information 
for cancer directly to consumers without the necessary 
supports in place to interpret that information with pro-
fessional help [46]. Oncology researchers have subse-
quently been experimenting with the use of telephone 
conferencing and video conferencing services to extend 
genetic counseling services from the cancer center by 
appointment into underresourced clinics. An initial 
implementation of a telephone conferencing protocol for 
communicating the results of BRCA 1 and BRCA 2 test-
ing following a structure guided by the Self-Regulation 
Theory of Health Behavior resulted in a revision for 
clarified patient instructions, scheduled appointments, 
refined visual aids, expanded disclosure checklist items, 
and enhanced provider training [47]. Other examples of 
informatics-supported video conferencing include the 
use of imaging and videoconferencing capabilities for 

a tissue-fluid biorepository [48]; the use of sensing and 
imaging technologies to support home care for patients 
with head and neck care [49]; development of a virtual 
tumor board among interdisciplinary contributors in a 
community setting [50]; and videoconferencing to sup-
port kidney cancer care in rural areas [51].

13.2 USING COMMUNICATION  
SCIENCE TO IMPROVE QUALITY 

OF CANCER CARE

In its 2001 “Crossing the Quality Chasm: A New Health 
System for the 21st Century” report [52] and again 
in its 2005 “Building a Better Delivery System: A New 
Engineering/Health Care Partnership” report [53], the IOM 
highlighted the importance of informatics technologies 
to address the errors that have seemed to permeate 
health care. Because medicine is essentially an informa-
tion science, errors in the transmission of information 
can prove to be particularly problematic. Information 
and communication technology would be needed to 
improve the fidelity of transmission, and to ensure that 
the right information is delivered to the right person 
(or persons) at the right time to make a difference [10]. 
Information that is not delivered to the right person, 
at the right time, or that is miscommunicated through 
error in its conveyance, can lead to poorer outcomes. 
To understand how errors in communication can pose 
a threat to safety and quality improvement in oncology, 
consider the following case study.

13.2.1 A Case Study of Communication  
Error in Oncology

In its online case review at Morbidity and Mortality 
(M & M) Rounds on the Web, the Agency for Healthcare 
Research and Quality (AHRQ) presented the case of a 
48-year-old man with a history of metastatic penile can-
cer who was admitted to an inpatient internal medicine 
service for a fourth round of chemotherapy. According 
to the case details, the patient had been admitted three 
times before—each time with a standard 3-day admin-
istration of paclitaxel, ifosfamide, and cisplatin with-
out complication. The patient checked into the internal 
medicine service for a fourth round of administrations 
and went through a customary 3-day protocol with no 
incident. On day 4, he expected to be discharged. To 
his surprise, however, his nurse announced that he was 
scheduled to receive a fourth round of chemotherapy. 
Before receiving this additional dosage the patient asked 
to see a representative from the oncology care team 
responsible for directing his treatment. The oncology 
fellow arrived at his bedside and after talking with the 

FIGURE 13.2 An excerpt from the Kaiser Permanente Thrive 
Campaign emphasizing their doctors’ use of video conferenc-
ing with patients (see: http://share.kaiserpermanente.org/static/
kp_annualreport_2014/).

http://share.kaiserpermanente.org/static/kp_annualreport_2014/
http://share.kaiserpermanente.org/static/kp_annualreport_2014/
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patient and rechecking the orders discovered that there 
had been a serious error. Rather than ordering a 3-day 
regimen for penile cancer, the orders dictated a higher 
dose 5-day regimen of paclitaxel, ifosfamide, and cispla-
tin for germ cell cancer [54].

This case is instructive for two reasons. On the one 
hand, it shows what can happen when simple transcrip-
tion errors interfere with an oncology team’s intended 
treatment plan. This is a communication error. In the 
case of cancer care, which the AHRQ site describes as 
“dangerous business [because] patients have a potentially life 
threatening disease and often require toxic therapies,” the 
consequences of these types of communication errors 
can have deadly effects—both to the patient as “first 
victim of medical error” but also to the oncology team 
who suffers as “the second victim of error” [55]. An 
accompanying commentary to the AHRQ article was 
quick to point out that this particular miscommunica-
tion could have been avoided if the oncology care team 
had been supplied with a functioning EHR to support 
its processes. As it turned out, a simple transcription 
error had occurred when hand-copying orders from 
the patient’s chart to the nurse’s duty roster. HIT has 
shown efficacy in ameliorating these types of transcrip-
tion errors through the use of computerized physician 
ordering systems [56].

On the other hand, the case also illustrates just how 
essential the patient voice was in helping to alert the 
nurse that an error may have occurred in her orders  
and then to bring that error to the attention of the 
oncology team for immediate repair. The case embodies 
the notion that communication is a two-way process;  
and that when patient care is participatory [57] and 
patients are activated [58], the safety of the healthcare 
system can be enhanced through self-corrective com-
munication processes [24]. The Cochrane Collaboration, 
a global independent network of professionals work-
ing to synthesize medical evidence into prescriptions 
for what works, emphasized this role of communica-
tion science in their review titled “The Knowledgeable 
Patient: Communication and Participation in Health.” As 
the authors of the text explained it, consumer empow-
erment has become the policy focus of health systems 
and governments over the past 30–40 years. A focus 
on communication science within health care takes the 
execution of best practice away from personal intuition 
and puts it squarely “within the realm of evidence-based 
medicine” [32].

13.2.2 When Cancer Communication  
Goes Awry

It is not entirely clear what the true prevalence 
of communication errors—errors that occur in the 

meaningful transmission of information between one or 
more parties in either a unidirectional or bidirectional 
way—across the oncology spectrum might be. A sem-
inal study of 4000 inpatients at two Boston hospitals 
reported that in-patient administration of antineoplas-
tic agents accounted for about 7% of the overall tally 
of adverse drug events (ADE’s) in the two hospitals 
and about 3–4% of all medication errors [59]. Studies in 
ambulatory settings, where most cancer care is deliv-
ered, placed medication error rates in a range between 
0.3 and 5.8 errors per 100 visits. Those rates tend to be 
lower than for other specialty areas for inpatient and 
outpatient treatments. Speculations are that oncology 
care teams are highly cognizant of the potential dan-
gers of highly toxic treatment modalities and remain 
especially vigilant to the demands of administering dose 
within semicontrolled settings [60]. As with any human 
system, though, human vigilance isn’t perfect. Orders 
can still be misread, miscopied, or transmitted unclearly 
in a system of high stakes care [61].

The risk for error appears to go up considerably when 
treatment moves outside of the clinical setting altogether, 
as is the case for the rapid evolution of a new generation 
of oral chemotherapies administered in either a curative 
or adjuvant way. The types of errors identified from at 
least one sample of reported incidents included events 
associated with taking the wrong or extra dose (38.8% 
of documented cases), taking the wrong drug (13.6%), 
wrong number of days supplied (11.0%), and missed 
dose (10.0%). “With over 25 million doses administered 
annually,” the authors of this particular study cautioned, 
the expansion of popularity for oral chemotherapy 
agents—whether taken as a monotherapy or in combi-
nation with other antineoplastic agents—has not been 
accompanied by a systematic adoption of protocols and 
prescription safeguards. From a 2006 survey, the authors 
found that only one in four US cancer centers had pre-
scribing safeguards in place while less than one in five 
had measures in place to ensure safe administration and 
monitoring [32].

Going beyond a focus on chemotherapy, the Joint 
Commission on Accreditation, Health Care, and 
Certification presented data from its Sentinel database 
to describe the general prevalence of different types 
of medical errors across health systems. According 
to the Joint Commission’s analysis, communication 
errors accounted for 63% of all reported mishaps in the 
Sentinel database. By communication errors, the Joint 
Commission was referring to instances in which infor-
mation had been, or should have been, transmitted with 
fidelity from one party to another. They distinguished 
those errors from a category they referred to as “gen-
eral human factors” errors, or instances in which the 
inadequacies of system design led to individuals mak-
ing judgment errors on their own, making a mistake in 
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course of action, or failing to take a necessary precau-
tion. By their reckoning, the 63% prevalence of com-
munication errors was second only to their notion of  
general “human factors” failings for the data recorded in 
2013. When restricting analyses to “delays in treatment”—
a mishap of egregious consequence in oncology— 
communication errors edged into first place as a root 
cause, accounting for 81% of all recorded errors in the 
Sentinel database [62].

The types of communication errors listed in the sen-
tinel database included instances in which a provider 
was paged but the page was unanswered, cases in which 
a message was sent to the wrong individual, instances 
when parties were not able to connect by telephone over 
repeated tries (ie, “telephone tag”), as well as instances 
in which handwritten orders were misread or critical 
information was absent. A particular point of vulnerabil-
ity in the communication process surrounded patient 
“handoffs,” when one provider gave verbal details of a 
case to another. These customarily oral conversations are 
especially prone to miscommunication or flawed recol-
lection after the fact [63].

To get a better sense of what types of errors might be 
occurring specifically in oncology care, Mazor and her 
colleagues conducted personal interviews with cancer 
patients across three clinical sites. Out of those inter-
viewed, 28% of the reported mishaps were described as 
simply a breakdown in their care (eg, delays in diagnosis 
or in the treatment of their cancer) without ascribing 
a parallel problem in communication; 47% described a 
breakdown in communication as the sole determinant of 
reported mishap; and 27% described both a breakdown 
in communication and a serious breakdown in care as 
determinants. Most of the patients who had reported 
some type of serious breakdown in their care (20 of 22 
patients, or 91%) believed that they had experienced 
physical harm as a result [64].

13.2.3 Ten Rules for Realigning Health Care

The IOM’s Crossing the Quality Chasm report [52], 
along with a series of follow-up workshop and consen-
sus reports, were oriented around six primary goals that 
would serve to guide the development of a safer, more 
effective healthcare system in the 21st century. Those 
goals included: (1) creating a system that is by its nature 
safe, and preemptive of error; (2) building a system that 
is effective, and based on scientific evidence; (3) orient-
ing all aspects of the system to be truly patient-centered; 
(4) improving the system to deliver care to be timely in 
the way it responds to patient needs; (5) reducing waste 
and creating a system that is efficient; and (6) assuring 
that services are delivered in a way that is equitable across 
all populations. To achieve those overarching goals, the 
IOM proposed a set of 10 rules to bear in mind when 

engaging in any type of redesign effort. We include those 
rules for reference in Table 13.2.

The implications for creating an informatics solution 
that facilitates communication are implicit, if not explicit, 
throughout all ten of the IOM’s explicit principles for 
improving care [65]. Rule #1, for example, explicitly refers 
to the use of Internet and telephone as adjuncts to the in-
person visit; and alludes to the utility of asynchronous 
communications (eg, secure messaging, email, voice mail) 
to extend coverage to the point of need 24 hours a day, 7 
days a week. Customization according to patients’ needs 
and values, as embedded in Rules #2 and #3, implies a 
careful give-and-take of information between patients 

TABLE 13.2 Ten rules for Improving Healthcare, from 
Crossing the Quality Chasm: a New Health System for the  
21st Century [52]

 1. Care based on continuous healing relationships. Patients should 
receive care whenever they need it and in many forms, not just 
face-to-face visits. This rule implies that the health care system 
should be responsive at all times (24 hours a day, every day) 
and that access to care should be provided over the Internet, by 
telephone, and by other means in addition to face-to-face visits.

 2. Customization based on patient needs and values. The system of care 
should be designed to meet the most common types of needs, 
but have the capability to respond to individual patient choices 
and preferences.

 3. The patient as the source of control. Patients should be given the 
necessary information and the opportunity to exercise the 
degree of control they choose over health care decisions that 
affect them. The health system should be able to accommodate 
differences in patient preferences and encourage shared 
decision-making.

 4. Shared knowledge and the free flow of information. Patients should 
have unfettered access to their own medical information and to 
clinical knowledge. Clinicians and patients should communicate 
effectively and share information.

 5. Evidence-based decision-making. Patients should receive care 
based on the best available scientific knowledge. Care should 
not vary illogically from clinician to clinician or from place to 
place.

 6. Safety as a system property. Patients should be safe from injury 
caused by the care system. Reducing risk and ensuring safety 
require greater attention to systems that help prevent and 
mitigate errors.

 7. The need for transparency. The health care system should make 
information available to patients and their families that allows 
them to make informed decisions when selecting a health plan, 
hospital, or clinical practice, or choosing among alternative 
treatments. This should include information describing the 
system’s performance on safety, evidence-based practice, and 
patient satisfaction.

 8. Anticipation of needs. The health system should anticipate patient 
needs, rather than simply reacting to events.

 9. Continuous decrease in waste. The health system should not waste 
resources or patient time.

 10. Cooperation among clinicians. Clinicians and institutions should 
actively collaborate and communicate to ensure an appropriate 
exchange of information and coordination of care.
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and their providers taking into account patients’ own 
needs for emotional resolution and a search for clarity in 
the face of uncertainty. That give-and-take can occur in 
real time through face-to-face encounters (the model of a 
traditional clinical visit), telephone, or videoconferencing 
(eg, Skype, Face Time); or it can occur in delayed time 
through secure email or through notes in an electronic 
chart. The same can be said for a call to promote “shared 
knowledge and the free flow of information” in Rule #4, 
a call for transparency in Rule #7, and a call for greater 
“cooperation among clinicians” in Rule #10. All will 
inherently require effective communication processes in 
order to be realized.

The IOM’s follow-up activities have expanded fur-
ther on the need for effective communication to sup-
port a high-quality health system as promoted through 
the other rules. The calls in Rule #5 to move medicine 
onto a foundation of scientific evidence and in Rule #8 
to move toward a platform of predictive and precision 
medicine led to a series of activities through the IOM’s 
Roundtable on Value and Science-Driven Health Care to 
improve the ways in which the medical system communi-
cates data, probability, and evidence to patients. In its part-
nership with the National Academy of Engineering, the 
IOM repeatedly emphasized the importance of improv-
ing communication flows in order to create a system in 
which safety is perceived as an intrinsic property, as 
highlighted in Rule #6; and it emphasized that adjust-
ments to communication protocols, assisted by technol-
ogy, can be used to improve timeliness and reduce waste 
as emphasized in Rule #7.

13.3 A FUNCTIONAL APPROACH  
TO PATIENT-CENTERED 

COMMUNICATION

Picking up on the IOM’s exhortation that a high-quality 
care system be “patient-centered,” the NCI commissioned 
a thorough literature review in 2005 to understand more 
fully what patients’ functional communication needs 
are vis-à-vis the evolving oncology care system. An 
underlying assumption of the review was that patient-
centered care is best achieved when informed, activated 
patients and their families interact with an accessible, 
well-organized, and responsive health care system [66]. 
Authors of the report identified six broad areas of func-
tional need as illustrated in Fig. 13.3. In this section, we 
examine each of those functional areas in detail.

13.3.1 Fostering Healing Relationships

Authors of the report began their discussion of the six 
functional domains with an area they termed “fostering 
healing relationships,” an area that recapitulates the first 
of the ten rules for redesigning healthcare offered by 
the IOM. It also reinforces the point made by the orga-
nizational specialists Zuboff and Maxmin: that, in the 
age of the Internet, the successful companies are those 
who use the capacities of an enhanced communication 
environment to ensure a sense of “deep support” or 
“relationship” with their clients [67]. At first blush, it 
may not be obvious how an informatics system can be 
optimized to support this sense of a healing relationship. 

FIGURE 13.3 The six core functions of patient-centered communication from a review of the scientific literature.
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When the NCI report’s authors discussed the impor-
tance of “relationship building,” they emphasized the 
idea that good provider-patient relationships “are char-
acterized by trust and rapport,” and that much of the 
work in establishing a good relationship is built on the 
give-and-take that allows patients to be keenly aware of 
what everyone’s role should be in the healing process. 
“Healing relationships are more than sources of infor-
mation and expertise; they also provide emotional sup-
port, guidance, and understanding,” they argued [68]. 
This seems like a tall order for technology.

But it is not a tall order for sociotechnical systems. 
A highly effective sociotechnical system begins with a 
well-trained and competent workforce (people), and 
then gives them the capacity (technology) to extend their 
reach and effectiveness beyond historical environmental 
and temporal bounds. A good example in a nonhealth 
domain is one of the most successful information tech-
nology companies of the last 20–30 years: FedEx. Most 
people think of FedEx as a shipping company, made up 
of conscientious people who assure that a package will 
absolutely be delivered anywhere in the world, over-
night if business demands it. That is completely true; 
but what made the business model of FedEx possible 
was its strategic use of information technology to log 
a parcel, arrange for pick-up and delivery, coordinate 
travel through an international supply chain of trucks 
and jets, and then guarantee delivery. The technology 
provided the conscientious employees with the where-
withal to build the company’s competitive edge around 
two unbeatable dimensions: trust and reliability. Every 
aspect of customer communication, whether that means 
giving clients the facility to track their parcel or sending 
email notifications for delivery if requested, was engi-
neered to keep the customer at the center of service. The 
technology is seamless and hidden behind the scenes.

The same can, and should, be said of healthcare. Just 
as FedEx uses its computer systems to keep track of every 
facet of a customer’s long time history interacting with 
the company, honing its business focus on guaranteeing 
a reliable company experience, HIT can be designed to 
forge and protect a patient’s relational trust with their 
care providers. Thus, when patients begin their jour-
ney, they can take heart knowing that a trusted medical 
professional will be just a mouse click, phone call, or 
personal appointment away [69,70]. If, as survivors, they 
want to review information from previous treatments in 
preparation for a visit to a new primary care doctor, they 
are confident in their abilities to access their own medical 
records instantaneously [22]. If parents worry about the 
side effects of an at-home treatment, they can take com-
fort knowing that it is possible to enter their concerns 
into a “clinician report” [59] alerting their care team—no 
matter what time of day or night [71]. Indeed, what the 

missing link in healthcare reform might be, according 
to Tang and Lansky, is to use HIT as a mechanism for 
bridging the relational gap between patients and provid-
ers; that is, to give patients the controls that would allow 
them to become “copilots in their care” [65].

Notice that to support a healing relationship, the 
social and technical subsystems underlying hospital 
communications must be in synch. Imagine a patient 
portal designed to extend services such as appointment 
scheduling or medication ordering to patients through 
the Web or a mobile device. Now imagine what would 
happen if a patient thinks that an order for a medication 
refill has been successfully placed, only to find out that 
the order fell through and that no one bothered to call, 
text, or email. The consequences for not receiving the 
medication as expected could lead to serious health con-
sequences if the patient is forced to become noncompli-
ant. Just as importantly, a disconnected system may do 
irreparable damage to patients’ trust in their provider, 
opening the system up to litigation, bad press, dissatis-
faction, and loss in revenue. The communication system 
in this case is only as strong as its weakest link [72].

13.3.2 Exchanging Information

Of course one of the basic functions of communication, 
and a function that is most familiar to informaticists, is 
that of exchanging information. From a communication 
perspective, this implies getting data and information 
into the hands of the right person at the right time to 
influence care. From analyses of data from the NCI’s 
HINTS, we know that nearly half (44.9%) of all adults 18 
years and older living in noninstitutionalized settings in 
the United States in 2003 reported that they had looked 
for cancer information for themselves or a loved one. 
Of that group, though, 47.7% explained that the process 
of finding the information took a lot of effort, 41.3% 
expressed frustration, and 57.7% expressed concern over 
the quality of the information they found. A logistic 
regression analysis revealed that those who with nega-
tive experiences searching were two and a half times 
more likely to report that “almost everything causes 
cancer” (odds ratio (OR) 2.0, 95% confidence interval 
(CI) 1.5–2.6); were over two and half times more likely 
to report that “not much can be done to prevent cancer” 
(OR 2.7, 95% CI 1.9–3.8); and were over three times as 
likely to report that “it is hard to know which cancer 
recommendations to follow” [73].

From these data we know that many cancer patients 
and their loved ones appeared to be highly motivated 
to seek out credible information about cancer on their 
own, but that the process of getting the information they 
needed was frustrating and confusing. Looking further 
into where patients go when seeking information, the 
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HINTS survey revealed that an estimated 49% of the gen-
eral US population would prefer to go to their healthcare 
provider as a first source of information as measured in 
2003. That was not surprising given that an estimated 
62.4% of Americans in 2003 listed their healthcare provid-
ers as their most trusted source for credible information 
relevant to their health. Interestingly, of those who actu-
ally reported looking for information about cancer only 
10.9% reported going to their physicians first while an 
estimated 48.6% reported going to the Internet first. By 
2008, the number of people going online first for cancer 
information rose to an estimated 54.9% while the number 
going to their providers first rose to 22.8%. Other sources—
books, magazines, and newspapers—were being edged 
out. Trust in clinical providers actually rose during this 
period, with results showing that US adults were 1.29 
times more likely to endorse physicians as their most 
trusted source of cancer information in 2008 as they were 
in 2003, while trust in online information went down 
(OR = 0.74). As Internet diffusion spread, looking for 
information online first became easier. At the same time, 
information seekers became more sagacious in their trust 
of online information and trust in care providers went up.

This trend, of relying both on physicians and the web 
to make sense of disease, appears to be a little different in 
health than it has appeared in other sectors. In other sec-
tors, such as in the retail and travel industries, Internet 
technology has allowed consumers to bypass traditional 
intermediaries to acquire products or services directly 
from their source. Communication scientists refer to this 
phenomenon as disintermediation [74]. Health services 
researchers have introduced a new term, apomediation, 
to describe what appears to be happening in the health-
care industry. In healthcare, information may be seen as 
surrounding both patients and providers (“apo” means 
“apart from” as a Greek prefix). With barriers to medi-
cal information falling, patients are finding it easier to 
go online to find whatever information they can to give 
them a sense of predictive control over their condition. 
The quality of online content is uneven, however, and 
much of what patients find from the most credible sites 
is difficult to interpret by lay audiences [75]. Oncology 
teams—providers, nurses, and techs—offer an invalu-
able service in helping patients interpret what they find 
[76]. Recognizing this, sociotechnical system designers 
can support patients’ information seeking needs by pro-
viding access both to well-written educational materials 
online and to oncology staff through secure messaging, 
telephone, or in-office visits.

One of the most critical vulnerabilities in patient care 
occurs at the point in which crucial information must 
exchange hands, say from one care provider to the next, 
or from the care provider to the patient. Errors have 
historically occurred at that vulnerable juncture when 

members of the care team completed their shift and 
then orally conveyed the details of their patients’ con-
ditions to the incoming team member [77]. They have 
also occurred as orders are shuffled between the many 
components of the medical enterprise to fill prescrip-
tions, to order tests, to coordinate psychosocial services, 
to schedule treatments, to orchestrate surgery, and so 
on. Poor handwriting, misplaced requests, and missed 
telephone calls can all interrupt the vital flow of infor-
mation from one member of the distributed care team 
to another. Coordinating the flow of that information 
is not trivial as illustrated by the multiple touch points 
in Fig. 13.4 both within and surrounding oncology care 
[78]. Coordination is further complicated when patients 
manifest with multiple comorbid conditions [79], or 
when patients transition from highly attentive oncology 
care back to the fragmented environment of posttreat-
ment survivorship care [80,81].

Sociotechnical solutions can be deployed to prevent 
handoff errors in many ways. Communication manage-
ment systems, such as those supporting patient-centered 
medical homes [82,83], can provide medical staff with an 
overview of handoffs to be sure that there are no gaps in 
service for either individuals or populations. Nurse nav-
igators, medical staff, and others can be signaled with 
the appropriate reminder if a gap is detected through 
automated routines. Physician ordering systems can 
boost reliability by sending orders electronically from 
one component of the medical enterprise to the next, by 
reducing ambiguity over illegible writing, by catching 
errors at point of entry, and by preventing cross-sys-
tem duplication through health information exchanges. 
Secure messaging can be used whenever the patient 
or other member of the distributed care team fails to 
receive an expected delivery. Multiuser notes can facili-
tate handoffs by documenting the details of a patient’s 
treatment course in a commonly accessible space, to 
assist in shift change and to help coordinate care across 
multiple specialties. Representing the patient’s voice in 
the record, perhaps through patient-reported outcomes 
(PROs) or comments provided through secure messag-
ing, will help orient the team to the patient’s values and 
preferences—a hallmark of patient-centered care.

13.3.3 Making Decisions

The health services trope of engaging patients as part-
ners in their care is manifest critically in the area of shared 
decision making. The term “shared decision making” did 
not come first from interventional medicine, but was 
coined in 1982 by the President’s Commission for the 
Study of Ethical Problems in Medicine and Biomedical and 
Behavioral Research. Its use was intended to underscore 
the important role of patients in shaping the course of their 
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own treatment plans. Its explicit objective was to reform 
physician–patient communication and to improve the 
day-to-day implementation of informed consent in medi-
cal services [84]. From the perspective of shared decision 
making, a high-quality outcome requires that clinicians 
and patients integrate the best medical evidence available 
to them at the time with patients’ values and preferences 
to develop a mutually agreed upon treatment plan [85].

One of the objectives of a high performance infor-
matics system, then, is to create the decision support 
architecture [86] that will reinforce the communication 
process needed to reach a data-based decision in a timely 
fashion and in accordance with patient values. Some of 
that architecture will be focused on bringing together 
the data streams from different sources to support the 
best possible medical decision. As the consideration of 
evidence in predictive, preemptive, precise, and partici-
pative (ie, “4-P”) medicine [87] becomes more complex, 
attention should be paid on adopting the best visual-
ization tools available to reduce cognitive burden as 
outlined by Horowitz and Resink. Research from the 
decision sciences has begun to yield actionable design 
recommendations for how to present information in a 
way that is compatible with cognitive processes [88–92].

With data flowing throughout an informatics-enabled 
oncology system it is possible to envision how a high 
performance care system can be engineered to support 
collaborative decision making across multiple levels of 
action as illustrated in Fig. 13.5. Notice from the figure 
that medical decision-making can never be truly divorced 
from communication processes. In paper-based systems, 
an intake nurse might begin a patient’s intake by taking 
certain physiologic measurements, and then recording 
those values in a chart. The PCP might pick up the chart, 
inquire as to the chief complaint, ask a few history ques-
tions, perform an initial examination, and then record 
the results of those activities on the chart. The primary 
care doctor might then place an order for laboratory 
tests, request a radiologic image, and perhaps suggest a 
specialty consult. As we have seen before, decision mak-
ing will be impaired if there is a break anywhere in that 
chain. If handwriting is illegible on any area in the chart, 
or the subjective impressions of the patient’s history or 
chief complaint is flawed, then those communication 
errors are likely to propagate [61].

An electronic system can address many of the prob-
lems inherent in health care’s “crisis in communication,” 
according to an eye-catching ad in the Washington Post by 

FIGURE 13.4 The communication context surrounding oncology care.
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Kaiser Permanente touting the importance of HIT before 
passage of the HITECH Act. Digital records can take 
away the guesswork resulting from illegible handwrit-
ing, while error-checking routines and encryption algo-
rithms can preserve the fidelity and security of data flows 
across multiple layers of the organization. Multiuser 
access to medical data can ensure situational awareness 
for anyone involved in decision processes—including 
the patient and the patient’s family. Decision support 
technologies can improve adherence to guidelines by 
communicating the results of vetted systematic reviews 
(eg, from the US Preventive Services Taskforce (USPST), 
the US College of Surgeons, or the Joint Commission), by 
structuring communications relevant to diagnosis and 
treatment, and by preemptively assuring that patients’ 
values are included in the decision process.

13.3.4 Enabling Self-Management

As demographic shifts cause healthcare systems to 
move away from a limited focus on acute care, to a more 
proactive focus on prevention and chronic disease care, 
patient self-management becomes an essential tool in the 
healthcare systems armamentarium. Creating a culture 
of patient engagement, for example, has been central 

to the healthcare modernization efforts of the United 
Kingdom’s National Health Service. Directors acknowl-
edged the importance of self-management as the best 
way to cope with an aging demographic and soaring 
medical costs [37]. It is more than just offloading costs 
(though studies have demonstrated cost savings from 
using remote monitoring technologies and well-designed 
patient portals to decrease visits to the emergency room, 
unnecessary visits to the clinic, and hospital admissions 
[18,93]); it also creates a reliable interface for empowered 
consumers to lead the way in applying medical evidence 
consistently within their own personal environments 
outside of the clinic [15,45,94]. The technologies sup-
porting telemedicine, according to Donald Berwick, have 
“immense potential to revolutionize the reach of exper-
tise and to reduce costs and inconveniences for patients, 
families, and clinicians.” The communication capacity 
of the digital age will allow health systems to “move 
knowledge, not people,” and will help create care that 
will “meet people where they are, literally” [95].

“Meeting people where they are” means more for 
patients than simply overcoming the inconveniences of 
geography; though that is certainly a huge problem in 
cancer treatment where patients may need to travel for 
to a high-quality cancer center for physical examination 
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and in-patient treatment. It also means providing sup-
port to patients no matter where they are in their cancer 
journey. According to one survey, the most frustrating 
health care experiences for the online public comes from: 
(1) having to see their doctors in person to ask questions 
they could answer by telephone or email; (2) trying, 
but often failing, to get through to someone who can 
answer questions in a timely fashion; and (3) providing 
the same information over and over again each time 
the patient visits a physician’s office [96]. An effectively 
designed patient portal can serve as a coordinating cen-
ter for patients’ self-management needs by facilitating 
communication through secure electronic messaging 
and/or providing lists of critical telephone numbers; 
by providing clinical summaries for easy digestion after 
office visits; by offering timely access to patient-specific 
educational resources as new questions arise; by giving 
patients and caregivers access to their biometric health 
data; and by utilizing patient reminders to encourage 
adherence in prevention, treatment, or follow-up care.

Enabling patient self-management goes beyond sim-
ple information management, though. Enabling self-
management in this case means giving patients and their 
personal caregivers the skills to manage their own health 
proactively when away from the clinic, and to advo-
cate for themselves when needed to acquire services or 
treatment [68]. DuBenske and colleagues demonstrated 
how the provision of an electronically collected Patient 
Reported Outcomes (e-PRO) measure helped patients 
stay ahead of negative symptomologies from their can-
cer treatments [97]. The e-PRO system enhanced the 
quality of patients’ experience when visiting the clinic, 
resulted in greater caregiver involvement, and facilitated 
earlier interventions when compared against standard 
of care. Other studies have demonstrated how environ-
ments that support PRO’s have been instrumental in 
encouraging better patient outcomes, of catching errors 
early before they lead to adverse consequences, and in 
relieving the stress of personal caregivers [98,99].

An important point to consider when designing elec-
tronic communication environments for patient engage-
ment is the delicate touch needed to protect, and nurture, 
intrinsic motivation [100]. It can be touchy because health 
communication by design will be tinged with an element 
of exhortation, or in telling patients that “you should do 
this.” Too much exhortation or demand by the system 
can create a sense of reactance or pushback from patients, 
especially if they feel that the system might be controlling 
them rather than supporting them. Informatics designers 
in oncology have been able to overcome this problem by 
orienting their user testing around three core principles 
from self-determination theory:

●	 Nurture patient autonomy. We have all experienced 
the frustration of working with commercial websites 

that seem to be operating on ulterior motives; that 
prevent us from performing actions of importance 
to us; that interrupt our attention with distracting 
pop-ups; or that force us to accept unalterable 
defaults. The experience creates the perception that 
the system is in control rather than the user, and in 
the commercial world can create a backlash among 
users. Contemporary principles in user-centered 
design can reverse those perceptions by aligning 
interface elements to convey a sense of service and 
deep support to patients as they pursue their health 
goals. User-centered design can help align the tone 
and content of textual components so that language 
is universally easy to understand. Data entry fields 
can be autopopulated from the EHR so that the user 
does not have to waste time on tedious data entry, 
while at the same time giving users the ability to 
enter corrections will not only help produce cleaner 
data but will give patients a sense of ownership for 
their own record. The Veteran’s Administration’s 
(VA) introduction of the “blue button initiative,” 
encouraging patients to download their personal 
health information with a click of the mouse (on 
a blue button), reinforces an expectation that the 
patient is ultimately in control of their own health.

●	 Enhance patient mastery. Engaging patients entails 
providing them with the skills they need to monitor 
their condition, to self-administer medications 
as needed, to ameliorate negative side effects, 
and to self-advocate as needed. The goals of the 
user interface, as well as the system underlying 
it, should be to support patients as they hone 
the skills they need to enhance their own health. 
Clearly communicated prevention, treatment, 
and survivorship plans can help keep the patient 
on the same page as other members of the care 
team while they assume responsibility for self-
management. Responsive feedback mechanisms 
can aid in self-monitoring and can shape behavior 
toward desirable health goals. The always on, 
always present, nature of health sensors is 
increasingly adding real-time biofeedback to the 
mix in helping patients maintain optimal body 
weight, to quit smoking and to monitor side effects 
from therapy.

●	 Ensure connectedness. Humans are social beings 
and derive motivation from connecting to others 
for hope, clarification, and support. The social 
media site “CaringBridge.org” is an example of an 
online platform offered by many hospitals to help 
connect patients in treatment to families, friends, 
and communities; as is the SmartPatients.com 
site described by Ziegler and Frydman elsewhere 
in this book. In the cancer realm, the Association 
of Cancer Online Resources (ACOR) has been a 

http://www.CaringBridge.org
http://www.SmartPatients.com
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platform in which cancer patients could meet up 
online, learn from each other, and discuss ways 
of advocating collectively for cancer patients’ 
needs. Berwick’s exhortation that telemedicine 
technologies, including patient portals and online 
video conferencing capabilities, be made available 
to meet patients where they live strengthens the 
IOM recommendations that communication and 
informatics technologies be used to ensure a sense 
of connectedness with their healthcare provider.

13.3.5 Coping With Emotions

Cancer is a diagnosis loaded with intense emotion. 
Most cancer patients will experience a full gamut of 
emotional reactions—from experiencing despair to 
hope and everything in between—in varying intervals 
along their journey. Training programs for oncologists 
have done much to increase clinicians’ attention to their 
patients’ emotional cues, to navigate the difficult terrain 
of delivering bad news, to explore and validate patients’ 
emotional responses, to empathize, and to offer tangible 
assistance in coping [68,101]. The importance for clini-
cians to be fully present during clinical interviews with 
their patients, to respond with compassion and empathy 
to the spectrum of emotions the patients and their fami-
lies will be experiencing, cannot be overstated. In spite 
of that training, intense negative emotions can still spiral 
out of control in ways that are simply not perceptible from 
limited clinical interactions. In fact, data suggest that 
less than a third of emotionally compromised patients 
are recognized as such by their treating physicians. It is 
for this reason that the American College of Surgeons’ 
Commission on Cancer passed a new Standard, Standard 
3.2, in 2012 calling for cancer programs to screen patients 
diagnosed with cancer for psychological distress and to 
identify proactively the issues that may pose a threat 
to treatment and quality of life. The standard was slated 
to be fully implemented by January 1, 2015.

One of the goals of a patient-centered support system 
in oncology, then, is to ensure that the resources are in 
place to help patients cope with, and clarify, their emo-
tional responses to the difficulties posed by their disease. 
The first step along this path is to be sure that clinicians, 
nursing staff, social workers, and psychologists are all 
operating “at the top of their license” in being fully 
cognizant of the patient’s emotional needs. Operating 
“at the top of their license” is a phrase made popular 
in health systems design and means that highly trained 
professionals should be doing the work for which they 
are trained. In this case, that means paying attention to 
the emotional needs of patients and not being distracted 
by computer prompts or data-entry tasks. Examination 
rooms and workflows (environments and temporal qual-
ities) should be designed to facilitate the professional, 

face-to-face communication that will allow clinicians to 
use their training in helping patients work through their 
emotional responses. This may mean reconfiguring the 
arrangement of furniture in the clinician’s office to allow 
for unobstructed eye contact, or hiring a scribe to take 
notes while the physician focuses on patients’ interper-
sonal cues [6].

At a more general medical level, the IOM has rec-
ommended that EHR content should be expanded to 
include assessments of patients’ psychosocial resources 
across care settings, precisely to serve as clinical input 
for clinicians to check routinely on patients’ ongoing 
capacities to cope with the effects of disease and treat-
ment [102]. The inclusion of psychosocial distress fields 
in the general record has allowed primary care doctors 
and specialists to be made aware of the ongoing needs 
that a cancer patient or cancer survivor may continue to 
experience over their life course [103]. Early feasibility 
studies suggest that it is possible to include patient-
reported outcomes (PROs) as data elements to monitor 
other aspects of patient distress. Patient willingness to 
complete PRO measures was highest when instructed 
to do so in a face-to-face context in the clinic (61.4%) 
followed by telephone (48.8%) and letter (41.0%). The 
authors of the feasibility study speculated that engage-
ment with electronically administered PROs may climb 
as patient-facing interfaces become more common and 
are engagingly designed [99].

Even without the presence of a structured set of PRO 
or assessment measures, the availability of digital com-
munication channels may help patients as they navigate 
the unfamiliar environs of emotionally laden choices. 
Communication studies have revealed that it is often 
easier for people to reveal more online than they would 
in a face-to-face encounter, especially in a medical con-
text when the social cues present from a doctor’s office 
can be quite intimidating. When a patient hears bad 
news for the first time in a clinical encounter, it may be 
difficult to sort through their emotions in real time and 
then to reach a life-influencing decision. Such delibera-
tions will likely take time to process. Patients who can 
reach back to their care team through secure email can 
afford to ask questions at a time when they are more 
emotionally available, and have begun to process the 
implications of what their decisions may mean for their 
relationships with significant others. Going online with 
one of the many electronic discussion groups available 
to cancer patients can allow patients to interpret their 
own emotions in light of what other cancer patients 
may have experienced, and may derive a strong sense 
of social support from these virtual communities.

Emotions can also interfere with sound decision mak-
ing or assertive health behaviors [104]. Too much fear 
could lead to emotional blunting, which might prevent 
a cancer survivor from staying consistent with routine 
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checkups or could lead to lapses in oral chemotherapy 
regimens [105]. A bias toward unrealistic optimism may 
nudge patients and their oncologists to seek unrealisti-
cally aggressive treatment options, or to avoid discus-
sions about palliation or end-of-life care [106]. Structured 
decision-making architectures, powered at the back-
end by a robust communication management system, 
can anticipate those likely errors and then nudge the 
communications needed to improve outcomes for the 
patients’ benefit in spite of what would be considered 
by anyone as a sensitive and emotional time. A reliable, 
sociotechnical system engineered to include opportuni-
ties for face-to-face communications backed by a reli-
able way to assess distress when it may not be obvious 
and to answer questions as needed, should help oncol-
ogy teams create the kind of practice that will nurture 
patients’ resilience during emotional times.

13.3.6 Managing Uncertainty

After reviewing the concept of uncertainty in the 
medical literature, Han and colleagues [107] found it 
useful to distinguish between different sources of uncer-
tainty in practice. Using the context of breast cancer treat-
ment, they distinguished between conceptual notions of:  
(1) probability, or the indeterminancy of future outcomes 
(eg, 20% probability of benefit from a specified treat-
ment); (2) ambiguity, or the confusion that arises from 
imprecision or conflict in evidence (eg, 10–30% prob-
ability of benefit from a treatment, or “the jury is out 
on protocol x”); and (3) complexity, or the difficulties 
associated with communicating a multiplicity of causal 
factors (eg, 20% probability of long-term remission from 
treatment in patients with localized disease). Authors of 
the Patient-Centered Communication report suggested 
that the role of the delivery system is to reduce uncer-
tainty wherever possible; but when it persists, to help 
patients manage the uncertainty in healthful ways. It is 
worth examining each of the three facets of uncertainty 
described by Han and colleagues to explore how an 
oncology informatics system may be deployed to meet 
both of these goals.

Uncertainty in terms of probability: As a scientific enter-
prise, medicine is built on an evidentiary foundation that 
is statistical in nature. Most, if not all, of medical deci-
sion making is based on a probabilistic understanding 
of the facts. “Uncertainty is endemic,” explained Robert 
Wachter in his book The Digital Doctor: Hope, Hype, and 
Harm at the Dawn of Medicine’s Computer Age, “… so the 
‘correct’ answer [in diagnosis and treatment] is often a 
surprisingly probabilistic notion … and unfolds over 
time” [6]. Fortunately, communication science has made 
significant strides in creating charts and data visualiza-
tions that are generally comprehensible by the lay and 
professional publics. The news industry, for example, 

has created a multimillion dollar enterprise in taking 
meteorological data collected through the aegis of the 
National Oceanic and Atmospheric Administration 
(NOAA) and converting those data into usable prob-
abilities for the day’s and week’s forecasted weather. 
Similarly, the financial industry has long exploited the 
real-time data streams from equity markets and gov-
ernment collected econometric data to inform profes-
sionals, individual investors, and the general public of 
probabilistic trends. Today, consumers can review these 
probabilistic data in print form through daily deliveries 
of newspapers, they can go online, or they can tap on a 
downloaded app to their mobile smart device.

These same techniques are being applied with some suc-
cess in public health and medicine. Researchers working 
within the Surveillance, Epidemiology, and End Results 
(SEER) program convert cancer statistics into highly 
usable trends reports to inform decision making in can-
cer control and prevention. The decisions made by policy 
makers, preventive oncologists, and public health officials 
are probabilistic in nature, guiding allocation of resources 
and serving as a coordinating tool for community cancer 
control efforts. Efforts have also been underway to con-
vert those, and similar, data into individually based “risk 
calculators” for use by PCPs and patients. User testing 
within cognitive laboratories has helped guide the presen-
tation of probability statistics to reduce the public’s sense 
of uncertainty with respect to their own personal risk, and 
to inform decisions to adopt the necessary precautions 
[108]. With more powerful data visualization techniques 
coming online, the interfaces created to portray the proba-
bilistic nature of medical evidence should serve well as a 
common architecture to support shared decision-making 
and collaborative care in oncology [90].

Uncertainty in terms of ambiguity: Ambiguity, as 
described by Han and colleagues, tends to represent the 
harder problem to solve in terms of managing uncer-
tainty. Ambiguity arises when medical evidence is in con-
flict or when the metrics underlying data-based decision 
making are imprecise. The problem is often exacerbated 
when early scientific research is portrayed by the news 
or advertising media as a “new, scientific breakthrough,” 
or when commercial interests purposely seek to muddy 
the waters by selling doubt in scientific consensus (as 
the Tobacco Companies did in the 1970s) [109]. Again, 
medicine has evolved best practices for weighing the 
evidence and reaching suggested recommendations for 
standards of care in the midst of uncertainty. Guideline 
building bodies have been especially important in help-
ing to inform best practice. Examples include the US 
Preventive Services Task Force, the American College of 
Surgeons Commission on Cancer, the American Society 
of Clinical Oncology, and the National Committee for 
Quality Assurance along with others. It has long been a 
vision in informatics research that EHR structures and 



27113.4 CONCLUSION

III. SCIENCE OF ONCOLOGY INFORMATICS

HIT-supported workflows would help instantiate a con-
sistent portrayal of evidence-based guidelines. A capac-
ity to provide nimble updates electronically to Clinical 
Decision Support (CDS) tools, which can be transparently 
presented to patients, should help put all of the parties 
in a shared decision-making activity on the same page 
without forcing them to search through 1.2 million new 
records added to the National Library of Medicine’s 
Medline database each year on their own.

As before, patient portals will be the likely vehicle 
to help disambiguate recommendations for patients by 
conveying the cancer system’s standards in easy-to-
comprehend language. Putting information up on the 
Web will probably not be sufficient; patients will likely 
want to discuss what they find online with a trained 
healthcare provider. It will be the provider’s role to 
help interpret the strength of the evidence underlying 
one approach or another, and to offer a professional 
assessment of which approach appears to be superior. 
In those instances when the evidence base around treat-
ment options is truly unsettled, the physician will want 
to work with patients to cope with the uncertainty of the 
choices before them and to select a path forward, how-
ever tentative, based on other parameters relevant to the 
decision. The patient may be encouraged to acquire a 
second opinion if the stakes are high, and the physician 
may even make the referral to speak to another provider 
through the hospital’s scheduling system.

Uncertainty in terms of complexity: Another source of 
uncertainty stems from understanding treatments or 
medical protocols that are complex in nature. This is 
a significant issue in oncology. Under the penumbra of 
precision medicine, indications for effective treatment 
will be highly conditionalized on a complex protocol 
of genomically informed risk assessments, molecular 
pathways, and even a patient’s own unique physiologi-
cal and behavioral history. Implementing the full vision 
of precision medicine without the aid of computational 
technology would seem almost impossible.

Complexity can also be manifest in the meticulous 
attention needed to administer cancer treatments for 
patients undergoing care, and for helping postcare sur-
vivors stay adherent to recommendations to monitor 
for recurrence, to stay vigilant for new occurrence, to 
deal with potentially delayed adverse reactions from 
treatment, and to stay adherent to recommendations 
for diet and exercise. Gone are the days of “silver bul-
let” thinking in oncology, or the hope of a “one-and-
done” treatment. Adherence to contemporary therapies 
for patients means rethinking the scripts of daily living. 
This is one of the reasons why treatment and survivor-
ship care plans have been considered to be important by 
the IOM [110]. The problem is that a paper-based care 
plan is static and can be misplaced. Alternatively, an 
informatics supported care plan can be made accessible 

to all parties with a stake in the patient’s long term care, 
and can evolve over time [111]. The new objective is to 
create a record that is life-sensitive, and that can reduce 
complexity in spite of a change in environment or even 
a change in scientific knowledge [80].

13.4 CONCLUSION

Productivity gains in an era of electronic connectivity 
have been substantial across many sectors of the global 
economy, with expectations that further connectivity in 
areas such as health care, energy, transportation, and 
fundamental science will go even further on tackling 
significant societal problems [26,27]. One way of con-
ceptualizing those gains in health care—and to identify 
gaps in need of further scaffolding—is to take a sys-
tems analytic perspective [112] on the ways in which 
information is flowing throughout the sector; and to ask 
one significant, but fundamental question. Is informa-
tion flowing to the right people, at the right time, in a 
way that is usable and understandable, to support the 
evolution of a care system that is safe, effective, patient-
centered, timely, efficient, and equitable?

This is the question that communication science can 
assist in answering. In this chapter, we have reviewed 
the ways in which communication engineering has 
begun to address some of the fundamental threats to 
quality in a system that is expanding in complexity, 
while becoming more precise in its choice of treatments 
for individual patients. We began with an inventory 
of some of the most promising informatics solutions 
designed to improve communication outcomes in can-
cer care. Innovations included executive management 
systems to keep track of needed communications across 
the enterprise; secure messaging systems to promote 
timely responses to patients’ questions; patient-portals 
as a trusted, one-stop-shop for personal needs; multiuser 
notes to keep all parties on the “same page” for col-
laborative care; wireless sensors and medication adher-
ence tools to support remote care; self-management and 
personal coaching tools; and interactive video and tele-
phone conferencing.

The strategic use of these tools, we argued, should 
serve the overarching objectives and rules governing 
healthcare redesign according to principles published 
through the IOM’s “Crossing the Quality Chasm” work-
shop series. Moreover, to be truly patient-centric, the 
informatics-enabled communication system should be 
engineered to assist in meeting the functional needs of 
cancer patients. Those needs, as culled from a compre-
hensive literature review published by the NCI, not only 
included information exchange (the classic communica-
tion need), but in fostering healing relationships between 
patients and providers, in supporting decision-making, 
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enabling self-management, coping with emotions, and 
managing uncertainty.

At first blush, it may seem paradoxical to think 
that informatics solutions can resolve communication 
weaknesses in the oncology enterprise; after all, when 
patients think about good communication they pay par-
ticular attention to the observed or inferred affections of 
their providers. Did the provider team listen carefully 
to patients’ questions, and did they do so with a good 
“bedside manner” showing sympathy and respect? Do 
patients report a general feeling of trust and reliance in 
their care system or do they report an ineffable, general 
sense of frustration or isolation? These are the ques-
tions that are especially important to patients and their 
caregivers, and no amount of technology could possibly 
make up for a surly clinician’s attitude or a soulless 
administrative bureaucracy. Nevertheless, from a socio-
technical perspective informatics solutions can serve to 
augment the communication skills of a well-trained and 
professional workforce. They can extend the oncologist’s 
reach beyond the walls of the clinic and the temporal 
constraints of an already crowded workday. Engineered 
correctly, they can serve to broaden the bandwidth 
through which virtual members of the extended health-
care and patient team engage in one of the most essential 
of human activities: communication.

LIST OF ACRONYMS 
AND ABBREVIATIONS

ACO Accountable Care Organization
ACOR Association of Cancer Online Resources
ADE Adverse drug events
AHRQ Agency for Healthcare Research and Quality
API Application Programming Interface
CDS Clinical Decision Support
CHESS Comprehensive Health Enhancement Support System
CI Confidence interval
EHR Electronic health record
HINTS Health Information National Trends Survey
HIT Health information technology
HITECH Health Information Technology for Economic and Clinical 

Health
HMO Health maintenance organization
IBM International Business Machines
IOM Institute of Medicine (now referred to as National Academy of 

Medicine)
LED Light emitting diode
M&M Morbidity and Mortality
NCI National Cancer Institute
NOAA National Oceanic and Atmospheric Administration
OR Odds ratio
PCAST President’s Council of Advisors on Science and Technology
PCP Primary care physician
PDQ Physician Data Query
PRO Patient reported outcome
SEER Surveillance, Epidemiology, and End Results
USPST US Preventive Services Taskforce
VA Veteran’s Administration
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14

14.1 BACKGROUND ON CANCER 
SURVEILLANCE

Cancer surveillance is the collection of data on cancer 
cases to provide population-based trends and outcomes 
for cancer, typically representing a complete census 
of all cases within a defined geographic region, such 
as a state. Traditional functions of cancer surveillance 
include reporting incidence, prevalence, survival, and 
mortality trends for populations covered. The purposes 
of cancer surveillance systems may include monitoring 
the magnitude of and trends in the burden of cancer  
in the population and using that information to inform 
cancer prevention and control efforts.
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Surveillance data are used by a variety of stake-
holders, including medical and public health profession-
als, researchers, policymakers, and the general public. 
In the United States, the Centers for Disease Control 
and Prevention (CDC) supports the National Program 
of Cancer Registries (NPCR), and the National Cancer 
Institute (NCI) supports the Surveillance, Epidemiology, 
and End Results (SEER) Program. The SEER Program 
has been funded by NCI since 1973 and was estab-
lished as a result of the National Cancer Act of 1971, 
which mandated that the NCI “…collect, analyze, and 
disseminate all data useful in the prevention, diagno-
sis, and treatment of cancer…” [1]. Together, SEER and 
NPCR collect data from state cancer registries from the 
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50 states, the District of Columbia, Puerto Rico, and the 
US Pacific Island Jurisdictions, enabling the compilation 
and reporting of national surveillance statistics.

As cancer care has become more complex, the value 
of cancer surveillance data to support research on can-
cer has grown in importance. Reporting by health care 
providers of all cancer cases, treatment, and outcomes is 
mandated by regulation in all states in the United States. 
That requirement enables cancer surveillance data to be 
used as a sampling frame in research studies, providing 
a study sample of cancer patients that is representa-
tive of a particular geographic area. A second feature 
of cancer surveillance that facilitates research is that, 
because the reporting and maintenance of Protected 
Health Information (PHI) is necessary to perform lon-
gitudinal follow-up for each patient and to link data 
from various reporting sources, the use and disclosure of 
this information for research purposes is permitted, with 
certain stipulations, according to the Health Insurance 
Portability and Accountability Act (HIPAA) Privacy 
Rule. This means that it is possible to utilize research 
data sets—deidentified in accordance with the standards 
set by the HIPAA Privacy Rule—based on registry data 
representing the entire population of cancer cases fol-
lowed longitudinally (ie, over time) [2]. Because the data 
are longitudinal, researchers can conduct studies that 
investigate such questions as whether the diffusion of a 

new cancer therapy with demonstrated success in clini-
cal trials improves survival in the general population.

Traditionally, cancer surveillance data have been cap-
tured primarily from hospital-based cancer registries. 
Hospital-based registries collect data only about patients 
in that facility. Therefore, the data are not population-
based (ie, the data are not representative of the popu-
lation) and are often incomplete, as only a portion of 
the care and diagnostic evaluation may be conducted in  
the hospital and accessible to the hospital registrar. These 
data are then consolidated and adjudicated from across 
multiple reporting entities (including hospitals, pathol-
ogy laboratories, and physician offices) by the state or 
central cancer registry to form a complete depiction of 
the cancer burden and characterization of each cancer  
in the population covered by that state or registry. 
Data collection from these reporters has been primarily 
manual, with a registrar abstracting data from medical 
records and entering the data into a common, structured 
cancer abstract format.

The clinical service location where patients are diag-
nosed and treated is becoming more and more diverse 
and includes settings that are beyond what have been 
traditionally accessed by hospital cancer registrars. 
These sources include community oncology practices, 
specialty laboratories, and private industry (eg, pharma-
cies), among others, as shown in Fig. 14.1.

FIGURE 14.1 Sources of cancer surveillance data. The wide spectrum of health care settings that provide data about a cancer case, from 
diagnosis through long-term survival or death from cancer, is shown. Hospitals (shown in green) are the traditional data source. HIEs, health 
information exchanges; EHRs, electronic health records.
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For example, patients today may receive a cancer diag-
nosis based on information from an independent pathol-
ogy laboratory, and they may be treated in a dermatology 
physician practice. The same patients may then receive 
radiation therapy at a freestanding radiation facility. That 
diversity of services, combined with the growing dura-
tion and complexity of treatment and other elements 
required to correctly characterize the cancer case (see 
Fig. 14.2), make it necessary for registries to capture data 
in categories not traditionally included in the cancer 
abstract. Such data include subsequent therapy, orally 
administered treatment received at a pharmacy, or test-
ing for genetic mutations that would indicate susceptibil-
ity to a targeted therapy. These new categories also mean 
that manual data collection from hospital facilities is no 
longer sufficient to provide a complete description of the 
disease course for each patient.

Further, tumor characterization is no longer sufficient 
with only anatomic descriptors such as histology, stage, 
grade, and tumor size. It must also include progressively 
more sophisticated molecular and genetic information to 
describe the tumor in the context of prognosis and thera-
peutic response. For example, mutations in the BRAF 
gene are common in melanomas, and drugs that target 
this mutation have been developed to treat patients with 

such mutations [3]. This is just one of many new molecu-
lar tests that have implications for how a patient’s cancer 
is treated. As precision medicine becomes ever more 
important to the diagnosis and treatment of each case, 
it is critical for cancer surveillance to be able to pro-
vide trends and rates specific to each of these important 
and more clinically relevant categories represented by 
molecular characterization.

The molecular characteristics of a patient’s cancer 
may not be accessible to the hospital registrar and/or 
may require clinical interpretation, thus risking miss-
ing or incorrect data. The greater complexity, coupled 
with the increased absolute number of necessary data 
elements, the amplified number of cases in an aging 
population, and the correspondingly higher burden 
on registrars, necessitates the development and use of 
informatics tools. These include data linkages to infor-
mation maintained by diverse data stewards and reli-
ance on natural language processing (NLP) to enable 
capture of data that are both more clinically relevant 
and essential to understanding trends in cancer inci-
dence, prevalence, and mortality. Using these types of 
approaches and methods will provide the flexibility and 
agility required to maintain relevancy of the data in can-
cer surveillance.

FIGURE 14.2 Cancer surveillance data domains. Information that has traditionally been captured by registries is shown in green. Shown 
in blue are information categories for which efforts are underway to begin collecting data or to enhance and expand upon existing collection.
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14.2 CURRENT STATUS AND 
OPPORTUNITIES FOR INFORMATICS 

IN CANCER SURVEILLANCE: NLP, 
AUTOMATION, AND LINKAGES

14.2.1 Automation Through NLP

According to the Centers for Medicare & Medicaid 
Services (CMS), the Medicare and Medicaid Electronic 
Health Record (EHR) Incentive Programs provide finan-
cial incentives for the meaningful use of certified EHR 
technology to improve patient care [4]. While “meaning-
ful use” is an opportunity for discrete data extraction 
and reporting from hospitals and physician providers 
to cancer registries, there has been limited implementa-
tion of the complex software modifications required by 
vendors to provide this reporting. Further, the current 
lack of interoperable EHRs (also called electronic medi-
cal records), even for the same vendor across different 
institutions, represents a challenge to automated report-
ing from EHRs in the immediate future. Thus alternative 
solutions are needed that can bridge the gap and provide 
a platform for future automated reporting.

Given the pressing need for automation, the sur-
veillance community has been developing systems for 
automated collection of data sources that can be lever-
aged using informatics tools and processes. The first 
such opportunity is the capture of electronic pathology 
(e-path) reports. Many cancer registries have been receiv-
ing e-path reports in near real time since 2004. Currently, 
the NCI SEER registries receive e-path reports covering 
about 80% of their cancer cases directly from hospitals 
and freestanding pathology laboratories. The reports 
received include both the initial report and subsequent 
reports or addenda that contain important information 
about the tumor. Currently, the automated processing of 
e-path reports in the registry community is limited and 
consists of autoconsolidation of all of the reports with 
existing cancer records, automated selection of prob-
able diagnosis [based on International Classification of 
Diseases for Oncology (ICD-O) histology codes], and 
increasingly sophisticated viewing capabilities that per-
mit more efficient manual review.

The unstructured data in the e-path reports represent 
additional opportunities for data enhancement, as they 
are a rich source of information critical to the case report; 
such data include anatomic and, more and more fre-
quently, molecular characterization of the tumor, notably 
providing information on tissue-based biomarker data. 
As precision medicine becomes even more relevant to 
the diagnosis and treatment of each cancer case, cancer 
surveillance must be able to provide trends and rates by 
these important and more clinically relevant categories 
represented by molecular characterization. Despite the 
potential availability of structured formats in pathology 

reports based on the College of American Pathologists 
(CAP) Synoptic checklist [5], these reports are typically 
sent in unstructured text in a variety of formats. Thus, 
interim tools to optimize the use of these unstructured 
data are necessary to meet the needs of data collection 
for cancer surveillance.

Examples of data currently being collected manually 
or available in the e-path reports for automated extrac-
tion include the molecular markers ER/PR/Her2neu/
ki67 for breast cancer, EGFR/ALK/BRAF for lung cancer, 
and KRAS/BRAF/MSI for colon cancer. Because of the 
expanding capacity of laboratories nationwide to test 
for these markers and the issuance of clinical guide-
lines calling for routine testing for them [6], capturing 
this information is critical for understanding the quality 
of care (ie, compliance with guidelines), estimating the 
potential for response to therapy, and understanding 
cancer at the population level—outside the clinical trial 
setting. The growing availability of NLP tools provides a 
solution for capturing and extracting data from unstruc-
tured text [7,8]. Using these techniques for processing 
e-path reports would enable extraction of this informa-
tion without continued reliance on manual processes.

NCI’s SEER Program is working with registries, 
investigators, and commercial entities to optimize the 
extraction of this information automatically from exist-
ing data sources such as e-path reports, mainly by using 
NLP tools. When that objective has been accomplished, 
the same technology and methods can be applied to 
other data sources, such as radiologic imaging reports, 
clinical notes, and discharge summaries [9,10]. Beyond 
using NLP and automation to extract critical information 
about individual tumors, tapping into “agile technol-
ogy” (ie, technology developed to meet the time pres-
sures of a real-world operating environment) [11] to 
modify NLP processes would also provide information 
to assess the dissemination of new technologies over 
time at the population level.

14.2.2 Expanding on Data Linkages  
for Surveillance

In addition to leveraging NLP and automation for 
extracting data from free text, other automation sources 
and methods are necessary to provide complete surveil-
lance representation of each cancer case. These other 
sources (Fig. 14.1) provide key information categories 
(Fig. 14.2) that are critical to cancer surveillance and that 
may not be captured in the EHR (at least in the hospital 
setting) or in free text documents such as e-path reports. 
To enable registries to more completely characterize and 
follow each patient longitudinally, a second major meth-
odologic approach to cancer surveillance informatics is 
underway. The goal is to identify large population-based 
data sets that can be linked at the patient level to cancer 
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registry cases. These direct linkages would provide com-
plete information on certain data categories, reduce the 
effort required by registrars, and reduce errors associ-
ated with interpretation or data entry. Registries have 
a long history of linking with external data sources to 
supplement information already captured from exist-
ing sources; the potential supplemental sources include 
Medicare claims data, the National Death Index, and 
the Department of Motor Vehicle databases (to track 
residential changes and monitor survival status), among 
others [12–14]. Such linkages provide important infor-
mation about individual cases to the registry in a secure 
environment, and registries are legally mandated to col-
lect health data about the cancer cases and monitor them 
indefinitely for vital status.

When assessing and planning potential data linkages 
to supplement existing cancer surveillance information, 
the key criteria are: (1) importance of the data to under-
standing cancer; (2) potential for population reporting/
representativeness (ie, whether the data cover most, if 
not all, of the population); and (3) opportunity to lever-
age standardized data reporting formats or nomencla-
ture that can be scaled or generalized.

Orally administered antineoplastic agents repre-
sent one example of a key data category that could be 
enhanced through linkages. Increasingly, antineoplas-
tic drugs are being administered orally instead of by 
more invasive methods such as infusion. In addition, 
because they usually are not administered in hospitals 
or prescribed through a hospital pharmacy, they are 
often missing from cancer surveillance data collected 
from hospitals. Moreover, while electronic prescribing 
of such drugs captures which have been ordered, that 
information may not reflect whether the prescriptions 
were actually filled or whether the patient took them 
as ordered.

A second example of a key data category are specific 
tests such as Oncotype DX used in subsets of breast can-
cer patients to predict the benefit of chemotherapy. This 
21-gene assay test is currently performed by one com-
pany (Genomic Health) and, beginning in 2008, has been 
included in one of the National Comprehensive Cancer 
Network (NCCN) guidelines for breast cancer treatment 
decision making—specifically, for women with hormone 
receptor-positive, HER2-negative tumors that are 0.6 to 
1.0 cm and moderately/poorly differentiated or with 
unfavorable features, or larger than 1 cm [15]. Often the 
test results are provided directly to the oncologist and 
may not be recorded in the hospital record that is acces-
sible to the cancer registrar. Thus this information may 
not be available to the central registry through the usual 
reporting sources. A third example is infusion chemo-
therapy. Much of the intravenously administered che-
motherapy is given in the outpatient setting, including 
the community oncology practice; thus the information 

is not accessible to the hospital registrar. Additionally, 
no detail on the specific agents and doses for this more 
traditional treatment modality is captured by cancer reg-
istries, even for the initial course, and no information is 
captured on subsequent courses of treatment. This lack 
of detail and limited focus represents a gap in the data at 
the case level, which in turn limits understanding cancer 
care and its outcomes in populations.

Examples of current and planned linkages that 
address these gaps include use of claims data, data from 
industry partners, and secondary sources that capture 
data not readily available to the registry community.

14.2.2.1 Claims Data
Linkage with claims data has been ongoing within the 

SEER Program, with registry data linking to Medicare 
data at the individual person level since the late 1990s 
[16]. The linked data have been used extensively to sup-
port health services research and outcomes analyses, as 
well as to assess quality of care. While this linkage is 
of great value to research endeavors, it includes only 
patients 65 years of age and older, and there are cer-
tain restrictions on using the data to supplement reg-
istry information on treatment. For example, only the 
more generic information, such as none, one, or more 
than one chemotherapy agent used, is permitted to be 
used for supplementing SEER treatment information. 
Several studies evaluating the benefit of automated soft-
ware that processes claims data from physician prac-
tices have demonstrated significant improvement in the 
completeness and accuracy of treatment capture [17–19]. 
Therefore, linkages with claims other than Medicare, 
such as from oncology practices, may be an important 
additional component to supplementing treatment and 
is being evaluated [20]. For example, on a state level, 
automated reporting of cancer and its treatment directly 
from oncology practices to cancer registries has been 
initiated in the Florida Cancer Data System, which is 
the state registry.

The Florida registry offered physicians the opportu-
nity to meet their legal cancer case reporting require-
ment by submitting the standardized 837 formatted 
claims common for all insurance billing to the central 
registry via a secure server. Once submitted, software 
extracts the key information on demographics, diag-
nosis, and treatment and stores it in a database. The 
database maintains complete information on detailed 
treatment based on Healthcare Common Procedure 
Coding (HCPC) codes. On a scheduled basis, the soft-
ware links with existing cancer cases in the registry that 
have been captured from hospitals and other sources, 
creates an automated abstract in the standardized for-
mat, and permits consolidation of this information with 
existing data. This system continues to be developed; to 
date, more than 9 million claims have been submitted 
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by more than 1200 oncology physicians in the state. This 
mechanism permits automatic capture of detailed treat-
ment information that is unlikely to be accessible to the 
hospital registrar but will provide critical information to 
support research. Capturing this detailed data is critical 
for many analyses, and will enable researchers to bet-
ter understand the disparate outcomes among cancer 
patients. Without detailed and complete treatment infor-
mation, it is not possible to know why these differences 
occur.

14.2.2.2 Data From Industry Partners
Other types of linkages would focus on key data sets 

that may be incompletely available to the more tradi-
tional hospital-based reporting sources. Such linkages 
would include data from industry partners who per-
form critical genomic tests, such as Genomic Health, Inc. 
for Oncotype DX, or collaborating with key specialty 
EHR vendors (eg, oncology specialty providers such as 
radiation oncology machine manufacturers). Because a 
single or small number of specialty vendors capture all 
or most of the data on cancer patients across the United 
States, these types of linkages would ensure complete 
capture of information on all patients. Linkages with 
commercial partners are essential because, as men-
tioned above, the test results may not be included in 
the hospital record, but instead are sent directly to the 
physician provider. The information would therefore 
be missing from the hospital cancer abstract. Similarly, 
linkages with specialty providers (radiation oncology 
or medical oncology) would supplement the informa-
tion on cancer cases, as detailed diagnosis and treatment 
data are being collected and stored with greater fre-
quency in these outpatient facilities, who often may not 
report directly to the registry [17–20]. Notably, report-
ing from these various providers to the individual state 
registries is required by law in every state. Therefore, 
automating this process would streamline the report-
ing providers’ roles while simultaneously enhancing the 
completeness and accuracy of the reported cancer case 
information.

14.2.2.3 New Challenges to Surveillance  
Data Quality Raised by Informatics

As these new surveillance methods are put in place, 
new methods for evaluating and ensuring the quality 
of what is captured will need to be developed. New 
statistical methods for assessing the quality of linkages 
are needed to ensure that the correct individuals are 
being linked. Considerations for how to impute data 
from a population subset may be required, as some data 
may be available only for a limited subset, and it will 
be necessary to understand how that subset represents 
the larger population. As new NLP processes are imple-
mented, statistical and other tools must be in place to 

ensure accuracy in interpreting the extracted informa-
tion. Finally, with multiple linkages, registries will need 
to assure patient confidentiality. While as mentioned 
above, reporting to state central cancer registries is 
HIPAA exempt and registries must maintain PHI, ongo-
ing linkages will require secure measures to protect the 
confidentiality of the linked information.

14.3 NEW AREAS FOR CANCER 
SURVEILLANCE SUPPORTED 

THROUGH INFORMATICS

14.3.1 Biorepositories

Population-based cancer registry systems currently 
utilize annotation including detailed and structured his-
topathologic and anatomic tumor characterization, and 
all SEER registries collect initial course of cancer-directed 
treatment information and patient demographics. Many 
SEER registries already have developed methods to 
access residual tumor tissue from cancer patients in 
their coverage area through formal arrangements with 
pathology or hospital laboratories. Such an arrangement 
could enable an organizational entity to serve as an hon-
est broker for multiple registries and researchers, link-
ing researchers who lead projects requiring tissue with 
the pathology laboratories who hold the residual tissue. 
A model that has been used successfully in several of 
the SEER registries is for the registry to serve as an 
honest broker to deidentify the tissue specimens and 
linked annotation, thereby protecting subject identity. 
The Institutional Review Boards (IRBs) for the regis-
tries serving as honest brokers do not consider use of 
deidentified tissues and associated data in this manner 
to be research involving human subjects. The research 
supported by these population-based tissue specimens 
could have far-reaching implications and, unlike results 
from many biobank studies, is generalizable to the entire 
population [21–24].

A centralized process would permit one-stop shop-
ping [25] within a large-scale potential biorepository. 
This will allow investigators to work with only one entity, 
specify the types of cases and tumor tissue needed for a 
project, and eliminate the need to interact directly with 
multiple registries. The researchers could receive the  
tumor tissue and the rich, extensive annotation about  
the cancer and the patient, enabling them to conduct 
their research. Informatics is vital for implementing such 
an efficient system, which crosses cancer registries, links 
to disparate sources of tumor tissue, helps to deidentify 
data, and matches the researcher to the specific types of 
patients who are needed for the project and have tissue 
material available. Using informatics tools to upload and 
link deidentified information from the cancer abstract 
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to a deidentified set of pathology reports would pro-
vide a rich source from which investigators could select 
specimens representing unusual cancers, outcomes, or 
population subsets. Such a scaled virtual biorepository, 
supported through the informatics tools and methods 
discussed above, would serve as an invaluable resource 
to support a variety of research not readily supported by 
traditional biobanks. Leveraging automation including 
NLP searches would increase efficiency for investigators 
who study tissue categories that have rarely been avail-
able within single institution-based biorepositories or 
even across geographic regions.

14.3.2 A National Virtual Registry

As described above, each central cancer registry col-
lects and maintains data according to individual state 
laws. Registry data are often used to provide infor-
mation on cancer cases, including outcomes such as 
survival and cause of death, for a variety of research 
enterprises including cohort studies, clinical trials, and 
postmarketing surveillance for drugs that demonstrate 
a potential for increased risk of cancer. All of these types 
of research require information from cancer registries 
about which of their study participants have developed 
a cancer, the specific details of that cancer, and often the 
outcomes and cause of death for participants. State laws 
typically prohibit the cancer registry from pooling its 
registry data with data from other registries or permit-
ting any other organizational entity to control the use of 
their data. Current practice requires an investigator to 
approach each registry, obtain IRB approval there, and 
then perform the linkage, often requiring many months 
but identifying no matches for their targeted patients. 
This is especially problematic for researchers whose 
study participants reside in multiple states or move to 
different states over a prolonged follow-up period.

With the availability of new informatics techniques 
for matching and new security protocols, a more effi-
cient, centralized process is in development that permits 
“virtual” pooling of data from multiple registries and 
does not yield control by the registry regarding use of the 
data. Pilot studies have demonstrated that a virtual reg-
istry is an efficient and effective method for identifying 
patients within registries who match specific study par-
ticipant lists. Developing this type of automated process 
will not only increase efficiency, but will also improve 
accuracy by permitting routine linkage with a larger 
number of registries. At the same time, it will require 
minimal effort by the investigator and the registry.  
In addition, routine use of this virtual national registry 
linkage would enhance deduplication of cancer cases 
within registries that do not routinely match their data, 
thereby improving the accuracy of surveillance data in 
reporting trends over time.

14.3.3 Clinical Trials Case Identification  
in Real Time

Although the complete abstract for a cancer case is 
not available in real time, as described above, the e-path 
report and potentially other documents and data link-
ages are available in near real time. The e-path report is 
received at the registry at the same time that it is submit-
ted to the physician or hospital record. Using this data 
source, many registries are already performing real-time 
case ascertainment to identify patients who are poten-
tially eligible for a clinical trial or other study. As new NLP 
tools are applied to perform additional automated data 
extraction, the capacity to use registry data for screening 
patients based on specific clinical trial eligibility require-
ments will be enhanced. Consequently, such tools will 
likely improve the number of patients who are rapidly 
screened for potential eligibility [26–29]. The ability to 
prescreen large patient populations is becoming more 
critical as clinical trial requirements become more specific 
and restrictive, resulting in lower and slower accrual and 
often causing trials to close due to poor accrual [30].

14.3.4 Expanded Ability to Assess  
Quality of Care

As described above, surveillance data have the capac-
ity to provide population-based estimates of compliance 
with some clinical guidelines for cancer diagnosis and 
treatment, even given current limitations with respect 
to their level of treatment detail. As additional data are 
added, including expanded capture of tumor biomarkers 
and other molecular characterizations, surveillance data 
have the potential to better support population-based 
monitoring of the quality of cancer care. With the advent 
and implementation of automation and NLP tools that 
permit agile and flexible adaptation of registry data col-
lection, the data also can be used to assess dissemination 
of new technologies and practices within the population 
as a whole and within geographic, racial, and ethnic sub-
groups. Collaboration of other entities such as ASCO’s 
CanceLinQ with these enhanced surveillance systems 
could serve to efficiently expand the capacity of such 
organizations to perform quality control.

14.3.5 Expanded Ability to Make Sense 
of Cancer Patterns and Trends

As noted in the introduction to this chapter, the fun-
damental purpose of cancer surveillance systems is to 
monitor the magnitude of and trends in the burden of can-
cer in the population and use that information to inform 
cancer prevention and control efforts. In addition to using 
novel informatics methods in surveillance to enhance 
research, the surveillance community is moving toward 
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presenting surveillance data in more relevant categories 
to better address the mandate for reporting of trends. For 
example, breast cancer as an organ site provides informa-
tion on the overall burden, but it is more important to  
patients and physicians to provide the data according 
to the molecular subgroups, such as triple negative or 
hormone receptor positive, for them to understand an 
individual’s prognosis. Other examples of opportunities 
to more clearly define the cancer burden include esopha-
geal cancer, which is largely represented by squamous cell 
and adenocarcinoma and for which the two major histolo-
gies have differing trends over time. Leveraging the more 
sophisticated reporting through more refined reporting of 
the data will be an important step for cancer surveillance.

14.4 CONCLUSION

Surveillance systems serve as a foundation for 
research in populations and are the source for under-
standing trends in cancer incidence, prevalence, and 
mortality. Data captured through national surveillance 
systems such as the SEER Program provide a critical 
infrastructure that can support a wide variety of research 
areas and questions. However, the changing landscape of 
how cancer care is provided, coupled with the mounting 
complexity of cancer diagnosis and treatment, requires 
new surveillance tools and methods that will maintain 
and expand research infrastructure and provide trends 
for clinically relevant categories.

Informatics tools and applications represent a promis-
ing set of solutions to the challenges facing cancer surveil-
lance in this era of precision medicine. The need to acquire 
and link data from multiple sources, as described in the 
examples above, highlights the need to establish collabora-
tive partnerships with a variety of organizations involved 
in diagnosing and caring for cancer patients. Without such 
collaboration and the integration of sophisticated infor-
matics tools, it will be impossible to understand the larger 
picture of cancer trends and quality of care. Thus, it is 
essential to not only enhance the data sources from which 
surveillance information is collected, but also increase 
the categories of relevant information and develop new 
and expanded partnerships with organizations who are 
the data stewards. These objectives will be feasible only 
through broadening and intensifying existing informatics 
efforts, including automation and linkages.

LIST OF ACRONYMS  
AND ABBREVIATIONS

CAP College of American Pathologists
CDC Centers for Disease Control and Prevention
CMS Centers for Medicare & Medicaid Services

e-path Electronic pathology
HCPC Healthcare Common Procedure Coding
EHR Electronic Health Record
HIPAA Health Insurance Portability and Accountability Act
ICD-O International Classification of Diseases for Oncology
NCCN National Comprehensive Cancer Network
NCI National Cancer Institute
NPCR National Program of Cancer Registries
PHI Protected Health Information (also called Personal Health 

Information)
SEER Surveillance, Epidemiology, and End Results
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15.1 INTRODUCTION

Recent years have seen an explosion in the use of 
medical informatics, the application of computing 
power to medicine. This development has created great 
opportunities for improving the science and practice of 
oncology and cancer care, as illustrated in many other 
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The gap between human information needs and the capa-
bilities of our information technology is at the heart of infor-
matics. Human beings are best at constructing and processing 
meaning; whereas computers are best at processing data … 
Although this gap presents a problem, it also means that 
human beings and computers are naturally complementary. 
Bernstam et al., 2010 [101]
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chapters in this volume. In principle, getting more infor-
mation faster should let us make better, more timely 
decisions. However, any such system faces a critical 
bottleneck: the human being who must make sense of 
this information. An oncology informatics system typi-
cally presents information visually—for example, in the 
form of a dashboard, a graph, or a digital mammogram. 
But the nature of this bottleneck—the limitations of the 
human observer—is often not well understood, and so 
often is not adequately considered when designing a 
medical informatics system. This can cause problems.

In this chapter, we start with the view that any sys-
tem for processing information is incomplete unless the 
human observer—the person supposed to explore, ana-
lyze, and ultimately use the information—is taken into 
account. We do not pretend that this is a new insight. 
There is a considerable body of work on improving the 
effectiveness of systems to convey quantitative informa-
tion visually. To date, however, this has been a fairly 
empirical tradition. In contrast, we suggest here that 
oncology informatics could be substantially improved 
by drawing on basic research in visual perception to 
offer a better understanding of how best to present data 
and images. To this end, we begin with an introduction 
to the functional properties of the human visual system. 
We follow this with a general discussion of how knowl-
edge of vision science can be applied to the field of visu-
alization, which is concerned with developing effective 
ways of conveying information visually. Then, to illus-
trate how this approach can be applied to the design of 
improved informatics systems, we discuss in detail two 
specific examples: the effective display of quantitative 
data, and the effective display of medical images.

15.2 HOW VISION WORKS  
(AND HOW IT CAN FAIL)

When looking at the world, we generally have an 
impression that we immediately see everything in front 
of us. This has led to several commonly held beliefs 
about how vision works: (1) because the “picture” we 
experience is unitary, visual perception must involve a 
single, undifferentiated system; (2) because our experi-
ence is immediate, this system must be extremely fast 
and simple; and (3) because our experience is so full of 
apparent detail, this system must describe everything 
in sight. However, recent work in vision science has 
shown that each of these beliefs is wrong: (1) several 
distinct systems are involved rather than one; (2) they 
have far more intelligence than previously believed; and  
(3) instead of providing a complete, detailed description 
of the world in front of us, perception creates a dynamic 
“just-in-time” representation of only what is needed 

at the moment, a representation that is sensitive to what  
the viewer knows and the goals they have at that 
moment.

If the older—and still prevalent—view about visual 
perception guides the design of an informatics system, 
significant problems can arise in using human vision 
to explore datasets and communicate results. But if the 
newer view is embraced, the possibility arises to develop 
systems that can seamlessly extend human vision, effec-
tively “amplifying” its innate intelligence. To provide a 
better feel for the issues at stake, this section provides a 
brief overview of this emerging view of visual percep-
tion, focusing on the characteristics of the major percep-
tual systems involved (for further details, see Palmer [1].)

15.2.1 Preattentive System

We begin our discussion of the human perceptual 
system with a description of the events that occur in the 
first hundred milliseconds (ms) or so of encountering a 
visual stimulus, even before cognitive attention has been 
allocated. When light enters the eye, it strikes the retina 
and is transformed into an array of neural signals that 
travel along the optic nerve, maintaining the original 
spatial organization. The next stage is characterized by 
processes that are spatially parallel (ie, operating locally 
on each point of the input) and rapid (ie, completed 
within 100–200 ms). These are believed to operate auto-
matically, without any need for attention, and are there-
fore often referred to as preattentive processes [2].

15.2.1.1 Visual Features
Preattentive processes are believed to create a set of 

visual features at each point in the representation of an 
image; these are essentially the primitive elements of 
perceptual experience. Information about their nature 
has been largely obtained via experiments on three kinds 
of phenomena: texture perception, perceptual organiza-
tion, and visual search. Studies of texture perception 
investigate the properties supporting the effortless seg-
mentation of an image into regions of similar texture 
(Fig. 15.1A). Related to this is the study of perceptual 
organization, which focuses on properties that govern 
grouping (Fig. 15.1B). Studies on visual search attempt to 
determine the properties governing the speed at which a 
given target item can be found in an image. Here, basic 
features are identified by their ability to immediately 
“pop out” of a display (or become salient) if they are 
unique (Fig. 15.1C). These features are believed to be the 
basic elements available to attention, and upon which it 
operates. As we will see later in the chapter, an under-
standing of preattentive processes can help guide the 
development of computer-assisted screening and diag-
nostic tools in oncology.
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15.2.1.2 Simple Properties
The studies described above suggest that the features 

at preattentive levels include a number of simple proper-
ties [2,3], such as

●	 orientation in the plane,
●	 curvature,
●	 color,
●	 contrast,
●	 width,
●	 length, and
●	 motion.

All of these properties can be computed by the brain 
on the basis of the limited information in the neighbor-
hood about each point, allowing them to be processed 
rapidly and in parallel across the image. Most models of 
the underlying processes posit an initial stage of linear 
filtering, followed by various local nonlinear operations 
[1]. Texture segmentation appears to be based exclu-
sively on the outputs of these feature analyzers, with 
regions determined via the density of features over 
space. Importantly, combinations of these properties do 
not appear to be formed at this level nor is there access 
to their precise spatial position. In a similar fashion, 
visual search appears to rely on a series of neural maps, 
each the output of an array of analyzers describing the 
distribution of each feature in the image [2].

15.2.1.3 Complex Properties
Although many visual features are simple, the struc-

tures they describe can be complex. For example, although 
a figure in a display will pop out if it has a distinctive 
length, this “length” is that of the entire figure; the length 
of the component lines is irrelevant [4]. Grouping of this 
kind indicates a fair degree of visual intelligence at this 
level, even in the absence of attention. Another example 
is the ability to compensate for occlusion. If a line is 

partly occluded by a cube, say, its visible portions will 
be linked, reflecting the fact that they correspond to the 
same object in the scene [5]. As such, the final output of 
the early visual system might be best characterized as an 
array of measurements on a set of proto-objects, localized 
precursors of objects with at least some degree of struc-
ture. Among other things, these proto-objects appear to 
form the basis of estimates of image clutter.

Importantly, preattentive processes also appear capa-
ble of inferring several properties of the scene itself [6]. 
For example, visual search can be affected by three-
dimensional orientation, surface convexity/concavity, 
direction of lighting, and the presence of shadows, with 
these estimates made on the basis of “quick and dirty” 
assumptions that are usually—but not always—true 
in the real world (eg, an assumption of lighting from 
above). More generally, the goal of this stage of visual 
processing appears to be a viewer-centered description 
of the world in which scene properties are represented 
in a fragmented way, a description that then serves as 
the input to all subsequent processes, including object 
perception and scene perception [7].

15.2.2 Attentional System

Performance in any task—including those supported 
by an informatics system—is governed by a factor within 
the observer that enables certain operations to be carried 
out, but which is limited in capacity. For example, when 
keeping track of several signals on a medical monitor, 
only a small number of signals can be handled simulta-
neously; if more are attempted, performance begins to 
fail. This limited factor is generally referred to as visual 
attention. Models of attention include a “spotlight” that 
travels around the image, enabling operations in the 
“illuminated” zone [2], or a “hand” that “grasps” par-
ticular proto-objects to knit them into a coherent visual 
object [8]. Such mechanisms are believed to act on struc-
tures already formed at preattentive levels. Furthermore, 
most of the effects of attention are believed to be rela-
tively transient, lasting only as long as attention is being 
given to the relevant proto-objects [9].

15.2.2.1 Involvement in Perceptual Experience
Attention appears necessary for several aspects of 

conscious perception [10]. For example, if an observer’s 
attention is somehow diverted, they can often miss 
unexpected objects and events, even when these are 
large and potentially relevant, a phenomenon known 
as inattentional blindness [11]. This can easily occur 
in everyday life—for example, inattentional blindness 
can cause automobile accidents, due to the attentional 
distraction resulting from cell phone use [12]. It can also 
occur in “heads-up” displays where two or more images 
are superimposed: an event shown in the unattended 

(A) Texture (B) Organization (C) Search

FIGURE 15.1 Phenomena providing insights into preattentive pro-
cessing. (A) Texture perception, where the image spontaneously segments 
into regions of different textures. Here, segmentation is done on the basis 
of orientation. (B) Perceptual organization, where items are spontane-
ously perceived as belonging to particular groups. Here, the center item 
of the “X” is seen as belonging with other items of the same orientation. 
(C) Visual search, where an item with a unique property can immediately 
“pop out” of a set of items with different properties. Here, the vertical item 
among horizontal ones is noticed almost immediately.
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image can often be missed, even when the observer is 
gazing directly at it [13]. Inattentional blindness may 
also be the culprit when too many reminders or medical 
alarms are triggered simultaneously within an electronic 
health record (EHR) system [14].

Another kind of failure—possibly reflecting a differ-
ent kind of attention—involves the integration of visual 
features. Attention is believed to be necessary for the 
perception of combinations (or conjunctions) of preatten-
tive features. The absence (or incomplete engagement) of 
attention can therefore yield “partial perception,” where 
features are seen, but not correctly combined, a phenom-
enon known as illusory conjunction [2]. For example, an 
observer might briefly glance at a display and see a red 
bottle with a blue label, when in reality there is a blue 
bottle with a red label.

Finally, an observer can also fail to see changes in a 
display, even when these are large and anticipated. This 
is known as change blindness, and is believed to indi-
cate that attention is needed to see change [15]. Results 
suggest that no more than three to four items can be 
attended at a time, a limit that remains even after exten-
sive practice. A related phenomenon is change simultana-
gnosia, the inability of an observer to see more than one 
distinct change among the attended items; essentially 
the change signals are pooled together, resulting in con-
siderable cross-talk [16]. Compounding all these effects 
is change blindness blindness, a lack of awareness of the 
existence of these deficits in everyday life [17].

15.2.2.2 Precise Estimation of Number
When observing an array of fewer than five objects, 

we can apprehend the number in a glance, whereas 
larger numbers require effortful counting. This phenom-
enon is referred to as subitizing [18]. If we ask observers 
to count an array of objects, the plot of reaction time (also 
known as response time, or RT) as a function of number 
exhibits a characteristic elbow around 5: it takes very 
little more time to report that there are 4 objects than 
to report that there are 2, but there is a large difference 
between reporting 8 and 6.

While subitizing is fast and may feel immediate, it is 
not preattentive. For example, when observers busy with 
an unrelated task were presented with an unexpected 
array of items, they could not enumerate more than 
one or two items; if they expected the array, accuracy 
substantially improved [19]. These effects are specific 
to small numbers: under conditions of high attentional 
load performance for small numbers degrades, while 
performance for larger numbers does not [20].

15.2.2.3 Control
To minimize perceptual failures of the kinds described 

above, attention (including eye movements) must be 
carefully controlled. In everyday life, this is done via 

several interacting subsystems. The most basic of these 
relies on exogenous control, in which attention is allocated 
on the basis of the physical properties in the image; the 
beliefs and goals of the observer are largely irrelevant. 
Allocation priority is determined by salience, a scalar 
property that takes into account several different con-
siderations [21]. One is the presence of visual features 
that are distinctive in the image (eg, a unique color or 
orientation); this is the basis of the pop-out described 
above. Others include the level of detail in the item, and 
whether it is illuminated. Intersections of long lines in 
an image can be salient as well [6]. Computer interface 
designers often take advantage of exogenous control 
by designing systems with the elements to be attended 
made salient by, for example, having them blink off and 
on, or placing them in a highlighted area.

To take advantage of knowledge about the world, 
attentional allocation also employs endogenous control, 
which incorporates higher-level factors such as the 
viewer’s interest in a particular object at a particular 
moment, or their expectations about it. “Interest” is dif-
ficult to define, but in part involves features that are 
unexpected in the given context [22]. More generally, 
endogenous control depends on an awareness of the 
situation at hand, and therefore requires processes that 
are more sophisticated and time-consuming [23]. But 
although endogenous control is slower than its exoge-
nous counterpart, it can take advantage of the observer’s 
knowledge to predict events. This is why technical train-
ing and practice can be effective in helping, say, radiolo-
gists detect certain textures in mammograms that may 
signal a malignant tumor. The exact way the two types 
of control interact is not completely known; however, 
endogenous control can override exogenous consider-
ations when interest is sufficiently high [24].

15.2.3 Nonattentional Systems

Although visual attention is often believed to be a 
“gateway” through which all visual processing must 
pass, recent results point to the existence of systems 
that operate concurrently with—and largely indepen-
dent of—any kind of attentional processing. Several of 
these cognitive systems have a degree of visual intel-
ligence that shows considerable sophistication, even in 
the complete absence of a conscious visual picture.

15.2.3.1 Statistical Summaries
Human vision can rapidly create statistical (or 

ensemble) summaries of sets of briefly presented items 
[25]. For example, within 50 ms, observers can deter-
mine the mean size of a group of disks as accurately as 
they can an individual disk [26]. This ability extends to 
other visual properties, from simple features like color 
and orientation to the center of mass of a set of items to 
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sophisticated properties such as facial expressions [25]. 
Other kinds of summary measures are also possible, 
such as correlation in a scatterplot [27].

15.2.3.2 The Approximate Number System
Believed to be a form of ensemble summary percep-

tion, the approximate number system allows us to grasp 
the numerosity of any set of items almost immediately. 
The estimate is a noisy one; it would be easy to distin-
guish between 30 and 50 items, for example, but difficult 
to distinguish between 45 and 50 items. More gener-
ally, the standard deviation of the distribution of these 
estimates are proportional to the mean; discriminating 
between 100 and 120 items is just as difficult as discrimi-
nating between 10 and 12 items. This is Weber’s Law, 
a principle which holds true for many psychophysical 
quantities, such as brightness, line length, and duration 
[28]. The ratio of the standard deviation to the mean is 
known as the Weber fraction, and is a measure of the pre-
cision of whatever system is making the discrimination. 
For adults, the average Weber fraction for numerosity is 
about 0.11 [29].

This system yields similar results when using arrays 
presented visually or auditorally [30]. It appears to be 
innate in humans, not a product of mathematical train-
ing or language. Indeed, other primates [31] show the 
same capacities, suggesting that the approximate num-
ber sense is part of our evolutionary heritage, rather than 
a cultural product of mathematical training. And unlike 
the precise estimation of number, approximate estima-
tion does not require focused attention, or the intention 
to enumerate.

15.2.3.3 Scene Gist
Another faculty possibly related to summary sta-

tistics is the ability of observers to rapidly determine 
the abstract meaning (or gist) of the image of a scene, 
whether it is of a city, kitchen, or harbor. This can be 
done within 100 ms, a time insufficient for attending to 
more than a few items [32]. Gist can also be extracted 
from blurred images—indeed, two different gists can be 
determined simultaneously [33].

An intriguing study [34] suggests that special-
ists in oncological imaging may be able to identify 
the “abnormal gist” in medical images. They showed 
mammo grams and cervical micrographs to, respectively, 
radiologists and cytologists, as well as naïve observers, 
for only 250 to 2000 ms. Naïve observers (who received 
a brief tutorial on what to look for) were at chance at the 
250 ms duration, though they managed to do better than 
chance by 1000 ms. Unsurprisingly, experts performed 
better than naïves at the longer durations. But they also 
performed better at exposures of only 250 ms, indicat-
ing that radiologists and cytologists have some infor-
mation about abnormalities in a single glance, without 

necessarily focusing their eyes on the abnormality. If 
we could identify the information the experts exploited 
in these experiments, we might be able to enhance it to 
speed reading times, or use it to train new radiologists 
and cytologists more effectively.

15.2.3.4 Layout
Another nonattentional process is the determination 

of layout—the spatial arrangement of objects in a scene 
[35]. Layout also appears to contain a coarse, partial 
description of the size, color, and orientation of these 
objects. Some layout information appears to be extracted 
almost immediately, and some within several seconds 
of viewing—likely via eye movements or attentional 
shifts. In any event, once layout information has been 
extracted, it can be maintained for several seconds, 
apparently without the need for attention [36].

15.2.3.5 Sensing
When looking at—but not seeing—a change in an 

image, some observers report that they can “feel” or 
“sense” it happening, even though they do not have a 
visual picture of it [37]. This phenomenon is still poorly 
understood, and there is some disagreement as to how to 
interpret it. However, the effect itself has been replicated 
in several studies, with some indicating that nonatten-
tional processes are likely involved [38]. Sensing may 
also explain reports by some radiologists that they could 
immediately detect the presence of an abnormality in an 
image, even before consciously seeing it [39].

15.2.4 Coordination of Systems

Although the perceptual limits described above can 
be severe, failures of visual perception do not seem to 
be common in everyday life. This suggests that we may 
not represent everything that is in front of us, but only 
what we need at any particular moment. In this view, 
perception is not about accumulating information over 
time, but about managing the component systems so that 
detailed, coherent representations (requiring attention) 
can be formed exactly when needed for the task at hand.

15.2.4.1 Virtual Representation
To account for the impression that we can see every-

thing in front of us, it has been proposed that our per-
ception is based on a virtual representation, in which 
attention is given to the right object in a “just-in-time” 
fashion [8]. This architecture is dependent on an effective 
coordination of attention, as follows (Fig. 15.2):

●	 Processes in the preattentive system provide a 
constantly regenerating array of proto-objects that 
provide the “basic stuff” of perception, representing 
those properties visible to the observer.
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●	 Nonattentional processes use these proto-objects to 
determine gist and layout, which help access long-
term knowledge—in the form of a scene schema—
about the general kind of scene encountered. This 
knowledge (along with layout information) can help 
guide visual attention to important items in the 
image.

●	 Attention verifies the current schema by focusing 
on just a few items at a time. Consistent items are 
briefly checked, but need not be maintained in 
detail afterwards. Inconsistent items receive further 
processing to determine their identities, or even 
cause a reevaluation of the schema. Unexpected 
objects can be handled via exogenous control, using 
salient properties at the preattentive level.

According to this view, then, a complete representa-
tion of the scene is never created—only a small number 
of coherent objects ever exist in the visual picture we 
experience at any one time. Because the representation 
of any object of interest is created whenever needed, all 

objects in a scene will appear to be in it simultaneously 
(as in fact, is usually the case in the external world). The 
key point is that at any one time we only experience a 
small number of visual objects—items that are coher-
ent. It is still possible that fragments of different colors, 
shapes, and sizes are concurrently experienced as “back-
ground” over the entire visible area [10].

15.2.4.2 Implications
Given that the visual picture we experience is a 

dynamic one, the result of a great deal of processing, a 
number of implications follow. To begin with, our expe-
rience of what is in front of us does not reflect “raw” real-
ity, but incorporates existing beliefs and goals [40]. Since 
individuals differ in their background knowledge and 
goals, different people can literally see the same thing 
differently. Indeed, because consistency is not explicitly 
checked, an individual observer may not even be consis-
tent in their interpretation from moment to moment as 
their goals (and perhaps knowledge) evolve.

More generally, this view also suggests that visual 
perception involves a partnership between observer 
and environment: rather than internally recreating the 
incoming image in all its detail, the observer treats the 
world as an external memory, a memory that can pro-
vide detailed information whenever requested. This 
interactive interrogation of a scene by our visual system 
is much like the operation of computer network brows-
ers; it may even explain why browser use can feel quite 
natural. In any event, note that such interaction need 
not be limited to memory: the world could, for example, 
also be used as an external processor of information [41]. 
Thus, if an informatics system can manage the relevant 
perceptual mechanisms sufficiently well, it could enable 
a completely seamless extension of human abilities and 
experience to the visualization of completely new realms, 
with the resulting experience remaining as effortless and 
natural as simply seeing the world around us.

15.3 VISUALIZATION AND DATA 
EXPLORATION

An increasingly important way of analyzing data is 
the use of visualization to explore large, messy datasets 
[42]. This approach originated with the use of graphs 
and charts, which allowed analysts to more easily per-
ceive unexpected trends and outliers in datasets [43]. 
More recent developments have allowed visualizations 
to become more complex (eg, networks) and interactive, 
so that analysts can obtain overviews and drill down on 
selected items whenever required [42]. In the oncological 
domain, data that can be analyzed in this way range from 
mammograms to genomic datasets to the complete med-
ical records of everyone in a community. Such a system 

High-level knowledge

Incoming light

(B) Attentional
system

(A) Preattentive system

- Summary statistics
- Scene gist
- Layout
- Etc

(C) Nonattentional
      systems

FIGURE 15.2 Coordination of interacting systems. (A) Preattentive 
system creates volatile proto-objects from the incoming light.  
(B) Attentional system “grabs” selected proto-objects and forms them 
into an object with both temporal and spatial structure; this lasts as long 
as attention is being allocated to it. (C) Nonattentional processes deter-
mine quantities such as gist and layout; these enable access to long-term 
memory about what might be expected in the scene. This in turn guides 
the allocation of visual attention to verify understanding. Control of 
attention is based on this along with exogenous control of attention 
based on physical properties, so as to handle unexpected events.
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could, for example, enable an analyst to explore the inci-
dence of a particular cancer in terms of factors such as 
genotype, geographical location, and social networks. 
An appropriate visualization could also enable the effec-
tive communication of the results to nonspecialists.

15.3.1 Visualization as Extended Vision

At the most general level, visualization can be 
described as “using vision to think” [44]. More precisely, 
a visualization system translates the problem at hand 
into graphical form, ideally enabling the most appropri-
ate visual mechanisms to be engaged on the task. If this 
is done well, the viewer and the visualization system 
form an “extended” visual system that can enable an 
analyst to perceive structure in a given dataset much 
as they would perceive structure in a real-world scene 
when using “basic” vision [27]. Because consideration 
is no longer restricted to the physical world, however, 
unfamiliar and nonintuitive patterns are encountered 
much more often, pushing visual mechanisms to their 
limits. A solid knowledge of visual perception is there-
fore essential for these systems to function well.

Several kinds of visualization are in current use [43]: 
data visualization (scientific data); information visualiza-
tion (abstract data); biological visualization (specialized 
display of genomic data); and visual analytics (interac-
tive visualization that engages higher levels of cognition, 
as described by Onukwugha et al. in Chapter 11: “Data 
Visualization Tools for Investigating Health Services 
Utilization Among Cancer Patients”). Older forms 
include statistical graphics (statistical data) and maps 
(geographical data). All, however, rely on many of the 
same visual mechanisms, and so can benefit from many 
of the same design principles.

15.3.2 Visual Variables

A central element of visualization is the assignment of 
numerical values or categories to visual properties—or 
visual variables—in an image. The right mapping can 
enable the visual system of an analyst to find structure 
in an abstract dataset (eg, groups or outliers) in the much 
same way as it finds structure in the real world. For 
example, if color is used to represent the temperature of 
a patient, the representation of patients with similar tem-
peratures will group together, and outliers will become 
immediately apparent. Because such groups are also the 
basic elements of attentional selection, any of these can 
then be selected for further processing. And because the 
rapid estimation of summary statistics can be based on 
color, this representation could also support the immedi-
ate estimation of average temperature, and possibly its 
variance as well. Indeed, properties such as size, color, and 
orientation carry information in various tasks, supporting 

functions such as the perception of trends and the rapid 
perception of correlation [27]. In general, then, the most 
effective mappings involve visual variables that are preat-
tentive features [45]. Note that these can be easily changed 
in different mappings, providing the analyst with differ-
ent “views” of the same dataset.

If preattentive features are used as visual variables, it is 
also possible to display several data dimensions simulta-
neously. For example, temperature, age, and blood pres-
sure could be represented by color, orientation, and size, 
respectively, allowing their interactions to be explored. 
Although it is currently unclear how much intelligence 
the visual system has, it is at least possible that it could 
successively compare pairs (or perhaps even triples) of 
such features in an image. It is worth noting that not all 
properties can be selected independently of each other; 
those that can—such as color and orientation—are termed 
separable, while those that cannot—such as width and 
height—are referred to as integral [46].

Finally, mapping of values in a data set need not be 
limited to scalars. For example, each member of a set of 
categories (days of the week, say) could be associated 
with a different color. In such cases, the values used in 
the mapping must be such that they can be rapidly dis-
criminated from each other, effectively forming distinct 
categories. As a rule of thumb, about four distinct values 
(two bits) should be used for each spatial dimension, 
and about eight values (three bits) for features such as 
orientation and color [45].

15.3.3 Attentional Control

Another important element in visualization—and 
indeed, in any visual task—is the control of visual atten-
tion. Given that attention is needed for various aspects 
of conscious experience, a failure to adequately manage 
it could result in an analyst failing to notice important 
items or events in a display, or at the very least noticing 
them only after a delay. To minimize the chance of this 
occurring, the attention (and thus the viewing experi-
ence) of the analyst must be controlled. Ideally, if control 
is done well, the analyst would notice nothing unusual, 
and the required information would simply appear to 
them, as if by magic.

Techniques for attentional management exist that 
are both powerful and fairly natural. These rely on a 
variety of approaches. A first set of techniques relies 
on exogenous control—for instance, the use of unique 
visual features that are highly salient (eg, brightness, 
color, length, or motion), automatically attracting atten-
tion to their location. Assigning such properties to items 
or events considered relevant for the task effectively 
highlights them, and thus makes them less likely to be 
overlooked. Related techniques include using a literal 
highlight (via illumination), and increasing the level of 
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detail (or sharpness) of the relevant item. A second set 
of techniques for attentional control is based on the use 
of directives—symbols that depend on learned associa-
tions such as arrows or the direction of gaze of the eyes 
in a face; such symbols can automatically send attention 
in the direction indicated. Finally, a third set of tech-
niques involves manipulating the high-level interests 
of the analyst—for example, assigning a high value to 
particular items, so as to ensure that attention is given 
to them more often [6].

15.4 EXAMPLE 1: HUMAN  
NUMBER PERCEPTION AND 

QUANTITATIVE DATA

As a concrete example of how knowledge of human 
vision can influence the design of an oncology informat-
ics system, consider the display of quantitative data. 
Whether we are looking at a patient’s medical record, 
surveying the variability of cancer rates in primary care 
operations, or trying to convey the risks and benefits of 
cancer screening, conveying quantitative information is 
perhaps the most important task of such a system. While 
a great deal of effort has gone into trying to improve the 
display of such information, most of the research has 
been from the perspective of decision making (eg, [47]). 
However, we argue that the displays involved could 
be improved by understanding and exploiting relevant 
research in basic vision science and cognitive psychol-
ogy. Here we sketch out an account of this might be done 
via an understanding of the human number sense.

The ability to estimate number appears to be innate 
in humans (and indeed, in several species), compris-
ing two core systems: a limited-capacity, attention-
demanding precise number system which can subitize 
up to four objects at a glance (see Section 15.2.2.2), 
and a nonattentive approximate number system which 
provides rapid estimates, subject to the limitations of 
Weber’s Law (see Section 15.2.3.2). How do these num-
ber systems interact in practice? The approximate num-
ber system can operate across all numerosities, while the 
precise number system is useful only for small numer-
osities [20]. To get high precision above the subitizing 
range, it is necessary to count, which requires effortful 
shifting of the precise number system from one group 
to the next [48].

Communication of quantitative information should 
be tailored to the limitations of these core systems. For 
example, icon arrays have been proposed as a way to 
more effectively present to patients the success rates of 
different treatments [47]. Icon arrays convert numerical 
information (eg, a 75% cure rate) into a pictorial repre-
sentation (an array of, say, 100 circles, with 75 of them 
shaded to indicate cured patients). This can help reduce 

the influence of anecdotal information [47] and reduce 
denominator neglect [49] (see Fig. 15.3A,B).

The perception of icon arrays depends on the interplay 
between the approximate and precise number systems. 
For example, Garcia-Retamero et  al. [49] asked people 
to compare the risk of dying from heart disease without 
an imaginary drug (50/500) and with it (2/100). In this 
case, the number of deaths in the second array is per-
ceived much more precisely than in the first array, since 
it is below the subitizing limit. In general, numerical 
perception will be more accurate if a ratio can be trans-
lated into something in the subitizing range. Instead of 
showing 75 out of 100 patients successfully cured [47], it 
might be more effective to show 3 out of 4. Indeed, icon 
arrays are perceived to have more “truth value,” and 
are preferred by participants, when using fewer items, 
such that the size of the subset falls into the subitizing 
range [50] (Fig. 15.3C,D). In addition, icon arrays may 
not improve performance when the difference between 
conditions falls below a patient’s Weber fraction. Since 
the Weber fraction varies with age [51], different strate-
gies may be appropriate for young adults and the elderly 
(Fig. 15.3E,F). On the other hand, icon arrays should be 
well suited for a variety of different populations, since 
numerosity perception does not seem to depend on edu-
cation or cultural background.

More broadly, when designing a visualization system, 
we should think of numerosity as an important visual 
variable (see Section 15.3). When we pick a color scheme 
for a graph or chart, we would ensure that adjacent 
colors were easily discriminable. Similar care should be 
taken when presenting numerical information, so that 
observers (whether patients viewing an icon array or 
physicians trying to interpret data summarize across 
EHRs) are not asked to distinguish quantities that can 
only be discriminated through time-consuming and 
error-prone counting.

15.5 EXAMPLE 2: VISUAL ATTENTION 
AND MEDICAL IMAGES

Another example of using knowledge about human 
perception for design involves the display of medical 
images. Medical image interpretation plays a critical role 
in cancer detection and diagnosis. Many screening and 
diagnosis protocols involve a highly trained observer 
interpreting a complex image, such as a mammogram, 
chest radiograph, or CT scan. Colorectal cancer screen-
ing involves a visual “fly-through” of the colon, while 
the widely used Papanicolaou (Pap) screening test for 
cervical cancer requires a cytologist to visually inspect 
thousands of stained cells. Such images are both com-
plex and unnatural, and the signs of cancer can be rela-
tively subtle. Radiologists, cytologists, and pathologists 



29515.5 ExAMPLE 2: VISUAL ATTENTION AND MEDIcAL IMAgES

III. SCIENCE OF ONCOLOGY INFORMATICS

FIGURE 15.3 Icon arrays and human number perception. Icon arrays present ratios in graphic form. In these examples, blue figures represent 
the proportion of people who will experience a given outcome (eg, side effects, mortality/survival). Given a verbal description of probabilities, 
people often neglect the denominator; they tend to compare absolute numbers rather than dividing the number of events by the number of people 
involved. For example, if 50 out of 500 people who do not take a hypothetical drug die (A), compared to 2 out of 100 people who do take the drug 
(B), the drug reduces the risk of death by 80%. Given this information verbally, people are likely to overestimate the effectiveness of the drug, 
because 50 is so much larger than 2. If people are presented icon arrays, such as those shown here, they are much more accurate [49]. We suggest 
that this is because the icon array allows us to offload the mathematical computations onto the visual system, in particular the approximate num-
ber system. When possible, it may be more effective to use the precise number system; people are more likely to perceive the data in (C) as valid 
than the data in (D), even though the proportions are the same [50], probably because the number of blue elements in (C) is below the subitizing 
limit and can be apprehended more easily. However, above the subitizing limit, the utility of icon arrays will be limited by the precision of an 
individual’s approximate number system. For example, which panel, (E) or (F) shows a greater proportion of blue figures? This difference (Weber 
fraction = 0.20) will be easily discriminable by college-age adults [29], but many older adults cannot discriminate Weber fractions below 0.25 [51].
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are of course highly trained and experienced observers, 
but they are still subject to the perceptual and attentional 
limitations outlined in Section 15.2. Here we discuss rel-
evant research in vision science that bears on the prob-
lems faced by these expert observers. In particular, we 
discuss two major, long-standing problems in the field 
of medical image perception, the prevalence effect and 
satisfaction of search, and then sketch some future direc-
tions for this emerging field of research.

15.5.1 The Prevalence Effect

One area of application concerns the effect of prev-
alence on disease detection. Here we refer not to the 
incidence of a disease in the general population, but to 
the frequency of signs of the disease in the images seen 
by the observer. Prevalence is typically high in training 
contexts, to give trainees an adequate sample of what 
they are looking for. But in the clinic prevalence is usu-
ally low: For example, in lung cancer screening it is 1.1% 
[52], while breast cancer screening is characterized by a 
prevalence of 0.5% [53]. Does this matter? It has long 
been known that the positive predictive value (the propor-
tion of true positives out of all positive responses) neces-
sarily decreases with prevalence, when holding disease 
detectability constant [54]. The interesting scientific and 
practical question is whether prevalence has an influ-
ence on an observer’s performance at the case level.

How can we measure performance at the case level? 
Sensitivity and specificity are not independent quan-
tities. The mathematical relationship between these 
two quantities is expressed in signal detection theory 
(SDT, see Macmillan and Creelman [55] for an excel-
lent introduction). Briefly, SDT allows us to transform 
sensitivity and specificity into detectability and criterion. 
Detectability (often denoted as d′) refers to the observer’s 
ability to detect the presence or absence of a target (ie, 
disease), while criterion (often denoted as c) describes 
the balance between sensitivity and specificity. Low 
detectability means that the observer will make rela-
tively more errors overall, while a liberal criterion means 
that the observer will make more false positives (and 
fewer misses) than with a conservative criterion. From 
an SDT point of view, we can ask whether prevalence 
influences detectability.

There is some evidence from field studies that low 
prevalence may actually improve detectability. Kundel 
[56] compiled data from 12 lung cancer screening studies 
(encompassing a total of 2,132,207 cases) with preva-
lence ranging from 0.09% to 47.6%. He found that d′ 
increased as prevalence decreased. However, he pointed 
out that experimental studies in which the same readers 
are tested at both low and high prevalence would be nec-
essary to make a valid comparison. Two small laboratory 
studies [57,58], using between 40 and 72 cases, showed 

evidence for declines in detectability at low prevalence. 
The most extensive laboratory study was conducted by 
Gur et  al. [59], who recruited 14 observers (including 
radiology faculty, fellows, and residents) to read 1632 
chest radiographs for five different types of abnormali-
ties (nodules, pneumothorax, interstitial disease, alveo-
lar disease, and rib fracture) under prevalence levels 
ranging from 2% to 28%, and found no effect whatsoever 
of prevalence on detectability.

The answer to the question from the laboratory thus 
seems to be very different from what was observed in 
the field data. While detectability declined with preva-
lence in Kundel’s [56] field data, Gur et  al. [59] saw 
no evidence for any effect of prevalence on detectabil-
ity under controlled conditions in the laboratory. This 
heroic study seemed to set to rest any fears that preva-
lence could have a noticeable impact on performance at 
the case level.

However, recent studies in the basic vision science 
literature have provided new insights, using variants of 
the visual search task. In visual search, the observer is 
asked to look for a target item in an image (see Sections 
15.2 and 15.2.1). There are many variants of this task: the 
target may be known in advance or not; there may be 
multiple potential targets; the task might be to discrim-
inate target present from target absent, to distinguish 
which target is present, or to enumerate the targets in the 
image. The task is thus a fairly good laboratory analog 
for the radiological observer’s task (Fig. 15.4). However, 
prevalence is typically 50% in visual search studies. In 
2005, Wolfe et al. [62] varied prevalence from 1% to 50% 
and found fairly dramatic effects on search performance. 
Low prevalence substantially increased false negatives, 
and true negative RTs became faster than true positive 
RTs, a striking reversal of the usual pattern. Later stud-
ies showed the converse pattern at very high prevalence 
[63]. When targets are present on 99% of trials, false nega-
tives become rare and there is an excess of false positives, 
accompanied by extremely slow true negative responses.

Generally speaking, excessive false negatives at low 
prevalence can reflect three basic error types: (1) motor 
errors, where the observer recognizes the target but 
makes the wrong response; (2) early search termination 
errors, where the observer decides that no target is pres-
ent before having seen the target; and (3) perceptual 
errors, where the observer has seen the target but not 
recognized it. Both early termination errors and motor 
errors can be eliminated by using multiple target types 
with different frequencies, setting overall prevalence to 
50%. Under these conditions, rare targets are still missed 
more often than common targets [64]. Indeed, target 
frequency (in the context of 50% overall prevalence) is 
logarithmically related to false negative errors all the 
way down to frequencies of 0.078% [65]. These findings 
demonstrate a critical role for perceptual errors.
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In the SDT terms introduced above, changing preva-
lence does not affect the observer’s ability to detect the 
target, but only alters their criterion [64]: high prevalence 
leads to liberal criteria, low prevalence leads to conser-
vative criteria. In fact, prevalence shifts two independent 
decision criteria, or thresholds [63]. Any extended search 
task (one that cannot be resolved in a single glance) actu-
ally consists of a series of decisions. A potential target 
(eg, lung nodule) is identified, and attention is shifted 
to that location. At this point, the observer has to decide 
whether or not the attended item is a target, and this 
decision has a threshold attached to it. At low preva-
lence, more evidence is required for the visual system to 
classify an item as a target, relative to high prevalence; 
in other words, the same set of pixels will look less like 
a nodule when nodules are rare. If the item is deemed 

not to be a target, a second decision must be made: is it 
time to quit and declare the image free of targets, or keep 
on looking? This decision also has a threshold, which 
is lowered when targets are rare. With this theoretical 
account in mind, we can take a second look at the data 
from medical image perception studies. In this literature, 
the debate has been about whether there is an effect on 
d′, so many studies have failed to report c. However, 
it is possible to compute c for the studies reported in 
Kundel’s survey of lung cancer screening in the field [56], 
and this analysis shows that criterion clearly becomes 
more conservative as prevalence decreases. Gur et  al. 
[66] reported a similar trend in their laboratory study. 
Both field and laboratory data from the medical image 
perception field, then, are consistent with the criterion 
shift account of the prevalence effect. More recently, the 

FIGURE 15.4 Visual search displays. Panel (A) shows a posteroanterior chest radiograph displaying two nodules in the right lung (arrows) 
(reprinted with permission from Ref. [60]). These manifestations of lung cancer would be more difficult to find in a low-prevalence screening 
context than in the high-prevalence diagnostic context (prevalence effect). Furthermore, detecting one nodule would make detection of the sec-
ond nodule less likely, relative to a radiograph that contained only second nodule (SSM). The prevalence effect and SSM are the result of basic 
cognitive processes and have been studied using complex, but more easily controlled stimuli. Panel (B) illustrates stimuli designed to study SSM. 
There are two targets (T-shapes) in this image, embedded in distractors (L-shapes) and obscured with gray noise. The high salience target (lower 
right) is likely to be found first, reducing the chance of detecting the low salience target (upper right), relative to an image which contains only 
a low salience target (reprinted with permission from Ref. [61]). The prevalence effect has been studied with stimuli such as simulated baggage 
X-rays (find the weapon) (C) and objects in noise (find the tool) (D). Reprinted with permission from Wolfe JM, Horowitz TS, van Wert MJ, Kenner 
NM, Place SS, Kibbi N. Low target prevalence is a stubborn source of errors in visual search tasks. J Exp Psychol Gen 2007;136(4):623–38.
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criterion shift account has been directly tested in both 
breast cancer [67] and cervical cancer screening [68] con-
texts. Both studies showed clear evidence for a shift to a 
more conservative criterion at low prevalence.

Armed with an account of the mechanism driving the 
prevalence effect, researchers have begun to test poten-
tial “cures.” For example, observers’ criterion settings 
can be affected by the costs and benefits of different 
outcomes, known as the payoff matrix. If I pay you $500 
for each correct detection and subtract only $1 for false 
positives, you will start making many more positive 
responses, and your criterion will become extremely lib-
eral. Changing the payoff matrix is an obvious route for 
changing the behavior of medical observers. However, 
we do not understand how the payoff matrix interacts 
with prevalence. In visual search experiments, it is typi-
cally assumed that the payoff matrix is neutral in that 
false positives and false negatives are equally undesir-
able, but this has not been empirically measured. One 
study tested payoff matrices explicitly designed to shift 
criterion at low prevalence in a more liberal direction, 
with mixed results [69]. When the experimenters changed 
the structure of the experiment so that observers were 
competing against each other so that the highest scorer 
in the experiment won a bonus, they observed large 
(and economically optimal) criterion shifts. The implicit 
payoff matrix in the radiology suite (or other oncology 
imaging setting) is unknown, but presumably not neu-
tral. Both types of errors have potentially severe real-
world consequences for the patient, but it is unknown 
how this translates into the payoffs for the radiologist. 
False negatives are of great concern in the United States 
due to litigation concerns. Making the payoff matrix 
more explicit may help to shift behavior toward false 
positives and away from false negatives, if that is seen 
as desirable. A competitive system might not be practi-
cal for professional medical observers, but the approach 
is promising.

The simplest solution, of course would be to simply 
increase prevalence to 50% (or whatever level is desired 
to bring about the optimal ratio of false negatives to false 
positives). This could be done by enriching the radiolo-
gists’ caseload with known positive cases. However, that 
is obviously not practical. In addition to the cost of hav-
ing highly remunerated professionals read fake cases, 
there is a danger that radiologists would learn the per-
ceptual characteristics of the fake cases, and this would 
make it more difficult to find the real cases. However, it 
might be possible to alter perceived prevalence, by either 
explicit or implicit means.

Several studies have tried explicitly cueing observers 
about the probability of a target on an upcoming trial, 
to mixed results [70,71]. One study showed that provid-
ing false feedback (ie, on 20% of true negative trials, 
observers were informed that they had missed a target) 

could successfully shift observers’ criteria in the desired 
direction; they found more targets, and made more false 
positives, without changing overall detection rates [72]. 
Again, such a manipulation might not be entirely prac-
tical for oncological settings, but it is promising that 
feedback can meaningfully change behavior. The clini-
cal setting rarely provides immediate case-by-case feed-
back, a fact likely to exacerbate the prevalence effect [64].

One approach that might be more practical is to 
enrich the caseload for a brief duration. Recent experience 
on the order of 40–50 trials [63], or even 10 trials [71] can 
alter criterion. Wolfe et  al. [64] exploited this property 
and inserted brief high prevalence “bursts” into a long 
series of low prevalence trials. Critically, during low 
prevalence trials, observers did not receive feedback, 
while immediate (and veridical) feedback was provided 
during the bursts. These bursts had a carryover effect on 
subsequent low prevalence trials. Such a system might 
be adapted to a clinical setting. Radiologists could sit 
down and do a brief, high prevalence “refresher” session 
before turning to their regular caseload. There is tenta-
tive evidence that such a procedure can be effective in 
the baggage screening context [73].

Computer-aided detection (CAD) systems can pro-
vide online assistance to medical observers. The vision 
science literature provides some cautionary notes for 
the design of such systems, in the context of the preva-
lence effect. It is well known that false negative errors 
can be reduced when the color of the target is known 
in advance (in a display of multicolored items) [74]. 
However, this does not attenuate the effects of low 
prevalence [75]; in fact, if the target happens to show up 
in the wrong color (invalid cueing), the prevalence effect 
is exacerbated. Similar effects are observed for spatial 
cueing (ie, narrowing the physical area of search).

15.5.2 Subsequent Search Misses

In laboratory search tasks, observers are usually given 
a specific target to look for, and there is typically a single 
instance of that target present in the display. In cancer 
screening and other medical search tasks, however, there 
can be multiple target types (eg, calcifications, architec-
tural distortions, masses), and multiple instances in the 
same image. We will first discuss the problems asso-
ciated with multiple targets in the stimulus, and then 
issues around searching for different types of targets.

It has been known for a long time that detecting one 
abnormality interferes with the detection of others in 
the same image [76]. This phenomenon was originally 
termed “satisfaction of search,” based on the hypothesis 
that the observer is searching in order to assign meaning 
to the image. Once the meaning has been established 
as “abnormal,” the observer is “satisfied” and likely to 
discontinue searching [76]. This explanation was later 
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disproved by evidence that observers do not stop search-
ing after identifying the first target [77]. Adamo et al. [78] 
have therefore suggested renaming the problem “subse-
quent search misses” (SSM), which we will adopt here.

What is the cause of SSM, if not satisfaction of search? 
Berbaum et  al. [79] suggested instead that SSM might 
reflect either a strategy to reduce false positive errors, 
or a “perceptual set” effect; when an abnormality of one 
type is found, the observer keeps searching for that type, 
and thus is more likely to miss a subsequent abnormality 
of a different type.

As with the prevalence effect, studying SSM in a basic 
vision science context has yielded new insights. SSM 
is observed whether the targets are identical or drawn 
from different categories, indicating that the “perceptual 
set” explanation is not sufficient [80]. While nonexpert 
laboratory observers may not be as motivated as trained 
professionals, adding monetary incentives for accuracy 
did not reduce the effect. While SSM can be seen without 
explicit time pressure [81], fewer SSM errors were made 
when observers were given more time.

Perhaps the most intriguing suggestion to come out of 
this line of work is that SSM might reflect a shortage of 
cognitive resources, specifically working memory [61], 
so that radiologists can look right at a lung nodule, yet 
fail to recognize it [82]. This explanation suggests that 
SSM might be minimized through the use of cognitive 
prostheses, such as providing a method to “mark off” 
already detected abnormalities, or encouraging observ-
ers to reexamine locations that were fixated soon after 
detecting an abnormality.

Search is based on a target template held in memory. 
When searching for a single target type, template is well-
defined, and the visual system can use the target feature 
set to guide attention to items that are likely to be targets 
[83]. In other words, instead of scrutinizing every object 
in a scene (or every part of a radiograph) the visual sys-
tem can use target features to narrow down the search 
space and improve search efficiency. With multiple tar-
gets (eg, searching for nodules and lobular masslike 
opacities in the lung), one must either maintain multiple 
target templates, or use a broad, less useful template [84]. 
The evidence suggests that only one target template is 
typically active [85]; maintaining two at once is possible, 
but costly [86]. These findings suggest that there might 
be utility in having observers specialize in different tar-
get types, rather than having a single observer simulta-
neously search for multiple target types [84].

In oncological contexts, however, there may be not 
just two potential target types, but many, such as calci-
fications, architectural distortions, masses, and enlarged 
lymph nodes in mammography. How does the size of 
this “memory set” influence search? Recent work has 
examined this issue using relatively complex and het-
erogeneous stimuli (photorealistic objects) and larger set 

sizes. The RT functions appear to be a logarithmic func-
tion of memory set size, up to at least 100 targets [87]. 
These results are also observed at low (1%) prevalence 
[88], when observers memorize verbal descriptions of 
objects [88], or a set of target categories [89]. In gen-
eral, searching for more than one category of abnor-
mality incurs two types of performance costs: reduced 
guidance to targets, and increased memory search time. 
However, the marginal costs of adding additional target 
categories to the memory search decreases; the largest 
costs are going from single- to dual-target searches.

15.6 FRONTIERS OF PERCEPTUAL 
SCIENCE AND ONCOLOGY 

INFORMATICS

The application of basic vision science to the prob-
lems of oncological image perception (and medical 
image perception in general) has led to major progress 
on well-established problems such as the prevalence 
effect and satisfaction of search. The cross-fertilization 
of these two fields will no doubt yield new insights into 
expert perception, and ways to improve the accuracy of 
cancer screening and diagnosis. Major areas of future 
innovation include the application of new theoretical 
tools imported from population ecology, the study of 3D 
imaging, and understanding the contribution of nonfo-
cal vision to medical image interpretation.

15.6.1 Foraging for Cancer

The strategic aspects of visual search, particularly in 
the oncology context, may be subsumed under a more 
general class of foraging problems. The study of foraging 
originally developed in behavioral ecology, to explain 
the behavior of animals searching for food [90]. Optimal 
foraging theory posits that an organism should seek 
to maximize its intake of nutrients, while minimizing 
expenditures, such as time and energy [91]. For example, 
a key principle in optimal foraging is the Marginal Value 
Theorem (MVT) [92], which states that the optimal time 
to leave a patch is when the instantaneous local rate 
of return drops below the average rate of return in the 
environment. These concepts turn out to be applicable 
to a wider set of problems, from understanding how 
we search for information on the Internet [93], to how 
criminals choose their targets [94].

Optimal foraging theory provides a potential solution 
to a major theoretical problem in visual search: the quit-
ting time problem [95]. If the observer knows in advance 
the number of targets in a display, she can quit after find-
ing all of them. However, certainty about the number of 
targets present is rare. Even in simple laboratory search 
tasks, there might be zero or one targets; how long 
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should an observer search before giving up and declar-
ing that the target is not present? In the context of cancer 
screening, for example, the problem is far more complex: 
typically there is no target present, but there might be 
several targets, and they can be of different categories, 
appearing with different frequencies. Furthermore, there 
are time costs. A radiologist cannot spend all day scruti-
nizing a single mammogram to ensure that every single 
possible mass or calcification is caught. These problems 
are isomorphic with many of the issues faced by animals 
foraging for food in a patchy environment: Should I try 
to catch more fish from this pond, or should I move on 
to the next? If I pick more berries from this bush, will 
the calories I extract compensate for the risk of being 
caught by a predator?

The application of optimal foraging principles to visual 
search is in its infancy, and has not yet reached the oncol-
ogy context. In laboratory search tasks, observers behave 
like optimal foragers at 50% prevalence, but diverge from 
optimal when prevalence is more extreme (either high 
or low) [96]. These data emphasize the importance of 
understanding observers’ priors; their assumptions about 
target prevalence coming in to the experiment.

The distribution of patch quality (the likelihood of 
targets in a single patch, or case) is also important [97]. 
Given uniform patch quality, observers behave optimally. 
Introducing variability in patch quality produces depar-
tures from optimal foraging behavior. When observers 
can estimate patch quality (the likelihood of targets) 
using preattentive information (see Sections 15.2.1.2 and 
15.2.3) such as color, behavior is driven more strongly by 
item color than by instantaneous rate of return. When 
color information was eliminated, observers coarsely 
categorize patches into “good” or “bad,” exhaustively 
clicking through the good patches and quickly leaving 
the bad patches.

These two studies mark the beginning of a new direc-
tion for the study of visual search behavior, and suggest 
new avenues of exploration for medical image percep-
tion. What priors do radiologists and pathologists bring 
to the clinic? How variable is the “patch quality” of 
mammograms or cytopathology slides? How might we 
alter digital oncology images to better convey the likeli-
hood of abnormal findings? How might the workflow of 
the clinic be optimized to reduce the cost of switching to 
a new patch (case)?

15.6.2 Strategies for Volumetric Search

A major challenge in the study of perception of onco-
logical images is the switch from 2D to 3D imaging. The 
classical medical image perception literature is rooted 
in the study of the perception of 2D film. However, 3D 
modalities are becoming more common, and they appear 
to be more effective than their 2D counterparts [98]. In 

part, this is because 3D imaging allows the observer to 
avoid or disambiguate artifacts caused by overlapping 
tissues [99]. However, very little is known about how 
observers interact with these new imaging modalities, 
and what the optimal strategies might be.

For example, chest CTs are organized into virtual 
stacks of horizontal slices, so the observer sees an axial 
cross-section of the lung, and can scroll up or down 
to reach other slices. Eye tracking data show that indi-
vidual radiologists adopt one two strategies: “drilling” 
and scanning [100]. Drilling involves focusing on a 
small portion of the lung at a time while scrolling up 
and down; scanning involves covering the entire hori-
zontal slice before moving on in the depth direction. 
When searching for lung nodules, drilling seemed to be 
a more effective strategy; drillers covered more of the 
lung and found more nodules. Drillers also made more 
recognition errors; they looked at nodules but failed to 
recognize them. Nevertheless, even the drillers covered 
less than 75% of the lung, presumably leading to many 
false negative errors. These findings may reflect the dif-
ficulty of remembering where one has already looked in 
a volumetric space; one solution might be to utilize eye 
tracking as a cognitive prosthesis.

15.7 CONCLUSIONS

The critical element in any informatics system is the 
human observer, the one who has to make sense of the 
relevant information and put it to use. Visualizations of 
various sorts, from simple charts to virtual colonogra-
phy, are often the most efficient way to communicate 
information to and from this observer, as well as hav-
ing them detect patterns such as trends and outliers. In 
fact, when done properly, the informatics system can be 
considered an extension of the human visual system, 
allowing us to apply our powerful native perceptual 
capabilities to new problems. To achieve this end, how-
ever, we have to keep the nature of the perceptual sys-
tem in mind. The aim of this chapter has been to give the 
reader an idea of those abilities and limitations, along 
with some idea of the experimental techniques used by 
perception scientists to elucidate them. We hope that this 
introduction provides a useful guide for allowing us to 
use our extended visual systems to solve many of the 
problems posed in other chapters in this volume.

LIST OF ACRONYMS AND 
ABBREVIATIONS

CAD Computer-aided detection
ms Milliseconds
RT Response time, or reaction time
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SDT Signal detection theory
SSM Subsequent search misses
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16.1 INTRODUCTION

According to the 2014 American Society of Clinical 
Oncology (ASCO) Report State of Cancer Care in America, 
cancer will be our greatest health challenge. There will 
be 45% more new cancer cases in the United States by 
2030, cancer will become the nation’s leading cause of 
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death [1], and a recent in-depth evaluation indicated 
that the quality of cancer care is “in crisis” [2]. Fear of 
medical liabilities has led physicians and health care 
institutions to overtreat, order unnecessary tests, and be 
slow to embrace proven, novel approaches to care [3]. 
The nature of the challenge is changing too, as there are 
currently 13.7 million cancer survivors [4], a number 
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likely to increase as these patients live longer and so the 
scope evolves from one of tumor control to one of living 
life well—survivorship.

With the increased availability of diagnostic biomark-
ers, imaging, and genetic sequencing, a vast array of 
data is now available for analysis to help address the 
cancer burden; however, these techniques often do not 
lend themselves easily to automated processing and 
analysis and require large sample sizes to produce reli-
able estimates. Crowdsourcing is a potentially promis-
ing methodology that might overcome this rate-limiting 
step and facilitate the development of novel medical 
technologies in the fight against cancer. Crowdsourcing 
is based upon principles of enabling a widely distrib-
uted group of individuals to work independently (but 
in coordination) to solve complex problems.

16.1.1 Clinical Trial Challenges

An important methodology in the fight against can-
cer is the clinical trial. While traditional clinical trial 
methodologies are likely to remain the gold standard for 
some time to come, current practice has been subject to 
broad criticism from a variety of stakeholders, some of 
which might be addressable by crowdsourcing. Today, 
fewer than 5% of adult cancer patients participate in 
clinical trials [5]. One in five trials sponsored by the 
National Cancer Institute (NCI)-sponsored trials fails to 
enroll a single patient, and only half of all cancer trials 
result in analyzable data [6]. These limitations are driven 
by multiple factors including patients’ distrust of the 
medical establishment, fearing that they will be treated 
“like a guinea pig”; be subject to adverse side effects of 
experimental treatment; or have concerns about logistics 
and study procedures (eg, randomization, the demands 
of the protocol, the inclusion of placebo or no-treatment 
conditions, and inconvenient follow-up visits) [7].

Attempts by trial designers to improve recruitment 
and retention have been disappointing, with efforts to 
develop innovative improvements hindered by regula-
tory or ethical concerns [8]. Meanwhile, patients them-
selves are participating increasingly in a “consumer 
culture” characterized by data sharing and social media, 
in which customers can interact directly with brands, 
voters can connect with politicians, and citizens are as 
likely to be producers of content, as they are consumers. 
These changing dynamics in health care suggest that it 
is time for new research paradigms that recognize and 
integrate the more involved contributions of patients [9]. 
Creative methodologies that leverage patient-centered 
data collection based on social media content, biometric 
sensors, digital technologies, and patient-reported out-
come (PRO) measures will need to be devised, validated, 
and incorporated into standard practice [10]. By har-
nessing crowdsourcing effectively, more patients might 

be encouraged to participate in more engaging cancer 
clinical trials with more relevant outcomes, lower bur-
den, and better participant retention than the studies we 
have today.

16.1.2 Overview of This Chapter

This chapter will explore the history of crowdsourc-
ing, its potential, and limitations. The chapter begins 
with a definition and brief history of crowdsourcing, 
with examples from both medical and nonmedical appli-
cations. Because the number of examples in cancer are 
sparse, we then describe case studies of how diagnostics, 
drug discovery, development, and delivery are being 
impacted by crowdsourcing approaches and the prom-
ise they bring in other serious diseases, aspects of which 
could be applied to cancer. Because medical privacy, 
intellectual property (IP), and strict regulatory environ-
ments complicate this environment, we will also consider 
methodological concerns, ethical challenges, commercial 
conflicts of interest, and data privacy. Finally, the chapter 
concludes with a discussion of the future opportunities 
and frontiers for crowdsourcing in oncology.

16.2 THE CROWDSOURCING CONCEPT

16.2.1 Definition

Distributed problem-solving projects have existed for 
nearly 300 years, but the term “crowdsourcing” was first 
introduced in 2006 in a WIRED Magazine article, which 
noted the shift from reliance on employees to perform 
tasks, to outsourcing tasks through an open call to an 
undefined network of people [11]. Most definitions uti-
lize three components: (1) a problem-solving or produc-
tion model; (2) an online mechanism for engagement; 
and (3) a distributed set of participants [12,13]. Based 
on prior published work, we define crowdsourcing for 
the purpose of this chapter with the following working 
definition [12,13]:

…the creation of new data, information, knowledge or inno-
vations that result from the engagement of a crowd of individu-
als through a call for achieving a specific objective for potential 
rewards of personal development, recognition, personal satis-
faction, and/or monetary awards.

16.2.2 A Brief History of Crowdsourcing

In 1707, during the War of Spanish Accession, the 
British Navy suffered a catastrophic loss of life when 
four British warships were lost not to enemy fire, but 
by the rocks of the Isles of Scilly, due to their inability to 
accurately navigate. The British Parliament enacted the 
Longitude Act in 1714, creating a prize-based competition 
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that resembled modern crowdsourcing. Prizes were 
awarded based on the precision of the method devised—
from £10,000 for determining accuracy within one 
degree, to £20,000 for accuracy within 30 minutes of arc. 
There were also prizes for furthering progress toward the 
goals of the prize. Some of the first attempts at solving 
the problem were submitted by the Swiss mathemati-
cian, Leonhard Euler; the British watchmaker, Larcum 
Kendall; and surveyor, Charles Mason (of “Mason-Dixon 
line” fame), exemplifying the diversity of participants 
often credited with generating creative solutions [14]. 
Although the largest award was made in 1776 to John 
Harrison for his work on chronometers that kept precise 
time, which enabled the use of celestial navigation, the 
main prize was (contentiously) never awarded.

In the 250 years that followed, there have been doz-
ens of distributed work projects and prize-based com-
petitions, including the creation of the Oxford English 
Dictionary in 1884, and the design of the Sydney Opera 
House in 1957 [15]. However, such activities were still 
relatively obscure and inaccessible to the general public. 
This state of affairs changed in 2001, when Jimmy Wales 
and Larry Sanger launched Wikipedia, “an encyclopedia 
anyone can edit.” Today, Wikipedia contains more than 
34 million articles in 287 languages (http://en.wikipedia.
org/wiki) and has overturned many misconceptions 
about the quality and accuracy of crowdsourced knowl-
edge, though some expert groups remain skeptical [16]. 
Beginning in 2008, Google Flu trends began to geotag 
millions of symptom searches from members of the 
public in order to identify possible outbreaks of influ-
enza and other infections (https://www.google.org/
flutrends/us/#US).

In 2009, in celebration of its 40th anniversary, the 
United States Defense Advanced Research Projects 
Agency (DARPA) published its $40,000 Network 
Challenge, which invited teams to locate 10 red bal-
loons placed at randomly selected locations through-
out the United States [17]. DARPA originally thought 
that solving the challenge would take days or weeks, 
but the winning team from Massachusetts Institute of 
Technology (MIT) identified the locations of all 10 bal-
loons within just 9 hours. Their multilevel marketing 
approach used social media networks, such as Facebook 
and Twitter, to distribute money prizes to individuals 
who found balloons and the chain of individuals who 
invited the finders to participate. This provided an 
incentive for individuals to either spot the balloon or to 
recruit potential balloon reporters in a viral fashion. Any 
excess prize money was to be donated to charity and the 
team’s organizers explicitly allotted themselves no prize 
money. While each of these examples of crowdsourcing 
arguably solve far simpler problems than those of health 
care, they each exhibit parameters that could be brought 
to bear in health challenges.

16.2.3 Parameters of Crowdsourcing

Characteristics of crowdsourcing activities can be 
divided into four domains: (1) task characteristics; 
(2) participant characteristics; (3) task motivational 
structure; and (4) data characteristics. Task characteristics 
are described in Table 16.1 and are based on Brabham’s 
[18] typology. Knowledge discovery and management 
describes a top-down process in which an organization 
mobilizes an online community to organize existing 
information. Distributed human intelligence tasking is 
the least creative of crowdsourcing types, as it breaks up 
large data processing tasks into small, piecework tasks 
completed by a group. Broadcast search involves casting 
a wide net in the hope of finding an individual who can 
produce the right answer to a problem. In peer-vetted 
creative production, an organization issues a creative 
challenge to an online community, allowing individuals 
to propose solutions and evaluate peer submissions so 
that the best submission can be identified.

Crowdsourcing to advance health care science and 
research and development typically fall within categories 

TABLE 16.1 Types of Crowdsourcing

Task 
characteristics/
type of 
crowdsourcing Description

Well-suited 
problems

Poorly suited 
problems

(A) Knowledge 
discovery and 
management

Crowd is 
tasked with 
finding and 
assembling 
accessible 
information

Collecting and 
organizing a 
set of broadly 
accessible 
information 
resources

Cases where 
data cannot 
be easily 
obtained 
validated or 
manipulated

(B) Distributed 
human 
intelligence 
tasking

Crowd is 
tasked with 
processing, 
structuring, 
or analyzing 
problems with 
large-scale  
data sets

Problems 
requiring 
solutions that 
can be obtained 
more efficiently 
through a crowd 
than computer 
analysis

Contexts in 
which the data 
or information 
is proprietary, 
requires 
deep domain 
knowledge, 
or requires 
computer 
analysis

(C) Broadcast 
search

Crowd is 
tasked with 
solving an 
empirical 
problem

Concretely 
defined problems 
with a clear 
definition of 
success or 
correctness

Ill-defined, 
subjective, or 
possessing 
poor 
definitions of 
success

(D) Peer-
vetted creative 
production

Crowd is 
tasked with 
identifying 
creative 
solutions to a 
problem

Artistic or design 
solutions based 
on subjective 
or aesthetic 
impressions

Problems in 
which there 
are concrete 
definitions 
of a useful 
solution

Adapted from Brabham DC. Crowdsourcing. Cambridge, MA: MIT Press; 2013.

http://en.wikipedia.org/wiki
http://en.wikipedia.org/wiki
https://www.google.org/flutrends/us/
https://www.google.org/flutrends/us/
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A, B, or C of Table 16.1. More specifically, tasks such 
as annotating genomic variants via a crowd-based set 
of contributors (A), interpreting CT scans of diseased 
colons (B), and the Prize4Life’s Biomarker Challenge (C) 
demonstrate these parameters [19–21]. Typically, these 
endeavors require a scale of work and massive effort 
paired with a level of human judgment, perception, 
innovation, and evaluation that cannot be replicated by 
existing computing technologies. A less often encoun-
tered form of crowdsourcing in health care is peer- 
vetted creative work (D). Through rare, one example is 
the patient-led design of medical devices, for example, 
working with crowds of customers (patients) to iden-
tify and prototype new products or improvements to 
existing colostomy bags [22]. Some problems remain out 
of reach from crowdsourcing efforts, such as those that 
have ill-defined definitions of success, are inaccessible to 
a broad population of participants, or have proprietary/
intellectual property (IP) limitations that preclude the 
distribution of the problem to a group.

Participant characteristics vary by the nature of their 
interaction (active vs passive) and their expertise (expert 
vs layperson). For example, InnoCentive’s crowdsourc-
ing marketplace (see Section 16.3.1) attracts experts 
who, by and large, volunteer their time and effort to 
solve well-defined innovation Challenges in exchange 
for the opportunity to win prize money. Active crowds 
knowingly participate in the crowdsourcing initiative 
and usually must commit time, or resources to address 
the task at hand. Conversely, passive forms of crowd-
sourcing gather data without the awareness or constant 
attention of participants. For example, the mobile traf-
fic data feature of Google Maps (maps.google.com) and 
Waze (www.waze.com) collect the location and speed of 
mobile devices to infer traffic patterns. An active compo-
nent of Waze allows drivers to add descriptions of road 
conditions or potential road hazards.

The type of crowd can be based on a variety of back-
grounds and features (eg, perspectives, skills, resources, 
or capabilities) required to complete the requested task 
or activity. Research suggests that the most likely persons 
to solve a crowdsourced initiative have backgrounds tan-
gentially related to the challenge [14]. In other words, a 
synthetic chemist specializing in plastics might be more 
likely to bring a successful approach to a challenge in 
medicinal chemistry than a geologist or an architect, 
because they bring an approach that is grounded in prac-
ticalities, while offering a fresh perspective.

Expert crowds usually contain technical or well-versed 
domain experts familiar with the context of the problem 
and can often contribute to its solution. Experts have 
experience working in the domain of the problem, or 
have worked in similar related domains. For example, the 
aforementioned Longitude Prize relied upon the exper-
tise of skilled surveyors and chronographers to innovate 

on new solutions. A 2014 review of the crowdsourcing 
literature found that 64% of articles are published by 
academics alone, 18% by professionals working in vari-
ous industries, and 18% by both [23]. These researchers 
generally work in the information sciences, management 
sciences, communications, or information technology 
fields [23].

Nonexpert crowds include individuals who may 
not have a specific expertise, as evidenced by a lack 
of certifications, educational degrees, or experience in 
a particular area of inquiry. For example, there is much 
potential in patient crowds taking an active role in 
crowdsourcing—a logical evolution of the tradition of 
disease advocacy—in serious conditions such as cancer. 
By 2024, there will be 19 million cancer survivors, offer-
ing a large pool of potential advocates and patient stake-
holders who can collaborate on studies and be involved 
in crowdsourcing initiatives [1]. With increasing propor-
tions of the population completing higher education, 
the widespread availability of high-quality information 
resources to the public, and the increasing recognition 
that patients bring a different kind of expertise than their 
physicians, patients themselves represent an underuti-
lized resource with a great deal of potential. In recent 
years, research has increasingly been influenced by 
patient advocacy in the allocation of research funding, 
research team participation, clinical trial implementa-
tion, translation of findings with researchers and the 
public, and even the oversight of research and policy 
[24]. Because cancer survivors have shown an ability 
to make scientific judgments, the patient of the future 
will be actively engaged in shared decision making, be 
an assertive driving force in research, and interact with 
personal health data as much or more than the research-
ers who collected it. These developments will translate 
into more opportunities for collaboration and leadership 
of cancer patients to collaborate in crowdsourcing efforts 
as peers and experts in their own right.

The task motivational structure for participants in 
crowdsourcing studies varies greatly. Often, the win-
ners of crowdsourcing competitions invest many hours 
toward the development of their solution. For every suc-
cessful solution found, there may be hundreds of others 
whose efforts are wasted. This level of commitment of 
time and resources requires that crowdsourcing compe-
titions carefully consider how they incentivize the crowd 
to participate—whether it is financial reward, recogni-
tion, good will, gamification, or some combination of 
these.

Some crowdsourcing studies pay out financial rewards 
to one or more top participants to stimulate engagement. 
Financial motivation may not be limited to cash pay-
ments, but may take the form of retention of IP rights, 
yielding potential greater rewards in the long term 
[25]. Due to the global nature of many Internet-based 

http://maps.google.com
http://www.waze.com
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pursuits, prize money (often a key feature of publicity 
about the contest) can be viewed very differently by par-
ticipants coming from outside the United States or other 
advanced economies. For example, reward levels may 
need to be higher for US workers compared to workers 
in other parts of the world due to perceptions of what 
represents reasonable compensation.

In some crowdsourcing tasks, nonmonetary rewards 
such as recognition and goodwill are reward enough. 
Some crowdsourcing competitions attract such a large 
swell of fanfare and publicity that winning can lead 
to considerable benefits, such as new rewarding job 
opportunities or status within a peer group. It is not 
uncommon for winners of crowdsourcing competitions 
to include that accomplishment on their curriculum 
vitae or to be prominently featured on major media sto-
ries [26]. Similarly, some initiatives, such as those run 
by the popular crowdsourcing website, Kaggle, provide 
exclusive access to jobs and consulting opportunities 
for winners or top performers. In addition, companies 
such as GoodCrowds harness the goodwill of motivated 
participants toward the goal of the nonprofit or non-
governmental organization (NGO) entities (www.good-
crowds.com). GoodCrowds offers consulting services to 
help nonprofits or NGOs apply crowdsourcing-based 
approaches to advance their missions.

As a means of nonmonetary engagement, gamifica-
tion has been used in crowdsourcing efforts to turn tasks 
into a fun, enjoyable experience. For some participants, 
the competition to collect points and compete with 
other game players is enough of a motivator to invest 
significant effort. Consequently, many computational 
crowdsourcing tasks feature a leaderboard and social 
signals, such as virtual badges. Nonmonetary factors 
can benefit the crowdsourcing effort up to a point; how-
ever, if the organizer appears to be profiting financially 
from the crowdsourcing endeavor, then recognition, 
goodwill, or gamification is rarely a sufficient reward in 
and of themselves [27]. Participants tend to find such a 
scheme to be inequitable, and the most skilled partici-
pants choose not to engage. No matter what motivating 
factors are applied in a crowdsourcing initiative, it must 
be fair to garner deep and engaged participation by a 
large crowd. Therefore, a critical dimension of crowd-
sourcing is careful consideration of the mixture of moti-
vations for participants.

There are two perspectives in the consideration 
of data characteristics—the source and type of data. 
Crowdsourcing activities in health care often involve 
either preexisting or crowd-generated data. For exam-
ple, the Moffit Cancer Center and Ohio State University 
Comprehensive Cancer Center founded a network of 
cancer patient data, the Oncology Research Information 
Exchange Network (ORIEN), to establish a rich data 
resource for research. This resource brings together data 

from more than 100,000 consenting patients and links 
many of them to clinical specimens to enable informatics-
based research. In this case, the input and data are created 
by the crowd and become a preexisting asset for future 
research. Another example of patient-reported data is 
gathered by the Patient Powered Research Network 
(PPRN) PatientsLikeMe (PLM), which represents PRO 
data on patients’ conditions, treatments, and symptoms. 
The data can be aggregated and enables academic, com-
mercial, and patient-generated research [28]. PLM is dis-
cussed in greater detail below.

Swan [29] describes big data streams—traditional 
data, “-omics” data, and the Quantified Self. Traditional 
data streams include patients’ personal and family health 
history, prescription history, current and past lab results, 
demographic data, and standardized questionnaire data 
[30]. This data may be quantitative, for example, medi-
cations, lab values, assays, medical claims, and diseases 
and treatments based on standardized nomenclature 
such as the Current Procedural Terminology (CPT), the 
Systemized Nomenclature of Medicine (SNOMED), 
the International Statistical Classification of Diseases 
and Related Health Problem, 10th Revision (ICD-10), 
and others. Or the data may be qualitative such as clini-
cal notes, medication diaries, and even data generated 
in social media (eg, Facebook/Twitter/blog posts) [31].

The -omics data streams include genomics, proteomics, 
metabolomics, single-cell analysis, phenotyping, micro-
fluidics, and imaging data that will enable the devel-
opment of more informed treatments based on disease 
stratification, disease progression, and patient treatment 
response [32]. Each patient has the potential to generate 
billions of data points (data clouds) that can not only be 
used to treat disease in an individualized manner, but 
may even predict illness while the patient is still well [32].

Quantified self-data streams are generated by patients 
using sensors and trackers to generate health data for 
personal use [33]. A recent Pew Internet and American 
Life survey found that 69% of US adults track weight, 
diet, symptoms, or health routines through various 
methods, including smartphone health applications [34]. 
However, among the 100,000+  available apps there is 
little physician guidance on their safe and appropriate 
usage [35]. Existing device research focuses on informing 
or assisting patients with their conditions in the context 
of nonclinical use [33]. With the advent of US Food and 
Drug Administration (FDA) guidance and regulation on 
mobile apps, more rigorous testing is likely to escalate 
as manufacturers seek labeling claim or medical device 
approval [36].

Nontraditional data streams arise from a variety of 
data sources, for example, food purchases, health club 
memberships, and number of speeding tickets. Many 
nonhealth industries (eg, finance) have found ways to 
gain insights and make transformations by integrating 

http://www.goodcrowds.com
http://www.goodcrowds.com


IV. ACCELERATING PROGRESS

16. CROwDsOURCINg ADvANCEmENTs IN HEALTH CARE REsEARCH: AppLICATIONs fOR CANCER TREATmENT DIsCOvERIEs312

data from heterogenous data sources at the level of 
an individual person [31]. Although the integration of 
these diverse data sets present obvious privacy issues 
in health, they suggest the potential for a more holistic 
picture of disease and wellness.

Technology will enable the continued expansion 
of data available for crowdsourcing. “P4 medicine” is 
based on principles of systems medicine and envisions 
the integration of patient social networks and medical 
big data networks to build a health care system that 
is predictive, preventive, personalized, and participatory 
[32]. Because data clouds will be developed while people 
are still healthy, insights about health and wellness may 
begin before they receive a diagnosis. The availability of 
platforms will allow expert crowds (eg, researchers) and 
patient crowds to share, analyze, and interpret this data. 
Networks of patients and crowdsourcing will drive the 
acceptance of this vision ushering in important advances 
in cancer diagnostics, drug discovery, and the develop-
ment of treatments [32].

16.3 CROWDSOURCING  
IN HEALTH CARE

This section explores a series of case studies of how 
crowdsourcing has been applied to health care includ-
ing the ALS Prize4Life Biomarker Challenge, Novel Molecule 
Challenges on the InnoCentive platform, FoldIt, and 
23andMe. In this nascent phase of medical crowdsourc-
ing, there are few robust examples in oncology, but it is 
hoped that lessons learned from adjacent areas may be 
informative. In addition, it should be noted that many 
uses of crowdsourcing are not derived from academic 
research but across a broad array of industries. As a 
result, the evidence base within the field has not matured 
and is still growing.

16.3.1 Crowdsourcing for Diagnostics  
and Drug Discovery

Challenges. InnoCentive (www.innocentive.com) is a 
crowdsourcing company that has completed more than 
2000 Challenges with its global community of more than 
350,000 volunteer Solvers. Challenges have included 
identifying optional routes of molecular synthesis, assay 
development, and bio-molecular informatics. The Novel 
Molecule Challenge (NMC) addresses a key problem in 
the early stages of developing new therapies—building 
a diverse library of potential molecules that share core 
physical characteristics (eg, a particular subcomponent 
of the molecule), but also vary in other attributes, such as 
their overall size, attached subcomponents, or moieties. 
This library is then screened against an assay to deter-
mine their likely effect and properties inside of cells. 

NMCs provide solvers with the core characteristics of 
the sought after molecule, and then, invite proposals 
for other molecules that contain the core characteris-
tics and vary in other ways. InnoCentive’s client then 
has the opportunity to select the most interesting mol-
ecules, which can then be synthesized and supplied 
by the Solver who proposed them. IP surrounding the 
molecules and their applications are transferred to the 
client so they can continue to invest in the molecule’s 
development, a process that InnoCentive has completed 
for tens of thousands of molecules. As the construction 
of drug screening libraries for anticancer drug develop-
ment continue to demand new and innovative mole-
cules, crowdsourcing approaches such as the NMC may 
enhance the diversity and scale that can be achieved 
through the integration and innovation of tens or hun-
dreds of contributing chemists. Beyond small molecule 
drugs, this approach has been applied to noncommercial 
chemical compounds, proteins, extracts, polymers, and 
DNA sequences.

Another example of crowdsourcing diagnostics was 
conducted with Amyotrophic Lateral Sclerosis (ALS), 
a rare and lethal disease for which no effective thera-
pies exist. In 2006, the ALS Prize4Life Biomarker Challenge 
was established to fund a prize-based crowdsourcing 
effort to develop new measures of disease progression 
[37] on the basis that a more precise measure of dis-
ease progression would enable shorter, faster, cheaper 
clinical trials. Prize4Life paid out multiple prizes that 
represented progress toward the goal and furnished a 
$1 million prize for anyone who could accomplish the 
complete goal of measuring ALS disease progression. A 
handful of “thought prizes” and “progress prizes” were 
paid out to promising participants in 2007 and 2009. 
Because the economic potential of a biomarker for ALS 
is far greater than the $1 million top prize, the winner 
would retain IP rights to develop and commercialize 
their technology further. More than 1000 Solvers from 20 
countries participated. Even more, two-thirds of partici-
pants were outside the ALS research domain, suggesting 
that the problem attracted a diverse crowd of potential 
Solvers. For example, one progress prizewinner was Dr 
Harvey Arbesman, a dermatologist who observed skin 
differences between disabled ALS patients and simi-
larly disabled quadriplegics, and designed a means for 
quantifying disease progression dermatologically [37]. 
In 2011, the Chief of Neuromuscular Disease, Seward 
Rutkove, in the Department of Neurology at Harvard 
Medical School’s Beth Israel Deaconess Medical Center, 
captured the full $1 million prize for his application of 
electrical impedance myography to patients with ALS, 
a concrete and commendable success for proponents of 
crowdsourcing in health care [37].

Gamification. While the human cost of illness is high 
and altruism can serve as a powerful motivator, some 

http://www.innocentive.com
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projects have used gamification to make complex ana-
lytical tasks seem like fun. One such project dealt with 
the concept of protein folding. Understanding the three 
dimensional folding structure of proteins is important 
because drugs interact with their structure. Typically, 
stable and properly folded proteins remain at the low-
est possible energy configuration. But because proteins 
can contain hundreds or thousands of amino acids with 
hinge regions, the number of possible folding configura-
tions can be astronomical. Therefore, the task of estimat-
ing the optimal folded structure of a protein through 
computations is extremely difficult because there are 
so many possible configurations. This is analogous to 
deducing the folding process that created a piece of 
folded origami containing 1000 creases.

In 2008, an innovative approach to solving this prob-
lem called FoldIt was created by Seth Cooper at the 
Center for Game Science at the University of Washington, 
in collaboration with the University’s Department of 
Biochemistry. The platform utilizes gaming to enable 
individuals to “fold” a digital representation of a pro-
tein by manipulating the amino acid configuration piece 
by piece. Players of the game receive points for mak-
ing folds that leave the protein in a lower energy state. 
Slowly, many players working together as a team iden-
tify the optimal folded configuration of the protein. The 
performance on this platform was based on the work of 
57,000 FoldIt players and achieved successful protein 
folding results that rivaled or surpassed some compu-
tational approaches [38]. A similar system, known as 
Phylo, provides a similar game-based approach to solv-
ing multispecies nucleic acid sequence alignments [39]. 
It should be noted that complicated tasks such as pro-
tein folding attract thousands of participants, but only 
a very limited number of individuals exhibit the skill 
required to produce the most significant breakthroughs. 
It is likely that the game component of these platforms 
may act as a gateway for recruiting the most talented 
and expert problem solvers.

Human Intelligence Tasking. Services such as Amazon’s 
Mechanical Turk (www.mturk.com/mturk/welcome), 
Crowdflower (www.crowdflower.com/), TopCoder 
(www.topcoder.com/), Turkit (http://groups.csail.mit.
edu/uid/turkit/), and Crowdforge (http://smus.com/
crowdforge) manage this type of crowdsourcing task. 
Participants are paid to work on Human Intelligence 
Tasks (HITs)—single, self-contained tasks that require a 
response and offer small amounts of money (typically 
about $0.50) per completion. The crowds have a large 
number of college educated individuals, but they do 
not possess any particular technical training, so the 
HITs must be simple enough for an untrained worker 
to engage and perform the expected task.

The potential range of tasks varies tremendously 
including biomedical image analysis, drug indication 

annotation, genomic variant annotations, structured 
annotations of clinical trial descriptions, and complex 
sequence alignments. Scientific data curation and anno-
tation efforts can also be completed as HITs. These 
labor-intensive efforts require structuring and annotat-
ing the volumes of free-text generated by medical sci-
ence. It has been estimated that there are more than 
10,000 publications that associate genomic differences 
with phenotype or disease annually [19]. Annotation of 
such data is extremely expensive and time-consuming. 
This flow of constant discovery and new knowledge, 
while promising, is only as valuable as the degree in 
which data is integrated within a common framework 
and annotation system to store and manage all of these 
small discoveries. Overall, these studies frequently 
report superior economic and speed performance, while 
maintaining or exceeding existing performance thresh-
olds [40–42]. Though these examples may not be spe-
cific to cancer R&D, they could also, quite naturally, be 
applied to advance cancer-related research or clinical 
trials, since the crowd itself is agnostic to differences 
between diseases.

Consumer Genetic Testing Services. Direct to con-
sumer genetic testing services, such as 23andMe 
(www.23andme.com), Navigenics (www.navugenucs.
com), and DeCode (www.decode.com), have capital-
ized on the decreasing price of genetic testing. Using 
data donated and shared by individual consumers, these 
services can potentially crowdsource new associations 
between genes and phenotypes without the intermedi-
ary of a geneticist or physician. The principle behind 
these services was described by 23andMe’s cofounder, 
Anne Wojicki, when discussing the relatively small data 
sets upon which medical discoveries are based: “I don’t 
want to bet [my health] on the people or system that is 
currently in place today. I want to learn from the crowd.” 
First launched in 2007, the company offer personalized 
online genetic testing reports based on saliva samples 
submitted by customers. The reports describe a variety 
of ancestral and health-related traits, based on published 
studies of associations between traits and single nucleo-
tide polymorphism (SNP) data. To obtain a critical mass 
of samples (around 10,000 individuals), disease-specific 
and underrepresented groups such as Parkinson’s dis-
ease patients (www.23andme.com/pd/) and African 
Americans (www.23andme.com/en-gb/roots/), respec-
tively, were offered free or reduced-price testing.

There are three forms of crowdsourcing at work here. 
The first is distributed data collection—anyone can sub-
mit their DNA sample and complete surveys on their 
medical history and phenotypic traits, leading to the 
rapid development of research studies with traditional 
formats, but executed with greater speed. For exam-
ple, the company has published conference abstracts 
and high-impact, peer-reviewed scientific papers 
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(www.23andme.com/for/scientists/) in fields as diverse 
as motion sickness, rosacea, asthma, Parkinson’s disease, 
myopia, and alopecia, while also maintaining a degree 
of reflexive self-study to the ways in which members 
react to receiving their own information. However, this 
first set of crowdsourcing activity is driven mostly by 
the company’s own scientists or their collaborations 
with academic institutions. A second, less formal class 
of crowdsourcing that 23andMe enables is made pos-
sible because members can choose to download their 
SNP data as a text file and then manually upload it 
anywhere they choose.

Finally, the third and least formal activity of crowd-
sourcing takes place at an individual level, where 
members of the site read and interpret health and trait 
findings, discuss the results with others in forums or 
on blogs, and attempt to make changes to their lifestyle 
or treatment to improve their outcomes. For example, 
Sergei Brin, the cofounder of Google and ex-husband 
of 23andMe founder, Anne Wojicki, found out he had 
a LRRK2 Parkinson’s gene, indicating a significantly 
higher risk of developing Parkinson’s disease. In a 
media interview, it was revealed that he is drinking caf-
feine regularly because other people who go on to have 
Parkinson’s disease have been shown in some studies to 
have a lower premorbid caffeine intake.

16.3.2 Crowdsourcing for Optimizing 
Treatment

Patients seeking to find answers for undiagnosed ill-
nesses endure multiple visits to physicians, diagnostic 
work-ups and impressions, treatment tests, medical costs, 
and most of all, the emotional turmoil of this uncertain 
journey. Jared Heyman’s 18 year-old sister, Carly, began 
experiencing extreme weight gain, hormonal problems, 
and depression. She was treated by 24 physicians before 
finding her solution through a multidisciplinary medical 
team at the NIH Undiagnosed Diseases Program who 
finally arrived at a diagnosis of fragile X-associated 
primary ovarian insufficiency, which was successfully 
treated with a hormone replacement patch [43].

Heyman recognized the power of “crowds” to solve 
complex diagnostic challenges and founded CrowdMed 
(www.crowdmed.com/), a crowdsourcing website 
devoted to helping patients find solutions to their undi-
agnosed medical problems. The average patient who 
joins CrowdMed has seen eight physicians over 8 years 
of illness and has spent $50,000 in medical costs along the 
way (https://www.crowdmed.com/faqs). CrowdMed 
enlists “medical detectives” who may have experience 
in health care (physicians, nurses, etc.), but also include 
lay people and patients who have experienced similar 
medical problems. Patients begin by posting case infor-
mation about their symptoms, treatments, and health 

history. Medical detectives then suggest potential 
diagnoses and assign confidence points to the result-
ing diagnoses, which is entered into an algorithm that 
analyzes this data and creates a report for the patient 
highlighting the top three diagnostic possibilities. As 
individual detectives solve cases, they build their status 
in the CrowdMed community and may also receive pay-
ment (when offered by patients) for correct diagnoses.

Despite anecdotal reports that 50% of patients post-
ing cases have reported progress in obtaining a diag-
nosis, the effectiveness of CrowdMed has still not been 
established [44]. There is no clear peer-reviewed data 
documenting the sensitivity and specificity of this meth-
odology in identifying correct diagnoses. Patients who 
list cases are required to sign a liability waiver that offers 
no recourse if the information that they receive results in 
a negative medical outcome. It should also be noted that 
crowdsourcing websites aggregating patient rare disease 
cases may find it difficult to protect user’s privacy [45].

Like many other segments of the population, phy-
sicians are increasingly using social media sites like 
Facebook and Twitter [46]. Perhaps the best known 
physician community is the medical community Sermo 
(www.sermo.com). This community consists of 300,000 
members with verified credentials, accounting for 40% of 
US physicians and doctors of osteopathy (http://sermo.
com/what-is-sermo/faq). Sermo provides a platform 
for physicians to share questions and feedback about 
medical questions and difficult cases. Their peers can ask 
follow-up questions, advice, or vote on the best strate-
gies to address the question. Members can also respond 
to/post surveys or join focus groups that are sponsored 
by pharmaceutical companies, medical device firms, and 
biotech companies.

16.3.3 Crowdsourcing for Health Care 
Delivery Improvements

The ONC i2 Initiative of the Office of the National 
Coordinator for Health Information Technology (ONC), 
called the Investing in Innovations Initiative, uses com-
petitions and prizes to accelerate HIT innovation (www.
health2con.com/devchallenge/). The competitions tar-
get projects that allow secure sharing of individual 
health information through social networks; health 
data exchange with consumer control over privacy set-
tings; connections between individuals during emer-
gencies and natural disasters; and information access 
for patients, health care providers, and caregivers. 
Challenges typically last 3–6 months, and teams sub-
mit software and hardware solutions such as web and 
mobile applications, visualizations, sensor systems, and 
data models (http://www.health2con.com/devchal-
lenge/). Successful submissions are offered financial 
support and potential partnership opportunities to 
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further the development and commercialization of the 
application. The sponsors include health collaboratives, 
as well health insurance, pharmaceutical, and high tech-
nology companies.

The “Crowds Care for Cancer: Supporting Survivors 
Challenge” is an example of a successful cancer chal-
lenge that was presented by ONC in conjunction with 
the NCI. This 2013 challenge offered a $25,000 prize 
for the development of information management tools 
that would help cancer survivors manage the transition 
from specialty to primary care treatment. The winner 
was Medable (www.medable.com), a secure online plat-
form that allows communication that’s compliant with 
the Health Insurance Portability and Accountability 
Act (HIPAA), collaboration, and data sharing between 
patients and providers. Their “Together” mobile appli-
cation allows patients and caregivers to communicate 
with multiple members of their care team; integrates 
home monitoring and wearables data (eg, FitBit); adds 
additional big data sources such as 23andMe genomic 
information; and formulates Health Level Seven 
International (HL7)-compliant personal health monitor-
ing reports. Other projects have focused on the use of the 
“Blue Button” medical data sharing standard to share 
personal health data, the assessment of pressure ulcers, 
and tools to schedule timely follow-up appointments 
following hospital discharge.

Kaggle (www.kaggle.com) is a community of thou-
sands of PhD-level data scientists from the computer 
science, statistics, econometrics, mathematics, and 
physics fields. Members of Kaggle compete with each 
other to solve quantitative problems in a wide variety 
of industries, for example, life sciences, financial ser-
vices, energy, information technology, and retail. The 
2012 Heritage Health Prize (sponsored by the Heritage 
Health Network) challenged entrants to predict how 
many days patients would spend in the hospital. The 
ultimate goal was to help providers reduce emergencies 
and unnecessary hospitalizations through the creation of 
proactive care plans. Contestants were given two sets of 
anonymized data—a “training set” consisting of 2 years 
of patient health data (including the number of days 
spent in hospital) and a “validation set” consisting of 
a third year of health claims data for the same patients 
(which did not include hospitalization days) (www.
heritagehealthprize.com/c/hhp/rules). Although a 
$500,000 progress prize was awarded in June 2013, the 
$3 million top prize remains unclaimed [47].

Clear Health Costs (http://clearhealthcosts.com/) 
and NewChoiceHealth (www.NewChoiceHealth.com) are 
examples of crowdsourcing websites devoted to health 
care pricing transparency. Although the rate of spending 
growth has slowed somewhat over the past few post-
recession years, the United States spends almost $9000 
per person annually on health care, for a total of almost  

$3 trillion [30]. One of the contributing factors is the lack 
of transparency in costs to the consumer seeking health 
care services or treatments, allowing the noncompetitive 
inflation of hospital, physician, and drug manufacturer 
list prices [48]. More than half of US health consumers 
believe that providers charge similar prices for the same 
services (which they do not) or did not know how pric-
ing worked [49]. About 70% felt that a website showing 
price comparisons between doctors would help them 
monitor their health care spending.

Crowdsourcing of pricing has already reached many 
other industries. Travelers are now able to quickly com-
pare and review prices of airline flights, restaurants, 
hotels, and other services (eg, TripAdvisor, Trulia, 
Kayak). Several for-profit companies, nonprofit orga-
nizations, and state governments provide online price 
information for health consumers for services, lab tests, 
devices, and other health care costs, but less than 20% 
of the public use these services [49].

Clear Health Costs, launched by New York Times 
reporter Jeanne Pinder, combines crowdsourcing and 
reporting and allows consumers to share prices through 
an interactive widget. These prices include diagnostic 
imaging, women’s and men’s health consultations, blood 
tests, walk-in services, dental, and cosmetic services. 
Users may search across states, mileage radius, and zip 
code. A visit to this website shows broad variations in 
pricing such as a range of $50–607 for a mammogram 
in New York City. Clear Health Costs is collaborating 
with the radio station KQED in San Francisco, CA on 
an initiative called Price Check (http://blogs.kqed.
org/stateofhealth/2014/06/23/share-your-bill-make-
health-costs-transparent-in-california), in which consum-
ers can report total charged price, insurance payments, 
and out-of-pocket expenses. Consumers may also share 
their experiences with health services. A price check on 
mammograms in San Francisco and Los Angeles indi-
cates that they range between $128 and $694 [50].

NewChoiceHealth allows entry of self-pay and insur-
ance prices across procedures, cities, and facilities. For 
example, selecting a location reveals a list of price ranges 
for common procedures, consumer reviews, and quality 
scores. In Washington, DC, for example, colonoscopies 
range between $470 and $1550. Consumers can request 
a quote, which might one day lead to the unusual sce-
nario of providers bidding for a patient’s business rather 
than assuming that, through the power of an insurance 
network, the patient is “locked in.”

16.3.4 Patient as Researcher

There is a long tradition of self-experimentation in sci-
entific discovery. Scientists and physicians have exposed 
themselves to infectious diseases, radioactivity, medical 
procedures, and vaccines, hoping to understand disease 
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mechanisms or confirm the safety and efficacy of certain 
treatments [51]. Salk and Sabin administered polio vac-
cines to themselves, their wives, and their children before 
testing the vaccines in field trials [51]. Despite their risk, 
their efforts have led to major medical breakthroughs. 
As institutional ethical review has taken hold, these 
potentially risky efforts have receded in favor of much 
larger, closely controlled, and tightly regulated clinical 
trials. While developed with an appropriate emphasis 
on preventing abuse of participants, this risk aversion 
may have become too extreme, slowing the pace of dis-
coveries and contributing to a power imbalance between 
researcher and subject.

In an article entitled Subjects No More: What Happens 
When Trial Participants Realize They Hold the Power? Wicks 
et al. [52] describe the outcomes of the unbalanced social 
contract between patients and researchers in clinical 
trials [53]. Patients have taken to the Internet to assert 
control by unblinding themselves, reviewing the scien-
tific literature on their own, and as described above, 
conducting their own studies. This may be a response 
to traditional research studies, which tend to adopt 
one-way relationships with participants, thus obviating 
incentives for participants to remain truly fully engaged.

There are multiple points of contact for patient par-
ticipation in research. Mullins et  al. [54] have proposed 
the concept of “continuous patient engagement,” which 
describes a 10-stage process in which patients are active 
throughout the research continuum, from idea concep-
tion, to data collection and execution, and dissemination 
of results [54]. As can be seen in Table 16.2, all of these steps 
require the participation of both patients and research-
ers so they may complement each other, as researchers 
offer technical expertise while patients offer “real-world” 
expertise. The tasks indicated in the table reflect realistic 
expectations of patients as collaborators [55].

Rather than taking on the role of “subjects,” patients 
can take an active role in the conduct of research, par-
ticularly as it affects their care. In fact, “citizen scientists” 
have in some cases taken matters into their own hands, 
by generating their own clinical data, conducting com-
parative effectiveness test of treatments, and then sharing 
findings [56]. Participant-led research (PLR) is often not 
encumbered by the oversight of an institutional review 
board (IRB) or the pressure to publish. As Roberts [57] 
states about the self-experimentation related to his sleep, 
mood, and weight, “I had the subject-matter knowledge 
of an insider, the freedom of an outsider, and the motiva-
tion of a person with the problem.”

In an effort to add rigor to participant-led studies, 
crowdsourced health research platforms have been 
developed by companies to help citizen scientists 
develop study ideas and methodologies, recruit partici-
pants, and contribute personal data. Two of these efforts, 
DIYGenomics (www.diygenomics.org) and Genomera 

(www.genomera.com), help people wishing to explore 
linkages between their genomic data and phenotypic 
characteristics to design and conduct studies with other 
participants. For example, DIYGenomics offers stud-
ies investigating the relationships between genetic and 
microbiome profiles with aging, sleep, cognition, and 
vitamin deficiencies. A third company, Althea Health 
(www.altheahealth.com), connects patients to raise funds 
for research, involve professionals, and participate in 
studies that will ultimately lead to pharmaceutical part-
nerships developing new therapies. These communities 
gather data through leveraging smartphones, connected 
health devices, electronic medical records (EMRs), and 
personal social network data to advance research in rare 
diseases.

PatientsLikeMe. PLM is one of the largest and most 
established patient crowdsourcing platforms, with over 
300,000 registered patients. Launched in 2004, PLM was 
born out of a desire to help chronic disease patients share 
their experiences with life-threatening diseases. Brothers 
Ben and Jamie Heywood founded the company with 
Jeff Cole, a lifelong friend, after struggling to assist their 
brother Stephen Heywood, who was diagnosed with 
ALS. They realized that many patients have questions 
about their treatments, disease course, and self-manage-
ment, and designed an open online patient registry that 
allows patients and caregivers to share personal data 
and experiences in real time. The platform began as an 
ALS-specific community, but has now expanded to more 
than 2000 conditions. In keeping with a patient-centered 
philosophy, the key core values of PLM are “putting 
patients first,” promoting transparency, and fostering 
openness among members.

PLM is termed a “patient-powered research net-
work” that assists patient in answering the question, 
“Given my current status, what is the best outcome that 
I can hope to achieve and how do I get there?” To help 
patients answer these questions, PLM helps members 
to: (1) find information about living with and treating 
disease; (2) connect with others who have the same con-
dition (patients like me); and (3) input, track, and share 
real-world data on their conditions, including treatment 
history, side effects, hospitalizations, symptoms, dis-
ease-specific functional scores, mood, and quality of life.

As the mission of PLM is to conduct research that helps 
patients understand their conditions, while promoting 
scientific advances, patients are encouraged to share 
their personal medical data on the PLM website (www.
patientslikeme.com). Data about patients’ condition(s) 
(primary/secondary, comorbidities); symptoms; treat-
ments (start/stop dates, indications, outcomes, effec-
tiveness, side effects, adherence, treatment burden); 
hospitalizations; and laboratory tests are collected sys-
tematically and presented in graphical form. Patients 
may supplement this data with free text narratives about 
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TABLE 16.2 steps in Continuous Engagement

Steps in continuous 
engagement Purpose of patient engagement Researcher activities Patient activities

Topic solicitation Define potential research topics 
that are relevant to patients

Gather information through 
literature reviews, consultations 
with experts, and meetings with 
patients
Determine where gaps exist in  
the evidence base

Contribute real-world research questions
Provide input on challenges/facilitators 
in patient disease journey that require 
further investigation

Prioritization Determine relative importance  
of potential topics

Assess feasibility and public  
health impact of research  
question

Determine topics of greatest urgency and 
impact on patients
Determine questions that have greatest 
impact in patients’ daily lives

Framing the  
question

Define research questions with  
a “real-world perspective”

Address questions that can  
generate testable hypotheses  
or guide data exploration

Structure questions in the voice of the 
patient so that real-world impact is 
addressed

Selection of comparators 
and outcomes

Determine treatment  
comparators and outcomes 
that match real-world research 
questions

Work with patient  
representatives to help finalize 
research questions

Act as patient representatives to help 
finalize research questions
Assure inclusion of real-world outcomes
Determine most realistic treatment 
comparisons (re: affordability, access, 
and burden)

Creation of conceptual 
framework

Determine potential hypotheses 
and research questions

Conduct literature review
Gather expert input

Gather peer perspectives
Communicate on social media
Review proposed research questions and 
suggest possible factors and barriers that 
might affect results

Analysis plan Determine the data sources  
most likely to deliver real-world 
patient perspectives

Select data sources, eg, registries, 
claims reporting, patient-reported 
outcome measures, laboratory  
tests, interviews, focus groups,  
etc.
Define statistical procedures.

Provide input on importance of key 
factors and variables
Assist in determining who is eligible for 
participation
Assist in selection of valid measures that 
reduce participant burden
Review of informed consent materials 
for comprehension and burden.
Provide feedback on logistics of study to 
reduce patient burden

Data collection Determine sources and  
methods of data collection

Develop recruitment and data 
collection plan

Assist is defining potential real-world 
data sources
Pilot testing measures and surveys
Assist in recruitment
Craft study name and materials to 
reduce stigma
Serve on data safety monitoring board

Reviewing and 
interpreting results

Determine meaningful results Perform statistical analyses Input on relevance of findings
Provide feedback on believability of 
results

Translation Define results with highest 
impact for professional and 
patient audiences

Determine message for  
professional audience

Integrate the patient voice in linking 
findings to real-world experience
Assist in development of dissemination 
plan

Dissemination Distribute findings to  
professional and patient 
communities

Develop and participate in 
academic/clinical publishing  
and presentation

Create plain language summaries
Participate as authors on publications 
and presentations

Adapted from Mullins CD, Abdulhalim AM, Lavallee DC. Continuous patient engagement in comparative effectiveness research. J Am Med Assoc 2012;307:1587–8 and PCORI. 
PCORI Engagement Rubric; 2015. <http://www.pcori.org/sites/default/files/PCORI-Engagement-Rubric-with-Table.pdf>.

http://www.pcori.org/sites/default/files/PCORI-Engagement-Rubric-with-Table.pdf
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their disease journeys. This information allows patients 
to build updatable and sharable visual tracking profiles 
that help them understand their disease course and learn 
about the relationships between their conditions, symp-
toms, and treatments. Patients can also find and contact 

others with similar profiles. Fig. 16.1 depicts a profile of 
a PLM renal cell cancer patient.

As can be seen from the profile, treatments, symp-
toms, and medical data can be viewed along a timeline, 
allowing an individual to detect trends. When viewed in 

FIGURE 16.1 A profile of a PLM renal cell cancer patient.
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aggregate form across patients, researchers can conduct 
data mining studies and compare patient cohorts across 
conditions, symptoms, treatments, etc. Patients join PLM 
knowing that research and scientific advancement are 
important missions. Because the data is observable to 
members, there are opportunities for both researchers 
and patients to conduct studies. This is especially valu-
able when patients are suffering from rare conditions or 
there is a desire among patients or researchers to under-
stand the potential effectiveness of emerging treatments.

ALS Study. The best-known participant-led study on 
PLM involved ALS patients [58]. In 2007, a group of ALS 
participants translated an Italian conference abstract into 
English and found that an ALS research group in Pisa 
was claiming that lithium carbonate slows disease pro-
gression. A patient in Brazil and a US caregiver (with 
a PhD in geology) started encouraging other patients 
to ask their doctors to prescribe lithium off-label and 
submit their data on a Google Spreadsheet. The Italian 
group’s findings were published in the Proceedings of 
the National Academy of Sciences (PNAS) with the title 
“Lithium delays progression of amyotrophic lateral 
sclerosis” [59]. Against such a brief prognosis, many 
patients started taking lithium and crowdsourcing their 
data online.

In response, PLM upgraded their data capture sys-
tems to collect information about lithium dosage, blood 
levels, side effects, and longitudinal ALS Functional 
Rating Scale (Revised) (ALSFRS-R) scores. The original 
Italian study was small, with just 16 lithium-treated par-
ticipants and 28 controls. By contrast, more than 160 
participants started taking lithium off-label and tracking 
their data online, with many times that number being 
available as a historical control group. Both participant 
groups and researchers from PLM conducted their own 
analyses of the data. The participant group used rudi-
mentary inferential statistics to look at differences in 
progression rate between self-treating participants and 
a random sample of control participants. They quickly 
realized that lithium did not seem to have a strong effect 
on progression. A more rigorous statistical analysis by 
PLM researchers used a carefully matched set of con-
trol participants and published their findings in peer-
reviewed literature, along with a deidentified copy of 
the data set to allow replication. Like the participant 
group, they could find no effect of lithium on progres-
sion. While the participant-lead study generated a great 
deal of interest outside the field, traditional academic 
researchers still went ahead with a number of random-
ized double-blind placebo-controlled trials, all of which 
also failed to find an effect of lithium on progression or 
were halted prematurely. Although the data collected 
through participant-generated registries can be rapid 
and useful, today traditional methods still remain the 
preferred approach for specific hypothesis-testing.

Open Research Exchange. Another form of PLM research 
involving both participant collaboration and leadership 
relates to the development of PRO measures, which 
refers to information gathered directly from the patient, 
typically through questionnaires or surveys, without 
intermediate interpretation or filtering by health profes-
sionals. PROs may be used clinically to determine level 
of function and changes over time (such as a mood mea-
sure in depression), in research to describe populations 
(such as the quality of life across asthma patients with 
different levels of access to care), or as an endpoint in 
a clinical trial (such as the level of pain and disability 
experienced in rheumatoid arthritis). Increasingly PROs 
also find themselves used in “n-of-1” studies and self-
tracking activities. Since their first appearance in the 
medical literature in the mid-20th century, there are 
probably several thousand PROs in existence; although 
they vary dramatically with regards to their quality, reli-
ability, and appropriateness for use in different settings, 
and the degree to which they have been updated for 
modern times. For instance, many widely used measures 
of activities of daily living attempt to grade patients’ 
ability to function in the world by their ability to do 
grocery shopping, balance a checkbook, or participate in 
social activities, when the modern world allows grocer-
ies to be delivered, banking to be conducted online, and 
social activities to take place at a computer screen rather 
than in person. Because developing a PRO has tradition-
ally required psychometric expertise and a means of 
distribution, development has been slow. However, the 
use of online social networks and the increased avail-
ability of open source tools and open access scientific 
publications means more patients can get involved in 
the process of developing and using PROs.

The Open Research Exchange (ORE) is a PRO devel-
opment platform funded by the Robert Wood Johnson 
Foundation and hosted by PLM. Using the tool, research-
ers can engage with a selected group of patients to query 
them directly on what matters to them and should be 
measured in PROs from the convenience of their own 
homes rather than traditional methods, which involved 
face-to-face interviews. The psychometric process con-
sists of five steps, including concept elicitation, in which 
PLM users comment on how they experience the ill-
ness in question. Draft items are then developed and 
undergo a second phase of online cognitive evaluation 
by patients. Patients provide quantitative and qualita-
tive feedback on the clarity, relevance, and adequacy 
of response options of items. After items have been 
reviewed and organized into an instrument, the last 
three phases of test, retest, and follow-up evaluation 
occur. Researchers are able to view results in real time 
at the item, person, and group levels. Completed instru-
ments are then available via Open Access through a 
Creative Commons license. The ORE allows for input 
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from hundreds of patients rather than dozens and takes 
place over a period of hours rather than years [60]. To 
date, 12 instruments covering a range of diseases (dia-
betes, hypertension, Parkinson’s disease) and treatment 
constructs (treatment burden, medication adherence, 
palliative care) have been created using this platform.

There have also been a small number of cases where 
patients themselves have even developed their own 
PROs to address gaps they perceived in the literature. 
For instance, Cathy Wolf, a woman living with ALS, who 
is quadriplegic and dependent on a ventilator to breathe, 
was frustrated by the widely used ALSFRS-R when she 
scored at the floor level, despite living (in her view) an 
active mental and social life thanks to technology that 
allowed her to communicate, albeit slowly [61]. She used 
her online community to develop and validate a set of 
extension items to the ALSFRS-R, identifying the ability 
to show emotion in the face or manipulate technology 
with the fingertips as being an important extension of 
communication beyond speech or using a pen. The ALS 
Functional Rating Scale (Extension Items) (ALSFRS-EX) 
were psychometrically validated, translated into other 
languages and have been used in a number of scientific 
studies including the Veterans Administration’s (VA) 
Brain Biobank Repository [62,63]. Although cases like 
Cathy Wolf’s are unusual, they show the potential of 
more rapidly crowdsourcing measures that matter to 
patients in a timely manner [64].

In a second example, a multiple sclerosis (MS) patient 
wanted to create a pain measure that would be more 
patient-centered than standard pain rating scales. 
Although the symptoms of MS created some difficul-
ties in task completion, this patient was able to navigate 
the entire ORE process with support, including concept 
elicitation, item selection and refinement, and test-retest 
evaluation. The resulting instrument, called Impact of 
Pain Scale, is available on the ORE website. It should 
be noted that the value in such patient-led efforts is not 
limited to the resulting research, but in the educational 
and therapeutic aspects of participation:

I had never heard of “patient-led research” so when it was 
explained to me, a hobbyist researcher but in no way a formal 
researcher, I was a bit in awe of the whole process… I also did 
not anticipate the ways this project would grow and sprout off 
other ideas for potential research, which I hope we see picked 
up and looked into… I would absolutely recommend other 
patients jump at any chance to work on a project that is “patient 
led.” Who better to give insight than the patients, themselves?!

 Tamara M.

Although the research developments of PLM did not 
develop the much-wanted cure for Stephen Heywood, 
who died in 2007, it has produced more than 65 scien-
tific studies in the peer-reviewed literature and strives 
to bring patient-centric values to the research enterprise.

Quantified Self Studies. The term “quantified self” was 
coined in 2007 by Gary Wolf and Kevin Kelley, editors 
at WIRED Magazine [65]. This term describes behav-
iors conducted routinely by many people every day—
weighing themselves, tracking their calories, running 
miles, or recording their blood pressure. Quantification 
of health has traditionally been a paper-and-pencil exer-
cise, viewed on pedometers, or managed on spread-
sheets. With the advent of technology that is wearable, 
easy to use, and linked to smartphones and computers, 
people can record their activities and various biological 
functions virtually all day long. Aggregation of this data 
on infographics and dashboards allows easy tracking of 
progress for personal data analysis. Increasingly, self-
tracking devices and applications are being integrated to 
form larger data sources. This will allow quantified self-
ers to share and compare findings, and perhaps generate 
new insights about their personal health.

Because of the sheer number of individuals contribut-
ing data, the quantified self movement offers the oppor-
tunity for rich data sources that can be aggregated into 
crowdsourced databases.

There is a burgeoning quantified self movement in 
which individuals track personal health and lifestyle 
data and share their findings about diet, exercise, sleep, 
chronic disease symptoms, etc. at “meet-ups” around the 
country. However, the most personally detailed quanti-
fied self study has been conducted by Larry Smarr, direc-
tor of the California Institute for Telecommunications 
and Information Technology in La Jolla, California 
[66]. In more than 10 years of personal data collecting, 
Smarr has tracked his personal activity, sleep, heart rate, 
ultrasound and MRI imaging, biomarkers in blood and 
stool samples, and gut microbiomes [66]. In the course 
of losing weight, getting healthier, and tracking this 
data, Smarr discovered changes in C-reactive protein 
and lactoferrin that ultimately led to his diagnosis with 
Crohn’s disease [67,68]. This case highlights the extent 
of individual data clouds as described by “P4 medicine” 
and suggests the potential for aggregating data from 
large numbers of patients to affect populations, as well 
as individuals. If such n-of-1 trials can be coordinated 
and continuous data gathered, the potential to change 
the course of evidence-based and personalized medicine 
could be vast [69].

16.4 METHODOLOGICAL AND ETHICAL 
ISSUES IN CROWDSOURCING

16.4.1 Methodological Issues

The large-scale cohorts participating in crowdsourced 
studies can accelerate scientific discoveries, but the lev-
els of scientific rigor across studies can vary greatly [13]. 
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One of the primary concerns is sampling bias due to 
self-selection of participants [70]. By definition, crowd-
sourcing studies target an unselected groups of people, 
resulting in a high likelihood of attracting individuals 
who are interested in such studies and who may there-
fore be systematically biased. Indeed, an examination of 
Mechanical Turk studies found that they tend to attract 
younger, more highly educated female participants 
than the general population [71]. Because crowdsourc-
ing involves computer-based tasks, individuals with low 
literacy or limited computer access may be underrepre-
sented, thus limiting the generalizability of crowdsourc-
ing methodologies [72]. In many cases, crowdsourcers 
may not even know the composition of their sample 
due to anonymous participation. Published crowdsourc-
ing studies rarely report sample demographics, size of 
cohorts, logistics of data collection, and motivations for 
participation, despite the fact that reporting standards 
would assist readers in comparing studies [73]. This 
makes it difficult to compare and generalize samples to 
other clinical populations. Another concern is that the 
blending of the participant and researcher roles, which 
has been termed “apomediation,” renders blinding 
difficult in intervention studies [44]. Participants may 
consciously or unconsciously introduce bias into their 
self-reported data by failing to follow protocols correctly 
or even falsifying data.

Organizations that engage in multiple streams of 
crowdsourcing face nuanced problems. For instance, a 
challenge for 23andMe is that while the data collection of 
its population-level SNP analysis and surveys follow a 
clear scientific method and robust ethical underpinning 
(IRBs), its less formal activities, such as crowdsourced 
discovery, are led mostly by volunteers who operate 
with less oversight and likely less scientific rigor. While 
the company’s scientific research is peer-reviewed and 
evaluated by experts in the context of a wider literature, 
individual users of the service might choose to make 
significant health decisions on the basis of interpreta-
tions of data they provide, such as changing their diet or 
even their medication regimen. A similar criticism could 
apply to PLM, who on the one hand conducts scientific 
research with classically conducted studies through a 
virtual interface, but on the other hand, also allow n-of-1 
interpretation and insights that are less controlled and 
more subject to bias.

Even within its most stable area of scientific certainty, 
23andMe has been criticized by researchers who have 
found inconsistencies in some genetic results provided 
by the company, identified biases in the types of users 
registering on the site, and have cautioned against, 
“their speculative and often contradictory lifetime risk 
estimates for complex diseases derived from genome-
wide association studies” [74]. This criticism culminated 
in 2013 when the FDA sent a tersely worded warning 

letter ordering 23andMe to stop disclosing health results 
to members of its system, citing amongst other things 
concerns about the company’s failure to engage with 
the regulator.

Looking to the future, however, it seems likely that 
23andMe’s approach will endure, even if the company 
must change strategy in the short term. At the time of 
this book’s publication, members cannot receive health 
results as they once could, though 23andMe is working 
through the issues of identifying each condition to the 
FDA’s standard, starting with Bloom’s syndrome and 
working their way through sequentially.

Although criticized as upstarts by the traditional 
research establishment, both PLM and 23andMe have 
three advantages in their favor. First, as companies with 
technology, rather than academic medicine roots, they 
are in the habit of iterating and pivoting their model flu-
idly in a matter of weeks rather than decades; they have 
both shown themselves capable of adapting rapidly. 
Secondly, they benefit from advances in information and 
genetic technologies funded by others to a degree that no 
brick-and-mortar health facility could ever do. Finally, 
the increased push within health care and the insatiable 
curiosity of increasingly connected individuals to “know 
themselves” means that this form of crowdsourcing is 
likely to remain with us and become more central over 
the coming years.

16.4.2 Ethical Issues

The FDA as we now know it was borne out of tragedy. 
The FDA began as the Bureau of Chemistry and was 
tasked with monitoring the ingredients in new foods and 
drugs rather than approvals based on safety and efficacy 
[75]. In 1937, the S.E. Massengill Company began sell-
ing a new drug called Elixir Sulfanilamide, which was 
thought to treat a variety of conditions, including gon-
orrhea and sore throat. More than 100 people died after 
taking this medication, which led Congress to empower 
the FDA to monitor drug safety, and ultimately, require 
proof of medication efficacy [76]. Given the history of 
drug experimentation in the United States, for example 
the rampant use of patent medicines in the 18th and 
19th centuries, it is no wonder that the rise of self-exper-
imentation and PLR has sounded ethical alarms [77], 
especially the need to protect research participants by 
gaining their informed consent.

Informed consent is based on the “Common Rule,” a 
procedure developed before the age of Internet research. 
This rule states that research participants must be 
informed of scope of the research, as well as the study’s 
risks and benefits. They then sign a consent form that 
creates a legal agreement to proceed with the research. 
However, research models, such as crowdsourcing,  
have created ethical concerns that revolve around three 
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issues: (1) the opaque nature of transactions; (2) evolving 
definitions of “research”; and (3) threats to the objectiv-
ity of the research and safety of participants due to orga-
nizational incentive structures or peer dynamics among 
participants. First, consider the traditional relationship 
between researcher and participant. The researcher 
designs a study, determines the characteristics of the 
study sample, and recruits through a number of means 
that involve a 1:1 relationship—direct advertisement, 
telephone, face-to-face, email, mail, etc. The relationship 
is direct and the control of the information flow between 
can remain private and confidential. Online recruitment 
of the crowd adds greater complexity, opaqueness, and 
uncertainty about control over the transactions between 
researcher and participant [78]. The parties involved in 
the transaction are much less identifiable and all trans-
actions are subject to data capture, dissemination, and 
aggregation [78]. In apomediated research, individuals 
recruiting and being recruited share the risk, but the 
risk is shared by participants in a larger group, increas-
ing threats to privacy [79]. This increases the potential 
for unauthorized disclosure and loss of participant con-
fidentiality, particularly when the researcher and for-
mal ethical oversight are removed from the equation in 
participant-led or crowdsourced data sharing research.

Second, participants may not even know that they are 
participating in research. A recent example of this was 
Facebook’s “emotional contagion study,” in which mem-
bers of this online network were exposed to manipula-
tions of the rate of presentation of positive and negative 
emotional content in their news feeds, which led to a 
public outcry [80]. Some researchers might argue that the 
application of traditional informed consent procedures 
to research in social computing environments may stifle 
potentially valuable research, and so creative solutions 
tailored for the online social networking and crowd-
sourcing environment are needed. However, burying 
often arcane consent language in website user agree-
ments certainly does not fulfill the spirit of informed 
consent and consumers will need to be cautious to 
ensure their consent is not taken for granted.

The fluid and dynamic nature of crowdsourced 
and PLR studies have forced a reconsideration of the 
research review and informed consent process [81]. 
Vayena and Tasiloulas [82] envision three categories of 
ethical oversight of PLR: (1) government institutions, 
government-recognized institutions, or profit-making 
organizations would be subject to standard ethics review 
procedures; (2) if there is no institutional sponsorship, 
but there is more than minimal risk involved, then eth-
ics review is required; and (3) if there is no institutional 
sponsorship and less than minimal risk involved, then 
ethics review is not required [82]. Option 1 would likely 
engage existing formal IRB structures. Option 2 might 
involve formal IRBs or perhaps an open protocol review 

group [13]. This proposal leaves open major questions 
such as the determination of minimal risk, balancing of 
a bottom up approach to research with the formality of 
review, and the structure of alternative review bodies.

The subject of ethical review relates to changing notions 
of informed consent. Given the changing nature of the 
participant–researcher relationship and the way that 
data is collected and reused, biomedical ethicists have 
begun reconsidering the way in which informed consent 
is structured. One example is the Portable Legal Consent 
(PLC) developed by the Consent to Research project 
(http://sagecongress.org/WP/wp-content/uploads/ 
2012/04/PortableLegalConsentOverview.pdf). This type  
of consent is framed for research contexts that require 
or promote data sharing. Participants agree to give up 
control over personal health and genomics data that 
they upload to an online database. In return, the data is 
limited to open access research, patient data cannot be 
reidentified, and any researcher reusing the data must 
agree to these conditions. Patients may remove their data 
at any time. As part of the process, patients view a video 
presentation describing the consent. To make the con-
sent process easier for participants to understand, Sage 
Bionetworks (2015) has recently released a Participant-
Centered Consent (PCC) toolkit (http://sagebase.org/
pcc/participant-centered-consent-toolkit/). This user-
centered toolkit was developed for researchers who are 
seeking to improve comprehension about consents in a 
more visual and interactive style. The toolkit includes 
icons and animations to help participants understand 
complex issues such as privacy and data sharing, design 
assets, and informed consent templates. The PCC toolkit 
lets its users create visual summaries of consent forms, 
mapped to key underlying text, for use in software or 
print. Overall, the PLC offers a promising means of 
avoiding a laborious reconsent process, while provid-
ing a transparent solution with clear requirements for 
researcher data access and use.

16.4.3 Data Privacy

There are numerous privacy and ethics concerns 
related to aggregating data in a public manner. Half of 
online Americans don’t know what a “privacy policy” 
is, thinking that it ensures confidentiality of informa-
tion that is collected [83]. A recent survey of individuals 
tracking health for themselves or a loved one found 
that about 70% of respondents were agreeable to data 
sharing with academic researchers, and for about 30% 
of the sample, privacy was not a concern with regard to 
data sharing. However, 57% reported that they needed 
an assurance of privacy with regard to their dominant 
shared condition [84]. More than 90% reported that 
any shared health and physical activity data should be 
anonymized.

http://sagecongress.org/WP/wp-content/uploads/2012/04/PortableLegalConsentOverview.pdf
http://sagecongress.org/WP/wp-content/uploads/2012/04/PortableLegalConsentOverview.pdf
http://sagebase.org/pcc/participant-centered-consent-toolkit/
http://sagebase.org/pcc/participant-centered-consent-toolkit/
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Unfortunately, deidentification is difficult as almost 
90% of the US population can be identified based on only 
three pieces of data: the 5-digit zip code, gender, and 
date of birth [53]. Researchers at the Data Privacy Lab 
at Harvard utilized the same data points and were able 
to identify between 84% and 97% anonymous profiles in 
the Personal Genome Project database [85]. Particularly 
when combined with GPS technology, patients may 
have significant concerns about data that reveals sen-
sitive personal activities. Patients will feel more com-
fortable with data sharing if the nature, use, user(s), 
legal protections, and potential compensation are clearly 
spelled out [13]. Developing a clear value proposition for 
patients to share such data will be necessary to realize a 
vision of broad data aggregation. Organizations engag-
ing in crowdsourced research will need to make privacy 
policies less opaque. Participants are likely to feel more 
comfortable when the reasons for accessing or sharing 
personal data are clear [86].

16.4.4 Conflicts of Interest and IP

Because much crowdsourcing takes place within a 
commercial environment, there is potential for incen-
tives or motivations that do not promote the best inter-
ests of participants [82]. Organizational influences, lack 
of equipoise, profit motives, or peer pressure among 
participants may affect the objectivity (and ultimately 
safety) of the research. Because of the nature of rela-
tionships among participants who have an incentive to 
find treatments that work for debilitating conditions, 
there may be potential to lose objectivity and suppress 
dissenting opinions. In the language of clinical trials, 
there may be a lack of “equipoise” (genuine uncertainty 
about the efficacy of the proposed treatment) among 
participants leading the research. The same motivations 
may result in biased interpretations of the risk–benefit 
ratios in conducting certain treatments [82]. The same 
tendencies may arise in organizations or companies that 
have a financial incentive for positive outcomes with a 
treatment.

One of the challenges in developing a business model 
for commercially funded crowdsourcing websites is to 
navigate potential conflicts of interest. For example, 
pharmaceutical companies pay fees to Sermo to elicit, 
track, and analyze physician sentiments; identify key 
opinion leaders; and disseminate messaging [87]. These 
activities raise the possibility of conflicts of interest, 
resulting in calls for more regulated or self-regulated 
disclosures [46]. When physicians offer clinical recom-
mendations through crowdsourcing for a particular 
posted case, those receiving this information may not 
be aware of the potential conflicts of interests at work. 
Clear links, statements, or electronic tags indicating 

conflicts of interest in Facebook posts, Twitter entries, 
online consultations, and blog posts would allow users 
to make informed decisions about the value of informa-
tion presented [46].

One hurdle to all research and development invest-
ments is ensuring that confidential information and IP 
are properly managed. Ongoing investment in promis-
ing technologies or products requires a firm IP founda-
tion such that ownership and usage rights of IP can be 
assured to the funders of future development efforts. 
Most crowdsourcing projects involving innovation or 
creating new IP must address the questions of how IP 
ownership and usage rights are managed upfront. Does 
the definition of the problem require the disclosure of 
information or data that are sensitive or valuable—such 
as, for example, health records or potentially reidentifi-
able medical information? There are a plethora of other 
questions that must be answered ahead of time, prior 
to the start of the crowdsourcing activity. Should the 
organizers retain the rights to the IP? What IP rights 
flow to the individuals or organizations providing the 
incentive? Failure to properly structure and address 
these issues can lead to very negative consequences and 
invalidate the crowdsourcing effort or IP all together. 
An in-depth discussion of these matters is beyond the 
scope of this chapter, but it is an important dimension 
of crowdsourcing that cannot be overlooked.

16.5 THE FUTURE  
OF CROWDSOURCING

16.5.1 Patient Partnership in Clinical Research

The engagement of patients in health research has 
been intensifying in recent years, and this trend is likely 
to continue. Key governmental, policy, and health care 
organizations are recognizing the centrality of patients 
in researching the treatments that may ultimately affect 
the course of their care. The Patient-Centered Outcomes 
Research Institute (PCORI), the FDA, and Institute of 
Medicine (IOM) have defined a much more proac-
tive role for patients through shared decision making, 
research partnerships, and big data.

PCORI has formed 18 PPRNs to address key chal-
lenges in engaging patients in clinical research and pro-
moting comparative effectiveness research (CER) [88]. 
Diverse and representative groups of patients and care-
givers will be involved a wide variety of research-related 
activities—governance, data infrastructure design, data 
sharing and privacy, prioritizing the research agenda, 
and determining ways to enhance sustainability. The 
key takeaway is that research planning and implementa-
tion cannot occur in PCORI grants without core patient 
engagement and oversight.
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The FDA Patient-Focused Drug Development 
Initiative is a provision of the Prescription Drug User 
Fee Act fifth authorization (PDUFA V), which collect 
industry fees for the drug development process. To 
maximize patient safety, this process identifies risks 
and benefits of available treatments. The patient per-
spective is critical in this determination, which led to 
inclusion of the Patient-Focused Drug Development in 
PDUFA V. Many stakeholders view this effort as an 
important shift toward patient-centered product devel-
opment in the pharmaceutical industry [58]. This initia-
tive will gather patients’ perspectives on 20 different 
disease areas and produce “Voice of the Patient” reports 
that will be presented to patients at public meetings. 
These reports are enlightening and have major impli-
cations for clinical trial endpoints, patient treatment 
decision making, and treatment delivery. For example, 
a report on lung cancer was published in December 
2013 (http://www.fda.gov/downloads/ForIndustry/
UserFees/PrescriptionDrugUserFee/UCM379698.pdf). 
Patient feedback was gathered through a live web-
cast and polling questions. The “mixed effectiveness” 
that patients experience in the use of medication pre-
scribed for treatment and side effects often leads them 
to seek nondrug alternatives (eg, acupuncture, yoga, 
supplements). The symptoms of lung cancer and the 
side effects of treatment are difficult to disentangle. 
Fatigue and breathing difficulties are the most impact-
ful symptoms. The decision to accept or reject treat-
ment is particularly wrenching due to pressure from 
family, friends, and providers. Although the qualitative 
data generated derived from discussions with a rela-
tively small group of people, one cannot but wonder 
how universal these reactions are.

The growth of data sharing technologies and social 
networking now allow patients to become true partners 
and ultimately active investigators in PLR and crowd-
sourcing efforts. The patient-centered shift will open 
new avenues and possibilities for the future discovery, 
development, and delivery of new cancer treatments. 
Crowdsourcing offers a truly democratic means of 
enhancing partnerships, particularly for patients. As can 
be seen from the above discussion, discoveries are not 
exclusive to researchers—patients and other participants 
in crowdsourced studies can make group and individual 
discoveries in cancer and other diseases. With the avail-
ability of powerful online search tools, widely dissemi-
nated scientific literature, and social media, interested 
and engaged patients (and other interested stakeholders) 
will increasingly expect to have primary research roles 
rather than passive or secondary roles. And though there 
is little rigorous published data on the effectiveness of 
these efforts, the increasing development of tools that 
enable patient participation in research suggests that 

crowdsourcing implementation will become increas-
ingly efficient and cost-effective.

16.5.2 Biomarker Discovery

Biomarker discovery relies on the collection of large 
specimen collections that have been molecularly pro-
filed. Specimen libraries must also be associated with 
the disease characteristics of interest such as disease sub-
type, prognosis, or drug response versus nonresponse. 
Through careful analysis, the correspondence of one or 
more molecular markers may be associated with the 
sample characteristic of interest. In theory, crowdsourc-
ing has the opportunity to augment the search for new 
biomarkers as a source of new or rare specimens or 
innovative analytical techniques to biomarker discovery.

Sources of New or Rare Specimens. Whether by active 
participation through the donation of tissue samples 
or blood, or via a more passive participation approach, 
when patients consent to research on the specimen that 
results from a surgical procedure on their tumor, the 
patient crowd is the main source of biospecimens. As 
PPRNs such as 23andMe or PLM become larger, the 
collection of samples from these patient populations 
becomes more feasible and powerful.

Innovative Analytical Techniques. As described earlier 
in the chapter, the crowd’s ability to bring fresh and 
innovative approaches to computational problems has 
been well documented. As biomarker identification proj-
ects require the creation of new analytical techniques or 
serial deployment of multiple techniques, the crowd can 
help find the solution.

16.5.3 Phenomics

An emerging concept under study in biomedical sci-
ence is the study of the state and course of complex 
disease. This concept, coined as Phenomics, was touched 
upon by several pieces of work focused on research 
to complement the newly arriving genomic era [89]. 
Though the field remains nascent and still a somewhat 
undefined area of research, it’s clear that some disci-
plines, such as, for example, neuroscience, benefit from 
the systematic collection of disease experience since dis-
eases in this space can be so complex. Furthermore, stud-
ies on patient crowds can provide some inputs into the 
patient-reported elements of the phenotype including, 
for example, immeasurable attributes of disease such 
as pain, nausea, fatigue and the psychological impacts 
of disease, such as anxiety and depression [90]. Some 
concrete examples of patient crowds participating in 
phenomics studies can be found in the literature, such 
as studies of yawning in ALS patients [91].

http://www.fda.gov/downloads/ForIndustry/UserFees/PrescriptionDrugUserFee/UCM379698.pdf
http://www.fda.gov/downloads/ForIndustry/UserFees/PrescriptionDrugUserFee/UCM379698.pdf
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Others have published work explaining the concept 
of performing phenome-wide association studies, which 
somewhat invert the philosophy of genome-wide asso-
ciation studies by exploring the breadth of phenotypes 
associated with a single genetic variant [92]. This con-
cept has been the subject of much attention through 
the rash of recent work being done on exceptional can-
cer responders, which seeks to characterize the patients 
who exhibit uncommonly rare, efficacy of an antican-
cer therapy [93]. The notion of starting with a rare, but 
important phenotype (eg, uncommonly good responses 
to a therapy) and then exploring the molecular under-
pinnings of that phenomenon has a real promise to 
uncover new biology and opportunities for new treat-
ments. Patient crowds and large populations of patients 
serve as a cornerstone to these types of studies since 
the sought after events are uncommonly rare. It is not 
impossible to imagine that as patients continue to battle 
the psychological impact of oncology care, exceptionally 
strong willed and psychologically robust patients who 
maintain their psychological health through the trials of 
a cancer diagnosis and treatment may one day form a 
cohort for another exceptional responder study based on 
the phenomics of cancer.

16.5.4 Real-World CER

Although double-blind, placebo-controlled random-
ized clinical trials (RCTs) are the most robust means 
available for testing specific hypotheses, they have a 
number of limitations when it comes to generalizing 
their findings to “the real world.” RCTs typically take 
place in highly selected samples, free of the comor-
bidities and complications that are commonplace in 
the broader population. Most RCTs are also set up to 
test new treatments against placebo or standard of care, 
and in a well-developed market there might be doz-
ens of potential treatments (in a multitude of combi-
nations) in widespread clinical use. A more pragmatic 
approach to generating evidence from the much messier 
“real world” is CER, which the IOM defines as “the 
generation and synthesis of evidence that compares the 
benefits and harms of alternative methods to prevent, 
diagnose, treat, and monitor a clinical condition or to 
improve the delivery of care.” In their review of avail-
able data sources and methods, Meyer and colleagues 
emphasize the use of traditional medical data sources, 
such as claims data, EMRs, observational studies, regis-
tries, and hybrids that link unrelated data sets to boost 
power and close data gaps [94]. Basch emphasizes that 
the unanswerable questions most frequently fielded to 
him as an oncologist are not about mortality ratios or 
Kaplan–Meier curves, but rather “How did patients like 
me feel with this treatment?” a question unanswerable 
through traditional data sources [95]. Although early 

days, it seems likely that these are the sorts of questions 
that might be effectively crowdsourced using PROs and 
patient treatment evaluations to present a new form of 
experiential data to supplement the traditional focus on 
efficacy and side effects.

16.5.5 Phase IV Surveillance, Adverse Event 
Detection and Drug Safety

In much the same way that RCTs provide only a nar-
row window on efficacy and representativeness, the tra-
ditional phase I–III architecture can provide false levels 
of confidence as to the safety profile of drugs that will 
be used in quite different ways in clinical practice. High 
profile issues with the antiinflammatory Cox-2 selective 
inhibitors Vioxx and Celebrex, which were recalled due 
to an increased risk of myocardial infarction, occurred 
in part because the phase I–III trials took place amongst 
a group of patients living with severe arthritis, but their 
use in the real world was in a much broader group of 
patients who differed substantially from trial enrollees 
[96]. Adverse event (AE) reporting is highly dependent 
on the limited time of health care professionals, who 
may find it challenging to prioritize completing and sub-
mitting complex forms for all but the most serious AEs.

Crowdsourcing AEs from Internet communities and 
social media discussion forums has been suggested 
numerous times and the FDA has even held hearings 
on the best way to process the data and incorporate it 
into its traditional data sets. However, to date, the issues 
of data quality and regulators have appeared unwilling 
to be flexible in considering the ways in which these new 
forms of data (such as a 140-character Tweet) must be rec-
onciled with a 40-minute paper-based reporting process 
in generating high-quality actionable data. AEs detected 
through PROs, so-called PRO-AEs, have been proposed 
as another potential method of broadening and deepen-
ing the surveillance net after a new product has been 
introduced to the market [97]. Challenges remain, how-
ever, in terms of the biases and quality of data gathered, 
and in particular, a major challenge remains how to mix 
new sources with traditional sources without damaging 
the delicate balance of letting potent drugs remain on the 
market where they are needed and protecting the public.

At its most libertarian extreme, it has even been suggested 
that instead of the current process of regulatory approval to 
prove safety and efficacy before marketing authorization, 
with the right surveillance systems in place drug approval 
could function as a “free to choose medicine” market with 
every patient deciding what they want to take and the free 
flow of information being crowdsourced to determine, in 
near real time, its true efficacy, safety profile, and therefore, 
deserved price [98]. While we do not endorse this approach, 
with the current tools available it provides an interesting 
thought experiment and provokes the status quo.
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16.6 CONCLUSION

As we have seen throughout this chapter, much of 
the research in crowdsourcing has taken place outside of 
the field of medicine and the studies devoted to cancer 
are limited. For crowdsourcing to gain acceptance as a 
methodology and as a driver of discoveries, those inter-
ested in crowdsourcing must strike a careful balance 
between a legacy that challenges established methodolo-
gies and delivering insights in a meaningful, actionable 
manner. Patients participating in their own research may 
drive the shift away from a traditional disease cure focus 
toward a personalized preventive care approach.

The acceptance of crowdsourcing in mainstream 
medicine will be dependent on several developments. 
First, the components of crowdsourcing must be bet-
ter delineated and understood—recruitment processes, 
careful description of samples, rigor of procedures, and 
analytical methods. Greater standardization in reporting 
research methods and procedures will allow for better 
comparison between studies and generalization across 
diseases and populations. Second, the expansion of 
genomic, EMRs, quantified self, and nontraditional data 
sources will help accelerate the crowdsourcing research 
process. Future research must establish the value of 
these data sources across diseases, as well as investi-
gate patients’ privacy concerns in sharing such data. 
However, the notion that participants will someday share 
their nontraditional data sources, such as grocery loyalty 
card data or credit card data, to health researchers may 
not be so far-fetched. Third, strategies to diversify and 
expand populations of patients participating in crowd-
sourcing should be identified. Targeting crowdsourcing 
for the populations most at risk, for example, the elderly, 
disadvantaged, and minority populations, will be the 
true measure of its value. Fourth, as described above, 
new models of ethics review and informed consent that 
address the complexities of online data sharing will 
need to be developed. Fifth, crowdsourcing increases 
the potential for creative patient-researcher partner-
ships that follow the principles of continuous patient 
engagement. Expanding expert and patient crowds 
throughout the research process can assist in defining 
key research questions, implementing research proto-
cols, and disseminating findings. Finally, much of the 
discussion about the value of crowdsourcing focuses on 
applications in medicine, for example, the development 
of new medications. Because many medical problems 
are exacerbated by unhealthy behaviors, crowdsourc-
ing research may also provide a means for developing 
behavioral interventions for health promotion and dis-
ease prevention. Taken together, such potential suggests 
that crowdsourcing has already changed the discovery 
and development conversation to encourage a more per-
sonalized and inclusive approach to health care.

LIST OF ACRONYMS  
AND ABBREVIATIONS

AE Adverse event
ALS Amyotrophic Lateral Sclerosis
ALSFRS-EX ALS Functional Rating Scale (Extension Items)
ALSFRS-R ALS Functional Rating Scale (Revised)
ASCO American Society of Clinical Oncology
CER Comparative effectiveness research
DARPA Defense Advanced Research Projects Agency
EMR Electronic medical record
FDA Food and Drug Administration
HIPAA Health Insurance Portability and Accountability Act
HITs Human Intelligence Tasks
HL7 Health Level Seven International
IOM Institute of Medicine
IP Intellectual property
LRRK2 Leucine-rich repeat kinase 2
MRI Magnetic resonance imaging
NCI National Cancer Institute
NIH National Institutes of Health
NMC Novel Molecule Challenge
ONC Office of the National Coordinator
ORE Open Research Exchange
PCC Participant-Centered Consent
PCORI Patient-Centered Outcomes Research Institute
PDUFA Prescription Drug User Fee Act
PLC Portable Legal Consent
PLM PatientsLikeMe
PLR Patient-led research
PPRN Patient Powered Research Network
PRO Patient-reported outcome
RCT Randomized clinical trial
SNP Single nucleotide polymorphism
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17.1 WHILE TRIALS ARE IMPORTANT, 
TRIAL PARTICIPATION RATES  

ARE DISMAL

Since the first double-blind controlled trials of the 
1940s, clinical trials have become the cornerstone upon 
which we base our clinical knowledge [1]. Trials are now 
more important than ever as we are in the midst of a 

C H A P T E R 

Patient-Centered Approaches to 
Improving Clinical Trials for Cancer

Roni Zeiger MD, MS1,2 and Gilles Frydman BSc1,3

1Smart Patients, Mountain View, CA, United States 2Santa Clara Valley Medical Center, Santa Clara, 
CA, United States 3Association of Cancer Online Resources, Mountain View, CA, United States

paradigm shift in how cancers are defined and treated, 
with a rapidly growing number of questions that need to 
be answered with rigorous science. Yet trial participation 
rates among US adults remain at 2–3% and less than one-
third of trials meet their recruitment goals [2–5].

While many have bemoaned this apparent discon-
nect, there is no evidence that these rates are improving. 
Clearly, as a clinical and scientific community, we are 
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doing an inadequate job of recruiting subjects into trials. 
Part of the problem may be the very language itself: the 
idea of being recruited as a subject does not seem to be 
attractive to many patients or their families.

An instructive exception exists in the domain of pedi-
atric oncology. Trial participation rates for children with 
cancer are over 50%, approximately 20 times that of adult 
cancer patients! [6] This may be due in part to the fact that 
research has improved cure rates for pediatric cancers as 
a whole from 10% to well over 70% since the 1950s [7] 
and thus the importance of research was instilled in the 
broader community from early on. A related fact is that 
most pediatric oncology centers are part of the Children’s 
Oncology Group, or COG, which is the evolution of coop-
eratives that started in the 1950s [8].

How might we help bring the same culture to all of 
oncology, including adults? Before attempting to answer 
this question, let us better understand the current barri-
ers to trial participation.

17.2 BARRIERS TO TRIAL 
PARTICIPATION

As mentioned above, overall clinical trial participa-
tion rates among adults in the United States are approx-
imately 2–3%. The figures for participation in adult 
cancer trials are only slightly better, if at all, even though 
we might expect more people to consider experimental 
therapies when faced with a poor cancer prognosis.

The outlook is worse for minorities. For example, 
while Blacks have the highest cancer rates in the United 
States, Blacks and Hispanics have a participation rate 
of only 1.3% in clinical trials for cancer. Fortunately, the 
exception of the pediatric oncology world appears to 
apply to minority children, as 60% of minority cancer 
patients younger than age 15 are enrolled in trials [9].

Unfortunately, participation is very low for young 
adults, for reasons that are not clear. Among adolescents 
aged 15–19, only 10% take part in cancer clinical trials 
[10]. Also underrepresented are women, rural residents, 
the elderly, and lower income patients [11,12].

Trial recruitment is already a critical bottleneck for the 
development of needed therapies for patients and fami-
lies suffering from cancer. This new era of personalized 
medicine will require a much larger number of smaller 
cohorts with more stringent requirements, further com-
plicating trial recruitment [13].

Several important barriers to trial participation 
from the patient perspective are frequently discussed, 
including:

●	 randomization and in particular fear of receiving a 
placebo

●	 fear of side effects
●	 distrust of the research process
●	 perceived complexity of the protocol
●	 lack of awareness of trials
●	 fear of jeopardizing the relationship with their 

physician
●	 inconvenience and expense of frequent travel to the 

trial site

Let’s consider each in turn.

17.2.1 Randomization and in Particular  
Fear of Receiving a Placebo

Although patients often are not very open about 
their concerns, fear of having one’s treatment chosen 
randomly by a computer is high on the list [14]. When 
considering several potential barriers to clinical trials, 
randomization and fear of receiving a placebo were 
ranked highly by patients as well as oncologists [15]. 
The placebo issue is especially worthy of discussion 
because it is one of communication, or rather, miscom-
munication. It is a requirement that patients who join 
cancer trials are either given the best treatment available 
for their specific cancer (standard of care) or receive a 
new treatment being investigated [16]. Indeed, in 99% 
of cancer trials, if a placebo is used, it is given in con-
junction with a standard therapy [17].

17.2.2 Fear of Side Effects

In one study, patients identified fear of side effects 
as the greatest barrier to participation in clinical trials 
[15]. For many people, their only knowledge of cancer 
is the visible and uncomfortable side effects of chemo-
therapy—hair loss, nausea and vomiting, wasting, and 
the like—so this fear should not be surprising.

17.2.3 Distrust of the Research Process

While most relevant to the Black community, any dis-
cussion about distrust of the research process should 
include the lasting after-effects of the Tuskegee syphilis 
experiments, arguably “the most infamous biomedical 
research study in US history” [18]. Note that these exper-
iments ended only in 1972, when many of the patients 
diagnosed with cancer today were already adults. Such 
distrust is reinforced by a health system which is per-
ceived to continue to discriminate against those of lower 
socioeconomic status [19]. Lack of knowledge and mis-
conceptions about use of placebos also go hand-in-hand 
with distrust.
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17.2.4 Perceived Complexity of the Protocol

Lengthy trials and extensive testing during trials have 
been cited as factors that most correlate with lack of 
patient participation [14]. Our experience with cancer 
patients, discussed further below, also suggests that 
unclear descriptions of trials in public sources such as 
clinicaltrials.gov also contribute to perceptions of com-
plexity. In many cases, lack of clarity may be worse than 
complexity itself.

17.2.5 Lack of Awareness of Trials

Some data suggest that only one-third of US adults 
are aware of clinical trials in general [20]. This, in turn, 
is at least in part because only 6% of patients report 
that their physicians have ever suggested they consider 
participating in a clinical trial [21]. This should not sur-
prise us given the increasing pressure on physicians for 
efficiency and the ever-increasing challenge of keeping 
up with new scientific developments, including relevant 
clinical trials. Financial disincentives also exist for physi-
cians whose practices or institutions do not participate 
in trials, as they risk losing patients by referring their 
patients to trial sites.

17.2.6 Fear of Jeopardizing the Relationship 
With Their Physician

Since most physicians do not suggest clinical trials 
as options, patients may feel that asking about trials is 
somehow akin to asking if they might get their care from 
someone different than the physician.

17.2.7 Inconvenience and Expense of Frequent 
Travel to Trial Site

Patients in our online communities often discuss 
clinical trials and many wish to participate in them. 
Frequently, however, they share that they struggle with 
the degree to which joining a trial would disrupt their 
lives. Even if they are physically able to travel to a trial 
site and can afford to do so financially, they carefully 
weigh the burden with the perceived benefit the trial 
may provide them. This burden may affect trial enroll-
ment as well as trial retention, as patients may drop out 
of studies if they decide after joining that the commit-
ment is too much.

Finally, we will add an item to the list of barriers that is 
rarely discussed. In our experience building and manag-
ing online communities for cancer patients and caregiv-
ers, a more subtle challenge often interferes with effective 
communication about clinical trials and exacerbates many 
of the above factors: while researchers generally frame 

trials as experiments, cancer patients considering trials 
tend to think about them as treatment options. While 
clinical trials are of course both experiments and treat-
ment options, the perceived distinction is one that must 
be addressed. Part of the challenge lies in the legal 
limitations that trial sponsors have in promoting their 
(unapproved) therapies as treatment options. While such 
restrictions are appropriate, many patients want to learn 
more about trials and have trouble finding sources to 
answer their questions.

Learning more about clinical trials in general and 
about specific trials of interest is one of many reasons 
patients have turned more to the Internet and to each 
other over the last two decades.

17.3 PATIENTS SEARCHING  
FOR TRIALS ONLINE

The traditional model of informing patients about 
potentially appropriate clinical trial opportunities via 
their physicians is not working adequately, as we have 
seen. More recently, the Internet has made it easier 
for patients to find and research such opportunities on 
their own.

From our experience with managing online cancer 
communities—particularly for rarer cancers—patients 
frequently teach each other about the value of clinical 
trials in general and about the relevance of specific trials 
of interest to one or more of the community members. 
Note that this does not require a majority of a commu-
nity’s members to be scientifically literate. It takes only 
a few “micro-experts” in a given area to lead and direct 
discussions that are accessible to the broader group, who 
frequently ask clarifying questions. This results in a con-
stant process of peer-driven improvements in health and 
science literacy.

Patients are increasingly using the Internet to find 
trials they wish to join. While many sites provide the 
ability to search for trials, their functionality and content 
vary greatly and searchers need specific skills to use 
them successfully [22]. Searching a database for clinical 
trials is obviously more complex than many other types 
of online searches. This is further complicated by the fact 
that trial details at the most commonly used trial search 
engine, clinicaltrials.gov, are not written in lay language 
and details such as inclusion and exclusion criteria are 
inconsistently described from one trial to another.

While this public resource is intended both for health 
professionals and for patients, the primary source of the 
content is trial sponsors themselves [23]. Inspection of 
trial descriptions readily demonstrates that even mul-
tiple trials from a single sponsor can vary greatly in the 
way in which trials are described. A readability analysis 
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showed that most trial descriptions are written at an 
11th grade level, significantly higher than most would 
recommend [22]. Beyond reading level, limitations of 
clinicaltrials.gov and other available databases include 
the need for significant knowledge about one’s diag-
nosis and treatment history, difficulty in assessing how 
inclusive the underlying database is, and ease of use. 
Equally challenging is that patients in particular expect 
trial search tools to function like Google and other web 
search engines, where simple unstructured queries lead 
to results where the best results are listed first. Trial 
search engines often require structured queries that fil-
ter the underlying database and do not intend to imply 
that a trial listed above another is necessarily better. 
Indeed, users of these tools must have “perseverance 
to sift through search results” [22]. On the other hand, 
a searcher who adds too many parameters might find 
zero results, with no “Did you mean…” or other hints 
about how to proceed.

Attempts have been made to build a better trial match-
ing service by analyzing the eligibility criteria listed in 
clinicaltrials.gov, in order to build systems that could 
either be more intuitive for patients or could automati-
cally match patient records in electronic health record 
systems to relevant trials. Unfortunately, one study 
demonstrated that approximately 90% of trial listings 
contained significant barriers to automatic eligibility 
interpretation [24].

Other problems with trial listing data may be even 
more problematic for patients. Nearly 25% of trials listed 
as recruiting also showed a study completion date in the 
past. Perhaps worst of all, over 30% of the trial coordi-
nators were not reachable at their listed phone number 
or email [24].

We seem to be at a challenging moment in history, 
where many patients are ready to explore research 
opportunities on their own but the research establish-
ment has not yet provided the tools to do so easily. As 
we might expect, when patients aren’t finding useful 
answers from the traditional experts, they go online and 
turn to each other.

17.4 CURRENT USE OF THE INTERNET 
AND ONLINE CANCER COMMUNITIES

While professionals have struggled to recruit patients 
to trials, patients have been organizing themselves into 
online communities. Before turning to how we can build 
upon this phenomenon to improve cancer trials, let’s 
look more deeply at how patients use the Internet to find 
health information and, increasingly, to find each other.

Eighteen percent of Internet users have gone online to 
find others affected by issues similar to theirs [25]. Those 
with chronic and rare conditions are even more likely to 

look for peers online [25]. More than a quarter of Internet 
users have read or watched someone else’s experience 
about health issues in the last 12 months [26].

While clinicians are still the top source of health infor-
mation, when US adults were asked who they turned to 
the last time they had a serious health issue, the results 
were as follows: [26]

●	 70% got information, care, or support from a doctor 
or other health care professional.

●	 60% got information or support from friends and 
family.

●	 24% got information or support from others who 
have the same health condition.

Today, online communities serving cancer patients 
include ACOR (the Association of Cancer Online 
Resources) [27], Cancer Survivors Network [28], 
Facebook groups, Inspire.com [29,30], PatientsLikeMe 
[31], Smart Patients [32], and many regular disease-
specific Twitter chats or tweetchats [33].

17.5 HOW THE INTERNET SHAPED 
ONLINE CANCER COMMUNITIES,  

AND VICE VERSA

Nearly a half century ago in 1969, ARPANET, the 
forerunner of the Internet, used packet switching instead 
of circuitry to link host computer nodes in four loca-
tions and thus created the first long-distance computer 
network. It is likely that this pre-Internet was used to 
discuss personal health information not long after elec-
tronic mail was introduced in 1972 [34].

However, before the Internet reached home users, 
the first real online tool for collaboration—and for the 
exchange of health information—was the bulletin board 
system or BBS. A bulletin board linked local users to 
a central computer, originally via cumbersome manual 
modems. While the system was designed for users 
to read and post messages, this led to the creation of 
forums in which users could communicate about specific 
topics of mutual interest. BBSs grew in popularity and 
also became easier to use. In 1994 over 60,000 BBSs oper-
ated in the United States alone, 16 years after the first 
BBSs opened in Chicago [35]. One of them evolved into 
The WELL, often regarded as the birthplace of the mod-
ern online community [36]. Other proprietary systems 
grew in the 1980s and 1990s, including Compuserve and 
AOL. Together these services helped create thousands of 
online communities of interest, including many dealing 
with medical issues.

In 1986 an engineering student in Paris developed 
software for the automated LISTSERV email discussion 
lists. This allowed individual users to email a group of 
people all at the same time to discuss their common 
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interest. Email could be sent to the group address or to 
other individual users in private conversations. The soft-
ware provided tools for the list owner (administrator) 
to manage the group without the burdensome effort of 
manually maintaining and running an email list [37].

In 1994 the faster, more user-friendly, and globally-
connected Internet prevailed in most areas of the world. 
By that time there were already 3 million host sites on 
the Internet compared with about 60,000 local BBSs in 
the United States [38]. Many Internet service provid-
ers incorporated aspects of BBSs by creating their own 
service-specific message boards and live chats. Some had 
predetermined topics while others had topics set by the 
participants. It was natural that some of these forums, 
user groups, email discussion lists, chat rooms, and email 
exchanges would center on cancer, especially driven by 
patients and family members unsatisfied by informa-
tion they could find elsewhere. Many such groups have 
disappeared while others continue to prosper.

In 1994, most of the Internet provided a passive expe-
rience of receiving information from static websites that 
might occasionally be updated. Email, bulletin boards, 
message boards, chat rooms, and USENET groups 
offered users a living exchange of messages and infor-
mation, creating their own content and interacting with 
one another.

In 1995, experienced Internet user Gilles Frydman 
found himself frustrated at being unable to find informa-
tion about breast cancer, which would help his recently 
diagnosed wife. The lack of information led him to create 
ACOR. This nonprofit coalition united many volunteer-
managed email groups, growing quickly to span a wide 
spectrum of cancers. ACOR used L-Soft’s LISTSERV(R) 
list management software with list hosting generously 
donated by L-Soft [39]. At that time, universities were 
the main adopters of L-Soft’s services. Thus, many of the 
groups that joined ACOR were accustomed to thought-
ful, evidence-based, high level discussions of cancer 
research and treatment options. This set the tone for the 
high-quality communities for which ACOR is known.

At its peak, ACOR included approximately 150 mail-
ing lists and delivery of more than 1,500,000 email 
messages per week [40]. In ACOR’s interactive cancer 
communities, patients and caregivers exchanged email 
messages of information and emotional support on the 
individual topic of the email list. Members interested 
in a specific topic joined a separate list for that topic, 
which might be a type or subtype of cancer, a particular 
approach to care, or psychosocial aspects.

At first email lists were an innovative and effective 
means of communicating. People became skilled at 
searching the ACOR archives that contained every post 
of a list. Many longtime users were satisfied with the 
system and were unaware of the richer functionality 
available elsewhere on the web. Others remained with 

ACOR despite these limitations because of the infor-
mation and emotional support they received from their 
community. But as years passed, many ACOR users and 
list owners began to see email lists as overly demanding, 
limited in features, and antiquated. They began to turn 
to web-based communities such as Facebook, Inspire, 
and PatientsLikeMe.

Even as email participation was decreasing, the level 
of information shared by ACOR list members contin-
ued to advance. Experienced patients and caregivers 
quickly brought new members up to speed with infor-
mation needed to cope with their diagnosis or the situ-
ation confronting a loved one. People were coached at 
their own information level, with many members serv-
ing as “translators” between the more sophisticated 
users and the less scientifically literate. ACOR members 
have served as board members and active participants 
in national and international patient organizations, as 
speakers at hearings before Congress and the Food and 
Drug Administration (FDA), and as patient representa-
tives on professional committees.

Challenges with ACOR, however, included increasing 
email spam and phishing and unsustainable demands 
on the list owners, who were typically nontechnical 
volunteers. As membership of ACOR plateaued, Gilles 
Frydman and other list owners also recognized a new 
challenge. Traditional communities, including ACOR’s 
email lists, were essentially silos with respect to one 
another. That is, members who wanted information 
about a different cancer had to join another email list. 
Patients with different cancers often face similar issues 
such as chemotherapy side effects, frequent computed 
tomography (CT) scans to check for recurrence, and emo-
tional issues affecting the patient and family members.

The emergence of targeted therapies for cancer mag-
nified this issue. An increasing number of people were 
being treated based on mutation status instead of the 
traditional organ-based definition of their cancers. Of 
course, the email lists were defined in the traditional 
manner, for example, lung cancer versus kidney cancer. 
As targeted therapies were typically initially developed 
in one cancer group, the knowledge accumulated by that 
patient community was not organically shared with the 
next community that was going through clinical trials 
for their cancer.

With a deepening understanding that information 
was not being shared with all of those who wanted or 
need it, ACOR’s founder Gilles Frydman made contact 
with members of Google’s health team. While the col-
laboration he intended did not materialize, he connected 
with Google’s Roni Zeiger who subsequently left the 
company to join Frydman in creating a new web-based 
system for online patient communities, Smart Patients, 
in 2012. Many of the communities from ACOR have 
migrated to Smart Patients.
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17.6 WHAT DO PATIENTS TALK ABOUT 
IN ONLINE CANCER COMMUNITIES?

Any given community can take on its own personal-
ity, which in our experience depends in large part on its 
initial membership, how it is managed, and characteris-
tics of the disease or of its treatments.

An analysis of the 15 largest Facebook communi-
ties focused on type 2 diabetes was done in 2011 [41]. 
Researchers coded the most recent posts in each of these 
communities, with the results shown in Table 17.1.

Different results were found in an analysis of themes 
discussed across 10 cancer communities on ACOR in 
2007, as shown in Table 17.2. (GF was one of the authors 
of this analysis.)

Our experience with cancer communities at Smart 
Patients is similar to that in the above ACOR communi-
ties, as we might expect given that several of those com-
munities moved from ACOR to Smart Patients.

We should add, however, that we see increasing 
discussion about the emerging science underlying tar-
geted therapies and about specific clinical trials, espe-
cially those for targeted therapies. As alluded to above, 
patients are asking each other for information about tri-
als of interest, whether they learn about them by search-
ing online, from their clinicians, or elsewhere. Regarding 
clinical trials, one of the most common issues discussed 
is which trial sites are recruiting and what is the correct 
contact information for a given trial site. This should not 
be a surprise given the data discussed above about how 
often this data is inaccurate or out-of-date on clinicaltri-
als.gov and other trial search tools.

17.7 IMPACT OF ONLINE PATIENT 
COMMUNITIES

Online communities are popular among patients 
and family caregivers. In addition, studies have shown 
that online communities can provide effective support, 
reduce feelings of depression and isolation, and help 
patients effectively manage their cancer care.

The best data on the clinical impact of online patient 
communities comes not from the cancer world but in 
type 2 diabetes, where multiple randomized studies 
have suggested that hemoglobin A1c can be lowered 
by exposure to online peer support [42–44]. Regarding 
emotional issues, a study of family caregivers of demen-
tia patients found that after using an online forum for 
12 weeks, they rated a significant improvement in 
the quality of their relationship with the person with 
dementia [45].

While more data is needed on the quality of online 
patient communities, there is evidence that high-quality 
communities exist. In a study on the accuracy and 
self-correction of an online breast cancer community, 
researchers found that 10 of 4600 posts (0.22%) were 
false or misleading; and 7 of these 10 were identified as 
false or misleading by other community members and 
corrected within an average of 4 hours 33 minutes [46].

Experts in building and managing online communi-
ties recommend the following to build a sustainable and 
high-quality community [47–49]:

●	 Model appropriate behavior
●	 Keep discussions on-topic
●	 Enforce group norms
●	 Give members a sense of purpose
●	 Understand the life cycle of communities
●	 Allow disagreement and self-correction
●	 Employ complementary interaction models,  

eg, in-person support groups

In a public discussion about how to ensure that mis-
information is not spread in an online patient commu-
nity, one community member advised: “Don’t build in 
too many controls, or you will crush the adaptations 
that squash falsehoods” [50]. Of course, not too many 
controls does not mean zero controls. In our experi-
ence managing online communities, including cancer 
communities, behind-the-scenes management is critical. 
Perhaps most importantly, this begins with building an 
evidence-gathering and evidence-respecting culture so 
that when questionable information appears, members 
of the community know which knowledge tools they can 
use to respectfully challenge the information.

If patients are increasingly using online patient com-
munities for peer support and information gathering, 
can we be smarter about how we tap into the community 
to involve them in clinical trials?

TABLE 17.1 Coded Categories of facebook Posts from Popular 
Type 2 diabetes Communities, in descending Order of frequency

Categories of Facebook posts in type 2 diabetes communities

Providing information
Support
Advertisements
Requesting information
Irrelevant

Adapted from Greene J. Online social networking by patients with diabetes: a 
qualitative evaluation of communication with Facebook. J Gen Intern Med 2011; 
26(3):287–92.

TABLE 17.2 Coded Categories of ACOR Posts from 10 Cancer 
Communities, in descending Order of frequency

Categories of ACOR posts in cancer communities

Specific treatments
Communicating with health care providers to obtain good care
Problem management strategies
Coping with cancer recurrence

Adapted from Meier A, Lyons E, Frydman G, Forlenza M, Rimer B. How cancer 
survivors provide support on cancer-related internet mailing lists. J Med Internet Res 
2007;9(2):e12.
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17.8 PARTICIPATORY RESEARCH

The idea of more explicitly involving the community 
in research is not new. In their 2011 book, Community-
Based Participatory Research for Health: From Process to 
Outcomes, Minkler and Wallerstein introduce commu-
nity-based participatory research (CBPR) as follows: 
“In contrast to more traditional investigator-driven 
research, CBPR begins with an issue selected by, or of 
real importance to, the community, and involves com-
munity members and other stakeholders throughout the 
research process, including its culmination in education 
and action for social change…CBPR is not a method but 
an orientation to research” [51].

There is a parallel here with the better-known con-
cept of translational research, which aims to translate or 
apply scientifically meaningful information and make it 
clinically relevant, that is, relevant to human health. An 
implicit assumption in much translational research is 
that clinicians can judge whether the results of a study 
are relevant to human health, on behalf of both clinicians 
and patients.

The core assumption of participatory research is that 
in order to ensure the research matters to the patients 
and families it is intended to impact, those patients and 
families must be involved in the research from its outset. 
While there are many possible ways to involve the “end-
user” in the process, the key question, as pointed out by 
O’Toole et al. [52], is: “How do we distinguish between 
community-placed and community-based research?” Is 
a focus group or a patient advisory board sufficient?

Many would argue they are not, and that much of 
what has been termed participatory research in the past 
has been traditional research, superficially blessed by a 
small group of patients. This disconnect between much 
current research and the possibility of a more collab-
orative and involved patient population is the motiva-
tion behind the recently established Patient-Centered 
Outcomes Research Institute (PCORI).

PCORI’s mission includes “producing and promoting 
high-integrity, evidence-based information that comes 
from research guided by patients, caregivers, and the 
broader health care community.” To that end, they 
state they “incorporate patients and other stakehold-
ers throughout the process more consistently and inten-
sively than others have before” [53].

PCORI has raised awareness in the research com-
munity and is providing funds to increase the quan-
tity and quality of participatory clinical research. Smart 
Patients is involved in a PCORI-funded project, along 
with Kaiser Permanente, Group Health Cooperative, 
HealthPartners, and Denver Health, to involve patients 
in multiple disease areas more closely in research [54]. 
The approach we are taking is to first build peer-to-peer 

communities for these patients and families, where one 
of the explicit goals of the community is to be available 
for discussions with researchers about research priorities 
and evolving research plans.

Because our team’s core competency is building con-
sumer software, our approach to involving patients in 
the clinical trial process is informed by the principles 
of user-centered design. While these principles are not 
traditionally used in the context of clinical trials, their 
relevance cannot be overstated.

17.9 BORROWING FROM SILICON 
VALLEY AND USER-CENTERED DESIGN

Because of his previous role at Google, one of the 
authors of this chapter (Roni Zeiger) is frequently asked 
to assess startup ideas. He often gives the following 
advice: figure out the simplest way to put a prototype 
of this idea in front of the user you think will benefit 
from it, find out what they think, then iterate on your 
prototype with feedback from your users at every step.

One of the early texts that popularized the concept 
of user-centered design was Don Norman’s book, The 
Design of Everyday Things [55]. Here, Norman suggests 
design of any product or experience should focus on 
users’ needs and simplifying wherever possible. He also 
explains that failure to design for the user in this way 
leads to users who make errors, abandon your product, 
or both. These concepts have been brought to the main-
stream by consultancies like IDEO and to web design in 
particular by Jakob Nielsen and others. The ubiquity of 
this way of thinking made it straightforward to our team 
at Smart Patients, when presented with the opportunity 
to help improve the design of clinical trials, to do so with 
a user-centered design mindset.

Some have described applying user-centered design 
to topics like trial design as “crowdsourcing.” We make 
a distinction between crowdsourcing and user-centered 
design. We think of crowdsourcing as obtaining feed-
back or services from an arbitrary and usually large 
group of people. When a member of one of our com-
munities posts a question, it is typically a nonrandom 
subset of the community who responds: those who have 
personal experience on the topic or have researched it. 
For a different question, a different subset will likely 
respond. In this context, we describe well-functioning 
online communities as “networks of micro-experts.”

Similarly, asking patients to help researchers with 
trial design is asking them to allow researchers to tap 
into their experience and expertise as patients. This can 
be done in a methodical way that allows experts in trial 
design to tap into the wisdom of their most important 
stakeholders.
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17.10 PARTICIPATORY CLINICAL  
TRIAL DESIGN

For context, we should share that our involvement 
in the clinical trial space is somewhat accidental. As we 
started building our online cancer patient communities 
at Smart Patients, we elicited feedback from the can-
cer patients and caregivers initially testing the system. 
While we expected feedback about the community soft-
ware itself, we kept hearing that community members 
wanted a way to search for cancer trials that was more 
user-friendly than existing tools. We went on to build a 
trial search engine and incorporated it into the commu-
nity platform so that patients could find trials of poten-
tial interest and start conversations about them.

As a result, we started seeing many conversations 
about clinical trials, including critiques of existing trials 
and how patients wished they were different. We subse-
quently started partnering with researchers in industry 
and academia to provide them with patient feedback on 
the design of their trials.

If we consider the clinical trial as the “product” to be 
designed and the patient as the “user” of that product, 
let’s look at the product development process (Fig. 17.1).

Patients are typically brought into this process at 
the time patient recruitment begins. From the product 
design perspective above, we can argue that at this 
point it’s essentially too late. While the product can still 
be changed based on patient feedback, these changes 
are expensive—requiring protocol amendments, for 
example—and are thus unlikely to happen except when 
required from a regulatory perspective or for near-term 
business needs. Ironically, the latter often includes the 
fact that the trial is recruiting too slowly and thus inclu-
sion or exclusion criteria need to be changed because 
recruitment targets aren’t being met.

What we and others have been doing more in the 
last few years is to invite patients into the trial design 
process while the protocol is still in draft form. This can 
be done confidentially, with transparency about the fact 
that suggestions from patients may or may not be able to 
be incorporated into the design. The kinds of questions 
that can be addressed with patients include:

●	 If you were eligible, would you want to participate 
in this trial? Why or why not?

●	 What endpoints would matter most to you?
●	 What is the most inconvenient aspect of this 

protocol for you? The scariest?
●	 What do you wish were different about this trial?
●	 Is there another question you wish researchers 

would be asking instead?
●	 Is there something in the inclusion or exclusion 

criteria that you think will make accrual difficult in 
the real world?

An important aspect of user-centered design in gen-
eral, and its application to clinical trial design in particu-
lar, is that feedback from users can be extraordinarily 
useful even when it comes in the form of a suggestion 
or request that is impractical or impossible to fulfill. This 
is because the motivation behind the feedback reveals 
aspects of the user’s perceived needs, concerns, and/
or emotional reaction to the product. We can then refine 
the product’s design, within our constraints, to try to 
address those needs or concerns.

For example, a patient who expresses concern about 
the overall toll a trial would take on her might inspire 
a trial design team to reduce the number of not-strictly-
required blood draws and to experiment with conduct-
ing some of the less critical visits via telemedicine.

An area especially ripe for increased involvement from 
patients is the area of patient-reported outcomes or PROs. 
In contrast to traditional outcomes like progression-free 
survival or tumor diameter, which are measured by cli-
nicians or objective testing, PROs are reported directly 
by patients such as a patient’s assessment of symptoms 
or satisfaction with treatment. While many assume that 
simply considering PROs is “patient-centered,” the real-
ity is that most PROs are defined by experts without 
significant input from patients. There can be a vicious 
cycle here as well because researchers are reluctant to use 
PROs that have not been previously validated, making 
it harder to introduce new ones. The FDA is working to 
encourage more consistent measurement of PROs in the 
drug development process [56].

A/B testing is a method we have found particularly 
useful in eliciting from patients their perspective on a 
variety of issues. A/B testing was popularized in the 
field of web design [57]. In that context, a set of users 
is typically shown one of two version of a web site 
design (version A or version B). The version that results 

FIGURE 17.1 A generalized workflow for drug development. Based on a scientific hypothesis, a drug is manufactured. One or more trials 
are designed to test the drug. Generally, patients are directly involved only when a trial starts recruiting subjects.
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We then ask community members (1) to select which 
they would prefer and (2) to explain why in a conversa-
tion with other community members. We refer to this as 
patient-driven feasibility analysis and have found that 
it can easily be incorporated the trial design process, if 
started early enough.

While we know of no data to support this, we hypoth-
esize that involving patients in the trial design process 
may serve to increase recruitment. Not only might 
patients who directly participate in the design of a given 
trial feel a sense of co-ownership of the trial, but also 
those who learn that patients were involved may view 
a given trial more favorably.

17.11 WHAT IF TRIAL PARTICIPANTS 
DISCUSS THE TRIAL IN ONLINE 

COMMUNITIES?

It should not surprise us that patients in trials may 
wish to discuss their participation with fellow online 
community members. A 2014 article in the Wall Street 
Journal summarized understandable concerns from 
researchers that such public discussion by patients while 
they are in trials may threaten the integrity of the trial 
by unblinding patients [58]. However, researchers are 
also beginning to acknowledge that the proverbial genie 
is out of the bottle. Craig Lipset, an executive at Pfizer, 
encourages the research community to study this phe-
nomenon, both for its risks and potential new learning 
opportunities [59].

Indeed, little data exists about the potential positive 
and negative impacts of such discussion [60]. Anecdotally, 
we know that patients teach other about trials they may 

not have otherwise learned about, and many enroll in 
trials as a result of such learning. This may be even more 
widespread in communities for rare cancers because their 
clinical trials are few or nonexistent, and the trials that do 
exist are harder to find. It is also reasonable to hypoth-
esize that peer support during a trial might increase trial 
retention, that is, prevent some participants from drop-
ping out of a trial. Clearly, additional work is needed to 
determine how such potential benefits might be achieved 
while avoiding risks such as unblinding.

17.12 CHALLENGES AND NEXT STEPS

We now face important challenges and opportunities 
in engaging patients in cancer clinical trials. A critical 
step is that we evolve from thinking about patients as 
passive participants or subjects and consider them active 
collaborators. By inviting patients to be meaningful con-
tributors to the trial design process, they can become 
co-owners of the process who want it to succeed. By 
building feedback loops that enable us to learn more 
from patients before, during, and after trials, we can 
improve clinical trials in ways that matter most to the 
end-users who will then be more likely to participate.

The online tools that patients are increasingly using, 
including online patient communities and trial search 
tools, can be leveraged for this kind of patient engage-
ment. What if patients reading information about a trial 
online could easily initiate a discussion about the trial 
with experienced peers? (We are experimenting with 
this now.) What if they could get prompt and thought-
ful answers from trial sponsors as well?

Perhaps the biggest near-term challenge lies in increas-
ing participation specifically from underrepresented 
groups such as the elderly, women, and minorities. In 
the Black community for example, issues of trust and 
stigma trump even the issue of awareness. How might 
we tap into the power of community that exists in many 
cultures to increase trial participation? The answer may 
lie in more creatively including them in the process from 
the start.

LIST OF ACRONYMS  
AND ABBREVIATIONS

ACOR Association of Cancer Online Resources
BBS Bulletin board system
CBPR Community-based participatory research
COG Children’s Oncology Group
CT Computed tomography
FDA Food and Drug Administration
PCORI Patient-Centered Outcomes Research Institute
PRO Patient-reported outcome

FIGURE 17.2 A/B testing can be used to elicit patient perspectives 
on clinical trial design.

in a higher percentage of users completing the desired 
action, such as clicking on the “Join Now” button, is the 
better version.

In our work obtaining feedback from patients about 
how to design clinical trials in a more patient-friendly 
manner, we regularly use A/B testing. For example, we 
post a summary of a proposed trial, and explain that two 
potential versions of the trial are identical except for the 
following (Fig. 17.2).
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18.1 TRANSITION FROM A DATA-POOR 
TO DATA-RICH SCIENCE

Clinical treatment research in the biomedical and behav-
ioral sciences has evolved from a data-poor environment. 
Research plans may be shaped by previously reported 
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research and pilot data, but each new study begins with 
a blank slate of no data. The clinical trial must be pro-
spectively designed to collect the requisite data to answer 
the specific, circumscribed study questions. Participant 
recruitment and data collection are resource and time-
intensive. The burden of recurring data collection on 
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the same participants over time results in cross-sectional 
designs or limited longitudinal designs with as few data 
collections points as possible (ie, pre, post, follow-up). 
The burden of data collection also dictates the prefer-
ence to randomize potential confounds and relegate their 
variance to error than to specifically measure and control 
for them. Once initiated, the protocol and the treatment 
it tests cannot be changed until the study is completed, 
regardless of advances that might occur during the trial. 
And after this data collection is completed and the results 
of the trial published (which is not a certainty), the data 
from these labor- and time-intensive efforts lay fallow 
and are seldom if ever used again unless data sharing has 
been mandated and planned.

Imagine instead what research methods might look 
like in a data-rich environment in which biomedical 
and behavioral data are readily available from every-
one. Research would not begin from a blank slate but 
would instead be based on a continuous flow of data on 
the variables of interest. This would allow naturalistic 
studies of the covariation of these variables over time 
and the ability to model how a given outcome might 
be produced from changes in the mechanisms targeted 
by a potential treatment. Participants would be identi-
fied and invited, not recruited. The treatment would be 
delivered or “inserted” into this relentless flow of data 
from the individual or system and the impact of the 
treatment observed via deviations from the outcomes 
predicted by the wealth of predictor data available. By 
leveraging temporally dense data and within subject 
designs, rapid determinations of the effects of the treat-
ment can be made and the intervention improved and 
retested iteratively. Any additional data collection and 
treatment manipulations from a trial would be incorpo-
rated into the data stream for others to utilize.

Such a data-rich biomedical and behavioral research 
environment may seem implausible to those immersed 
in traditional clinical research methodologies. Recent 
advances, however, in medical informatics, big data ana-
lytics, and mobile and wearable technologies have laid 
the groundwork for a rich biomedical and behavioral 
research environment. This chapter will describe:

●	 the weaknesses of our traditional clinical research 
methods born from data-poor environments;

●	 the new methods, designs, and approaches that are 
conceivable in a data-rich environment, drawing 
from sciences that have already transitioned to a 
data-rich environment methodology;

●	 the recent and future advances that will transform 
biomedical and behavioral sciences into a data-rich 
research enterprise;

●	 alternative designs that facilitate the transition from 
data-poor methods to a new data-rich methodology 
for clinical research.

18.2 TRADITIONAL TRIAL DESIGNS: 
WHAT’S WRONG WITH CONTINUING 

TO DO WHAT WE DO?

Our traditional clinical trial designs have a long and 
productive history in the biomedical and behavioral sci-
ences. The randomized controlled trial (RCT) is consid-
ered the gold standard of biomedical and behavioral 
clinical trials. The Consolidated Standards of Reporting 
Trials (CONSORT) guidelines provide clear and con-
cise direction on designing and conducting RCTs [1]. 
RCTs have become the standard for inclusion of research 
findings in meta-analyses such as Cochrane reviews [2], 
Institute of Medicine (IOM) consensus workshops [3], 
and various organizational practice guidelines [4]. RCTs 
represent one of the most common, and some would 
say only, method for making causal inference about the 
effects of a treatment.

RCTs, however, are not without limitations. RCTs 
control for confounds by randomly distributing them 
between conditions, relegating the variance from these 
confounds to error. This has important implications, 
especially for biomedical and behavioral research in 
which uncontrolled factors often contribute more to 
health changes than the treatment itself. Patients seek 
alternative care; take medications not prescribed by 
the study; and can be affected by serious life events 
(eg, loss of a job, death of spouse) that can significantly 
alter their health outcomes [5]. Including the variance 
from these confounding factors in the error term makes 
it more difficult to detect the effects of the treatment 
and necessitates larger sample sizes. More importantly, 
these confounds may be more important, or at least as 
important, as the treatment under study. For example, a 
genetic variant that may influence the effects of a given 
treatment on a given outcome is a confound that would 
typically be relegated to error unless the investigator 
had an a priori precision medicine hypothesis, stratified 
the conditions on this genetic variant, and incorporated 
it as a moderator variable in the analyses. Many of these 
moderators or predictors of treatment outcome are lost 
in a simple RCT because they are either unmeasured or 
because the sample size is seldom adequate to detect 
these moderator effects [6].

RCTs using null hypothesis statistical testing (NHST) 
or frequentist approaches produce a dichotomous 
answer—that the null hypothesis (no difference between 
treatment and control) is either rejected or not rejected. 
There is considerable debate currently about the pros 
and cons of NHST versus Bayesian approaches that offer 
a more probabilistic outcome [7]. There are a number of 
valid arguments for a transition from NHST to Bayesian 
analyses of RCTs, but there is little doubt that the ability 
to use priors to reflect the information available to date 
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on the treatment of interest is consistent with the desire 
to produce a more cumulative science.

Furthermore, the inferential statistics of RCTs are 
based on the assumption that the patients in the study 
are representative of the population of interest [8]. In 
essence, if we were to do the same trial 20 times, enroll-
ing similar patients from the population, we should find 
a difference between the treatment and the comparison 
condition 19 of those 20 times. However, although we 
are quite fastidious in random assignment to conditions 
(eg, random number generation for assignment, blind-
ing of assignment), nearly all of the clinical RCTs in 
the literature are convenience samples drawn from the 
patients who came to clinic over a specified period or 
responded to recruitment efforts. These samples clearly 
cannot be considered representative of the population, 
so from which population are we inferring with our 
inferential statistics? One source of the heterogeneity of 
effects found in meta-analyses of RCTs for various treat-
ments is the differences of the samples that are highly 
unlikely to be representative of the same population [9].

As a methodology born from a data-poor environ-
ment, RCTs are costly and time-consuming to conduct. 
Recruitment delays are a common occurrence in clinical 
trials grants supported by the National Institutes of Health 
(NIH) and have led to increased monitoring of recruit-
ment and enrollment [10]. Recruitment efforts and out-
come assessments, especially over long-term follow-ups, 
are labor intensive and costly to perform well.

RCTs are also slow. Balas and Boren have estimated 
that it takes 17 years for 14% of the evidence from clini-
cal trials to be implemented in practice [11]. Ioannidis 
estimated that the clinical trial itself takes approximately 
5½ years to conduct and publish [12]. These time frames 
can be longer if there are recruitment delays or if pri-
mary outcomes are long-term occurrences like morbid-
ity or mortality. During this study period, the principal 
investigator is blind to the treatment conditions and out-
comes, and the treatment remains unchanged through-
out the study period.

Working from the Ioannidis estimate and adding the 
time for grant submission and funding, we have esti-
mated that it would take 7 years from grant submission 
to publication and that during this time a number of 
major technological achievements would have occurred 
in the mHealth space that would not be reflected in the 
study when it is finally published [13]. For example, 
since smartphones were not introduced until 2007, we 
should not expect RCT publications of interventions 
using smartphones until 2014 or later. Indeed, much of 
what was published prior to 2014 that was a mobile 
treatment used personal digital assistants (PDAs) with 
much less capability and functionality than the current 
smartphone. The recent explosion of passive sensor 
technologies in the past few years are not likely to be 

incorporated into treatments and published for a few 
more years. Similar to the astronomical concept of light-
years, when an RCT is published, we are looking back in 
time and considering the evaluation of technologies and 
approaches that existed nearly a decade ago. This time 
lag is not unique to mobile technologies. For example, a 
recently published trial comparing stents versus medi-
cations for stroke was criticized by the surgical com-
munity for using dated stent technologies and surgical 
procedures [14,15].

These criticisms of the RCT are not to say that they 
should be abandoned altogether. Until a fully functional 
data-rich environment for biomedical and behavioral 
research is developed, we will need to continue to rely 
on the RCT as a primary methodology for assessing 
the effects of treatments on a variety of clinical out-
comes. As a research community, however, we should 
less easily accept the RCT as the default design for all 
clinical research questions, consider its weaknesses, and 
be more open to alternative designs that in some cases 
are better suited to the question of interest. This will be 
described further in the section on bridging method-
ologies that will take us from a data-poor to data-rich 
environment, but it is first important to consider how 
other sciences made the transition from a data-poor to 
data-rich science.

18.3 DATA-RICH BIOMEDICAL 
AND BEHAVIORAL RESEARCH 

ENVIRONMENT

In a data-rich environment, a data infrastructure 
has been put into place to routinely and frequently 
collect data on the phenomena of interest. The data 
flowing in can be used to answer a range of research 
questions instead of having to collect data to answer a 
given research question. Consider Google or any other 
search engine and online advertising service as a simple 
example of research in a data-rich environment. When 
Google has a question about a graphical user interface 
(GUI), new search functionality, or different advertising 
approach, it does not generate the question, then gener-
ate the data to answer the question. Instead, it collects 
all of the data that it can prudently collect from its users 
on a frequent, longitudinal basis. When it is ready to test 
a new functionality, it simply drops that functionality 
into the data stream and analyzes the results. This can 
be in the form of A–B testing, a rapid form of an RCT 
[16], or a within subject interrupted time series or ABA 
design. In a matter of hours or days, the question that 
Google poses is answered. Granted, their “treatments” 
are shorter than ours, and their outcomes are more prox-
imate to the treatment than ours, but the availability of 
a data-rich infrastructure eliminates the need to build a 
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data collection effort from scratch each time they have 
a question. Google and computer sciences are not alone 
in taking this data-rich research approach.

18.3.1 Meteorology

As data-rich as meteorology is today, it is impor-
tant to remember that it was once a data-poor science. 
Instruments measuring temperature, humidity, and 
barometric pressure were developed centuries ago, but it 
took the development of the telegraph to begin sending 
data from these local instruments to develop weather 
maps describing wind patterns and storm systems over 
a wide geographic area. With this new ability to transmit 
and compile weather data, weather observation stations 
began to be created across the globe, providing the basis 
for synoptic weather prediction in the latter half of the 
19th century and early half of the 20th century [17].

Synoptic weather prediction, however, was highly 
inaccurate because it was based only on instruments 
near the earth’s surface. Weather balloons were devel-
oped to provide data on weather at higher altitudes. 
Today, these weather balloons are released twice a day 
from hundreds of locations across the earth. Around the 
same time that weather balloons were being employed, 
early computers were being developed that could handle 
the computational demands of weather prediction. Basic 
mathematical calculations for weather forecasting had 
been developed in the first half of the 20th century, but the 
calculations were so intensive and time-consuming that 
the time being forecast would have passed by the time 
the calculations could be performed [18]. With the com-
putational efficiency of computers, it was now possible 
to rapidly perform these calculations and predict future 
weather with reasonable reliability. Today, weather satel-
lites provide not only visual images of weather but also 
have atmospheric sounders that more completely and 
continuously measure weather variables than weather 
balloons. More temporally dense and complete data in 
combination with greater computer processing speeds 
able to computationally model all of these data quickly 
produce the data-rich science of meteorology that we 
rely on today.

18.3.2 Plate Tectonics

The prediction of earthquakes follows a similar his-
tory as the prediction of weather. Seismographs that 
measure the movement of the earth were developed in 
the late 19th century. The basic mathematical computa-
tions of elastic wave propagation in solids were devel-
oped at about the same time. Technological advances in 
seismographs improved their sensitivity and reliability, 
Richter created a common metric for the magnitude of 
earthquakes in the 1930s. Although the readings from 

multiple seismographs were transmitted and compiled 
for some time, it was not until 1961 that the Worldwide 
Standardized Seismograph Network was established. 
This network produced a high-quality data set that 
was instrumental to many of the subsequent advances 
in the science of seismology and the detection of earth-
quakes [19].

One of the advances from a data-rich system of net-
worked seismographs was the discovery of plate tecton-
ics. The concept that the crust of the earth consists of 
plates that gradually crash into one another was posited 
in the 1960s. Seismic data were consistent with large 
earthquakes being produced by the movement of these 
tectonic plates, supporting this theory. As data volume 
and velocity grew from this worldwide seismic net-
work, computer advances provided the capabilities to 
store, compile, process, and analyze these data, leading 
eventually to a central repository for these data [20]. 
Although accurate earthquake prediction has not been 
realized, the extensive data produced by this seismic 
network has greatly advanced our understanding of 
earthquakes, plate tectonics, and the underlying struc-
ture of our planet.

18.3.3 Radio Astronomy and Cosmology

Radio astronomy began in the 1930s with the discov-
ery that the Milky Way was a source of radio emission. 
Radio astronomy dishes of increasing size were built 
to detect nonvisual electromagnetic waves. Because of 
their low resolution, radio telescopes were the first to 
link data from two or more widely separated antennas 
to take advantage of interferometry [21].

Radio astronomy would be of little interest to the gen-
eral public were it not for the cosmological science strug-
gle between a steady state versus expanding model of 
the universe. The expanding universe or Big Bang model 
was supported by the discovery of Penzias and Wilson of 
cosmic microwave background radiation. These findings 
and subsequent advances in observational techniques 
(eg, satellite observations of microwave background) 
have led to ever increasingly precise models of the birth 
of the universe (eg, cosmic inflation, Lambda Cold Dark 
Matter (Lambda-CDM)) [22].

18.3.4 Common Attributes of Data-Rich 
Research Science

The examples from meteorology, seismology, and cos-
mology provide seven shared processes that resulted in 
these sciences being data-rich.

1. Measurement Advances. Early measurement 
instrumentation in these sciences was crude, 
but the field continuously worked to improve 
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their precision and efficiency. These sciences 
were relentless in separating noise from signal, 
and utilized technological advances, both of the 
instrumentation itself and of the computational 
systems needed to filter and compile signals.

2. Data Standards and Integration. Although 
seismographs changed and improved over time, 
the metrics for expressing the outputs from these 
instruments (eg, the Richter scale) remained 
constant. The same is true for meteorological 
instruments such as barometric pressure. These 
standards were critical to the communication and 
interpretation of findings across a diverse network 
of measurement instruments as data density 
increased.

3. Communications and Connectivity. These sciences 
all benefited from communication advances. While 
they did not build the telegraph, telephone, or 
radio, they quickly leveraged these communications 
technologies to create a shared and connected 
network of measurement devices that could answer 
many more questions than isolated measurements 
at specific locations or times. The development 
of a shared network resulted in highly impactful 
findings such as plate tectonics and cosmic inflation 
that would not have been possible without this 
connectivity.

4. Temporally Dense Data Collection. These data-
rich sciences not only integrated data across 
space/location, but also across time. Frequent 
and intensive sampling over time is evident in 
all of these sciences. Data flow continuously from 
meteorology, seismology, and radio telescope 
instruments, not simply because they can but 
because temporally dense data provide critically 
important information about variability, patterns, 
and changes in the systems that they monitor.

5. Data-Intensive Computation. Meteorology is 
perhaps the best example of the importance of 
intensive and rapid computations. Until computers 
became big enough and fast enough, weather 
predictions could be performed, but too slowly to 
be any practical use. By the time the computational 
models had been run, the time for which the 
weather was being predicted had passed. As with 
communications technologies, these sciences did 
not build these computers, but they leveraged them 
for more rapid and more intensive computational 
modeling of the phenomena of interest.

6. Computational Modeling. Although statistical 
modeling is used by these sciences, they rely 
primarily on computational modeling which  
makes more specific predictions and better 
addresses the dynamic complexities of the systems 
they model.

7. Causal Inference From Explanation and Prediction. 
These sciences make causal inferences but do so 
via precise model prediction, not by isolating and 
controlling the causal agent. We know that large 
earthquakes are caused by movements of tectonic 
plates, that jet streams cause the flow of high 
altitude weather phenomena, and that the current 
characteristics of our expanding universe are the 
result of its early inflationary expansion. None of 
these causal inferences were based on a controlled 
trial. Furthermore, controlled trials assume a 
linear causality that is inconsistent with many of 
the nonlinear phenomena in the biomedical and 
behavioral sciences. Nonlinearity is particularly 
clear in meteorology in which numerous weather 
phenomena (eg, jet streams, low pressure cells, 
cold fronts) interact with each other mutually 
and iteratively. These data-rich sciences focus on 
explanation and prediction, not causation. Instead 
of attempting to isolate a causal agent, which would 
be nearly impossible in these sciences anyway, 
they attempt to understand how the system’s 
components interact to make predictions about new 
or future observations.

Most importantly, these sciences invested in a data 
collection and integration informatics infrastructure that 
could be used to collect and process data and answer a 
wide and emerging range of research questions. They 
quickly realized that it was inefficient for the science 
to pose questions and collect data from scratch only to 
answer the specific research question of interest. In the 
biomedical and behavioral sciences, we have some rudi-
mentary data-rich infrastructures, but much of the clinical 
research enterprise consists of posing questions, prospec-
tively collecting the data to answer those questions, then 
discarding the data once the questions of that specific 
study are answered (Box 18.1).

BOX 18.1

C O M M O N  AT T R I B U T E S  
O F  A  D ATA - R I C H  S C I E N C E

●	 Measurement Advances
●	 Data Standards and Integration
●	 Communications and Connectivity
●	 Temporally Dense Data
●	 Data-Intensive Computation
●	 Computational Modeling
●	 Causal Inference From Explanation and 

Prediction
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18.4 THE VISION OF A DATA-RICH 
BIOMEDICAL AND BEHAVIORAL 

RESEARCH ENTERPRISE

Health costs represent a fifth of our gross national 
product [23] yet health research consists of a patchwork 
of rudimentary data infrastructures, surveillance sys-
tems, and prospective clinical research studies that are 
fragmented and disconnected. Based on the examples 
provided above from other areas of science, what might 
a comprehensive health research data infrastructure 
look like?

18.4.1 Standard Interoperable Electronic 
Health Record

Every encounter with the health care system would 
be captured in a standard and networked format. Similar 
to the early days of meteorology, the data from electronic 
health records (EHRs) are isolated within specific EHR 
vendors and specific health systems [24]. A fully inte-
grated network of health system encounters and data 
standards for the relevant variables from each encounter 
would greatly facilitate clinical research. This seamless 
and integrated EHR system would provide information 
about every time someone’s health was sufficiently com-
promised for him/her or others to seek medical care, 
provide a standard snapshot of their health status at 
each encounter, and note any procedures that were per-
formed to alleviate their compromised health status. As 
new health care metrics become standard (eg, genetics, 
metabolomics), these data could be integrated in the 
system.

18.4.2 EHR Integrated With Personal  
Health Information

This EHR network needs to be integrated with a 
patient (or person) generated data system to fill health 
information gaps, especially from infrequent health 
care users. Because the EHR provides inadequate data 
coverage of health status and outcomes, especially in 
a temporally dense form, data from the health care 
system would be linked to a range of user generated 
data including automated and routine administration 
of self-report health status questions and passive sen-
sor technologies that track various health-related behav-
ioral indices [25]. Some of these passive sensors might 
track general population risk factors for disease (wire-
less weight scales) while others might track changes in 
health status for those with diseases under treatment 
(eg, wireless glucometers for patients with diabetes). 
As new technologies are developed and validated, they 
can be incorporated in the health research infrastructure. 

Clearly, respondent burden and participant engagement 
would need to be addressed, but the value of integrat-
ing these data with health records and providing health 
information feedback to participants would provide 
benefit to participants. Critically, all of these data would 
be integrated and compiled, both across these various 
patient-generated data and with the EHR.

18.4.3 Integration With Existing Data Sets

These EHR and patient generated data inputs would 
be integrated with other relevant data sets such as death 
records and with various exposure data sets (eg, air pol-
lution, violence, and poverty) that could be linked to 
patient location [26]. Connecting location, either home 
and work address, or more precisely using location 
capabilities of mobile phones, the exposure to health-
related phenomena in the environment could be calcu-
lated and compiled for all individuals. Although major 
contributors to health status, these social determinants 
of health are frequently ignored in our traditional health 
informatics systems even though they can often be esti-
mated from location alone if integrated with social expo-
sure data sets [27].

A distributed but integrated network of these health 
data from all except those who opt-out would produce 
a complete and comprehensive data-rich health research 
environment similar to what our natural science col-
leagues have built for their sciences. Granted, jet streams 
do not have privacy concerns and tectonic plates do not 
require Institutional Review Board approval to be stud-
ied, but data privacy and security processes continue 
to improve [28]. More importantly, much of these data 
already exist, just in a disjointed and disorganized sys-
tem of surveillance surveys, cohorts, patient registries, 
numerous EHR systems, and millions of clinical trials 
that have been conducted over decades. Integration of 
these data into a comprehensive health research network 
would provide the basis for an array of big data compu-
tational analytics that could answer many of the research 
questions that we currently answer by the costly and 
labor-intensive process of gathering yet another data set 
de novo from a sample of individuals.

18.5 RECENT ADVANCES THAT POISE 
CLINICAL RESEARCH TO BECOME A 
DATA-RICH RESEARCH ENTERPRISE

18.5.1 Electronic Health Records

A decade ago when the Office of the National 
Coordinator for Health Information Technology was cre-
ated, less than 13% of nonfederal acute care hospitals 
had EHRs. Today, well over 90% of hospitals and most 
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outpatient clinics have EHRs [29]. While other chapters 
of this book address EHRs in more detail (see Chapter 4: 
Engaging Patients in Primary and Specialty Care in this 
book), there are four points worth noting here. First, 
there is no question that the EHR is designed for doc-
umentation and reimbursement, not for research. Yet, 
even minimally, the EHR provides reliable data on each 
clinical encounter; the procedure(s) performed; and vital 
signs and other quantitative indicators of health status 
(eg, labs, images). Second, innovative work in predic-
tive algorithms provides for improvements in detecting 
diagnostic phenotypes from EHRs [30]. Third, efforts 
to recommend minimal data standards for EHRs, even 
for less “traditional” medical data, such as behavioral 
and environmental determinants of health, have been 
proposed [31]. Fourth, as genomic, metabolomic, and 
other “-omic” data are integrated with EHR data, a data-
rich health research infrastructure begins to emerge and 
provides the basis for the EHR to become a core aspect 
of this health research infrastructure.

18.5.2 Mobile Health Technologies

A decade ago, there was no iPhone or Android phone. 
Today, nearly every adult in the United States owns a cell 
phone and two-thirds own a smartphone [32]. Like our 
natural science colleagues, we can leverage new commu-
nication and personal computation devices to build an 
integrated research network infrastructure, filling many 
of the informational gaps that EHRs are unable to do. 
Tracking location from cell phones provides a more pre-
cise indication of health-related exposures [33]. Using 
these phones for ecological momentary assessment 
(EMA) of various health outcomes over time provides 
a more temporally dense and prospective assessment 
of health status than currently possible from our tra-
ditional health surveys [34]. Additional sensors on the 
smartphone platform allow for an array of prompted 
samplings of health indices such as heart rate, motor 
speed, and cognitive function [35].

A reasonably comprehensive and longitudinal health 
monitoring system can be produced with smartphones 
alone (integrated with EHR), but recent advances in 
wireless health sensor technologies offer even greater 
monitoring capabilities with less respondent burden. 
Accelerometers provide data on energy expenditure, 
sedentary behavior, sleep, and activities [36]. Heart rate, 
electrodermal activity, and other physiological param-
eters can be continuously monitored via wearable tech-
nologies [37]. Wireless medical devices including weight 
scales, glucometers, and spirometers provide intensive 
longitudinal data that fills the time gaps between medi-
cal office visits when these data may be obtained or col-
lected [38]. In addition to these sensors, a range of data 
about activities, social behavior, attitudes, and beliefs 

can be can be estimated from the digital traces that indi-
viduals leave as they interact with computer systems in 
their daily lives [39]. Leveraging and integrating these 
data would greatly expand the potential data available 
to a health research infrastructure.

18.5.3 Patient-Generated Data

Patients have grown impatient waiting for the health 
research system to generate a patient portal for donat-
ing research data, and have taken it upon themselves to 
do so. Online peer communities such as PatientsLikeMe 
(see Chapter  16: “Crowdsourcing Advancements 
in Health Care Research: Applications for Cancer 
Treatment Discoveries” in this book for an in-depth 
description) provide a technology-mediated home for 
patients looking for others dealing with the same disease 
and has become a repository of patient-generated data 
and source of potential study participants [40]. Another 
community called 23andMe has developed an engaging 
process for genotype–phenotype studies in which indi-
viduals not only donate their genetic profile for research 
but also routinely answer questions about their health 
[41]. Quantified Self is a movement of individuals who 
fastidiously track various health indices using mobile 
and wireless technologies [42]. In addition to using these 
data to guide their own health decisions, these individu-
als contribute these data for research purposes. Clearly, 
there is a pent-up need of individuals to generate, con-
trol, use, and donate their data for research purposes.

18.5.4 Big Data Analytics

A health research network infrastructure will require 
advanced, big data analytics and computational power. 
Computational advances continue at a rapid pace [43]. 
Big data approaches offer opportunities to analyze 
health data similar to the natural science examples from 
meteorology, seismology, and cosmology. The promise 
of big data for health research led to the development 
of the NIH Big Data to Knowledge Initiative, and the 
creation of the NIH Associate Director for Data Science 
[44]. As our data sets grow and, as envisioned in this 
chapter, eventually become an integrated network of all 
health data, the ability to make sense of these data, and 
to use them to explain and predict health and illness will 
be critical. Two examples of big data analytic approaches 
provide a glimpse into what is possible from these ana-
lytic approaches.

One example of big data analytics is pattern recog-
nition analysis. Pattern recognition or machine learn-
ing approaches recognize and classify patterns in data. 
Speech and writing detection software make heavy 
use of machine learning analytics. These approaches 
have also been used in medicine to better classify 
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patterns in medical data (please see Chapter  11: Data 
Visualization Tools for Investigating Health Services 
Utilization Among Cancer Patients in this book for fur-
ther discussion on clinical use of pattern recognition). 
One example is from Beck et al. [45] who used all pos-
sible cellular aspects of breast biopsies to predict 5-year 
mortality. Previous efforts to computerize the diagnos-
tic algorithms of pathologists led to less than optimal 
predictions. Allowing pattern recognition approaches 
to generate their own algorithms from the data, how-
ever, resulted in superior prediction of 5-year mortality 
relative to pathologist predictions. More importantly, the 
pattern recognition analysis revealed characteristics of 
the cell, particularly the stroma, which had not been 
part of the pathologists’ predictive algorithms but which 
contributed to the prediction. These findings suggested 
new directions for basic cellular cancer research.

A second example of big data analytics is computational 
dynamic modeling. As noted previously, computational 
modeling is the core analytic approach in the natural sci-
ences. Computational modeling is also a core approach 
in systems biology, including cancer systems biology 
which has created in-silico models of various tumors 
using this approach [46]. These computational model-
ing approaches have extended beyond systems biology 
into epidemiology and behavior. Neurophysiological 
processes have been characterized as computational sys-
tems [47]. Agent-based modeling of population dynam-
ics has been instrumental in understanding the spread 
of infectious diseases [48]. Influences on health behavior 
have also been approached from a computational mod-
eling perspective [49]. These and other big data analytic 
approaches provide the ability to model complex health 
and illness processes to explain, predict, and potentially 
preempt disease.

18.6 NEW APPROACHES TO 
TREATMENT TESTING IN PREPARATION 
FOR A COMPREHENSIVE HEALTH DATA 

RESEARCH INFRASTRUCTURE

A new approach to health research will require new 
approaches to treatment development and evaluation. 
Computational models will allow us not only to better 
identify the multiple complex mechanisms that contrib-
ute to disease, but also to simulate the effects of changes 
in these mechanisms to change or reverse the disease 
process. The science can then prioritize the search for 
agents/treatments that can affect the modeled change in 
the mechanisms of the disease. This same process hold 
true for behavioral and environmental determinants of 
health. By modeling how changes in cigarette taxes, 
bans on indoor smoking, and availability of smoking 

cessation aids affect smoking rates, we can determine 
how to optimize these environmental factors to reduce 
smoking [50].

These computational simulations will likely eliminate 
the need for most pilot trials. Preliminary evidence that 
the treatment can produce the desired outcome can be 
based on modeling simulations of the effects of treat-
ments on mechanisms and the effects of mechanisms on 
outcomes. With rigorous simulations, running 10–30 par-
ticipants in an open trial of the treatment seems redun-
dant. In addition, Leon and colleagues have argued that 
pilot trials are not a useful approach for estimating the 
effect size of the treatment because the confidence inter-
vals around the estimated effect size are so large [51]. 
Using a pilot trial for feasibility testing also becomes less 
necessary since an integrated health research network 
already incorporates most of the data collection infra-
structure needed to evaluate the effects of the treatment. 
Given the growing sense that pilot trials are already 
overemphasized in the literature [52], alternative meth-
ods to the traditional pilot trial appear warranted.

18.6.1 Single Case Studies

Instead of pilot trials, N-of-1 or single case studies can 
be utilized to test and adapt new treatments. It was dif-
ficult to perform these single case studies in a data-poor 
environment because they require intensive longitudinal 
data and the establishment of a stable baseline. With 
the remote measurement and sensor technologies avail-
able, these intensive longitudinal data analyses become 
possible. For treatments in which the effects diminish 
when withdrawn, reversal designs (eg, ABAB) can be 
used to test treatment effects [53]. For treatments that 
will produce sustained effects even after withdrawal, 
an interrupted time series design can be used [54]. This 
analysis predicts subsequent data points from a series 
of baseline data points, and the treatment is considered 
effective if these subsequent data points are outside of 
the confidence interval range predicted by the baseline 
series. These single case designs are not limited to indi-
viduals, but can be used to test the effects of health care 
system and policy “treatments” as well. These designs 
provide considerable flexibility to test a treatment in a 
few participants, improve upon the treatment based on 
these observed effects, and repeat the process in a second 
series of participants.

One concern regarding single case designs is that they 
are not generalizable to the population. As noted earlier, 
one could make the case that even large-scale clinical tri-
als are not generalizable, and it is certainly the case that 
pilot trials are not generalizable. As the series of single 
case studies builds and the effects appear reasonably 
consistent across participants, there is greater ability to 



351

IV. ACCELERATING PROGRESS

18.6 NEw APPROAChEs TO TREATMENT TEsTING IN PREPARATION fOR A COMPREhENsIvE hEALTh

generalize the effects to others. Bayesian approaches 
have been used to predict the probability that a sub-
sequent patient/participant will have effects compa-
rable to those already studied [55]. In addition, single 
case studies are consistent with a precision medicine 
approach and can be used to optimize treatments for 
specific subgroups of patients [56].

18.6.2 Optimized and Adaptive Interventions

Multicomponent treatments are common in the 
behavioral sciences. Although these multicomponent 
treatments have been found efficacious for a number 
of cancer risk behaviors, it is difficult to determine how 
these treatments can be improved upon when it is unclear 
after the trial which treatment components worked best. 
To address this issue, Collins and colleagues outlined 
a Multiphase Optimization Strategy (MOST) [57]. Core 
to this framework is an optimization phase in which 
the various treatment components are tested in isolation 
and in combination using factorial and fractional facto-
rial designs. For example, this approach has been used 
to optimize the combination of treatment components 
for smoking cessation interventions [58]. Although this 
approach has been used predominantly with behavioral 
treatments, it is applicable to research questions regard-
ing combination treatments in oncology and other clini-
cal areas as well.

Questions regarding optimal treatment components 
involve not only what combination of components but 
also in what sequence. Sequential Multiple Assignment 
Randomized Trials, or SMART, are designs to answer 
questions regarding treatment sequence [59]. Based on 
our traditional RCT approach, clinical practice should 
offer the treatment that works best on average and if 
that treatment fails to work for that particular patient, 
cease attempts to treat the patient. SMART designs are 
more compatible with actual clinical practice in which 
secondary treatments are considered after the primary 
treatment fails. Practice guidelines often provide sec-
ondary treatment recommendations, but these second-
ary treatments are seldom evaluated in those who failed 
the primary treatment. Instead, the methodology of most 
practice guidelines defines secondary treatments as those 
treatments which are effective but less effective than the 
primary treatment [60]. Therefore, it is possible that the 
individuals who were nonresponsive to the primary treat-
ment could also be nonresponsive to the secondary treat-
ment. More concerning, a secondary treatment that in the 
general clinical sample may be deemed ineffective may 
actually be highly effective for the subset of patients who 
fail to respond to the primary treatment.

SMART designs involve sequential randomization 
of participants based on a priori specified decision 

rules regarding response to the prior intervention. For 
example, depending on response to the initial treatment, 
would it be better to continue the current treatment, aug-
ment the treatment, switch to a different treatment, or 
step-down the intensity of the current treatment? After 
each decision point (eg, responder or nonresponder), 
participants are rerandomized within these decision cat-
egories to receive one of two or more treatments. Based 
on results from SMART, the field is able to make bet-
ter decisions about how to optimize the sequencing of 
treatments.

18.6.3 Just-in-Time Adaptive Interventions

With the advent of mobile technologies, interven-
tion adaptations can be performed much more fre-
quently (multiple times per day) and vary both content 
and timing in response to a range of variables includ-
ing physiological states, environmental contexts, and 
responses to prior intervention prompts [61]. These 
intensively adaptive interventions have been described 
as Ecological Momentary Interventions (EMI) or Just-in-
Time Adaptive Interventions (JITAI), and although these 
terms are not synonymous, both describe interventions 
delivered frequently (daily or greater frequency) and 
adapted to time, location, context, intrapersonal factors, 
or other inputs [62]. Heron and Smyth reviewed 27 stud-
ies of interventions considered EMIs [63], and there are 
recent examples of JITAIs for health behaviors such as 
physical activity [64].

Dynamic and intensively adapting interventions 
delivered frequently throughout the day in the con-
text of where the behavior occurs and in response to a 
wide array of inputs on current context, intrapersonal 
states, and prior intervention responses should prove 
more effective than static, nonadapting interventions; 
however, this remains an empirical question, and cur-
rent research on JITAIs or EMIs are in their infancy. 
Intensively adaptive interventions generate the need for 
new research methods. The intensive longitudinal data 
generated by JITAIs require approaches that are capable 
of modeling patterns and variability over time such 
as Time-Varying Effect Models [65] and Mixed-Effect 
Location Scale Models [66]. Recent extensions of opti-
mization trials such as micro-randomized trials [67], an 
intensive version of the SMART methods described pre-
viously, may be particularly well-suited for evaluating 
the components of JITAIs delivered via mobile/wireless 
platforms. Computational modeling simulations also 
have the potential to provide guidance on when and in 
which contexts interventions should be delivered. For 
example, Savage and colleagues used a control systems 
engineering approach to simulate an adaptive interven-
tion to obtain optimal prenatal weight gain [68].
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18.6.4 Adaptive Designs

Adaptive designs and adaptive treatments, evalu-
ated via SMART, are easily confused, but, as their names 
connote, the distinction is in what is being adapted, 
the treatment or the design. Technically, SMART can 
be considered an adaptive design, but it lies at the far 
end of the range of adaptations that constitute adaptive 
designs.

When I describe our traditional clinical trial method-
ology to my engineering colleagues, they are shocked 
that once a trial is launched, the treatment and design 
remain unchanged and the investigator remains blind 
to the data being collected. Adaptive designs are more 
consistent with engineering designs in that they utilize 
the accumulating data from the trial to modify certain 
study characteristics. An adaptive design may allow for 
dose increases or decreases, dropping or adding a new 
treatment arm, adjusting the randomization scheme, 
allocating treatment based on participant characteristics, 
reestimation of sample size, and/or early stopping of the 
trial for toxicity, efficacy, or futility. Adaptive trials give 
investigators the flexibility to use the data at it comes in 
to improve the trial without undermining the integrity of 
the intended trial. Adaptive trials typically use Bayesian 
methods because of their flexibility and adaptability to 
changes in estimates as data are analyzed. Zang and 
Lee provide an excellent recent overview of adaptive 
designs in oncology, including recent examples of adap-
tive designs in clinical oncology trials [69].

18.6.5 Rapid Learning Systems

Since the concept of a rapid learning health sys-
tem was advanced in 2007 [70], there has been major 
investments in databases and learning networks to take 
advantage of the power of considering every patient as a 
potential research participant and leveraging the power 
of EHRs to rapidly answer practical research questions. 
The US Food and Drug Administration (FDA) mini-
Sentinel system accesses hundreds of millions of patient 
records and generates multiple studies each week on 
drug safety questions [71]. Recent efforts such as the 
UK Biobank [64] offer cohort databases that can be used 
answer a range of clinical questions. Using these and 
other patient databases, researchers have been able to 
assess the unintended effects of treatments and produce 
outcome findings comparable to RCTs [72].

The most recent example of a rapid learning system 
is the NIH Precision Medicine Initiative (PMI), which 
seeks to develop a national cohort of more than 1 million 
participants and combine genetic, EHR, and behavioral 
and environmental influences on health using the lat-
est technologies to study which individuals respond to 

which treatments [73]. Existing cohorts are being con-
sidered as a partial source of the PMI cohort. This rep-
resents an early effort to link all of the various patient 
cohorts that could serve as a first step toward a truly 
national and comprehensive health research network 
infrastructure.

To make maximal use of these large and evolving 
cohorts, we need to think differently about treatment 
evaluation within these cohorts. Clearly, we can use these 
cohorts to identify appropriate study participants and to 
randomize these participants to treatments. With a suf-
ficiently comprehensive health tracking system, these 
RCTs can be rapidly implemented. We will seriously 
underutilize these resources, however, if we use them 
only as platforms for conducting traditional RCTs more 
rapidly. Many of the questions traditionally evaluated 
by RCTs in a data-poor environment can be answered 
differently in a data-rich environment. Some of these 
alternative approaches have been discussed in this sec-
tion. As cohort data become more temporally dense, rig-
orous within subject designs can be performed, either 
on single participants or large groups. Computational 
modeling of health changes within these large cohorts 
allows researchers to assess the effect of a treatment by 
inserting it into the system and observing how it impacts 
the computational model.

As we transition from a data-poor to a data-rich health 
research environment, our methods need to change as 
well. The approaches discussed here are not all concep-
tually new, but advances in informatics in the service of 
supporting more intensive longitudinal data collection, 
reliable and efficient measurement; and computational 
capabilities have made these approaches more accessible 
than ever before.

18.7 CONCLUSION

Clinical research is rapidly entering a transition 
from a data-poor environment in which data must be 
prospectively obtained to a data-rich environment in 
which data are made readily available within a health 
research network infrastructure. The absence of a health 
research infrastructure is starkly contrasted with natural 
sciences such as meteorology, seismology, and cosmol-
ogy that have developed integrated, temporally dense 
data systems that provide for a comprehensive plat-
form for rapidly answering research questions and bet-
ter understanding and predicting phenomena. Health 
expenditures represent a fifth of the gross domestic 
product in the United States [23], yet we do not have 
an integrated health research system that would allow 
us to better understand the complex determinants of 
health and improve the health of the nation.
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A number of recent advances in informatics have 
laid the groundwork for such a health research infra-
structure. EHRs are now used by most health care sys-
tems and, if augmented to be a better research platform 
and integrated across health care systems, EHRs could 
serve as the base for a comprehensive health research 
infrastructure. Large research cohorts have been devel-
oped that combine genetic, EHR, and other data sources 
to provide a data-rich approach to a variety of health 
questions. Mobile and wireless communications and 
computing provide the opportunity to monitor health 
indices and determinants between clinic visits and pro-
vide intensive longitudinal perspectives on the patterns 
and variability of health and health influences. Pockets 
of patient groups have already begun to collect these 
data on themselves and donate these data for research. 
If we can then integrate location data from individuals 
with the range of databases about exposures in those 
locations, the components of a comprehensive health 
research infrastructure are in place.

As clinical research transitions from a data-poor to 
data-rich science, it is imperative that we recognize the 
weaknesses of our current methods, born from a data-
poor environment, and seriously consider and experiment 
with alternative methods more well-suited for a data-rich 
environment. As this transition continues, our methods 
will need to become more adaptive, intensively longitu-
dinal, and dynamically computational. Fortunately, other 
sciences have made this transition, and with a thoughtful 
understanding of the differences between these sciences 
and ours, we can follow their example for developing a 
new data-rich clinical research science.

Disclaimer: The content of this chapter represent the 
views of the author and do not represent the views of 
the National Institutes of Health.

LIST OF ACRONYMS  
AND ABBREVIATIONS

CONSORT Consolidated Standards of Reporting Trials
EHR Electronic health record
EMA Ecological momentary assessment
EMI Ecological Momentary Interventions
FDA Food and Drug Administration
GUI Graphical user interface
IOM Institute of Medicine
JITAI Just-in-Time Adaptive Interventions
Lambda-CDM Lambda Cold Dark Matter
MOST Multiphase Optimization Strategy
NHST Null hypothesis statistical testing
NIH National Institutes of Health
PDA Personal digital assistant
PMI Precision Medicine Initiative
RCT Randomized controlled trial
SMART Sequential Multiple Assignment Randomized Trial
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19.1 INTRODUCTION

Informatics infrastructures that integrate data from 
multiple traditional (ie, clinical trials) and nontradi-
tional (eg, mobile, wearable, and home-based tech-
nologies) sources can inform comparative effectiveness 
research (CER) across the cancer prevention and care 
continuum. This includes information on care practices, 
patient engagement, and elucidation of patient-reported 
outcomes (PROs). Development of these platforms is in 
the early stages. Recent policy developments to expand 
coverage for health care and promote new methods of 
patient-centered CER have set the stage for accelerated 
efforts in this arena. This chapter outlines the background 
for these developments, provides examples of prototype 
systems that support new forms of CER, and discusses 
future directions and policy in supporting the creation 
and utilization of integrated informatics infrastructures.

19.2 CANCER CER: GAPS  
AND OPPORTUNITIES

In 2014, approximately 1.66 million Americans were 
diagnosed with cancer and 585,000 deaths were attrib-
uted to cancer-related pathologies [1]. Cancer-related 
health care expenditures approximate $228 billion annu-
ally [2]. There were an estimated 13.7 million cancer 
survivors in the United States in 2012 and the number 
is expected to increase to 18 million by 2022, including 
a growing number who will be on long-term therapy 
for the management of their disease [3,4]. While some 
breakthroughs in cancer prevention and treatment have 
occurred, advances in this complex disease lag far behind 
the progress seen in other diseases, such as cardiovascu-
lar disease [2]. Part of the problem may be that adher-
ence to schedules of treatment or oral medication may 
interfere with the ability to ascertain the most effective 
treatments. For example, medication nonadherence is 
estimated to occur in approximately 50–75% of patients 
[5,6]. Genetic variability also may play a large role in 
response to treatment and remains largely unaccounted 
for, although the pace of discovery in this area is accel-
erating rapidly. Increasing evidence that lifestyle factors, 
such as diet, exercise, body weight status, supplement 
use, alcohol use, and continuing tobacco use (or expo-
sure to secondhand smoke), significantly impacts the 
course of disease yet these are typically unaccounted 
for between and across trials [7–12]. Thus, greater prog-
ress in the prevention and treatment of cancer may be 
achieved if we can better assess and intervene on these 
factors, many of which are grounded in behavior.

The Institute of Medicine (IOM) has defined CER as 
“the generation and synthesis of evidence that compares 

the benefits and harms of alternative methods to pre-
vent, diagnose, treat, and monitor a clinical condition 
or to improve the delivery of care. The purpose of CER 
is to assist consumers, clinicians, purchasers, and policy 
makers to make informed decisions that will improve 
health care at both the individual and population levels” 
[13]. CER is based on evaluating outcomes of an inter-
vention in real-world settings and with populations that 
are broader than those typically included in randomized 
controlled trials that are the gold standard for evaluating 
efficacy. CER typically compares at least two interven-
tions or approaches and results are intended to facilitate 
decision making by multiple groups, including but not 
limited to patients and the public, health care providers, 
and policy makers.

Rigorous methodological standards for CER were 
proposed in the Patient Protection and Affordable Care 
Act and the new Patient-Centered Outcomes Research 
Institute (PCORI) [14]. The emphasis on patient-cen-
teredness in CER focuses research on the engagement of 
patients along with other key stakeholders throughout 
the entire research process. Importantly, it recognizes the 
need to account for diverse patient characteristics and 
health outcomes across diverse settings [15]. These efforts 
are consistent with the mission of PCORI and with other 
national policy efforts such as the Investing in Innovations 
Initiative by the Office of the National Coordinator for 
Health Information Technology (ONC) [16].

In the American Recovery and Reinvestment Act 
(ARRA) of 2009 (P.L. 111-5), the US Congress appropri-
ated $1.1 billion to provide strong federal support of 
CER. IOM’s 2009 report from the Committee on Initial 
National Priorities for CER [13] identified 100 priority 
health questions to be addressed by CER, including 
cancer-specific questions focused on behaviors and pre-
vention, as follows:

●	 Compare the effectiveness of incorporating 
information about new biomarkers (including 
genetic information) with standard care in achieving 
health behavior change and improving clinical 
outcomes.

●	 Compare the effectiveness of interventions (eg, 
community-based multilevel interventions, simple 
health education, usual care) to reduce health 
disparities in multiple diseases and conditions, 
including cancer.

●	 Compare the effectiveness of different benefit 
design, utilization management, and cost-sharing 
strategies in improving health care access and 
quality in patients with cancer and other chronic 
diseases.

●	 Compare the effectiveness of film-screen or digital 
mammography alone and mammography plus 
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magnetic resonance imaging in community practice-
based breast cancer screening in high-risk women 
at varying ages and race or ethnicity, and with 
different risk factors.

A more widespread application of CER approaches 
provides an opportunity to improve health outcomes 
and quality of care. However, gaps and limitations in 
CER research have been noted [17–19]. Many patient-
centered research questions that could benefit from CER 
remain unanswered. Dissemination and translation of 
CER findings to patients and clinicians is suboptimal, 
resulting in missed opportunities for applying CER find-
ings to improve patient outcomes. Traditionally, the data 
infrastructure for CER has been highly fragmented with 
sources of data limited in terms of clinical robustness, 
their ability to capture data longitudinally, and their 
ability to capture data at—and enable feedback or deci-
sion making at—the point of care. The ability to inter-
connect and integrate data sources with each other in a 
way that can inform health care decision-making also 
has been limited. There has been a limited focus in CER 
research on priority populations, and minimal attention 
has been paid to behavior change important for both the 
prevention and treatment of cancer. The need to focus 
on these latter issues in CER has been called out as a 
priority recommendation [17]. These have the potential 
to impact risk factors that are important in cancer pre-
vention and survivorship, including decreasing obesity 
and increasing physical activity, decreasing tobacco use, 
and increasing adherence to medical therapies [17].

These gaps and limitations are apparent in cancer 
CER. Although the causes of over half of all cancers have 
been attributed to behaviors such as tobacco use, lifestyle 
behaviors, and low adherence to preventive recommen-
dations, the routine collection of data related to behavioral 
factors is often not included in oncology clinical trials and 
clinical care [7]. It may be the case that our inability to 
make full progress against the prevention and treatment 
of cancer is due to our limitations in accounting for these 
factors. A broader and more robust effort to collect data 
related to behavioral risk factors and outcomes is needed 
to more fully realize the full benefits and impact of CER.

19.3 HEALTH INFORMATION 
TECHNOLOGY INFRASTRUCTURE  

FOR IMPROVING CER

As the emphasis on CER increases, and as expecta-
tions rise for the contributions of this research in the con-
text of diminishing health care resources, gaps in both 
knowledge and the research infrastructure are emerg-
ing [13]. These gaps include limitations in methods for 

data capture, storage, integration, and analysis. To fully 
realize the promise of CER in achieving more informed 
decisions and better outcomes, the need to address these 
gaps will become more urgent [16,17].

In 2010, a presidential commission report noted the 
need for an integrated approach for health information 
technology (HIT) that links physicians, patients, con-
sumers, researchers, and institutions within an informa-
tion technology (IT)-enabled system [20,21]. Advantages 
to IT-enabled health care include reducing fragmented 
information, ensuring safer and better quality care, and 
aggregating data at the point of care as well as at the 
population level to assure meaningful use [20]. Fig. 19.1 
provides an overview of IT applications in cancer care, 
highlighting their roles in supporting and empower-
ing patients, and in supporting linkages and exchanges 
between patients and providers, between providers 
themselves, and between providers and health care sys-
tems. A technologically innovative cancer care environ-
ment that incorporates data from web-enabled mobile 
devices, integrated patient phenotype, and genotype 
databases for personalized treatment, and applications 
for real-time clinical decision support was envisioned 
over a decade ago [20,22]; yet technical, structural, ethi-
cal/legal, and cultural barriers to adopting this structure 
persist [20].

Goals of a HIT infrastructure to enhance CER include 
the following:

●	 Broadening the scope and quality of data that 
can be collected on factors that may contribute to 
prevention, treatment, and control outcomes, both 
for persons with a cancer diagnosis, as well as those 
at increased risk for the disease;

●	 Exploiting and improving upon software and 
database systems utilized in other scientific domains 
to efficiently increase capacity for larger and more 
complex data sets;

●	 Enabling the pursuit of new research questions not 
addressable using current systems by improving 
the integration of patient data captured through 
objective monitoring (ie, sensor capture) and/or 
self-reporting, and the subsequent analysis of those 
data;

●	 Providing decision support and patient adherence-
monitoring for care providers; and

●	 Enabling patients to participate actively in their 
prevention and treatment regimens.

Achieving these goals can facilitate the conduct of 
CER, and in turn provide an opportunity to improve 
the quality and outcomes of health care by generating 
more and better information to support decisions by 
the public, patients, caregivers, clinicians, payers, and 
policy makers.



IV. ACCELERATING PROGRESS

19. HEALTH IT INFRASTRUCTURE FOR CANCER CER360

19.4 ENHANCING THE COLLECTION 
OF EVIDENCE TO INFORM PATIENT 

CARE AND CER THROUGH DISTANCE 
MEDICINE TECHNOLOGY

The ability to remotely monitor and intervene outside 
of the traditional clinic visit can be an added value to 
cancer care. Remote monitoring, or even consultations 
using telemedicine approaches, can allow health care 
providers to care for those patients who may have dif-
ficulty traveling or to provide enhanced follow-up care. 
The telemedicine sector is expected to grow at a rate 
of 18% through 2018, suggesting that such platforms 
could become standard of care in the future [23]. These 
systems can enable clinicians to identify potential prob-
lems early on, prior to a crisis point, and may facili-
tate prevention of problems through early intervention. 
These systems may be particularly useful in times of 
acute care when patients may benefit from additional 
support, such as following a hospital discharge after 
surgery. For example, patients who are discharged post-
surgery can be sent home with a tablet so that clinicians 
can follow up via remote visits [24], enabling remote 
examination of surgical wounds and early detection of 
any potential problems. Coupled with physical activity 
monitors, clinicians can also monitor patients postsur-
gery to identify whether patients are making appro-
priate progress with their recovery. These technologies 
can increase patient engagement with their care, can 

improve treatment outcomes, and can potentially reduce 
costs. This issue has become more important as a result 
of the Affordable Care Act. Recently discharged patients 
can incur on average $30,000 in nonreimbursable costs 
when they are readmitted within 30 days of an initial 
hospital discharge [25].

Systems that enable remote, real-time monitoring of 
patients’ symptoms and other health-related outcomes 
may offer cost-effective strategies to optimize cancer 
care outside of the clinic setting [26,27]. Devices and 
systems that remotely collect and transmit health-related  
data that enable clinical decision making have been 
used successfully in the management of chronic dis-
eases, including diabetes, asthma, heart failure, chronic 
obstructive pulmonary disease, and chronic wound man-
agement [28–33]. In conditions other than cancer, there 
is support for the use of remote monitoring to achieve 
improved patient quality of life (QOL), better symptom 
control and wound healing, reduced lower limb amputa-
tions, decreased emergency room visits and unplanned 
hospitalizations, fewer bed days of care, decreased nurs-
ing home admissions in the elderly, and decreased over-
all costs to the health system [32–35]. In contrast, recent 
evidence also suggested that home tele-monitoring in 
older adults with multiple chronic health conditions was 
not superior to usual care in reducing emergency room 
visits or inpatient hospitalizations [36], and surprisingly 
resulted in higher mortality among those who were tele-
monitored. This suggests that there are many details to 

FIGURE 19.1 An overview of IT applications in cancer care.
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be worked out to ensure that these systems operate in 
a consistently productive way to improve health out-
comes. The complex settings in which remote monitor-
ing systems are deployed involve physician, patient, and 
health system factors, and how a monitoring program 
is organized, choice of technology, and staff and patient 
training also may influence their effectiveness [37]. Thus, 
there is a need for additional empiric research [37,38] to 
help define for which group of patients and under which 
circumstances remote monitoring is most appropriate 
and effective. This need may be particularly pronounced 
in oncology because of the multiple medical, behavioral, 
social, and contextual factors involved in cancer care.

19.5 DISTANCE MEDICINE 
TECHNOLOGY IN CANCER CARE  

AND RESEARCH

Much of cancer care occurs in the ambulatory care 
setting. Common treatments such as radiation therapy 
and chemotherapy are delivered on an outpatient basis. 
The increasing shift to oral chemotherapy and hormonal 
therapy for several cancers is leading to more cancer care 
being provided with reduced clinical contact with health 
care providers, and a greater reliance on patient adher-
ence and management of day to day care. At the same 
time, many common treatments for cancer are associated 
with related toxicities that can often result in psychologi-
cally distressing and even potentially life-threatening 
side effects (eg, nausea, vomiting, mucositis, diarrhea, 
and febrile neutropenia) [39–45]. While some common 
side effects of cancer treatment, such as fatigue, are not 
necessarily life threatening, they have been associated 
with poorer treatment adherence and reduced QOL, 
and compromised psychological functioning [46–48]. 
Side effects such as fatigue also can persist well into 
survivorship and can have longer term effects on QOL 
well past the end of treatment. Given that most cancer 
care is delivered on an outpatient basis, patients are 
responsible for monitoring and managing a range of 
potentially diverse and complicated side effects without 
readily available clinical support. Patients are respon-
sible for making potentially complex decisions about 
when to contact the treatment team in the event of new, 
escalating, or unexpected side effects.

Remote monitoring of cancer-related symptoms and 
similar outcomes may be a cost-effective strategy to opti-
mize care for cancer survivors, particularly during times 
of acute care. As noted above, remote monitoring of 
health-related outcomes has been used on an increas-
ing basis in other chronic diseases such as heart disease 
and hypertension. Thus, the technological capability to 
remotely and objectively capture data on patient symp-
toms as well as PROs, and to transmit those data for 

monitoring and interpretation by a member of the clini-
cal care team, may become a powerful disease manage-
ment tool in cancer. Enabling this data capture in real 
time or near real time may become a particularly valu-
able feature in cancer care and survivorship, as many 
patients may live at significant distances from special-
ized centers where they receive cancer care.

Prototype systems for the remote real-time monitor-
ing of cancer patients have been described and positive 
outcomes reported [26]. However, these findings exist 
primarily for systems that collect PROs via telecom-
munications technologies [38,49]. These systems have 
commonly used a smartphone or automated interactive 
telephone calls for the reporting of adverse effects by 
patients to their primary cancer treatment centers. When 
the adverse effects reach a predefined threshold of sever-
ity, the systems often generate alerts for response.

While prototype remote monitoring systems that 
combine biometric and self-reported data for cancer 
patients have been conceptualized [50,51], few studies 
report the efficacy of such systems. The ability to effec-
tively engage patients outside of the traditional clinic 
setting using distance medicine technologies has mul-
tiple advantages, including:

●	 Increased efficiency in clinical trials through new 
methods of continuous data collection (and thus 
potentially the need for fewer participants);

●	 Collection of new types of data to yield a greater 
understanding of treatment effects;

●	 Improved ability to monitor treatment adherence, 
symptoms, side effects, and toxicities, both 
objectively as well as through PROs; and

●	 The ability to generate, synthesize, and fuse 
different types of data to identify trends relevant 
to prevention and survivorship, which in turn can 
inform CER and rapid learning systems in oncology.

19.6 CYCORE: CYBERINFRASTRUCTURE 
FOR CANCER COMPARATIVE 
EFFECTIVENESS RESEARCH

Recognition is growing about the need to incorpo-
rate behavioral, environmental, and psychological data 
into cancer prevention and care whenever possible; 
for example, data on adherence to treatment protocols 
or lifestyle behaviors [9]. The CYberinfrastructure for 
COmparative effectiveness REsearch (CYCORE) project 
has been working toward this goal to develop a proto-
type cyberinfrastructure (CI) that enables more compre-
hensive and valid collection and analyses of data from 
a multitude of domains [5]. Supported by the National 
Cancer Institute (NCI), CYCORE directly addresses sev-
eral primary gaps in cancer CER as noted in the Report 



IV. ACCELERATING PROGRESS

19. HEALTH IT INFRASTRUCTURE FOR CANCER CER362

to the President and Congress on CER [17], namely: 
(1) the limited focus on behavior change interventions 
reflected in CER; and (2) limitations in data infrastruc-
ture, including fragmented data, lack of clinical robust-
ness, and lack of a data capture and feedback loop at the 
point of care. As a result, the work accomplished in the 
initial CYCORE project has begun to advance the science 
of incorporating behavioral and other health-related out-
come assessment methods in the context of cancer pre-
vention and control research. CYCORE’s design utilizes 
a novel approach of objective, home-based assessment 
of cancer patients, their caregivers, and their health care 
providers, which has resulted in a more robust and com-
plete picture of health-related outcomes at a time when 
patients are on active treatment yet away from the clinic 
setting. The approach to developing CYCORE is user-
centered in that it promotes the active engagement of 
patients, caregivers, and clinicians by establishing user-
friendly, patient-accessible platforms for direct entry of 
their personal health information as well as interfaces 
that enable clinicians, researchers, and patients to track 
these data and view trends, which facilitates assessment 
of research endpoints and supports clinical decision mak-
ing [5]. CYCORE accomplishes these goals through the 
following features: (1) patient accessible platforms for 
direct entry of data; (2) remote patient monitoring and 
management; (3) sensors, ecological momentary assess-
ment (EMA), video interfaces that allow clinicians and 
researchers to track data in real time and view trends; 
(4) interoperable data systems that support integration 
with electronic health records (EHRs) and research data 
sources; (5) reduced reliance on manual aggregation of 
data which in turn increases efficiency of analysis; and 
(6) infrastructure that enables the collection and analysis 
of data from new sources so that study questions can 
evolve over time.

The overarching goal of the CYCORE project has been 
to develop a comprehensive, state-of-the-art cyber-plat-
form that will enable large-scale and robust CER across 
the cancer continuum, that is, from cancer prevention, to 
cancer treatment, and ultimately to cancer control and 
survivorship care. The need for such an infrastructure is 
great given that cancer is a complex disease and we are 
still a long way from cure. Overcoming the cancer chal-
lenge likely lies in our ability to conduct CER in a way that 
enables synthesis of data from multiple sources: not only 
data from clinical trials, but those data that exist in other 
domains and have not yet been collected in the most rig-
orous fashion. Some domains may exist outside of health 
care settings where data may be less standardized but 
nonetheless potentially valuable. For example, lifestyle 
behaviors captured via consumer-focused technologies 
may be of unproven validity and reliability, but may be 
better than current methods of self-report. Also, data on 

supplement use and potential exposure to environmental 
carcinogens may add to an understanding of the totality 
of influences on cancer treatment and outcomes.

In the long run, this effort will require integrating 
information obtained from many heterogeneous sources, 
including electronic medical records (EMRs), sensing  
and imaging devices, data sets from multiple studies, 
web-based user interfaces, and more. For the information 
to be analyzed in meaningful ways, and the results dis-
seminated in a user-friendly fashion to medical providers 
and their patients, the data structures for the information 
must then be made compatible. As a start to this process, 
CYCORE combines a home-based technology (eg, the 
Home Health Hub (HHH)) with mobile phone or tablet-
based assessments to permit passive data capture and 
two-way exchange between doctor and patient in support 
of monitoring physiological, behavioral, and experiential 
parameters outside of the clinic setting. CYCORE also 
incorporates algorithms and statistically rigorous analyti-
cal tools that drive data collection rules and provide deci-
sion support, in near real time, to researchers and medical 
providers, in support of optimizing cancer treatment and 
prevention of negative sequelae.

CYCORE has been developed to be fully compatible 
with other large-scale IT support systems that currently 
exist in oncology, and has begun to fill important gaps 
present in today’s systems; for example, how data are 
collected from cancer patients outside of the clinical set-
ting, such as in their homes and communities. CYCORE 
also has taken an innovative approach to aggregating, 
analyzing, and using those data.

The combination of human and environmental inter-
faces for CYCORE; infrastructure processes (eg, secure, 
scalable transportation, storage, and processing of data); 
various data analysis tools; and stakeholders’ policy 
requirements continues to yield significant scientific 
insight not only on the clinical side, but also into the 
construction and maintenance of systems at this scale. 
In developing CYCORE, we have directly addressed the 
following research questions:

●	 How to respond to changes in requirements over 
time?

●	 What architectural patterns would work to provide 
an extensible framework to deal with new data 
sources?

●	 How to distribute information, while addressing 
cross-cutting concerns such as privacy and security?

●	 How to manage the lifecycle of all resources, such 
as sensors, data, studies, policies, and algorithms, in 
a scalable and adaptable manner throughout the life 
span of the system?

●	 How to collect and integrate data from various 
kinds of sensors, which might experience failures, 
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intermittent connectivity with the system, and 
unreliable data transfer?

●	 How to abstract from the complexity of the 
hardware and networking infrastructure and expose 
their services in a transparent way?

Fig. 19.2 depicts CYCORE’s use case-specific stake-
holders and their activities. As an example, consider 
the scenario of a head and neck cancer patient who has 
just completed the first of 35 daily radiation therapy 
sessions she will have over the next 7 weeks. As her 
therapy proceeds, her symptoms will rapidly worsen: 
at weeks 2–3, she can expect a sore throat, irritated skin, 
and decreased taste; by weeks 4–5, she will face pain at 
rest and when swallowing, resulting in decreased eat-
ing; by week 6 through 2–3 weeks posttreatment, she 
will experience intense pain, mouth sores, and peeling 
of the skin. Although this patient will see her radia-
tion oncology physician on a weekly basis, her greatly 
diminished swallowing capability places her at high 
risk for dehydration while she is at home, which can—
and frequently does—lead to an emergency room visit 
or hospitalization. With CYCORE, the patient takes 
daily measurements related to dehydration risk (blood 
pressure, pulse, and weight); and uses a smartphone 
to self-report dehydration-related symptoms, urine 
color, and dietary and fluid intake. These self-report 

questions, called EMAs, are triggered by the smart-
phone according to a schedule determined by the 
researcher. Plugged in at her home is a miniature com-
puter (the HHH) that collects the data wirelessly from 
the various devices and sends it to CYCORE’s backend 
services. Clinicians and researchers monitor these data 
daily to determine if intervention is warranted. After 
securing an Institutional Review Board (IRB)-approved 
protocol, researchers use CYCORE to collect, store, and 
visualize their participant data. As sensor operators, 
research staff members register new sensors and assign 
sensors to participants, while CYCORE’s cyberinfra-
structure correctly maps the data to participants, and 
elucidates sensor malfunctions. A researcher following 
a head and neck cancer patient may wish to monitor 
adherence to swallowing exercises or smoking cessa-
tion protocols. CYCORE’s smartphone programming 
allows the participant to self-record videos from home, 
which are then uploaded for monitoring. This scenario 
shows how each stakeholder has a unique way of inter-
acting with the system to achieve their goals. The CI 
supports user roles and provides access to CYCORE 
capabilities according to the access rights of each role. 
Fig. 19.3 shows that people, devices, or outside sys-
tems connect to CYCORE securely and that each has a 
tailored entry point to the system, such that only the 
relevant subset of capabilities is accessed.

FIGURE 19.2 CYCORE’s use case-specific stakeholders and their activities.
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19.6.1 CYCORE Architecture

To facilitate the integration of system capabilities into 
a scalable infrastructure, CYCORE has been built as a 
service-oriented architecture, a paradigm of software 
development that provides loose coupling between its 
various system services. Services are the mechanism by 
which specific needs (eg, a researcher’s need to visualize 
data in a web browser) and capabilities (eg, obtaining 
data from sensors) are brought together within a single 
software system [18]. Service-oriented architectures pro-
mote independent development and reuse of software 
components that, in turn, reduce development cost. 
In addition, they provide the means to offer, discover, 
and interact with CYCORE’s capabilities (eg, acquir-
ing sensor data, storing and linking data from vari-
ous sensors, processing data and displaying graphs, or 
exporting data to software packages normally used for 
CER outcomes assessment). All functional capabilities 
and resources are represented as services in CYCORE, 
with precisely defined service–access protocols based 
on message exchange. Moreover, the CYCORE system 
has requirements for privacy, security, fault tolerance, 
dependability, scalability, and flexibility. The system also 
ensures scalability, so CYCORE can grow as new needs 
are identified, and new users engage with the system 
without changes to the underlying CI.

19.7 APPLICATION OF CYCORE  
ACROSS THE CANCER PREVENTION 

AND CONTROL CONTINUUM  
TO ACCELERATE CER

We initially demonstrated the capabilities of CYCORE 
in use cases that represented real-world, challenging 
problems across the cancer prevention and control con-
tinuum (Fig. 19.4) [50]. The overall system design was 
informed by an intensive requirements gathering pro-
cess that involved more than 120 stakeholders, including 
research investigators and staff; clinicians (eg, physi-
cians, physician assistants, nurses, speech pathologists, 
dietitians); administrators; policy makers; and informat-
ics/IT experts [5]. Based on these findings, we formu-
lated use cases in three patient and survivor populations 
that represented different phases across the cancer con-
tinuum (Fig. 19.4), as described in the following sections.

19.7.1 Use Case 1: Prevention of Cancer Risk 
and Sequelae Through Remote Monitoring  
of Long-Term Outcomes of Smoking  
Cessation Treatment

Tobacco is the most preventable cause of death in the 
United States [1], and is associated with increased risk 
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FIGURE 19.3 People, devices, or outside systems connect to CYCORE securely and each has a tailored entry point to the system.
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of at least 15 types of cancer. Tobacco use is responsible 
for more than 440,000 deaths annually, including those 
caused by secondhand smoke, and is responsible for at 
least 30% of all cancer deaths [1]. Cancer patients who 
continue to smoke after their diagnosis are at risk for 
increased complications during treatment, increased risk 
for developing other cancers, and decreased survival 
compared to nonsmokers [52].

The University of Texas MD Anderson Cancer Center’s 
Tobacco Treatment Program (TTP) is an evidence-based 
program that provides comprehensive, state-of-the-
art tobacco cessation services to MD Anderson Cancer 
Center patients and their family members [53,52]. 
Services include in-person, phone-based, and/or web-
cam behavioral counseling; nicotine replacement thera-
pies; and tobacco-treatment prescription medication [54]. 
Typically, patients receive six to eight counseling sessions 
with long-term follow-up at 3-month intervals for up to 
a year following completion of tobacco treatment [55].

The goal of this use case was to evaluate the feasibil-
ity of using CYCORE to engage patients who had com-
pleted the TTP in daily monitoring of expired carbon 
monoxide (CO). During smoking, CO is readily absorbed 
from the lungs into the bloodstream. A unique feature 
of CO exposure is that the carboxyhemoglobin (COHb) 
in the blood represents a useful biological marker of the 
dose that the individual has received, making it a use-
ful measure of the degree of smoke intake. The level of 
COHb in the blood is commonly determined indirectly 

by measuring CO levels in expired air. The measurement 
of expired air has the advantages of ease, speed, and 
relatively good subject acceptance.

CO monitors are widely used for validating self-
reported smoking status in clinical and community 
trials. However, given the elimination half-life time of 
COHb, regular smokers who abstain for several hours 
at a time may present expired CO readings that do 
not accurately reflect their true smoking behavior. The 
ability to measure CO several times a day as part of 
CYCORE reduces the error, increases the precision of 
measurement of smoking, and strengthens validation of 
the self-reported smoking status.

CYCORE supported the use of a small, lightweight 
and portable CO monitor for home use by patients in 
this study. Patients who had completed their 1-year fol-
low-up time point for the TTP, and who self-reported as 
current or former smokers were recruited to the study. 
The monitor used a single switch operation with an LED 
display that displayed carbon monoxide levels parts 
per million and percent COHb to users. Patients were 
instructed to use these monitors three times daily by 
blowing into a disposable mouthpiece over two non-
consecutive 1-week time periods. Patients also com-
pleted daily EMAs regarding smoking behavior via a 
smartphone application. Data from the CO monitor and 
smartphone EMA application were uploaded daily via 
the HHH to CYCORE, where the data were available for 
viewing and analysis.

FIGURE 19.4 Different phases across the cancer continuum.
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19.7.2 Use Case 2: Intervention to Manage 
Radiation Treatment-Related Side Effects  
in Head and Neck Cancers

Radiation-based treatment for head and neck cancers 
has been associated with 20–30% rates of ≥  grade 3 muco-
sitis and 40–90% rates in patients receiving concomitant 
chemotherapy [56,57]. Radiation-initiated mucositis 
occurs within 3 weeks of treatment inducement, peaks 
during weeks 5–7, and can result in painful swallow-
ing and chronic dysphagia for an extended period [57]. 
It rarely occurs in isolation. Rather, mucositis typically 
appears concomitant with pain, difficulty swallowing 
and speaking, fatigue, and taste alterations, triggering 
altered eating and drinking capabilities, which in turn, 
create a climate for nutritional deficiencies and dehy-
dration [57–60] and prompt increased expenditures on 
supportive care, hospitalizations, and emergency room 
visits [57,61]. Patients experiencing mucositis may risk 
having cancer-related treatment dose reductions and 
delays required for tissue recovery [57]. Risk factors for 
malnutrition and dehydration during radiation treat-
ment include severe pretreatment weight loss, tumor 
site of nasopharynx or base of tongue, and concurrent 
chemotherapy.

Typically, standard of care for head and neck can-
cer patients undergoing radiation treatment includes a 
once weekly clinical evaluation by the radiation oncolo-
gist (vital signs, pain, nutritional/hydration status). The 
nutritionist is seen as needed, with the first time typi-
cally occurring during the initial 2 weeks of treatment. 
In addition, a speech therapist consults with patients as 
needed. Clinical considerations during each visit include 
supportive care and alterations in pain medications and 
need for feeding tube or intravenous fluids based on 
nutrition/hydration status. Unfortunately, the onset of 
dehydration can rapidly develop between weekly visits, 
resulting in increased emergency room visits and inpa-
tient admissions. Earlier identification of physiological 
decline via home assessments of blood pressure, heart 
rate, weight, and eating or drinking difficulties can 
enable preemptive clinic-based treatments, while reduc-
ing hospitalization-associated costs and interruptions in 
cancer-related radiation treatments [61].

The goal of this use case was to evaluate the feasibility 
of using CYCORE to enable head and neck cancer patients 
in sensor-based home monitoring for risk of dehydration 
during their radiation treatment period. With CYCORE, 
patients took daily measurements related to dehydra-
tion risk (blood pressure, pulse, and weight); and used 
a smartphone to self-report dehydration-related symp-
toms, urine color, and dietary and fluid intake. The HHH 
transmits the data from the various devices and sends it 
to CYCORE’s backend services. The patient’s physician 
then monitored these diverse data that same day via his 

computer or mobile device, and was able to determine 
if clinical intervention might be warranted. Data were 
collected during weeks 1 or 2, and weeks 4 or 5, during 
the typical 6-week radiation treatment period.

19.7.3 Use Case 3: Survivorship Management, 
Specifically, Improving QOL in Colorectal 
Cancer Survivors

Colorectal cancer is the third most common cancer for 
both men and women in the United States, with more 
than 136,000 new cases diagnosed in 2014 [1]. Although 
long-term survival for patients diagnosed with metas-
tasis is typically low [62], many patients live for several 
years after diagnosis. Median survival for patients with 
unresectable metastatic disease who receive multiagent 
chemotherapy regimens ranges from 23 to 32 months 
[63,64]. There are an increasing number of chemothera-
peutic agents available [62]; as treatment options increase 
and survival time lengthens, it becomes even more criti-
cal to focus on enhancing the functioning and QOL of 
patients with metastatic disease. This group represents 
a growing population of cancer survivors whose disease 
will be managed long term by successive chemotherapy 
regimens and/or maintenance chemotherapy. The can-
cer survivorship issues of this population are understud-
ied, and interventions are needed to help them address 
needs such as maintenance of physical functioning and 
symptom and toxicity management.

While health-related QOL after colorectal cancer diag-
nosis appears to be similar or only slightly lower than 
in the general population [65,66], certain symptoms such 
as depression, diarrhea, fatigue, and insomnia remain 
problems for survivors [66], and younger patients seem 
to suffer the greatest QOL deficits. In studies of health-
related QOL among long-term survivors, however, 
patients with advanced disease are underrepresented. 
Assessment of QOL among stage IV colorectal patients 
receiving chemotherapy indicates increased fatigue, 
sleep disturbance, and side effects, and decreases in 
physical functioning and global QOL during the treat-
ment process [67]. Physical well-being is lower in survi-
vors with stage IV colorectal cancer compared with those 
who have earlier stage disease [68]. Longitudinal studies 
show that the overall health-related QOL of survivors of 
stage I, II, and III colorectal cancer either improves after 
diagnosis or declines and then subsequently improves, 
but QOL of survivors with stage IV disease declines after 
diagnosis and remains low [68]. Issues associated with 
toxicity, such as diarrhea, nausea, vomiting, and fatigue, 
may vary according to treatment regimen; the impact of 
treatment-related toxicity may affect a patient’s treat-
ment decisions, QOL, and activities of daily living [69]. 
While considerable progress is being made in treating 
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advanced colorectal cancer, increased research attention 
is needed on interventions to improve the quality, as 
well as quantity of life for this survivor group.

Physical activity has been found to improve QOL in 
cancer survivors and also can positively impact recur-
rence risk and survival [11,70–72]. This use case dem-
onstrated the feasibility of having colorectal cancer 
survivors engage in self-monitoring of parameters rel-
evant to physical activity, including time periods dur-
ing treatment and while off active treatment. Survivors 
used multiple sensors over 2 nonconsecutive weeks, 
including an accelerometer, heart rate monitor, and 
global positioning system monitor. In addition, survi-
vors completed assessments on physical activity and 
cancer-related symptoms on a varying daily schedule 
using an EMA application delivered via a smartphone. 
These data were transmitted to CYCORE via HHH’s in 
survivors’ homes.

19.7.4 Use Case Results

Across all three use cases, an average of 96% of 
patients completed the studies, demonstrating that it is 
highly feasible to expect that patients across a diverse 
range of diseases and treatment conditions will success-
fully engage in remote monitoring [73]. We administered 
questionnaires assessing patients’ perspectives regard-
ing usability and feasibility of remote monitoring, and 
responses indicated a very high degree of satisfaction 
with using the sensors and devices for collection and 
transmission of the data. Mean scores on ratings of ease 
of use, self-efficacy regarding remote monitoring, provi-
sion of data to health care providers, and perceived util-
ity of the data typically exceeded 9 on scales that rated 
satisfaction from 0 (lowest) to 10 (highest) scale.

In addition, the head and neck cancer use case yielded 
important preliminary findings [74]. Sensor data revealed 
that dehydration-related events occurred in at least 60% 
of patients who engaged in remote monitoring, with 
35% of patients experiencing two or more such events. 
Dehydration events also were significantly associated with 
several symptoms including nausea (p = 0.004), vomiting 
(p = 0.004), and swallowing difficulty (p = 0.004), with 
pain approaching statistical significance (p = 0.74). These 
findings indicated that, in addition to being a feasible and 
acceptable assessment method, CYCORE also identified 
important signs and symptoms in near real time that may 
warrant clinical intervention. Systems such as CYCORE 
that collect data to address current gaps in CER also may 
offer more immediate clinical benefit to patients and 
providers and may enable more rapid clinical decision 
making and responsiveness. We are presently conducting 
an NCI-funded randomized controlled trial to identify 
whether the use of CYCORE during radiation therapy 
for head and neck cancer reduces hospitalizations and 

emergency care visits related to dehydration, compared 
to usual care.

19.8 STRENGTHENING THE CAPACITY 
OF THE CER INFRASTRUCTURE 

THROUGH EHRs

In recent years, transition to EMRs has emerged as a 
key priority for the US health care system [75,76]. The 
advantages of EMRs are widely embraced in oncology 
care, and include improved documentation and data 
availability, streamlined order entry to decrease medical 
errors, and facilitation of clinical reminders to increase 
rates of recommended screening [77]. Further, the abil-
ity to electronically mine vast amounts of clinical data 
available through these records is a tremendous advan-
tage for researchers, policy makers, payers, and others 
including CER investigators. To accelerate progress in 
the transition from paper charts to electronic records, the 
US Department of Health and Human Services initiated 
financial incentives beginning in 2011 for health care 
providers who demonstrated meaningful use of HIT.

Systems that engage patients and enable the collec-
tion of their data, along with the ability to integrate those 
data with EMRs, also can serve as robust data sources 
for CER. Patient portals are web-based or mobile appli-
cations that enable patients to access selected data from 
their EHRs, and in some cases, communicate with their 
health care providers [78]. Often, the portal is a com-
ponent of the HER and may include lab reports, imag-
ing studies, pathology reports, medication lists, and in 
some cases, doctors’ and hospital notes. Early proto-
types enabled viewing of clinical data from the medical 
record, and later enhancements included opportunities 
for patients to schedule appointments, refill prescrip-
tions, and engage in secure messaging with health care 
providers. Some portals enable online “virtual visits” 
between health care providers and patients to evaluate 
health conditions. Such visits are likely to be limited 
to simple, straightforward conditions like respiratory 
infections and back pain; however, this type of use is 
not widespread in oncology care.

The utility of patient portals may be strengthened 
when the two-way exchange of information is ampli-
fied to enable patients to provide information relevant 
to their ongoing care and management of their disease, 
such as information regarding medication adherence 
and adverse effects. In regard to adverse effects from 
medications, patients experiencing such effects may not 
attribute those symptoms to the drugs that they are tak-
ing. This may be particularly true for cancer patients who 
often use multiple medications for both managing their 
primary disease as well as comorbid conditions that are 
related or unrelated to their cancers. It is not uncommon 
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for patients to underreport adverse drug effects to their 
physicians, even if they suspect that their symptoms are 
related to their medications, and physicians also may not 
routinely and actively solicit such information [79,80]. 
Nevertheless, information on adverse drug effects and 
adherence can be important in CER as it can better inform 
findings related to medication effectiveness. Systems that 
engage patients and enable the collection of data related 
to problems and barriers to medication adherence, along 
with the ability to integrate those data with EHRs, also 
can serve as robust data sources for CER.

One example of such a system implemented in pri-
mary care is Patient Gateway, a patient portal linked 
to an EHR, developed by Partners HealthCare, an 
integrated delivery network formed by Massachusetts 
General Hospital and Brigham and Women’s Hospital 
[81]. Patient Gateway includes a medications module 
that allows patients to view and modify their medication 
and allergy information in the EHR, and report medica-
tion side effects, nonadherence and other medication-
related problems. These PROs can be communicated to 
the health care team and updated within the EHR as 
needed. Integrating behavioral data such as medication 
adherence along with other PRO data such as drug-
related symptoms enhances the quality of data that can 
be obtained from EMRs for CER.

19.8.1 Use of Patient Portals in Oncology  
for Data Exchange and Retrieval

Patient-facing data capture applications, such as 
patient portals within EHR systems, have the potential 
to enhance CER and ultimately the quality of care; [82] 
however, their full potential and impact have not yet 
been realized. In oncology, patient portals are increas-
ingly available and are a consistent feature in commer-
cially available EMR systems that are used by cancer 
centers and other cancer health care providers. Providers 
and patients are still becoming accustomed to how por-
tals fit into the traditional cancer care model, although 
patients indicate a high degree of interest in having 
direct access to information such as test results provided 
through these portals, and in using them to engage with 
their clinicians [75]. The use of patient portals have not 
been well-studied in oncology [83–87]. One of the initial 
studies to examine the use of portals in a cancer center 
setting found that patients’ adoption and use doubled 
on an annual basis [88]. However, this study, like similar 
studies conducted in care settings other than oncology, 
suggests disparities in portal use based on age, educa-
tion, and race or ethnicity. For example, older, less edu-
cated, and non-White patients may be less likely to use 
portals and/or to use them less frequently [89]. These 
disparities in portal use are similar to those observed 
in adoption or use of other technological applications 

and offer evidence of a continuing “digital divide” in 
fuller adoption of such technologies in cancer care. 
When considering the role of portals as patient-facing 
data collection methods, the limitations introduced by 
such disparities in use must be considered, as well as the 
resulting impact on data quality and representativeness.

Nonetheless, data exchange through patient portals 
interconnected with EMRs in oncology care may intro-
duce particular advantages for CER. Because longitudi-
nal outpatient care in oncology may be more intensive 
compared with other medical specialties, there is an 
opportunity for increased and more continuous flow of 
data between portal-based patient health records and 
the EMR. As noted earlier, the expansion of CI within 
the health care IT environment can expand the capacity 
for the amount and type of data collected, capabilities 
for storage and analytics, interoperability within and 
between systems, and opportunities for patient engage-
ment [90]. In addition to expanding the capacity for 
conducting CER, a CI-enabled system also could serve 
as an intervention platform for patients and providers. 
Such a system could integrate patient facing portals for 
the intake of multiple forms of data, such as objectively 
collected sensor-based data on behavioral, physiological 
and environmental outcomes as well as PROs. In turn, 
these data could generate opportunities for behavioral 
support and change interventions for patients as well as 
decision support for clinicians.

The actual impact that portals integrated with EMRs 
have on clinical care has not been well established. Use 
of patient portals has resulted in modest improvements 
in treatment adherence in diseases or conditions other 
than cancer and patient perception of control, and little 
if any change in other health-related outcomes [91,92]. 
As in other medical specialties, implementing this tech-
nology in cancer care practice raises questions of cost, 
security, assignment of rights and responsibilities, and 
liability. From a clinical perspective, disease complex-
ity and severity in cancer populations raise additional 
considerations for patients and providers [88].

19.8.2 Integrating Data From Multiple  
Sources to Support CER

For EHRs to transform care and improve CER, they 
will need to include measures on a much wider range of 
health-relevant parameters than they do presently [93]. 
A promising approach to improving measurement capa-
bilities in CER is the integration of health behavior and 
PROs, and environmental data from population surveys 
into research data warehouses to support patient-cen-
tered CER. The Washington Heights/Inwood Informatics 
Infrastructure for Comparative Effectiveness Research 
(WICER) is an example of a patient-centered research 
data warehouse that links electronic clinical data from 
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New York Presbyterian Hospital’s clinical data ware-
house with the same data from ambulatory care, long-
term care, and home health settings, and with data from a 
population-based health survey that is focused on social 
determinants of health and health behaviors [94]. A goal 
of WICER is to facilitate CER for improving community 
health in Washington Heights and Inwood, a primarily 
Latino community of New York City. WICER’s approach 
facilitates the ability to conduct CER utilizing the unique 
contributions of a variety of data sources. The application 
of geocoding to link data in the WICER research data 
warehouse could further enhance patient-centered CER 
by integrating potentially important socioeconomic and 
physical environment influences on health outcomes.

19.9 CONCLUSION

The American Society of Clinical Oncology (ASCO) has 
emphasized the need to more fully integrate communica-
tion and IT into cancer care so that patients’ experiences 
can more readily inform clinical research and improve 
patient care [76]. This will require a systems approach 
that enables greater and more rapid access of patients’ 
health data to better understand therapeutic responses, 
side effects, QOL, comorbidities and general health sta-
tus. Such an approach will undoubtedly benefit, and may 
potentially transform, the conduct of CER and its ability 
to more effectively translate findings into improving the 
care that we provide to persons throughout the cancer 
continuum, from primary prevention through manage-
ment of challenging treatments and into survivorship 
care. In turn, this approach also may accelerate discovery 
of useful and practical information concerning the most 
effective interventions and health care services for par-
ticular situations, and thus better inform decision making 
by both health care providers and patients.

This chapter has highlighted several recent technolog-
ical advances that have begun to illuminate new ways of 
assessing outcomes that are important to both patients 
and providers. The advent of sensor technology brings 
tremendous opportunities for expanding our ability to 
collect more robust data related to health behaviors, 
treatment impact, survivorship, and QOL. The evidence 
base for these technologies in cancer care and preven-
tion is still limited. However, the highly encouraging 
findings from projects like CYCORE demonstrate that 
implementing sensor and related technology for remote 
monitoring and assessment is highly feasible and accept-
able to patients and providers, adds value to patient care 
and to the patient experience, and that it may be cost-
effective as well. In turn, data captured via these systems 
permit an unprecedented opportunity to examine, from a 
more granular perspective, important outcomes that can 
directly impact CER. Meeting the HIT goals proposed by 

organizations such as ASCO is not without challenges, 
however. IT infrastructure must be responsive to data 
capture needs across the cancer continuum, including 
support for longitudinal and continuous data collection 
while managing legal and policy concerns, including 
but not limited to the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) and patient privacy. 
This suggests a need for adaptive technologies and agile 
development methods that continuously incorporate 
patient and provider feedback. As with any technology 
or practice shift, there are bound to be barriers to accept-
ability, which may be best overcome through user-cen-
tered research and development. To that end, resources 
will be needed to identify the opportunities and con-
straints in accelerating the use and implementation of 
new health IT approaches to expand the evidence base 
for implementation. Finally, sustainability is a long-term 
goal that requires attention throughout the technology 
adoption and evaluation process. Many questions exist 
about how these technologies fit into—and indeed per-
haps transform—work flows for the cancer prevention 
and treatment community and cancer-related outcomes 
at a population level. The work described in this chapter 
sets the stage to answer some of these questions.

LIST OF ACRONYMS  
AND ABBREVIATIONS

ASCO American Society of Clinical Oncology
CER Comparative effectiveness research
CI Cyberinfrastructure
CYCORE Cyberinfrastructure for comparative effectiveness  

research
HER Electronic health record
EMA Ecological momentary assessment
EMRs Electronic medical records
HIPAA Health Insurance Portability and Accountability Act of 1996
HIT Health information technology
HHH Home health hub
IOM Institute of Medicine
IRB Institutional Review Board
IT Information technology
NCI National Cancer Institute
ONC Office of the National Coordinator for Health Information 

Technology
PCORI Patient-Centered Outcomes Research Institute
PROs Patient-reported outcomes
QOL Quality of life
TTP Tobacco Treatment Program at The University of Texas MD 

Anderson Cancer Center
WICER Washington Heights/Inwood Informatics Infrastructure for 

Comparative Effectiveness Research
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Few will have the greatness to bend history itself, but 
each of us can work to change a small portion of events. It 
is from numberless diverse acts of courage and belief that 
human history is shaped. Robert F. Kennedy.
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20.1 INTRODUCTION

We began our journey together in the first chapter of 
this book by confronting the uncomfortable diagnosis of 
an “oncology care system in crisis” as described within a 
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report published by the US-based Institute of Medicine 
(IOM) (now referred to as the National Academy of 
Medicine) [1]. Within that context, we encountered a 
disquieting prognosis that with an aging population 
domestically and internationally [2], and with the rec-
ognition that cancer is a disease associated with aging 
[3], pressures on the oncology system from an unprec-
edented demand for services will increase [4]. We also 
noted, paradoxically, that as treatments improve in effec-
tiveness, the number of people who can count them-
selves as cancer survivors will also be growing, exerting 
yet another strain on systems to offer better support 
for disease surveillance, coping with distress, and ame-
liorating late stage sequelae from antineoplastic treat-
ments. Furthermore, as the oncology care system pivots 
toward precision medicine—a movement set into higher 
gear through its inclusion in the 2015 Presidential “State 
of the Union” speech on January 20, 2015—the demands 
of a heavily data-driven treatment protocol are predicted 
to outstrip individual clinicians’ and patients’ cognitive 
capacities unless efforts are made to preprocess the raw 
data in ways that will produce actionable information 
suitable for clinical decision making [5].

A concerted effort is needed, we concluded, to allevi-
ate the projected strains on the oncology system through 
an aggressive, but strategic, use of health information 
technology (HIT). We are not alone in that conclusion. 
In his book The Quality Cure, David Cutler observed that 
“health care is among the most information-intensive processes 
in the economy. And yet, the information basis on which health 
care makes these decisions is among the least sophisticated of 
any industry in the economy” [6]. Economic data have 
been clear in demonstrating a return on investment for 
strategically deploying information technologies (IT) in 
other sectors of the economy, with measurable increases 
in productivity noted in the technology, finance, manu-
facturing, and other sectors [7,8]. Those data have also 
been clear in showing that health care has been slow in 
adopting IT for quality improvement purposes, and as 
a consequence productivity has stagnated while admin-
istrative costs have been escalating. Literally billions 
of dollars in wasted expenses can be conserved, Cutler 
argued, just by using networking and HIT to automate 
redundant tasks and improve connections between cru-
cial components in the health production supply chain. 
This was one of the reasons why the 111th Congress in the 
United States passed the Health Information Technology 
for Economic and Clinical Health (HITECH) Act in 2009. 
Adoption of HIT was considered to be a necessary, albeit 
not sufficient, prelude to health care improvement and 
cost containment [9].

Going into this book, we suspected that the strategic 
use of informatics technologies would pay extra divi-
dends in supporting the multifaceted goals of clinical 
and preventive oncology. According to a number of 

early data reports and task force meetings, we knew 
that an interoperable informatics infrastructure would 
be needed to support the information demands of 
molecular medicine in cancer prevention and treatment 
[10], to ensure continuity of care between primary and 
specialty care [11,12], to enable a bed-to-bench feedback 
loop for research [13], to enable better cancer control and 
prevention [14,15], and to serve as a lifeline for cancer 
survivors [16]. What we did not know, until we solicited 
recognized experts in their respective fields to author 
significant portions of this book, was just how much 
thinking and progress had been made already within in 
each of these areas.

To be sure, the relatively rapid diffusion of HIT in the 
wake of the HITECH Act has come with a prolonged 
period of growing pains and needs for system reengi-
neering. As Robert Wachter quipped in his 2015 book 
The Digital Doctor: Hope, Hype, and Harm at the Dawn 
of Medicine’s Computer Age, “the wiring of healthcare 
has proven to be the Mother of all Adaptive Problems” 
[17]. Competing business interests have led to reported 
instances of “data blocking” between components of 
the health production supply chain; early technologies 
deployed for clinical use can often appear “kludgy” or 
cumbersome if they are not optimized to integrate well 
in supporting teams of practice; the novelty of incorpo-
rating computer technologies within patient encounters 
can lead to a sense of distraction or depersonalization 
within the patient–provider encounter; while a relent-
less need for data entry can suck up staff time and con-
sume hospital resources [18]. These are just a few of the 
problems brought to a series of Senate subcommittee 
hearings on the problems encountered during the fall-
out from a national conversion to health digital record 
keeping.

Still, in the midst of this massive experimentation 
there are bright spots of success that can help guide 
the way forward. In this concluding chapter, we begin 
with those bright spots as we look to the early successes 
and experiments of our authors as they report from the 
frontlines of the digital revolution in cancer. We will 
not be Pollyannaish in our review of these highlights. 
We recognize that these victories have been hard won, 
and that obstacles remain before these techniques scale 
up. That is why we dedicated one section of the book 
to the sciences—old and new—that are stepping up to 
the plate to assist these experiments in reaching their 
tipping point. We will then be candid in our apprais-
als of where the future of oncology informatics may 
lie in a post-HITECH world, taking into account the 
evidence-based conclusions of academic consortia and 
government-funded scientific reviews of the current 
state of informatics deployment in the United States. 
We conclude with our observations of next steps for 
the multiple constituencies who must work together in 
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forging a new system of oncology care that delivers on 
the “triple aim” of better patient experience, improved 
population health, and reduced costs. There is work to 
be done, we argue, for all stakeholders in oncology infor-
matics from researchers to developers, and from practic-
ing clinicians to the patients they serve.

20.2 THE BRIGHT SPOTS  
IN ONCOLOGY INFORMATICS

As we looked across the chapters included in this 
text, we were gratified to see certain themes emerge time 
and time again. These are emblematic areas of develop-
ment that resonate well with the national discussions 
occurring as health care systems reorient themselves 
toward practices that inculcate the principles of predic-
tive, preemptive, personalized, and participative care. 
They stand as an integrative background against which 
the many individual informatics implementation experi-
ments are playing out in the areas of clinical and preven-
tive oncology. We recount five of those thematic areas 
below.

20.2.1 Learning Oncology Systems

In 2007, the National Academies Press published 
the results of an IOM Roundtable on Evidence-Based 
Medicine titled “The Learning Healthcare System” [19]. 
Released before the flurry of adoption that would be 
a hallmark of the HITECH Act days, the report was 
forward-thinking in the way that it described how an 
interoperable lattice of electronic health record (EHR) 
systems could change the culture of biomedical research 
and practice. First, the authors of the report explained, 
data harvested from EHRs could provide feedback to 
health care administrators and clinical practitioners on 
how to improve the quality and efficiency of their opera-
tional systems. The concept is directly analogous to the 
ways in which savvy operations managers use statistical 
process control to improve the quality and efficiency of 
their operations in manufacturing or business. Second, 
the physiologic sensors and electronic laboratory data 
needed to monitor the efficacy of treatment protocols 
in an electronically wired health care system could be 
tapped to serve as conduits of scientific data back into 
the biomedical research enterprise. The translational 
continuum from bench to bedside to population health 
could be dramatically shortened with a greater contigu-
ity between intervention, monitoring, reassessment, and 
discovery [20].

These two facets of a learning health care system—
using data to improve the quality of care and using 
biologic monitoring to accelerate discovery—are echoed 
through several chapters of this text. In the opening 

chapter to this text, Schilsky and Miller describe a signif-
icant investment from the American Society of Clinical 
Oncology (ASCO) into the Cancer Learning Intelligence 
Network for Quality, or CancerLinQ. This physician-led 
quality improvement initiative embraces the IOM vision 
for creating a learning health care system by capturing 
data from the complete longitudinal record of cancer 
patients’ experience, and then mining those data for 
best-practice links between process and outcomes, and 
then providing the distilled intelligence scraped from 
thousands of records back to individual oncologists 
through a practical set of practice-management tools. 
The initiative is cutting-edge in its vision, and sector-
wide in its scope. With such a high profile, the initia-
tive is sure to run afoul of all the obstacles inherent in 
the nation’s struggle to bring together disparate data 
streams for the purpose of improving medical practice 
through evidence-based intelligence. When successful, 
though, the project should bring the power of “big data” 
directly into cancer care.

Likewise, Kibbe in his chapter describes work being 
done at the National Institutes of Health (NIH) to enable 
a national learning health care system for research in 
cancer. Enabling a stronger partnership between com-
puter scientists and informaticists on the one hand, and 
biomedical researchers and practitioners on the other 
hand was a core tenet of NIH director Francis Collins’ 
research agenda when he took the helm of the nation’s 
premiere biomedical research agency in 2009 [21]. Kibbe 
provides detail to that vision by explaining how the 
National Cancer Institute (NCI) is working directly with 
other data scientists at the NIH to ensure that the appro-
priate incentives are in place to encourage professional 
sharing of genomic, clinical, and eventually behavioral/
environmental data through “micro-attribution” of credit 
by contributing software and data sets; by standardizing 
ontologies and streamlining workflows; by connecting 
data streams from both traditional laboratory sources 
and new mobile technologies; by taking advantage of 
plummeting costs for molecular testing; and for build-
ing more sophisticated computational models of cancer 
biology. In an even more timely way, Kibbe is at the 
center of the NCI’s efforts to operationalize the nation’s 
shift to precision medicine and he offers insight into 
how a distributed data system built on a foundation of 
coordinated standards, data liquidity, and an emerging 
sense of “data altruism” will help power the next wave 
of clinical research studies in cancer.

Within the Cancer Care Continuum section, oncologists 
Hirsh and Abernethy provide a glimpse of how data 
liquidity and the realization of a learning health care 
system in cancer are beginning to benefit real clinical 
teams and patients in the life-critical environments of 
evidence-based care. These authors confronted the infor-
mation-intensive nature of oncology head-on, describing 
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how practitioners struggle to keep up with a cacophony 
of incoming signals from structured and unstructured 
data, from an exploding and at times contradictory evi-
dence base, professional guidelines, patient-generated 
data, and genomics. Their careful articulation of the use 
case across the clinical spectrum of care, combined with 
their own frontline experience retooling the decisional 
architectures of oncology through a meticulous engi-
neering of informatics systems, offers a glimpse of what 
the learning oncology system of the future might look 
like in practice.

Similarly, in the last section of the book—which is 
intended to be a glimpse forward in time—Peterson and 
Patrick illustrate how a partnership between the MD 
Anderson Comprehensive Cancer Center and the UC 
San Diego’s Center for Wireless and Population Health 
Systems was able to produce a functioning cyberinfra-
structure upon which to conduct comparative effective-
ness research (CER) in cancer. The health care system 
is fraught, according to the IOM’s report Knowing What 
Works in Healthcare: A Blueprint for the Nation, with vari-
able medical practices around the country that can lead 
to a misuse and abuse of resources [22]. It can also create 
unreliability in the delivery of care from one region of 
the country to the next, or even from one practice to the 
next. As payment models shift toward value-based reim-
bursements and consumer-directed practices, an ability 
to compare the cost-effectiveness of comparable treat-
ments will be an essential component of the learning 
oncology system. Peterson and Patrick utilize advanced 
computing technologies, seeded by investments from 
the National Science Foundation, to create a working 
prototype of a platform that would support comparative 
effectiveness studies.

A limiting factor for progress within the learning 
health care system, as expressed repeatedly by partici-
pants in the IOM roundtable series, is the ability of our 
research methods to keep up with the opportunities for 
accelerated discovery in a data-rich clinical system. In 
his chapter, Riley highlights a bright spot in the thinking 
of methodologists and statisticians on how to transcend 
the multiple limitations of traditional null hypothesis 
testing, and the randomized clinical trial (RCT), both of 
which had been crafted during a time of data paucity. 
Riley highlights compelling examples from the worlds 
of astronomy, geophysics, and meteorology to abstract 
common aspects of how data-rich environments can be 
exploited to catalyze scientific discovery and accelerate 
the path from big data to knowledge.

20.2.2 Population Health Informatics

Another bright spot is the movement that many of 
our authors have shown in linking together the pre-
viously disparate worlds of public health and clinical 

health care services. In a Health Affairs Blog posted on 
September 16, 2015, pediatrician and health disparities 
researcher Ivor Horn declared that a perfect confluence 
of policy and technology may finally make it possible to 
make significant progress in the communities in which 
health care plans and hospitals are located. On the pol-
icy side, she noted that reimbursement strategies from 
the Federal government favor the production of health 
and wellness as a cost savings, preventive measure 
against the coffer-draining expenses of chronic disease 
or late-stage care. The Centers for Medicare & Medicaid 
Services (CMS), the largest payer for medical services, 
has begun codifying these changes through its emphasis 
on “value” and “accountable care” rather than tradi-
tional fee-for-service. Likewise, meaningful use incen-
tives from the HITECH Act have enabled the ability of 
medical practices and hospitals to monitor the welfare of 
all their patients through dashboards, and then identify 
actions that can be taken to improve population health 
outcomes. Finally, a movement in the marketplace for 
affordable consumer technologies is beginning to facili-
tate a more equitable penetration of behavioral support 
tools for those who have been the most vulnerable.

Throughout the text our authors have reflected on how 
oncology informatics can be deployed to boost popula-
tion health and ensure health equity “by design” [23]. In 
her chapter on reducing cancer disparities through com-
munity engagement, Oh and her colleagues described 
two case studies in which the power of an informatics-
infused care system was combined with the problem-
solving strategies of a community-based participatory 
research program to protect against inequitable care. In 
one example, EHR and cancer registry data were com-
bined to establish a baseline in treatment completion 
for both African Americans and their Caucasian coun-
terparts. A feedback system was then constructed to 
warn care teams when appointments or milestones in 
care were missed for whatever reason. A team of nurse 
navigators would then act on the early warning sys-
tem to facilitate care completion. In their other example, 
a group of population health engineers were able to 
create electronic linkages to community resources and 
then embed that intelligence into the clinical encounter 
through the EHR. The subthemes echoed throughout 
their chapter emphasized the ability of the informatics 
technology to make progress toward population health 
goals transparent, to make data relevant and actionable, 
to build capacity among community partners, and to 
enable a bottom-up approach for community health.

Two of our chapters in the continuum of care sec-
tion highlighted some of these same population health 
themes. The chapter on primary prevention, by Morgan 
and Fiore, acknowledged that the explosion in consumer-
facing health applications has the profound potential of 
equipping individuals with personalized support for 
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smoking cessation, diet and exercise, sun safety, and 
adherence to human papillomavirus (HPV) vaccination 
recommendations. Although that market is expanding 
by unanticipated leaps and bounds, the role of health 
practitioners and scientists will be to guide consumers 
toward those applications that have an evidence base for 
initiating and maintaining behavior change. Morgan and 
Fiore also presented data on how EHR systems can be 
used to monitor consistent access to prevention services, 
as needed to qualify for reimbursement under value-
based care models, and illustrated how transparent 
data from disease registries to local health departments 
helped community planners emphasize obtainable pop-
ulation health prevention goals. In a reassuring display 
of interoperability, the authors even described a closed 
loop feedback system in which the data from patients 
who had been referred to state-run quit lines were rein-
corporated into an EHR as a status check on quitters’ 
progress.

In a similar vein, the chapter on early detection 
described how HIT could be engineered into primary care 
workflows to support age and risk informed recommen-
dations for routine screening. These authors were care-
ful in describing the meticulous process that standards 
boards, such as the US Preventive Services Taskforce, 
must go through to determine who in a given population 
would receive a mortality benefit after going through the 
monetary and psychological costs of screening. The HIT 
solutions can be engineered to ensure that the right pop-
ulations receive the appropriate attention to assure that 
they are adherent to those recommendations. Screening 
is a process, they argued, that must begin with an appro-
priate judgment of suitability for initial recommenda-
tion, followed by a coordination of testing and laboratory 
services, and then followed by prompt discussion with 
patients regarding next steps. Perturbations of that pro-
cess can lead to a loss of follow-up, with potentially fatal 
downstream consequences. HIT can serve as a bulwark 
against such failures, and can strengthen communities 
with data on adherence throughout a given population. 
Because computer-hosted guidance can be updated in 
real time, the recommendations generating prompts for 
screening tests can be kept current based on the state of 
epidemiologic science and can be personalized to repre-
sent individual needs.

In the contributing sciences section of the book, 
authors Penberthy, Winn, and Scott illustrate how the 
public health practice of cancer surveillance can be 
expanded through strategic informatics approaches to 
provide a more comprehensive, data-driven view of 
incidence, prevalence, etiology, and context. As prog-
ress is made on national goals for interoperability of care 
systems, data will begin to flow between hospitals, labo-
ratories, oncology practices, and many other ancillary 
links in the oncology services supply chain. These can 

be assembled to complete the epidemiologic profile on 
genomically classified variants of the disease as patients 
go from diagnosis, to treatment, to ongoing monitoring, 
and eventually to death or survivorship. The progres-
sion is a movement away from the cumbersome and 
highly restrictive techniques prevalent within most can-
cer registry systems today, to the more expansive and 
nimble electronic systems being assembled to associate 
electronic pathology reports with other components of 
the EHR and pharmacologic record systems. It should 
enable a more comprehensive approach to cancer sur-
veillance, while creating a springboard for a learning 
public health system.

20.2.3 Technology to Improve Care 
Coordination and Delivery

In their chapter on Coordination at the Point of Need, 
Kim and her colleagues illustrated what the distrib-
uted landscape of care looks like for a cancer patient. 
Within this landscape, a single patient and his or her 
family may be expected to interact with a primary care 
provider; with several specialists at various points of 
diagnosis and treatment; with community services 
for financial and socially supportive help if needed; 
with in-patient and out-patient hospital services; with 
individually managed clinics; with home care; and at 
some point perhaps with hospice care. If the patient is 
older, with multiple chronic conditions, the number of 
providers in the patient’s contact list will grow even 
larger. Until now, the patient may have been expected 
to be the sole coordinator of these myriad services, 
following a long and lonely road saddled with reams 
of paper-based printouts, care plans, pharmaceutical 
information, insurance forms, and laboratory reports.

A bright spot we are beginning to see throughout this 
book is the role that health information technologies can 
play in supporting coordination of services from multi-
ple perspectives. Kim and her colleagues highlighted the 
successes of informaticists working with cancer special-
ists to create a functional EHR in oncology that would 
allow multiple care providers to obtain a coordinated 
view of a patient’s status and care delivery as an aid in 
the “total management of cancer patients” [24]. Similarly, 
Krist and his coauthors describe how the “patient-cen-
tered medical home (PCMH)” model has been evolving 
in the primary care setting. The model makes exten-
sive use of HIT to coordinate information about a given 
patient so that the information can be made accessible 
to primary care office staff serving essentially as the 
case manager for a patient’s goals and progress for care. 
Krist et  al. acknowledge that when a patient is diag-
nosed with cancer, the coordinating function for care is 
often passed over to the oncology team, but continues 
to emphasize the importance of interoperability between 
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oncology records and primary care records as the patient 
transitions into the survivor phase. In that vein, Beckjord 
and her colleagues highlight the ways in which HIT 
has been used to support long-term health needs after 
cancer treatment by extending monitoring capabilities 
along with cumulative planning. Dubenske and her col-
leagues describe work being prototyped through the 
Comprehensive Health Enhancement Support System 
(CHESS) in Wisconsin that succeeded in prolonging life 
through clinician reports, and helped guide ancillary 
services in coordinating end-of-life planning and care.

Although much of the initial engineering work for 
coordinating care has been done on the provider side, 
new bright spots are emerging in informaticists’ efforts 
to empower patients as a crucial linking pin in their 
own care. In their chapter on communication science, 
Hesse and his colleagues recount the success of commu-
nication management systems to keep track of clinical 
milestones based on personalized care plans and then 
generate communications to patients and their care 
teams. In work reported from the Kaiser Permanente 
system in Southern California, such a system was able 
to achieve a four-fold increase in pap and mammogra-
phy screening, along with a 10-fold increase in colorectal 
cancer screening. Secure messaging systems to patients 
have been utilized to achieve greater efficiencies in 
coordinating appointments, in ordering and reconciling 
medications, and in improving the quality of patient 
data in the medical record. In the final section of the 
book, Zeiger and Frydman relate the ongoing story of 
how the Internet has helped cancer patients find each 
other to obtain both instrumental and emotional support 
from online communities, and how willing those online 
patients are in helping to coordinate the research and 
care enterprise. Their illuminating development came 
from their own efforts in using the power of online com-
munities to tackle the perennial challenge of recruitment 
to clinical trials.

20.2.4 The Rise of Consumer Engagement  
and Participation

The Zeiger and Frydman chapter brings to the fore 
another significant theme running through the book: with 
the participative nature of connected systems, patients 
are embracing the opportunity to become more involved 
in their own health care and to be involved as equal part-
ners in accelerating the research enterprise. Data from 
the NCI’s Health Information National Trends Survey 
(HINTS) revealed that in 2003, the first time the sur-
vey was fielded in the general population, an estimated 
66,735,918 Americans reported going online to look for 
health-related topics. By 2013, that number had risen to 
an estimated 144,523,246 Americans going online to look 
for health information either for themselves or loved 

ones. In 2014, for those who searched for health informa-
tion from any source, 69% or an estimated 117,172,798 
Americans reported going online first before going any-
where else. Contrast that number to the mere 14.8% who 
went to their doctors first. At the same time, HINTS data 
suggest that trust in providers has not gone down with 
a rise in Internet searching, but in some respects has 
increased [25–27].

What is evolving is a new relationship between health 
care consumers and health care providers, in which 
consumers are becoming more actively involved as 
motivated patients and are relying on their care teams 
to be trusted partners in guiding their care. Krist and 
his colleagues in their chapter on “Engaging Patients 
in Primary and Specialty Care” emphasize this theme. 
Citing data on how important patient engagement is 
to reduce costs and improve outcomes in both primary 
and cancer care, the chapter aptly describes how HIT 
can be engineered to empower patients and caregiv-
ers in taking a proactive stance toward managing their 
own health conditions. The chapter reiterates a popular 
blueprint Krist published in the Journal of the American 
Medical Association for how informaticists may build 
systems that successively increase levels of patient 
empowerment [28]. At the highest level of functionality, 
informed patients would be given the electronic tools to 
review vetted health information, interact with decision 
aids, utilize risk calculators, personalize messages, and 
provide logistical support for appointments and follow-
up. In going beyond talk, and walking the walk, Krist 
and his colleagues are currently building and testing 
systems that achieve this high level support through 
funding from the NCI.

Ahern, Braun, Cooley, and Bickmore take on the chal-
lenge of building systems that are directly supportive 
of patients’ health-oriented behaviors by doing a deep 
dive into the science of behavioral medicine. What was 
especially illuminating from their chapter was to learn 
how principles of behavioral support have been piloted 
with evidentiary success in efforts to engage patients 
in preventive behaviors, to maintain adherence to com-
plex therapeutic regimens, to screen for psychosocial 
distress, to promote vigilance for survivors, and to cross 
literacy boundaries in personalizing support equitably 
across populations. Encouraging greater participation 
by patients in their own health care is part-and-parcel 
of the meaningful use criteria for incentives under 
HITECH, they reminded us; while paying attention to 
psychological sequelae from cancer treatment will rise 
in priority as reimbursements shift from fee-for-service 
to value-based care and population health management. 
The authors describe efforts underway to standardize 
measurements and ontologies to fully capture the expe-
rience of the whole cancer patient, including efforts sup-
ported by the IOM.
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Not only are patients becoming more engaged in 
their own health care, but there has also been a rise 
in motivation by patients to accelerate progress in can-
cer by contributing as citizen scientists to the research 
enterprise. Kibbe referred to this observation in his 
chapter by describing ways in which cancer research-
ers can encourage “data altruism,” built on channels 
designed to support data liquidity. Indeed, efforts to 
build a cohort of patient volunteers will be a central 
strategy to enable the research needed to advance pre-
cision medicine, and Kibbe is instrumental in creating 
the infrastructure to support that effort on the national 
stage. Chiauzzi, Eichler, and Wicks build further on the 
concept by describing the building blocks needed to 
accelerate science through patient-fueled, “crowdsourc-
ing” concepts. Crowdsourcing—or the creation of new 
data, information, knowledge, or innovations resulting 
from engaging a large group (ie, crowd) of individuals 
outside of a traditional organization to problem-solve—
is not necessarily a new concept. The English Oxford 
Dictionary was built from the voluntary contributions 
of literati dispersed throughout the English-speaking 
world. What makes the current era so opportune is the 
way that electronic platforms can accelerate knowledge 
building exponentially through massively distributed 
electronic networks. Wikipedia, they noted, generated 
upwards of 34 million articles in 287 languages over the 
course of a mere decade. PatientsLikeMe, the authors’ 
home organization, is setting its own exemplary pace 
by offering a safe haven for patients to contribute the 
data that will help conquer their disease. What the 
authors have given to the readers of this book is a well-
researched formula for capturing the accelerative advan-
tages of crowdsourcing in the area of cancer.

20.2.5 Turning Data Into Actionable 
Knowledge Through Interdisciplinary Science

A final theme that echoes throughout the book is that 
as cancer care gets more complex, and as HIT in the ser-
vice of oncology gets more robust, there will be a rising 
need to cross scientific boundaries in moving evidence 
into practice within informatics-enabled environments. 
We worked carefully to acknowledge this need in our 
creation of the list of authors of chapters in this book. 
The Schilsky and Miller chapter at the beginning of the 
book set the tone for this theme by illustrating how 
the nation’s largest professional society for practicing 
oncologists has committed to an inclusion of advanced 
data science principles within the Society’s armamen-
tarium to accelerate diffusion of best practice in clinical 
care. Warren Kibbe, in his chapter, demonstrated how an 
advanced understanding of molecular genetics coupled 
with a leadership role in biomedical informatics and an 
intuitive feel for organizational dynamics can be woven 

together to promote a new era of data liquidity and data 
sharing. Others in the Extraordinary Opportunity section 
follow suit by combing expertise in informatics with 
training in public health, primary care, specialty care, 
nursing, and health communication to improve the flow 
and utilization of data to accelerate successes against 
cancer across multiple fronts.

In the Informatics Support Across the Care Continuum 
section, authors with complementary areas of expertise 
come together to detail ways of improving the utiliza-
tion of data at the various points of influence along the 
trajectory from prevention to survivorship and end-of-
life. For example, in the prevention chapter, authors with 
expertise in health psychology and clinical practice out-
line a blueprint for utilizing data to modify individual 
patient behavior, to inform medical practice, and even 
to create a bridge between care systems and state or 
community public health resources. Similarly, the early 
detection chapter combines epidemiologic and medical 
expertise to illustrate how a system that is sensitive to the 
tradeoffs between false positives and false negatives can 
use informatics solutions to improve the screening per-
formance of primary care practices, hospitals, regional 
networks, and even international research and stan-
dards setting organizations. In the remaining chapters, 
experts in health services delivery, systems engineering, 
psychosocial counseling, patient advocacy, and medical 
oncology combine their perspectives to illustrate how 
data will be used to support cancer patients across their 
journeys from diagnosis on.

The Science of Informatics section was our attempt to 
go even further in bringing new expertise to the table 
as we consider the research agenda ahead for the field. 
In their chapters, Ahern et  al. and Hesse worked with 
experts in clinical oncology, behavioral medicine, com-
munication science, human computer interaction, and 
ontology development in order to create a framework 
for how data could be utilized to improve on meaningful 
use goals of improved safety, enhanced patient engage-
ment, reliable continuity of care, and accountability over 
population health. In another pair of complementary 
chapters, Horowitz and Onukwugha brought scientific 
knowledge from neuropsychology, epidemiology, and 
human system integration together to lay a founda-
tion for a new era of information utilization based on 
data visualization techniques. These data visualization 
techniques will likely be needed to enable the future of 
cancer surveillance as described by experts in medical 
informatics, epidemiology, public health, and statistical 
methodology for the final chapter of the section.

Silicon Valley publisher Tim O’Reilly famously 
quipped that “data will be the new Intel Inside” when 
communicating a vision for the future of health care—
that is, Health 2.0—in an era of interconnected com-
puting platforms [29]. This observation is illustrated 
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aptly within the final section of the book on Accelerating 
Discovery Through Oncology Informatics. Zeiger and 
Frydman in their chapter, along with Chiauzzi, Eichler, 
and Wicks in their chapter, described how innovative 
developments in crowdsourcing platforms could be 
marshaled to create a platform for participation between 
patients and researchers. Within these platforms, data 
will indeed be the coin of the realm, with security and 
policy measures in place to protect patients’ investments 
in science reinforcing the patient cry of “no data about 
me without me.” Upping the ante on transdisciplinary 
work even further, Peterson and Patrick illustrate what 
happens when leading technology experts from the UC 
San Diego Supercomputer Center marry their expertise 
with the research priorities articulated by scientists at an 
NCI-awarded comprehensive cancer center to improve 
oncology care. As an aside, these investigators were 
some of the first to envision the role of cloud computing 
in medicine, a concept that has become commonplace 
in the wake of the HITECH Act. As data flows improve, 
Riley completes the section by offering a roadmap for 
moving big data into knowledge through the use of 
new analytic methodologies, new technologies, and new 
approaches to connected science.

20.3 LIVING IN A POST HITECH WORLD

As described above, much has been accomplished 
in the last six years since the passage of the HITECH 
Act and as a direct result of the substantial financial 
investments in electronic medical records (EMRs). There 
has been a 60% increase in the use of EMRs from 2013 
[30] and the upward trend is likely to be maintained 
with the continuation of financial incentives through the 
Meaningful Use (MU) Program. Overall, most hospitals 
and physicians have responded favorably to the MU 
incentive program and adopted at least a basic EMR. 
HITECH enabled the construction of a foundational 
information infrastructure, especially within hospitals 
and for small, priority primary care practices, which 
serve as the building blocks for a more coordinated and 
efficient health care system. Finally, the “bright spots” 
highlighted above show the enormous potential for HIT 
to do public good when carefully designed with ongoing 
end user input and when implemented effectively.

These notable accomplishments notwithstanding, 
several recent credible and influential reports raise seri-
ous concerns about the unintended consequences of 
HITECH. The authors of these reports conclude that 
the original goals of HITECH were too ambitious and 
the enormity of the challenges to adoption of HIT was 
greatly underestimated. Indeed, the general consensus 
from these experts is that HITECH as originally con-
ceived failed to achieve its goal of creating a robust 

information infrastructure necessary to support a 21st 
century, learning health care system.

Perhaps the most vexing problem encountered was 
the unwillingness among health systems and EMR ven-
dors to agree on and adopt established standards for 
data sharing such that health information would flow 
unimpeded beyond the walls of individual practices, 
hospitals, and health systems. Ironically it was not that 
the necessary standards were not available, including 
ASCO’s multiyear effort to develop cancer-specific 
standards to improve oncology care [31]; rather, the 
business case for the various stakeholders was not 
aligned such that interoperability would become the 
de facto model for practice. Hence, in 2016 we now face 
the situation where critical health information remains 
trapped within silos of provider practices, hospitals, 
and health systems and unavailable to patients in eas-
ily digested formats without overcoming considerable 
obstacles. Moreover, the policy of “information block-
ing” has been revealed as a deceptive and defensive 
response by some vendors of HIT programs and ser-
vices where data fluidity is not consistent with their 
business models. Recently, ASCO published a policy 
brief on its website identifying a number of barriers 
to information blocking reported by its members and 
makes a series of recommendations for Congress to 
enact legislation to ensure that widespread interoper-
ability is achieved [32]. In response, Congress has taken 
note of this disturbing trend and is considering offer-
ing potential legislation to prohibit such actions going 
forward as not in the public interest.

The lack of interoperability of health information is 
particularly troublesome for oncology. The inability to 
seamlessly share information from one oncology prac-
tice to another, or from one cancer center to another, 
creates serious delays in care coordination and decision 
making where the stakes are often very high: life or 
death. The IOM report, Delivering High Quality Cancer 
Care: Charting a New Course for a System in Crisis [1], 
contends that current HIT tools and resources are inad-
equate to address the delivery system challenges, with 
the lack of interoperability as a major barrier. ASCO 
acknowledges that this problem has reached a crisis level 
and has invested significant resources in CancerLinQ 
(see Schilsky and Miller’s chapter) to enable data fluid-
ity and create a continuous feedback loop to enable a 
learning system to emerge. As a countervailing force 
to this intransigence among HIT vendors and health 
systems a number of public–private collaboratives have 
emerged to stimulate and support data sharing [33]. 
These multistakeholder collaboratives seek to foster 
open and transparent systems, which incent and support 
data fluidity to improve quality of care. These organiza-
tions and their members also are committed to address-
ing the issue of sustainability so that information sharing 
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remains a priority and can be consistent with business 
success and growth.

Fortunately, the Office of the National Coordinator 
has released the Interoperability Roadmap report [34], 
which lays out a detailed plan for achieving a fully 
interoperable health system by 2025. The major goals 
of this plan are:

1. Send, receive, find, and use priority data domains to 
improve health care quality and outcomes (2015–17);

2. Expand data sources and users in the interoperable 
HIT ecosystem to improve health and lower costs 
(2018–20); and

3. Achieve nationwide interoperability to enable a 
learning health system, with the person at the center 
of a system that can continuously improve care, 
public health, and science through real-time data 
access (2021–24).

This report generally has been well received by the 
various stakeholder groups and endorsed by many 
organizations as a viable approach to achieving full 
interoperability. It includes specific milestones and met-
rics, calls to action, and documented commitments to 
take appropriate action from key stakeholders. Despite 
overall enthusiasm for this Plan, however, several medi-
cal societies and provider organizations have expressed 
serious concern that the Plan is not aggressive enough 
in its timeline and milestones [35]. They note that 
what is needed at this critical juncture is not a road-
map but rather “action now.” These provider groups 
are responding to the thunderous complaints of many 
of their members who rail against the disruptive influ-
ence of EMRs and other HIT products which often fail 
to accommodate preferred workflows and clinical pro-
cesses [36]. Indeed, 111 major medical societies includ-
ing the American Medical Association and the Medical 
Group Management Association also have raised seri-
ous concerns about the MU Stage 3 proposed rule and 
have asked Congress to refocus MU Stage 3 on promot-
ing interoperability and enabling innovation [37]. They 
argue that the provisional MU Stage 3 rule should not be 
implemented without adequately addressing overarch-
ing concerns about impact on patient safety, privacy and 
security, interoperability, and, relevant to this discus-
sion, physician access to high performing EMRs.

There is also the sentiment expressed that because 
technology has become pervasive in the clinical setting 
it has undermined the provider–patient relationship by 
interfering with human-to-human interaction necessary 
to establishing a trusting relationship, so essential to 
healing and improved health. The current generation 
of EMRs and HIT products are largely retrofitted elec-
tronic documentation systems, which suffer from poor 
end-user design and limited functionality. Although 
these systems collect voluminous and potentially critical 

information for informed decision making there are  
serious limitations in their capabilities to extract relevant 
information at the point of care and in a usable fash-
ion. Usability of most current EMRs is rated as poor 
by providers and typically doesn’t augment the clini-
cal encounter but rather disrupts and interferes with  
optimal workflow. In an effort to adapt to the demands 
of EMRs, providers have shifted their EMR-related  
work to outside of the clinical encounter and use tem-
plates to streamline documentation [38]. The expecta-
tion for HITECH was that EMRs would evolve with 
greater adoption and use, moving from a basic version 
to a more comprehensive platform that would provide  
just-in-time clinical decision support and also enable 
population health and clinical research. Few EMRs  
today achieve those objectives but could be vastly 
improved by drawing knowledge and expertise from 
the informatics community around user-centered 
design (UCD), agile development, and human-com-
puter interaction (see the chapters by Shneiderman and 
Horowitz et al.).

A recent paper described a study where a research 
team visited 11 different EMR vendors in order to ana-
lyze their UCD processes. Not surprisingly, results indi-
cated that there was a diverse range of practices ranging 
from basic to well-developed in the approach to UCD. 
The authors concluded that vendors could benefit from 
studies that provide greater contextual analysis of clini-
cal workflows, encourage enrollment of providers in 
usability studies, and engage leadership in support of 
such work [39].

Fully integrated health systems with aligned payment 
structures (eg, Kaiser, Geisinger, Intermountain Health) 
recognize the potential for combining comprehensive 
EMRs as clinical data repositories that when coupled 
with agile, IT-based decision support tools, can enable 
greater uptake and end user satisfaction as well as more 
timely and effective clinical decision support [40].

20.3.1 Evolution of New Care and Payment 
Models Enabled by Informatics Technology

Concurrent with the massive scope of HIT deploy-
ment a fundamental shift in health care delivery models 
has emerged, transforming from individual and multi-
specialty group practices to PCMHs and Accountable 
Care Organizations (ACOs). The former structure 
focuses on team-based and coordinated care with an 
emphasis on promoting both individual and popula-
tion health. The latter structure attempts to achieve 
improvements in health care quality while simultane-
ously controlling costs and also taking on risk sharing 
as a model for sustainability. Both structures leverage 
HIT as critical components for business operations and 
clinical management.
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20.3.2 Coevolution of Payment Reform  
and HIT

The ACO model is viewed currently as the preferred 
approach to achieving the triple aim, namely, improve 
individual and population health, reduce incremental 
costs, and improve health care quality. Recently, CMS 
launched this approach to specialty care under the 
authority of the Affordable Care Act with the Oncology 
Care Model as one key area [41]. Given that historically 
oncology practices have been responsible for dispens-
ing chemotherapeutic agents, CMS is seeking to engage 
oncology practices in innovative experiments testing 
new payment models for achieving higher performance 
for enhanced chemotherapy administration. The major 
aims for this model are to enhance the quality and coor-
dination of oncology care while simultaneously reduc-
ing the costs to Medicare. Private payers are encouraged 
to participate with Medicare to broaden incentives for 
care transformation to occur at the practice level.

Central to the ultimate success of this approach is the 
ability of practitioners to use the most current evidence 
at the point of care and to engage in shared decision 
making with patients. Both of these processes require 
the effective use of HIT that is well designed with pro-
vider and patient input, easily accessible, and fits seam-
lessly into the clinical encounter. Many of the chapters in 
the book highlight the ways in which HIT can optimize 
evidence-based oncology care delivered by providers, 
and enable meaningful shared decision making between 
patients and providers. Despite the many challenges 
that remain, the future for cancer care is hopeful. The 
final section below illustrates the many ways in which 
HIT and informatics can help the various stakeholders 
achieve a higher quality health care system.

20.4 BUILDING THE FUTURE 
TOGETHER

Our journey with this book started on the heels of 
the identification of a “crisis” in cancer care by the IOM 
[1], and we end feeling hopeful that multiple efforts are 
underway to equip the system to step up to the crisis, 
and ultimately, avert it. With so many bright spots sur-
faced by the authors of the chapters in this book, and 
with accompanying changes in policies and strategy 
at multiple levels of the cancer care system, significant 
change is at hand.

What will these changes mean for key stakeholders 
working with and within the cancer care system and 
HIT? How will these changes empower them to leverage 
informatics in pursuit of the “triple aim”—optimized 
health outcomes at lower costs while providing high-
quality patient experiences [42]—for people affected by 

cancer? Here, we consider four stakeholder groups—
providers, researchers, developers, and consumers—
with respect to what the future of HIT has to offer them, 
and what challenges they will have to overcome to real-
ize the full potential of HIT.

20.4.1 Providers

Perhaps more than any other stakeholders, provid-
ers have endured the most unintended negative con-
sequences of the introduction of HIT into their daily 
workflow. As noted above by many professional soci-
eties, abysmal failures in the usability of EHRs imple-
mented into practice have given rise to examples of 
clinical practice being weakened—not optimized—by 
the introduction of informatics. Beyond usability issues, 
simply the introduction of a computer as a key feature 
of the clinical encounter has had negative results. In his 
blog post titled “My Recent Hospital Stay and the Care 
of the Computer,” Dr Alan Spiro powerfully captures 
this phenomenon, saying “For those of you worried 
about depersonalization of medical and nursing care I 
want to reassure you. The commitment to caring for 
the computer is front and center. The nurse and the 
doctor are diligent in paying attention to the computer, 
frequently touching the computer to show concern, and 
feeding it frequently” [43].

When the provider is forced to attend to the EHR’s 
needs more than to the patient’s needs, something has 
gone terribly wrong. At the same time, it is providers 
who stand to be enormously empowered to deliver the 
best care possible to patients because of the integration 
of HIT into clinical care. Ensuring that HIT supports pro-
viders to “work at the top of their license” requires care-
ful attention to three issues, each of which is addressed 
in this book. The issues are (1) ensuring that HIT is 
being leveraged to bring clinically useful data to the 
point-of-care; (2) ensuring that the clinically useful data 
introduced at the point-of-care is adequately visualized 
and contextualized so as to be actionable; and (3) ensur-
ing that the system containing the data and presenting 
it in an actionable format is highly usable and imple-
mented in a way that supports, and does not disrupt, 
the provider’s workflow—including their interactions 
with their patients.

Providers are keenly aware of the disparity between 
the potential of HIT to benefit their practice and cur-
rent suboptimal experiences, and they are advocating 
for themselves in impressive ways. In response to the 
Interoperability Roadmap document described above, 
Dr Robert Wergin, Chair of the Board of the American 
Academy of Family Physicians penned a letter to the 
Director of the Office of the National Coordinator for 
Health Information Technology [35]. In it, he made an 
impassioned plea for more resources to be devoted to 
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achieving interoperability, and to prioritize interop-
erability as a superordinate goal over and above any 
standards within the meaningful use criteria. Dr Wergin 
made reference to the “inadequate products” from 
developers that have found their way into the workflow 
of health care providers, and suggested that developers, 
not providers, be held financially accountable for achiev-
ing the clinical goals their HIT solutions are designed 
to address. Dr Wergin shines a light on a critical issue 
in this letter—that the incentives for developers and 
the providers who use their systems are significantly 
misaligned. When vendors propose transactional costs 
associated with information exchange via EHRs (ie, 
“information blocking”) [32], their potential for profit 
increases but provider incentives—whether volume- or 
value-based—are negatively affected by the disastrous 
workflow and efficiency implications. Another nega-
tive consequence is animosity that brews between these 
two stakeholder groups who ultimately have to work 
together to realize the full potential of HIT. As providers 
continue to advocate for themselves and their patients, 
partnerships with developers that “begin with the end 
in mind” and align incentives wherever possible will be 
critical to making progress.

20.4.2 Researchers

For the researcher working to accelerate scientific 
discovery in cancer; translation of that science into 
interventions delivered in clinical care; and the human 
experience of the disease and its treatment, HIT creates 
tremendous opportunities related to the collection and 
availability of data. With the integration of data sys-
tems from clinical, community, and consumer-generated 
sources, the informatics-enabled data ecosystem that is 
available for use as a foundation for research is broader 
and deeper than ever before.

These new opportunities are not without their chal-
lenges. More sources of data mean more responsibility 
to be diligent about privacy and security and a greater 
need to carefully scrutinize the reliability and validity 
of data from various sources. Additionally, the pace at 
which HIT applications are developed and become new 
sources of data for researchers generally outpaces the 
speed at which research has traditionally occurred [44]. 
To fully capitalize upon the new opportunities afforded 
to them by the changes in the data ecosystem of can-
cer fueled by HIT, researchers will have to embrace the 
new and innovative methods described in this book for 
making reliable, yet efficient, inferences about ways to 
enhance outcomes at all levels of cancer care.

Doing so will necessitate more multi- and transdisci-
plinary collaborations between researchers from disci-
plines such as behavioral medicine, clinical science, data 
science, engineering, computer science, and behavioral 

economics. Federal funding for researchers will continue 
to be a core component of supporting HIT research and 
its translation into practice, but researchers will also 
likely find themselves having to pursue less traditional 
forms of funding to support more agile and smaller scale 
projects. To be competitive in the “challenges” and high-
risk, potentially high-yield short-term investment fund-
ing opportunities that are increasingly common at local, 
state, national, and international levels, researchers will 
need to diversify their fundraising skill sets to include 
more entrepreneurial skills that will serve them well in 
supporting a robust and high-impact program of HIT 
research.

20.4.3 Developers

Developers seeking to create innovations that will 
positively impact cancer care are now frequently being 
met with demands from clinical stakeholders for scal-
able, usable informatics solutions. In June of 2014, Apple 
announced its release of HealthKit, which not only 
allows iPhone users to grant HealthKit access to health-
relevant data they generate just by using their device 
(eg, number of steps taken during the day), but the open 
source platform also creates a point of entry for mobile 
application developers to integrate their health-related 
solutions into a consumer’s mobile device.

Another point of integration, perhaps even more sig-
nificant, was the partnership between Apple’s HealthKit 
with Epic Systems and Mayo Clinic. This signified a 
new opportunity for developers to have visibility into 
the data collected and generated by clinical systems of 
care. Not only does this visibility have huge potential 
to increase the relevance and impact of consumer-facing 
HIT solutions by tying them directly to the medical 
system, but it also created more room for developers 
to think about health care providers as consumers of 
their solutions. By integrating into the fabric of clinical 
care, developers have new opportunities to craft solu-
tions that are contextually relevant, workflow-friendly, 
and user-centered—three features that are critical to the 
success of both provider- and consumer-facing informa-
tics tools.

Perhaps the biggest challenge facing developers is 
finding ways of being commercially successful in the 
health care ecosystem. As discussed earlier, arriving at 
commercially viable business models that align with the 
needs of providers, researchers, and consumers is not 
always intuitive. Developers are instrumental in advanc-
ing cancer care—and all health care—to new levels via 
increased use of HIT, and they should be incentivized 
to produce innovative solutions and rewarded for their 
contributions. Reconciling these reasonable expectations 
with increased calls for open source platforms and busi-
ness models that do not monetize clinical transactions 



IV. ACCELERATING PROGRESS

20. EdITOrs’ CONCLUsION: BUILdINg fOr ChaNgE 384

in ways that negatively impact provider workflows will 
not be easy. Developers will be most successful and effi-
cient if they conceive their solutions from the beginning 
in collaboration with end-users, supported by the best 
evidence available from research.

20.4.4 Consumers

Health care consumers—and, in particular, consum-
ers personally affected by cancer—were top of mind for 
us throughout all stages of completing this book. We 
are indebted to the cancer survivors who took time to 
share with us their perspectives during focus groups and 
interviews we conducted at the formative stage of the 
book, as well as to the individuals who have contributed 
over the years to the NCI’s HINTS [45], the nationally 
representative data source that has been incredibly use-
ful to guiding our understanding of Americans’ uses 
and expectations of HIT. The guidance we have received 
from consumers, which should be carefully considered 
as providers, researchers, and developers continue their 
push to realize the full potential of HIT, points to three 
areas in which consumers are looking for HIT to offer 
benefit. They are: using HIT to reduce the “work” associ-
ated with health; using HIT to benefit others; and using 
HIT as a source of support.

The stressors associated with cancer are not only a 
function of being diagnosed with a life threatening ill-
ness that is accompanied by significant physical, emo-
tional, and practical concerns [46], but also of having 
to manage the information and navigate the medical 
system that are inevitably part of one’s cancer journey. 
This has been appropriately characterized as “work” 
associated with illness [47], and for most people, adding 
more work to an already busy and fast-paced life is not a 
welcome addition. Maintaining health even when one is 
not sick requires a significant amount of work, as many 
facets of modern American life are not well-aligned with 
meeting nutrition, physical activity, or preventive health 
care guidelines.

Consumers want HIT to reduce the “work” of health 
and illness. They expect that HIT will make it easier 
for them to acquire, process, and make use of needed 
health information. They want HIT to shift the burden 
of responsibility for communicating their health history 
and data within their medical records from them to the 
health care system. They are tired of hand-carrying piles 
of paper records from one provider to another, and now 
expect that all providers in their personal health care 
ecosystem should be able to know what the others are 
recommending. Making this work more efficient and 
convenient will not only require consumer-facing solu-
tions that address these issues, but also system-side 
solutions that support information sharing and care 
coordination, and continued shifts in policies that make 

the clinical information consumers desire more available 
to them (eg, [48]).

Second, consumers want HIT to empower them to ben-
efit others. This is largely in the form of sharing their data 
for the purposes of both research and to lend support 
and insight to other consumers in a comparable clinical 
situation. Initially, consumers looked to HIT to enable 
sharing their deidentified medical record data to benefit 
the clinical enterprise. Now that consumers are using 
HIT outside of the clinical context to generate clinically 
meaningful data via the use of health-relevant mobile 
applications, the “data altruism” movement encompasses 
an even broader opportunity for consumers to use their 
data in the service of helping others. While not unique to 
the cancer survivor community, we note that cancer sur-
vivor advocates have been some of the most historically 
active in finding creative ways to support one another, 
and expect that survivors will play a significant role in 
shaping how HIT can become optimally useful in the 
service of helping others affected by cancer.

Finally, consumers look to HIT as a source of support. 
Cancer, like any life-threatening illness, has the hallmark 
characteristic of shining a spotlight on the uncertainty 
that is inherent in everyday life, though easier to ignore 
when in good health. HIT stands to ease the anxiety 
associated with this uncertainty in many ways, includ-
ing through facilitating the connection of consumers to 
needed information, to their health care team, to others 
experiencing similar clinical circumstances, and to the 
family members and friends working to support them. 
In this way, HIT can truly serve as a lifeline for consum-
ers. As such, we can come to a new appreciation for the 
urgency of realizing the full potential of HIT. Failures at 
any level—whether technical, operational, or in imple-
mentation—ultimately impact consumers. When facing 
an illness like cancer, consumers must endure a signifi-
cant level of vulnerability. One of the most tragic con-
sequences of missteps in HIT is when HIT exacerbates 
this vulnerability. One of its most important roles and 
potentials is to ameliorate it.

20.5 CONCLUSION

Although we are at the end of the book, we view 
this time as just the nascent stage of what will become 
a mature field of oncology informatics. Much has been 
accomplished over the last decade but we have much 
more to achieve to realize the benefits of HIT and infor-
matics. We are eternally grateful to all our authors whose 
contributions provide the core learnings and insights of 
the book. We remain optimistic that oncology care will 
improve through the strategic use of HIT, and believe 
HIT will be foundational to a much improved health 
care system to the benefit of all citizens.
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Glossary

Accountable Care Organization Groups of clinicians, hospitals, 
and other health care providers who come together voluntarily 
to give coordinated high quality care to their patients. An official 
recognition and payment model from the Centers for Medicare 
and Medicaid Services.

Adaptive Clinical Trial A type of clinical trial in which the diagnosis, 
lab values, and genetic features identified as clinical actionable 
mutations are used to assign a patient to a specific treatment arm.

Adjuvant Therapy Also called adjunct therapy or adjunctive 
therapy or care, is therapy that is given in addition to the 
primary, main, or initial therapy to maximize its effectiveness. 
As an adjuvant agent modifies the effect of another agent, so 
adjuvant therapy modifies other therapy. In cancer therapy, the 
surgeries and complex treatment regimens used have led the 
term to be used mainly to describe adjuvant cancer treatments.

Advance Care Planning Making decisions about the care you would 
want to receive if you happen to become unable to speak for 
yourself, including consideration of what types of life-sustaining 
treatments align with your preferences, preparation of an advance 
directive, and preparation of a durable power of attorney.

Advance Directive A formal legal document specifically authorized 
by state laws that allows patients to continue their personal 
autonomy and that provides instructions for care in case they 
become incapacitated and cannot make decisions.

Advanced Cancer Cancer that has spread to other places in the 
body and usually cannot be cured or controlled with treatment.

Adverse Event Management An approach to controlling the side 
effects of a given treatment approach.

Adverse Event Reporting Any undesirable experience associated 
with the use of a medical product in a patient. The event 
is serious and should be reported to the Food and Drug 
Administration (FDA) when it results in death, hospitalization, 
disability, birth defect, intervention to prevent permanent 
impairment, threat to life, or other medical events.

Agile Technology Technology, such as software, developed to meet 
the time pressures of a real world operating environment.

Aging in Place Defined as “the ability to live in one’s own home and 
community safely, independently, and comfortably, regardless of 
age, income, or ability level” by the Centers for Disease Control 
and Prevention. The “Aging in Place” movement has been 
invigorated by informaticists who are building remote supports for 
seniors to thrive at home with the assistance of technology.

Algorithm A step-by-step procedure for solving a problem or 
accomplishing some end especially by a computer.

Annual Wellness Visit A yearly office visit paid for by the Centers 
for Medicare and Medicaid Services for beneficiaries focused on 
developing and updating a personalized prevention plan based 
on a patient’s current health and risk factors.

Apomediation Is a new scholarly sociotechnological term that 
describes the ways in which information surrounds both 
traditional intermediaries, such as physicians in medicine, and 
consumers. Apomediation was used to describe the effects of an 
electronic environment in health care which does not serve to 
displace intermediaries (ie, disintermediation) but to describe 
the phenomenon in which patients frequently bring information 
culled from the Internet to their care teams for interpretation.

Asset-Based Community Development Asset-Based Community 
Development (ABCD) is a strategy for sustainable community-
driven development. Beyond the mobilization of a particular 
community, ABCD is concerned with how to link microassets to 
the macroenvironment. The appeal of ABCD lies in its premise 
that communities can drive the development process themselves 
by identifying and mobilizing existing, but often unrecognized 
assets, and thereby responding to and creating local economic 
opportunity.

Asset-Based Community Engaged Research Asset-based 
community engaged research is a research strategy whereby 
community and university members work as equal partners to: 
(1) identify community priorities; (2) track community assets; (3) 
leverage community assets; (4) conduct research; and (5) generate 
new knowledge that is then used to reset priorities.

Attentional Blink Deficit in reporting the second of two targets 
presented in a rapid succession.

Bad Death A dying and death experience that is inconsistent with 
one’s preferences and values and extends unnecessary physical 
or psychological suffering for the dying individual and/or his or 
her loved ones.

Bayesian Approach A statistical inference approach in which 
the true state is expressed in terms of degrees of belief called 
Bayesian probabilities based on the specification of prior 
distributions.

Bereavement A period of mourning after a loss, especially after the 
death of a loved one.

Big Data A branch of health care informatics that pools large 
and disparate data sets and applies a suite of mathematical 
approaches that derives associations, facilitates comparisons, and 
generates insights that are otherwise not possible using standard 
mono-source analytics.

Big Data Analytics The process of examining large data sets 
containing a variety of data types to uncover hidden patterns and 
unknown correlations.

Biobank A collection or bank of biological samples, such as blood, 
urine, tissue, and DNA that are linked to health information, and 
are used for scientific research.

Biorepository A facility that collects, catalogs, and stores samples 
of biological materials, such as urine, blood, tissue, cells, 
DNA, RNA, and protein, from humans, animals, or plants for 
laboratory research. If the samples are from people, medical 
information may also be stored along with a written consent to 
use the samples in laboratory studies.

Blue Button A tool, frequently found within patient portals and 
other secure websites, which provides patients with the ability to 
access and share their health record.

Bundled Payments A single payment to providers or facilities for all 
services related to treatment of a given condition.

Cancer Abstract Format The arrangement of information fields or 
elements in a cancer abstract. A cancer abstract is a summary, 
abridgement, or abbreviated record that identifies pertinent 
cancer information about the patient, the disease, the cancer-
directed treatment, and the disease process from the time of 
diagnosis until the patient’s death. The abstract is the basis for all 
of the registry’s functions.
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Cancer Control Continuum The cancer control continuum describes 
the various points of cancer control: prevention, early detection, 
diagnosis, treatment, survivorship, and end-of-life. The cancer 
control continuum is a useful framework on which to view plans, 
progress, and priorities. It helps identify research gaps, areas for 
collaboration and assessing impact, and where more resources 
may be needed.

Cancer Learning Intelligence Network for Quality (CancerLinQ) A 
technology platform developed by the American Society of 
Clinical Oncology to aggregate and analyze cancer patient data 
with the goal of providing feedback and insights to clinicians and 
to improve care.

CancerLinQ see Cancer Learning Intelligence Network for Quality.
Cancer Surveillance The collection of data on cancer cases to 

provide population-based trends and outcomes for cancer, 
typically representing a complete census of all cases within a 
defined geographic region such as a state. Traditional functions 
of cancer surveillance include reporting incidence, prevalence, 
survival, and mortality trends for populations covered.

Cancer Survivor Has been defined in two different ways. One 
refers to a cancer patient who has no evidence of disease after 
completion of treatment. Another refers to persons from the 
time of diagnosis throughout any treatment, remission, and/or 
recurrence. The latter definition emphasizes the process of living 
with, through, and beyond cancer.

Care Coordination The deliberate organization of patient care 
activities between two or more participants (including the 
patient) involved in a patient’s care to facilitate the appropriate 
delivery of health care services. Organizing care involves the 
marshaling of personnel and other resources needed to carry 
out all required patient care activities, and is often managed by 
the exchange of information among participants responsible for 
different aspects of care.

Change Blindness A lack of awareness of the existence of change 
blindness and change simultanagnosia in everyday life.

Change Simultanagnosia The inability of an observer to see more 
than one distinct change among the attended items.

Chemotherapy The treatment of disease by means of chemicals 
that have a specific toxic effect on the disease-producing 
microorganisms (antibiotics) or that selectively destroy cancerous 
tissue (anticancer therapy).

Choropleth Map A thematic map that uses graded differences in 
shading or color or the placing of symbols inside pre-defined, 
aggregated units (or areas) on a map in order to indicate 
differences in the average values of some measure in those areas.

Citizen Science In general terms, the concept of citizen science 
refers to the participative inclusion of data and input from lay 
persons into the scientific enterprise. It has gained new currency 
in the age of the Internet, as scientists investigate methods for 
“crowd sourcing” solutions to scientific problems.

Clinical Data Research Networks (CDRNs) A project supported 
by the Patient-Centered Outcomes Research Institute aimed at 
forming partnerships between various health systems in order 
to use the collective data infrastructure to streamline clinical 
research.

Clinical Decision Support (CDS) A health information technology 
that assists clinicians at the point of care in optimizing care 
delivery by providing guidance and evidence to support the 
decisions being made in real time.

Clinical Summaries An after-visit summary that provides a patient 
with relevant and actionable information and instructions. 
Electronic health records (EHRs) are mandated to support a 
clinician creating these as part of Meaningful Use.

Clinical Trial A formal study carried out according to a prospectively 
defined protocol that is intended to discover or verify the safety 
and effectiveness of procedures or interventions in humans.

Common Rule A short name for The Federal Policy for the 
Protection of Human Subjects which sets forth requirements for 
human subjects research, such as the use of informed consent

Communication Management System An informatics-enabled data 
system that allows care providers to monitor communications 
between staff and outreach efforts to patients in order to ensure 
that no one is left “out of the loop” on essential communications.

Communication Science The interdisciplinary mix of theory 
and empirical evidence that contributes to a more informed 
understanding of how humans convey information to each other 
across multiple channels, in multiple contexts, and in differing 
time frames to achieve desired goals.

Community-Based Participatory Research (CBPR) In contrast to 
more traditional investigator-driven research, CBPR begins with 
an issue selected by, or of real importance to, the community, and 
involves community members and other stakeholders throughout 
the research process, including its culmination in education and 
action for social change.

Community Health Improvement Plan A community health 
improvement plan (or CHIP) is a long-term, systematic effort 
to address public health problems based on the results of 
community health assessment activities and the community 
health improvement process.

Community Health Needs Assessment A community health 
needs assessment (CHNA), also known as a community health 
assessment (sometimes called a CHA), refers to a state, tribal, 
local, or territorial health assessment that identifies key health 
needs and issues through systematic, comprehensive data 
collection and analysis.

Comorbidities A disease or condition that coexists with a primary 
disease but also stands on its own as a specific disease. For 
example, someone can have cancer and heart disease.

Comparative Effectiveness Research (CER) Has been defined by 
the Institute of Medicine as “the generation and synthesis of 
evidence that compares the benefits and harms of alternative 
methods to prevent, diagnose, treat, and monitor a clinical 
condition or to improve the delivery of care. The purpose of CER 
is to assist consumers, clinicians, purchasers, and policy makers 
to make informed decisions that will improve health care at both 
the individual and population levels.”

Computational Modeling A mathematical modeling approach that 
requires extensive computational resources to study the behavior 
of a complex system, often a complex nonlinear system.

Computer-Assisted Detection The use of computer software to 
analyze tissue patterns in an image in order to identify those 
with some probability of being abnormal. The technology can be 
manipulated to vary the sensitivity and specificity, and to mark 
areas of abnormality. Also known as computer aided detection.

Connected Health As used by the President’s Cancer Panel in 2014, 
the concept of “connected health” refers to the use of wireless 
sensors, Internet applications, wearable technologies, telephones, 
and mobile computing devices to support patients as they take 
charge of their general health, their cancer treatments, and their 
chronic conditions as cancer survivors.

Continuous Quality Improvement Continuous quality 
improvement is the process-based, data-driven approach to 
improving the quality of a product or service. It operates under 
the belief that there is always room for improving operations, 
processes, and activities to increase quality.

Conversational Agent A medium for automated communication 
with patients and consumers that uses simulated face-to-face 
counseling with an animated health counselor.

Cost-Effectiveness A formal method for comparing the benefits of 
a medical intervention (measured in terms of clinical outcome or 
utility) with the costs of the medical intervention to determine 
which alternative provides the maximum aggregate health benefits 
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for a given level of resources, or equivalently, which alternative 
provides a given level of health benefits at the lowest cost.

Crowdsourcing The creation of new data, information, knowledge 
or innovations that result from the engagement of a crowd of 
individuals through a call for achieving a specific objective for 
potential rewards of personal development, recognition, personal 
satisfaction, and/or monetary awards.

Cyberinfrastructure This “is the coordinated aggregate of software, 
hardware, and other technologies, as well as human expertise, 
required to support current and future discoveries in science 
and engineering. The challenge of [CI] is to integrate relevant 
and often disparate resources to provide a useful, usable, and 
enabling framework for research and discovery characterized by 
broad access and ‘end-to-end’ coordination.”

Data Altruism A form of participation in clinical research in which 
the patient contributes or “donates” his or her clinical data 
broadly or to specific projects.

Data Lake Clinical data (comprised of PHI and PII), practice 
management data, and potentially data from other sources, that 
flows through an ingestion gateway into a storage database.

Data Liquidity Referring to the fluid nature of data, such that 
it flows through the health care system to the appropriate 
stakeholders in a useful manner.

Datamart Often a subset of a data warehouse that contains data 
specific to a particular subject or for a particular function.

Data Science Scientific domain involving the conversion of data into 
information and knowledge.

Data Standards A documented agreement on representations, 
formats, and definitions of common data.

Decision Aid A tool that provides patients with evidence-based, 
objective information on all treatment options for a given 
condition. Decision aids present the risks and benefits of all 
options and help patients understand how likely it is that those 
benefits or harms will affect them. Decision aids can include 
written materials, Web-based tools, videos, and multimedia 
programs. Some decision aids are targeted at patients, and others 
are targeted for clinician use with patients.

Deidentified Referring to aggregate statistical data or data stripped 
of individual identifiers.

Depression A mental condition marked by ongoing feelings of sadness, 
despair, loss of energy, and difficulty dealing with normal daily life. 
Other symptoms of depression include feelings of worthlessness 
and hopelessness, loss of pleasure in activities, changes in eating or 
sleeping habits, and thoughts of death or suicide. Depression can 
affect anyone, and can be successfully treated.

Digital Health Literacy Digital health literacy is the ability to seek, 
find, understand, and appraise health information from electronic 
sources and apply the knowledge gained to addressing or solving 
a health problem.

Digital Mammography The use of radiation to create an image that 
is then captured and translated into an image on a computer 
(digital) monitor.

Disease Progression The cancer disease becomes worse or spreads 
in the body.

Disintermediation A reduction in the use of intermediaries between 
producers and consumers. Electronic platforms, such as the 
Internet, often shaped new business models wherein traditional 
intermediaries were replaced by direct access to producers.

Distant Disease The tumor has spread beyond the original site, 
traveled to other parts of the body, and begun to grow in the new 
location(s).

Double-Blind Controlled Trial A study in which some participants 
are given an experimental treatment and some are given a 
placebo and/or a known treatment, but neither the participants 
nor the researchers know which participants receive which 
treatment until the study is over.

Ecological Momentary Assessment (EMA) Repeated sampling of 
a person’s current behaviors and experiences in real time and in 
the natural environment.

Ecological Momentary Interventions (EMI) The extension 
of intervention delivery by mobile technologies to deliver 
interventions during an individual’s daily life and in his/her 
natural environment.

eHealth Gunther Eysenbach, the founding editor of the  
Journal of Medical Internet Research, defines ehealth as “an 
emerging field at the intersection of medical informatics, public 
health, and business.” It refers to the delivery of medical  
services or knowledge through the Internet and related 
technologies.

Electronic Health Record An electronic health record, or EHR, 
refers to a systematic collection of health information pertinent 
to an individual patient or population collected in real-time. The 
American Hospital Association distinguishes between a “basic 
EHR,” which should encompass an implementation of at least  
10 pre-specified functions and be deployed in at least one clinical 
unit of the hospital, and a “comprehensive EHR,” which includes 
14 additional functions and is implemented in at least seven 
clinical units in the hospital. They often contain information 
about a patient’s medical history, diagnoses, medications, 
immunization dates, allergies, radiology images, and lab and test 
results.

Electronic Pathology Report (e-path) Copy of the pathology report 
is transmitted electronically to the central cancer registry. The 
process begins when the pathologist completes the pathology 
report, marking it as “final”; the process ends when the electronic 
pathology report data are loaded into the central registry’s 
information system and are ready for use in the central registry 
(ie, casefinding, updating existing records with additional 
information, special studies, etc.)

Electronic Patient-Reported Outcomes Any electronically captured, 
patient-reported health status for physical, mental, and social-
wellbeing that can be used to measure research, clinical, or 
quality outcomes.

Electronic Prescribing The use of computing devices to enter, 
modify, review, and output or communicate drug prescriptions; 
the physician or other health care provider sends an accurate, 
error-free, and understandable prescription directly to a 
pharmacy from the point of care; replaces paper and faxed 
prescriptions.

End-of-Life Care A term used to describe the support and medical 
care given during the time surrounding death.

Endogenous Control Allocation of attention according to high-level 
factors such as the viewer’s interest in a particular object, and 
his/her  expectations about it.

Exogeneous Control Allocation of attention on the basis of the 
physical properties in the image.

Factorial and Fractional Factorial Designs An experimental  
design that consists of two or more discrete factors and tests 
all possible combinations of all levels of all factors. Fractional 
factorial designs test only a carefully chosen subset of all 
combinations of all levels of all factors possible from a full 
factorial design.

False Negative When a test (or an observer) incorrectly indicates 
that a disease (or a target) is absent; also known as a “Miss.”

False Positive When a test (or an observer) incorrectly indicates  
that a disease (or a target) is present; also known as a “False 
Alarm.”

Family Caregivers Relatives, friends, or neighbors who provide 
assistance related to an underlying physical or mental disability 
but are unpaid for those services.

Fatigue A condition marked by extreme tiredness and inability to 
function due to lack of energy. Fatigue may be acute or chronic.
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Fee for Service (FFS) A payment model in which health care 
providers are paid for each service performed.

Healthcare Common Procedure Coding (HCPC) Produced by 
the Centers for Medicare and Medicaid Services (CMS), HCPC 
is a collection of standardized codes that represent medical 
procedures, supplies, products and services. The codes are used 
to facilitate the processing of health insurance claims by Medicare 
and other insurers.

Health Care Safety Net System The health care safety net 
includes health care providers that deliver care in a variety 
of settings including public hospitals, community health 
centers, local health departments, free clinics, special service 
providers, and in some cases, physician networks and school-
based clinics that deliver care to low-income and/or vulnerable 
patients. Although many receive state and federal funding, safety 
nets are locally organized and managed, and they serve unique 
local needs and are attuned to the needs of the population 
they serve.

Health Certificate Effect When patients receiving negative screening 
results (eg, no cancer) are given a false sense of security and may 
feel there is no need to modify their lifestyle.

Health Disparities A type of difference in health that is closely 
linked with social or economic disadvantage. Health disparities 
negatively affect groups of people who have systematically 
experienced greater social or economic obstacles to health. 
These obstacles stem from characteristics historically linked to 
discrimination or exclusion, such as race or ethnicity, religion, 
socioeconomic status, gender, mental health, sexual orientation, 
or geographic location. Other characteristics include cognitive, 
sensory, or physical disability.

Health Information Technology In its broadest usage, the term 
refers to the systematic application of information technology to 
health care. It can encompass ehealth, mhealth, EHRs, and other 
facets of information technology to improve the delivery of care.

Health Insurance Portability and Accountability Act (HIPAA) 
Privacy Rule Establishes national standards to protect 
individuals’ medical records and other personal health 
information and applies to health plans, health care clearing 
houses, and those health care providers that conduct certain 
health care transactions electronically. The Rule requires 
appropriate safeguards to protect the privacy of personal health 
information, and sets limits and conditions on the uses and 
disclosures that may be made of such information without 
patient authorization. The Rule also gives patients rights over 
their health information, including rights to examine and obtain a 
copy of their health records, and to request corrections.

Health-Related Quality of Life A multidimensional concept 
including physical, mental, emotional, and social functioning and 
the associated impact of health status on quality of life.

Health Risk Assessment Plus Process Also known as a patient-
centered health risk assessment, it is a tool to systematically 
assess patients’ health behaviors and mental health and provide 
follow-up activities and monitoring of progress toward achieving 
health improvement goals.

Hospice Care The most intensive form of palliative care; a service 
delivery system that provides palliative care for patients who 
have a limited life expectancy and require comprehensive 
biomedical, psychosocial, and spiritual support as they enter 
the terminal stage of an illness or condition. It also supports 
family members coping with the complex consequences of 
illness, disability, and aging as death nears. Hospice care further 
addresses the bereavement needs of the family following the 
death of the patient.

Illusory Conjunction When an observer perceives an object to have 
two or more features which actually belong to different objects in 
the image.

Inattentional Blindness The failure to detect, or properly perceive, 
objects or events that occur unexpectedly while one is processing 
other stimuli.

Informed Decision Making A process that can occur in the health 
care setting or community with the intention of informing an 
individual’s decision.

Inreach Reminders Reminders that are provided during the course 
of patient encounters that inform clinicians a patient is due for a 
screening test.

Internet of Things The network of physical objects or “things” 
embedded with electronics, software, sensors, and connectivity to 
enable objects to exchange data with the manufacturer, operator 
and/or other connected devices.

Interoperability In the context of health care, interoperability refers 
to the informatics infrastructure of one system to connect with 
the informatics infrastructure of another for the purposes of 
communication, data sharing, and other essential activities.

Interrupted Time Series A type of time series analyses in  
which the series of data are “interrupted” by the introduction 
of the treatment, and causal impact is inferred by differences 
in the posttreatment series data from that predicted by the pre-
treatment series.

Just-in-Time Adaptive Interventions (JITAI) Interventions designed 
to address the dynamically changing needs of individuals by 
adapting the content and timing of intervention delivery to 
optimize its effects.

Late Effects Side effects of cancer treatment that do not manifest 
until after treatment has ended.

Lead Time Bias The perception that people live longer because of 
screening when in fact it is simply because there is additional 
time between when a cancer is found by screening and when it 
would appear symptomatically.

Learning Community Health System A learning community health 
system is a system that incorporates multiple data sources to 
generate ongoing cycles of analysis for new knowledge to allow 
communities to have updated and tailored community health 
system feedback. The system is dynamic and will grow and 
change as it gains and responds to new knowledge.

Learning Health Care Information Technology (IT) System A 
health care system that uses advances in information technology 
to continuously and automatically collect and compile the 
evidence needed to deliver the best, most up-to-date personalized 
care for each patient from clinical practice, disease registries, 
clinical trials, and other information sources. That evidence is 
made available as rapidly as possible to users of a learning health 
care IT system, which include patients, physicians, academic 
institutions, hospitals, insurers, and public health agencies. 
A learning health care IT system ensures that this data-rich 
system learns routinely and iteratively by analyzing captured 
data, generating evidence, and implementing new insights into 
subsequent care.

Learning System A system in which the data that are collected 
inform the performance of the system or the decision rules that 
define its performance in a continuous fashion.

Localized Disease The tumor has extended beyond the original site 
but has not spread to other organs and begun to grow in the new 
location(s).

Machine Learning (ML) A computer science discipline in which 
algorithms are developed and can learn from data, ultimately 
being used to make predictions.

Meaningful Use According to the American Recovery and 
Reinvestment Act of 2009, Meaningful Use has three main 
components: (1) use of a certified electronic health record (EHR) 
in a meaningful manner; (2) electronic exchange of health 
information to improve quality of health care; (3) use of certified 
EHR technology to submit clinical quality and other measures. 
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Providers need to show they’re using certified EHR technology 
in ways that can be measured significantly in quality and in 
quantity.

Metadata Data, commonly found in sensor data, which describes or 
provides context for other data. For instance, geolocation data, 
accelerometer data, battery data, and GPS information can act as 
metadata, contributing further meaning to the data.

Metastases The spread of cancer from one part of the body to 
another. A tumor formed by cells that have spread is called a 
“metastatic tumor” or a “metastasis.” The metastatic tumor 
contains cells that are like those in the original (primary) tumor. 
The plural form of metastasis is metastases.

Mhealth The term mhealth is usually used as an abbreviation 
of “mobile health,” and usually refers to the use of mobile 
telecommunications and information technology devices to 
support health-related goals.

Micro-Attribution Applying credit or recognition for contribution 
and use of information resources including software, data sets, 
and annotations of data sets into derived works.

Micro-Experts People who have deep knowledge and/or experience 
in a specific area, typically without formal scientific or medical 
training.

Mixed Effect Location Model An extension of the standard mixed 
model statistical approach in which specific types of general 
mixed model statistical approaches add a subject-level random 
effect to the within-subject variance specification, permitting 
subjects to have influence not only on the mean but also on 
variability over time.

Mobile Application (App) A software program that can be 
downloaded and accessed directly using a telephone or another 
mobile device, like a tablet or music player.

Multicomponent Treatments Treatments consisting of more than 
one active ingredient.

Multilevel Ecological Framework (Biopsychosocial Model) A 
heuristic popularized by George Engel MD that conceives of 
individuals as living in a dynamic system that seeks equilibrium 
and includes nested levels of human aggregation. Depending 
upon the situation being explained different levels can be 
identified. Commonly in health care we identify the individual 
within a health care team, within a health care organization, 
within a community, state, and nation. The family can also be 
considered as a level.

MultiUser Notes An electronic document that can be viewed and 
edited by multiple parties, usually with protocols set for read and 
write access. A public-facing example in health care is the “Open 
Notes” initiative, which began as a pilot project between Beth 
Israel Deaconess Medical Center, Geisinger Health System, and 
Harborview Medical Center in Seattle, and was designed to give 
patients access to the clinical notes written by their doctors and 
nurses.

Natural Language Processing (NLP) Process by which digital text 
from online documents stored in the organization’s information 
system is read directly by software and automatically coded.

NCI Metathesaurus The unified medical language system for 
CancerLinQ. It is based on the Unified Medical Language System 
(UMLS) of the National Cancer Institute, part of the National 
Library of Medicine, a large multipurpose vocabulary database 
that contains information about biomedical and health-related 
concepts, such as the Systematized Nomenclature of Medicine-
Clinical Terms (SNOMED-CT).

Needs A patient’s physical or emotional requirements.
Net Neutrality A principle referring to the openness of the Internet 

which maintains that accessibility to content is not subject to 
discrimination by Internet providers.

Null Hypothesis Statistical Testing (NHST) A statistical inference 
approach in which the null hypothesis (eg, no difference between 

treatments) is assumed true and rejected only if the observed 
data have a low likelihood, typically 5% or less, that the 
alternative hypothesis (eg, a true difference between treatments) 
of being the result of sampling error.

Oncology Medical Home Models A coordinated, efficient model for 
the delivery of quality cancer care. While not specific, the focus is 
on quality and cost.

Ontology An ontology is a content theory about the sorts of objects, 
properties of objects, and relations between objects that arise 
within a domain of knowledge; a structured vocabulary of terms 
and their interrelationships.

Outreach Reminders Reminders sent to patients’ homes to remind 
them they are due for a screening test.

Overdiagnosis The diagnosis of a condition or disease that will 
never cause symptoms or death if left undetected.

Palliative Care Patient- and family-centered care that optimizes 
quality of life by anticipating, preventing, and treating suffering. 
Palliative care throughout the continuum of illness involves 
addressing physical, intellectual, emotional, social, and spiritual 
needs and facilitating patient autonomy, access to information, 
and choice.

Participatory Design An approach to the assessment, design, and 
development of technological and organizational systems that 
places a premium on the active involvement of potential or 
current users.

Passive Sensors Devices that detect and respond to input from 
physiology, behavior, and/or environment without any active 
effort on the part of the participant or system to detect the data 
being collected.

Patient-Centered Cancer Care Patient-centered cancer care 
considers the patient as a whole person, beyond their disease, 
from the time of diagnosis through the balance of their life; 
is respectful of the patient’s preferences, needs, and values 
related to the involvement of their family and friends in their 
care; empowers the patient to participate in their care in a way 
that is consistent with their preferences, needs, and values; 
and requires that multiple levels of the cancer care delivery are 
designed to accommodate the needs of patients and caregivers, 
acknowledging that the care delivery system must support 
providers to function effectively.

Patient-Centered Care Providing care that is respectful of and 
responsive to individual patients, needs, values, and preferences 
and ensuring that patient values guide all clinical decisions.

Patient-Centered Medical Home (PCMH) A model of the 
organization of primary care that delivers the core functions of 
primary health care encompassing five essential functions and 
attributes: comprehensive care, patient-centered, coordinated 
care, accessible services, and quality and safety.

Patient-Generated Data A description of health data that are 
gathered from a patient or caregiver to help manage a given 
condition. Sources may include approaches such as sensors or 
surveys.

Patient-Led Research Research projects that are initiated or guided 
by patients.

Patient Navigator Patient navigators educate and assist patients 
in receiving and comprehending health care services and 
resources to improve their health. Although their roles might 
overlap, patient navigators are not specifically community health 
workers or health advocates; rather, their activities are focused 
on improving patient access to care, self-management skills and 
abilities.

Patient Portal A patient portal is a secure online website that gives 
patients convenient 24-hour access to personal health information 
from anywhere with an Internet connection. Using a secure 
username and password, patients can view health information, 
such as recent doctor visits, discharge summaries, medications, 
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immunizations, allergies, and lab results. Some patient portals 
also allow patients to exchange secure email with their health 
care teams, request prescription refills, schedule nonurgent 
appointments, check benefits and coverage, and update contact 
information.

Patient-Powered Research Networks (PPRNs) A project supported 
by the Patient-Centered Outcomes Research Institute aimed at 
forming partnerships across patients and/or caregivers to drive 
patient-centered comparative effectiveness research via the 
resulting networks.

Patient-Reported Outcomes (PROs) Any patient-reported health 
status for physical, mental, and social-wellbeing that can be used 
to measure research, clinical, or quality outcomes.

Patient-Reported Outcome Measures Questionnaires completed by 
patients in order to assess single or multiple constructs related to 
symptoms, functional status, quality of life, and other aspects of 
health.

Patient Safety Freedom from accidental injury; ensuring patient 
safety involves the establishment of operational systems and 
processes that minimize the likelihood of errors and maximizes 
the likelihood of intercepting them when they occur.

Pattern Recognition A branch of machine learning that classifies 
data (patterns) based on either a priori knowledge or on 
statistical information extracted from the patterns.

Phase IV Surveillance The process monitoring of the safety of a 
medication after it has been released on the market.

PHR A longitudinal patient health record (PHR) owned by the 
individual, incorporating elements of the EMR including clinician 
notes, care plans, tests, and results, and populated by data from 
interoperable monitoring devices.

Placebo A treatment that is nonactive and not intended to have any 
clinical effect.

Polyps An abnormal collection of cells that forms on the lining of 
any organ that has blood vessels; they are generally found in the 
colon. The cells can be of various types on a spectrum from being 
completely inconsequential (benign) to being cancerous.

Preattentive Processes Perceptual processes that operate 
automatically, without any need for attention or limited 
resources. These processes are spatially parallel (operating locally 
on each point of the input) and rapid (ie, completed within 
100–200 ms).

Precision Medicine Form of medicine that uses information about a 
person’s genes, proteins, and environment to prevent, diagnose, 
and treat disease. In cancer, precision medicine uses specific 
information about a person’s cancer to help diagnose, plan 
treatment, find out how well treatment is working, or make a 
prognosis. Examples of precision medicine include using targeted 
therapies to treat specific types of cancer cells, such as HER2-
positive breast cancer cells, or using tumor marker testing to help 
diagnose cancer. Also called personalized medicine.

Preferences A patient’s concerns, expectations, and choices 
regarding health care, based on a full and accurate understanding 
of care options.

Privacy In the context of health information technology, privacy 
refers to an individual’s confidence in having a say in who is 
allowed to collect, use, or share their medical information.

Prognosis The likely outcome or course of a disease; the chance of 
recovery or recurrence.

Prostate-Specific Antigen A protease that is secreted by the 
epithelial cells of the prostate gland.

Protected Health Information (PHI) Information that is protected 
under the HIPAA Privacy Rule; the Privacy Rule protects 
all “individually identifiable health information” held or 
transmitted by a covered entity or its business associate, in any 
form or media, whether electronic, paper, or oral. “Individually 

identifiable health information” is information, including 
demographic data, that relates to: the individual’s past, present, 
or future physical or mental health or condition; the provision 
of health care to the individual, or the past, present, or future 
payment for the provision of health care to the individual, and 
that identifies the individual or for which there is a reasonable 
basis to believe it can be used to identify the individual. 
Individually identifiable health information includes many 
common identifiers (eg, name, address, birth date, Social Security 
Number). The Privacy Rule excludes from protected health 
information employment records that a covered entity maintains 
in its capacity as an employer and education and certain other 
records subject to, or defined in, the Family Educational Rights 
and Privacy Act, 20 U.S.C. §1232g.

Protocol Specifications that describe the details of an experiment 
or study and how they are to be carried out in a standardized 
fashion.

Proto-Objects Localized precursors of objects with at least some 
degree of structure.

Prototype An early, usually not fully-functional, version of a 
technology that is used for testing in the process of developing a 
final technology suitable for use at scale.

Public Health Informatics (PHI) The systematic application of 
information and computer science and technology to public 
health practice, research, and learning.

Quality of Life The overall enjoyment of life. Many clinical trials 
assess the effects of cancer and its treatment on the quality of life. 
These studies measure aspects of an individual’s sense of well-
being and ability to carry out various activities.

Quantified Self The process of incorporating measurement of 
oneself into daily functioning to track health or performance.

Quitline A tobacco cessation service available through a toll-free 
telephone number. Quitlines are staffed by counselors trained 
specifically to help smokers quit. Quitlines deliver information, 
advice, support, and referrals to tobacco users.

Randomization The process of making something random; in the 
context of clinical research, study participants are often randomly 
allocated to different conditions of a study.

Randomized Clinical Trial A study in which the participants are 
assigned by chance to separate groups that compare different 
treatments; neither the researchers nor the participants can 
choose the group to which they are assigned. Using chance to 
assign people to groups means that the groups will be similar 
and the treatments they receive will be compared objectively. At 
the time of the trial, it is not known which treatment is best. It is 
the patient’s choice to participate in a randomized trial.

Randomized Controlled Trials (RCTs) A scientific experiment in 
which people are randomly assigned to different treatments to 
assess their efficacy, independent of any biases. Considered to be 
the gold standard.

Rapid Learning System An approach borrowed from engineering 
and applied to health in which electronic health records can be 
merged into research databases and rapid-learning networks that 
contain clinical information on millions of patients, allowing the 
health system to learn from real-world experience and rapidly 
develop new evidence and apply it to health care.

Recurrence Cancer that has returned after a period of time during 
which the cancer could not be detected. The cancer may come 
back to the same place as the original (primary) tumor or to 
another place in the body. Also called recurrent cancer.

Registry A repository of uniform data for a specified  
population.

Relational Coordination Communicating and relating for the 
purpose of task integration. This concept was developed by Jody 
Gittell PhD and includes a theory that makes visible the social 
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processes and human interactions that underlie the coordination 
of complex work.

Reminder System A system to remind or encourage health 
professionals to support health behaviors. The systems can 
provide trainings, organizational protocols or referral processes, 
financial remuneration for providers, and materials such as 
self-help.

Remission A decrease in or disappearance of signs and symptoms 
of cancer. In partial remission, some, but not all, signs and 
symptoms of cancer have disappeared. In complete remission, all 
signs and symptoms of cancer have disappeared, although cancer 
still may be in the body.

Reversal Designs A type of single-case design to examine the effect 
of a treatment on a single participant by delivering and then 
subsequently withdrawing the treatment.

Screen-Film Mammography The use of radiation to create and 
capture a breast image on photographic film.

Screening The use of a test on individuals who do not exhibit signs 
or symptoms of disease to identify those who are at increased 
risk for that disease. These individuals must then be evaluated 
to determine if disease is present. Since screening consists of 
screening and evaluation, it is more appropriate to think of 
screening as a process not just a test.

Shared Care Planning Shared care planning is a process that 
involves collaboration among patients, family and caregivers, 
health care teams, and others to develop a shared understanding 
of both the goals and interventions that make up the trajectory 
of care. During planning, tools for assessing risk are helpful 
in identifying those patients who may require more intensive 
coordination.

Secure Messaging A server-based approach to protect sensitive 
data, especially when allowing patients to communicate with 
their care teams through a patient portal. Secure messaging 
approaches are designed to comply with industry standards such 
as HIPAA, GLBA, and SOX.

Security In the context of health information technology, security 
refers to an individual’s confidence that safeguards are in place to 
protect his or her medical information from being seen by people 
who do not have permission.

Self-Efficacy An individual’s belief in his/her ability to perform 
behaviors necessary to achieve a goal or produce an outcome.

Sensitivity The likelihood a test will be positive for disease when a 
disease is present. Also known as the true positive rate.

Sequential Multiple Assignment Randomized Trial (SMART) An 
experimental design to test and optimize adaptive interventions. 
The approach randomly assigns participants to each treatment 
option at each critical decision stage of an adaptive intervention 
(eg, if no response to treatment A after 6 weeks, continue 
treatment A or switch to treatment B).

Shared Decision Making (SDM) A process in which patients are 
engaged as active partners with their clinician in clarifying 
medical options and choosing a preferred course of care.

Short Message Service (SMS) A text messaging service 
component of phone, web, or mobile communication 
systems. It uses standardized communications protocols to 
allow fixed line or mobile phone devices to exchange short 
text messages.

Side Effects Physical or emotional effects (usually undesirable) 
secondary to exposure to treatment for a clinical issue.

Social Networks Social networks are online communities that 
provide instrumental, emotional, and social support. These 
networks may be focused on a specific health condition and 
may include the individuals with that condition as well as their 
family, caregivers, or other interested individuals. With respect 
to cancer, social networks that allow for both within-family team 

and community team collaboration can have a significant impact 
on health care throughout the cancer continuum.

Specificity The likelihood a test will be negative for disease when a 
disease is not present. Also known as the true negative rate.

Stages of Change (or Transtheoretical Model) A model that 
describes the series of stages that patients progress through when 
making a health behavior change.

Statistical (or Ensemble) Summaries Perceptual information about 
the statistical properties of a set of objects (eg, mean orientation, 
standard deviation of size) distinct from information about 
individual object properties.

Subitizing Rapid and accurate apprehension of small quantities.
Surrogate Decision-Maker If a patient is unable to make decisions 

or speak for themselves about personal health care, someone else 
must provide direction in decision making, as the surrogate, or 
proxy, decision maker.

Targeted Therapies In oncology, a treatment that is more specific 
for cancer cells than normal cells. Compared with traditional 
chemotherapy, this ideally results in more effective treatment of 
the cancer with fewer side effects.

Technology-Mediated Social Participation The use of technology 
to actively or passively capture input from a number of sources 
to more comprehensively reflect the perspectives of multiple 
stakeholders, usually in the service of driving consensus or 
surfacing insights.

Telemedicine The use of telecommunications technologies—
including telephones, video conferencing, smartphones, and 
mobile computers—to support the delivery of medical services, 
messages, and knowledge to patients remotely.

Time Varying Effect Model A statistical model that uses intensive 
longitudinal data (ILD) to observe change over time not 
only in the outcome but also in the factors that influence the 
outcome (ie, does not assume that the factors or their effects are 
time-invariant).

Translational Research Aims to translate or apply scientifically 
meaningful information and make it clinically relevant, that is, 
relevant to human health.

Treatment Summaries and Survivorship Care Plans (TS/SCPs) An 
individualized care plan for cancer survivors that includes 
guidelines for monitoring and maintaining health.

Treemap Treemap, coined by Dr Ben Shneiderman, is the name for 
a space-constrained visualization of hierarchical structures that 
splits the screen into rectangles in alternating horizontal and 
vertical directions as you traverse the screen from top to bottom.

True Negative When a test (or an observer) correctly indicates that a 
disease (or a target) is absent; also known as a “Correct Rejection.”

True Positive When a test (or an observer) correctly indicates that a 
disease (or a target) is present; also known as a “Hit.”

Unstructured Data Information that cannot be easily stored, 
queried, recalled, analyzed, and manipulated by machine; 
examples include office medical records, handwritten physician 
and nurse notes, hospital admission and discharge records, paper 
prescriptions, radiograph films, magnetic resonance imaging 
(MRI) images, computed tomography (CT) images, and other 
images.

User-Centered Design An approach to design that puts the 
needs and preferences of end-users at the center of the design 
and development process throughout the lifecycle of product 
development.

U.S. Preventive Services Task Force (USPSTF) An independent 
panel of national experts in prevention that makes evidence-
based recommendations about screenings, counseling services, 
and preventive medications.

Virtual Registry A linkage of multiple population-based cancer 
registries, permitting a centralized, automated, and efficient way 
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to access patient data, pooled from those registries, for research 
purposes; uses advanced IT security protocols, with the data 
remaining behind separate security firewalls at each participating 
registry; increases accuracy and completeness of information, 
relative to traditional cancer registries.

Weber Fraction In psychophysics, the ratio of the smallest detectable 
difference between quantities to the magnitude of the smaller 

quantity; equivalently, the ratio of the standard deviation of an 
estimate to its mean.

Within-Subject Design A type of experimental design in which 
all participants are exposed to every treatment or condition and 
repeatedly evaluated.

Workflow The processes required to complete a task by an industry, 
company, department, or employee.
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